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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror ® = Type® = URI®@ = URN® =

Mo endpeints found

Create endpoint

2. RV RRILURRL" o
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Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

3. WIARRTRTE » IR REAR

e ENT ARBEL RIS AESE « BRI BT R EE LR 1
i, o

4. 7F T URI*) @I ~ IEERRAIME—EIRHAIT (URD) o

AfEA TIEP—ER -

https://host:port
http://host:port

R KISEEIZIE « RIEREIB443AMNHTTPS URI ~ EiZB80AMHTTP URI ©

il StorageGRID ~ SE&HT | REREER LHFEERNURITIAER -

https://s3.example.com:10443

7EUESEEFIF « [3.example.com) {X&StorageGRID EAR ZESEHEE (HA) 1
HIDNSIEHE ~ M 110443 RKRE S FHRInEPERIVEIZIE o
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()  cRz@mmEEE HA BRI BTHRE  DUBSBRSE -

EH ~ AWS HEEEHEFERURIAIEER !

https://s3-aws-region.amazonaws.com

@ YNRiF imRE AL CloudMirrorE B ARTS ~ s5707EURIFNNATASHTE o ISR LA7E ™ URN*J ##
I INARTEERME

5. SABBERIE—ERLHE (URN) ©
()  mumers - CEESERBHURN -
6. JIBA o

7. B ERRE AR B0E  RBRBWA K LEPAEIEERER -

Create endpoint

@ Enter details e ?ﬁlect.authentlcatlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue

THREEIRLARA BRI ERNE AR -
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
BERRsR R )z
EAB:]CARE FHABETRZRR2MRE - MRCERILRE « BHERIAL E ™ CASREE
*] XFHIRPHIBTZ R MHTE o
ERIERRFCARE FEREERF L ZENTERGrid CARERREEFLR ©
ARG R FRTLSEARRV /R M ARERE o WEIBERZS

10. BEHERIE I R L IR o

° MNRAILUEBIEE MR ERRERE RS « AIFHIR—RRIIAE - KENEREESELSH—E
BNRLBREE o

| EIRESERIEAMES « WIS o MRORBEUHBLISERSR « SR EER IR
EHA © REEA BB R T o

@ NREHEFRIRPAREA TSRS « IR T XM - Bl & StorageGRID ERYARAE
BHES -

REMRZ & ~ S UERHEURNRERE T & IR
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B LUER IS EREEEE RELR o
TRENER
s MNBEFEREARREERER SENEEZIELS -
c MNBERESR TEI1RiRE EIRRERERE o

FAREETLF
HAERSER BRI E RS IEFERVHEIR - StorageGRID

1. BB RERE (S3) > TEIRFIRES o

FaRBinE) EEBEAIGHIR « TRTRERENT

BIRFS IR B EE o

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

Displayname @ < lLasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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IR B R R EPEEN IR -

Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. EEE-AIEER o

° MNRAILUEBIEE MR EARERE R - AIFHIR—RRIIAE - KENEREEESELSH—E
BNRLEREE o

° Eﬁ%EEEﬁE;E‘QEMH% N @'tﬂiﬁ,ﬁggﬁfﬁ'ﬂ,ﬁ o gu%f@%%1@&ﬂﬁ”ﬁ£ﬁbﬁ%£i§%” N gﬁ%m*%ﬂ%"jﬁ@%ﬁiﬁgﬂ . %
BER AR HEEEE

AREET & ARTS imah

A UIREETF R ARTS IR EGRVARRE ~ LIEEHATE - URISLEMEEAER o FIU0 - SRl sESE
EFEICAEANSIEEEN « 2B BT URILIERIE{DElasticsearchZE 5 | LUETTRIERE o &
EILE BT ARRTZIREAYURN o

CRBNES
* CEERBATS SRR LENEEES o
EREBNAS TEIRRE WRNERERE - HSM R R -

1. BB E1ERE (S3) >*EEARFSIREL o

EaRBimss BEEAILHIR « TRTERENTaRBIRIEE -
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4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

EICEIRE I IRR, ©

IR A E R R EPEEN IR -

- EEERE o




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BEEVEEMFZ SERRBIIZET IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERISE o N EEESE A FE2BEMRINURNZ A - eie
EEEMHRINENR © KELEERRERHFRAIRIENTERR o StorageGRID

3. R TEE*) >* THUBRIRSEE*) o
BEEI]EE/—I_HE;UDHIE\ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. EEMIERIRRL" o
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WMRFER LT B IRFSIm SN 24 8852 StorageGRID ~ &Rk EZEER—AIFE o
7£ TPlatform Services Endives] (F&RFIHE) EELE - RE— 1@?%35*%@@?5&%
REAREEERZA o NRIHETENERERRER « B REEEREER o

bal| P e o

MRBETRAFELEEMAFEIRFEIREIER - WAL EEEXERNTETRERNE - EAUBE "FaR%ER
2 B EEERGEAEN -

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

BER RN AR R M (T ARKIE EENES - SRR EAEEREe

1. HAIRELEESCh « AT SEERATINE) o

2. {EMBESHAIERIEE L A o RSN R e TSR T B SIS « IS HERe R A R RIE
BEAR - BETExEREe € BETRRBE o
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

BEEREDNARIIARS

BLESERARIAEGHMEHE T TRE—EER) M - AIEEEHERERR - EEEERHERESHERHER « 258
HIERARPIEIREMIRAIEER

TR
1. BERUIRRY o

ImF s E R R EPERN R -
2. EEEA ST RIEER o

FE B AR (£ StorageGRID SexingBgsE T B IRFFInAI R S FE © UREE AU B RIBINEE FIRELR -
IR VR BB E L & B — B RLERE ©

R RImEL SRR

TR fE AR A E R B E LAY EoREEER S B ARRBNF EE RS SR MR - BRI AEREITIREIRAL A
AERRRREIRE o fiNStorageGRID ~ MIRMANRA [EFRMNFEERNFIRERERL « R AEFEE Ryt S
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MEFFEESREREHN—AREN « 552BIAmazon Simple Storage Service (S3) E&i%#ER (CRR)
X% o N StorageGRID BHEARINAIEFSIEFEERABAPINEN « F2H HIFS3AFRERRENNE
T ©

MREELSYARHFE LA CloudMirroriE R ~ BISERMEEREFERNFIN - EREFEERNIREWH
AIREER - G AEMRAMMN - THEERER -

YNRICTEE R AHRRXMLAPISE #7485 - StorageGRID BIE#H BRI SR MITIRRE « SEEMAZLER - B
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1. MAKREFENER
ERAXFHREREIFIRIERARXML « LUEASSERAPINIEENER © REXMLE :
° X EStorageGRID ~ EXIRVIERAAR - EF&RTStorageGRID ~ N FZIREM (Filter) TTERRH
TRRAI ~ ELtBEV RBIZRMIFRYIHERRZS o NFTBHANEN « 552 BIAmazoniE RAERESIHF o
° (EFSTRRIRREAIURNIER B A -
(AJ3%E) AN"<StorageClass>'7t& » ARIEEMUTEBEZ—

MR FRRGEFAER o INRICE LEMHRERIEERFER  AIEER NMRE) 85 -
Mandard_ia' : (R#E-FEFR) - WWRHRFEHBEAREFIIERRE  BNRERERFRREFRN
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o MNRIBIFLAHBXMLPIEE Al -~ HZZEZAER o ItEARHStorageGRID F5IEBFEA :

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. EHA S BB  MECREFRMA (S3) >E -
3. AR EALIE -

IR g TEAFAER Bm o
4. EE TR EE
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o EH TEURER ZEUTLE -

6. KRR ABXMLALEIXFHIEF « REBEERFEEE -
Bucket options Bucket access Platform services
Replication Disabled ~
Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.
& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.
Enable replication
<ReplicationConfiguration>
<hole></Rale®>
<Bule>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ
IIII#HHHEHHHH%%’III
@ ’éﬂiﬁﬂ)ﬁ iR B &R 7B StorageGRID fEHGrid Manager:EGrid Management APIFYEIE B R
TSRS o MNRIGFEFABXMLEF LR « 55048 StorageGRID T EIES o
7. DR E LR ¢
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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- ERCRIRFEFER R o

e ERR TEAFEER) Bme
EE T ERE > EHEA -
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:sgws-topic</Topic>



Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>
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b. e BAIGAE B HISNSEE o

BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXBEFHHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
Metadata NotifyationConfiguration  FjA 5 E R E RHEER YA B A9t 2~ 3B B 2312
ﬁ&o

BE—HSERATE -

gLl MABAZRITEC « AR ERS P EE RIS =157E
5191 -

SEERAELAENAIRE o

B fEEMetadata NotifyationConfigurationJc & ©

ID BB — B BIRE o
BE1ERuUleTTEH ©
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

FUEEEHIF ~ BEEEE UG BTG ZYHTPEESHEEXE—EBM  MASH [/A85 Bt
ZUHPEENASEEES R/ -

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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