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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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* [BIfE1ZEEZA [deprecated : truel
* Json[EIfEANE S ldeprecated] : true
* NMS.logH &3 EBRIES - filn -

Received call to deprecated vl API at POST "/api/vl/authorize"

#| &R B AR A SRR EEAPIRR 2
fEA THIAPIZERERISIERNAPIEZRAEE !

GET https://{{IP-Address}}/api/versions

{
"responseTime": "2019-01-10T20:41:00.845z2",

"status": "success",
"apiVersion": "3.0",
"data": [

2,

3

IEEERMAPIRRZS

TR LMERRE28 (/APING) SARERE (API-RRZS @ 3') ZRISEAPINRZ - MNREFEFRHRMIEMIEE « BIREE
EERRKEE

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEEsHEILERIBIE (CSRF)

{&iStorageGRID FILAfEEFCSRFEM ZRIRIEEEA CookieFIERETAE ~ BN SR HIAE R
& (CSRF) KZ o Grid Managerf21H R B2 & BERAIL L2 INEE « HthAPIFF
imH| P EER S EEAREA -
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;%%%Eﬁ%ﬁ%éé%ﬁ@ﬂﬂﬂaﬁﬁ (BISNHTTPEREPOST) -~ AIAEEEHFERE AFERENCookieZEHIFEE

FFACSRF#ERL 177 BB #8ECSRFINE ° StorageGRIDRIARF * 15 E CookieFIA B AR & EARHIAFTEPOST
AXBHHRER °

EEZRUALETHAE ~ ATEREHARAE TesrfToken) 284 Trues © TERMES TMR1 o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

MERABE ~ GridCsrfTokens CookieELABEIERTE ~ MUHE AGrid Manager ~ 1 ['AccountCsrfToken
1 CookieBIFLABERERTE « UHBEABFREEREN o

MR CookieTFE * BIFI B AMERRAARAEMER (POST ~ PUT ~ PATCH * DELETE) ##EGE THHEA—IE

* IX-CSRF-Token] 1238 - HiZ88{E& A CSRF#EMt CookieRI{E °
* WNESRRIEEIEHEEL ¢ TesrfToken) MRARIENEREEERE

o

INFEAMFERIEFEER]  FF2RR LAPIXfF -

@ HEREBCSRFH#ER Cookiefs ~ thEE#HEMERIERFTT Content-Type : application/json) 1%
88~ LUE— P {(ReEJsonERBIE R T CSRFIXE o

MRMAE—FA - HEFAAPI
WMREAHE—EA ~ s5EFHAPI (Active Directory)

MREE EXRTELRAE—EA (SSO) MmB&fEAActve DirectoryfffiZSSOMAER ~
WA —RFIAPIEX « A 8EEVF#E AR Grid Management APIZ(FE 5 B2 APIAYER S5 1#E
B o

MREBE—FA ~ FEAAPI
AR & fEAActive DirectoryffiZSSOE i p &R  BIEAELELET ©

CEENER
* [RHZEEH StorageGRID FEAE( [ {#E A& B HAE R FAEBSSOFERBE LB o
s NREEEFIIES SEAPI ~ SAENEFAFIKRAID ©

FAREETLE

15



EEISEEREN « eI UER T EP—(E#EF :
* "storagegride-ssoauth.py" Python{§ <85 ~ ilfi*StorageGRID 7| Bt : ZitEZE B (WRed Hat
Enterprise LinuxZ{CentOS - Ubuntug{DEBIANSHEY"./rpms" ~ VMwarefJ"./vSphere.") o
* CurlZBRMTIERIZEEH] o

MRMITREKIE - BHTIERERISERER o TS EIIUTIHER | [TFLEEHIXFIEN
AISubjectConfirmation) ©

() SBICUITRAIRIE AN L HA RS T HI RS -

MBTBFIURLAGIERIRE « nJRe 2 ERI$E52 ¢ TUnsupported SAML version (FRZBAISAMLARZS) 1 o

SER
1. BERY AR 2 —UES BB AT
° {§/"storagegrid sosoauth.py" PythoniE < HE o AL ER2 o
° EFACUNZEK o BIfEPERS o
2. NREfFFH"storagegrid ssoauth.py"$5<HE « ;AR IE S IBEELASPythonfR:ZRET « ABRHITIESHE ©

HIRLRRET ~ SFEMA TS5 YA !

° SSOA% o #A TADFS) 8¢ TADFS] ©

° SSOfERELTE

o ZH T RmAIAEIE StorageGRID

° R RiZ(EStorageGRID RizE

° fHRIRAID (MREEFEFHEFAEIEAPI) o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
s

e s
StorageGRID Auth Token: 56eb87bf-21f6-40b7-afob-5c6cacfb25e7

g AR T BRSE L o StorageGRIDINIRTE AT LARHEM AR ELANEK ~ FLU R ERSSORERAAPIRI 75

= o
3 MRCEEAHEEER « FEATIER -

a THEBAFRBIEY -
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ B EZ1FEGrid Management API ~ 55 F01E%4 TTENANTACCOUNTID] °

b. BEIZINEFEMEREFURL « s8M T/APIN3/AZHE-SAML] 2 HPOSTE R ~ W EIEPFIRE fthJsondR

b5 o

ILEEHIFETR TTENANTACCOUNTID) MBS EEREURLIIPOSTER o EREEXE python -m
json.tools ~ LAFEBRJIson#RES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

IEEBFINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °

"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..

sS1%2BfQ33cviwA%3D&RelayState=12345",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {t[EfEHETE TAMLRequest) ~ LUETEREMSHMER o

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cviwA%3D"'

d. BS5EEAURL ~ EFESAD FSHEFRIREXID ©

Hh—EEIRRE A A EIERNURLREREARE -
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

[EIFEEFE R R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. fROEhREFARIRERID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHRNEERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FSEE[MI302EE M « WEREPETREMET o

@ NRIEHNSSORMERMAZRER RS (MFA)  BIREPOSTHEE S5 _EZMEsH

2EEk -

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. #EIfEFEETE NISAUTH Cookie ©



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. {EGERLSCEIE A= CookielIGet B R EISENIE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

CIFEZEE B FAD FSTIEREEN - UMHEHBREHFER - MEEAXEEREERERMMITE
& SAMLResponse °

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:

SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMQ==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

. EpEEIRAI#TE TAMLResponse" :

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- EF#ER TAMLResponse" (AMLResponse") -~ gt StorageGRID (/API/SAML-Response") &
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K~ LUEA StorageGRID —1 iz BRESSEHERYL ©

7% TRelayState] - sAEAAFIRAID « EE48Z A Grid Management API ~ 350 o

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE BLIEER R IEML ©

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. RO #FS "MoYTOKEN) o

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRERT LA TMoYTOKEN) R EMEK ~ SR A EHESSORMERAPIFNA R ©

MNREAE—BA ~ 55EHAPI

MEEBEE—ZA (SSO) - EEHEH—ZRFIAPIERK « LIEHGrid Management APIZLFEF EIEAPI 0l
R&fFEHActive DirectoryfASSO& 8 BIELFER - BIEAB LIS

EﬁBAEIEIT’E

WMBFE « StorageGRID RENSHBNE—SHERESH « BIRIEHILINEE - 3F - el U
’E.‘*StorageGRlD RETHEENE—FY (SLO) : FEHBMStorageGRID HISESOZKELHER ©

p
EEELEHEENBHER 558 Cookie "SSO=true"] fFIE4SSLO AP :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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ZERIEHURL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. FEFFHURL ©

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EEXEREEHURLLUERESLON EFE A StorageGRID EER ©

curl --include "$SLOGOUT REQUEST"

B{H[E]302[EFE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found
Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018

22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MiB&StorageGRID R & H#ERY o

filBRStorageGRID Lt R ZSSOMAR L IREM IS AEE o NRFKIRME TCookie "SSO = trues ~ FHER

! StorageGRID ~ MAERZESSOAREE ©

curl -X DELETE "https://S$SSTORAGEGRID ADDRESS/api/v3/authorize™ \

-H "accept: application/json"™ \
-H "Authorization: Bearer SMYTOKEN" \
—-—-include

r204EAA) CIERTERERTEEL -
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HTTP/1.1 204 No Content

MNEREAE—ZA - AEAAPI (Azure)

MREE BEXRTELHEE—FA (SSO) ,dk_JL/(ﬁﬁﬁAzureTEﬁ%SSOT tRERS ~ (F M {EEE
BH5 S HEAREVSE AT Grid Management APIE{FE B EIEAPIHIER S HEAL o

UNRENFEAzure E—& A ~ 55 AAPI
AR IGFE R AzureffiASSOF i AIHLFER « BIEAELIET

TEENER
* {®ENEEH StorageGRID HAE > 1B ¥ R EF4HAVEH A (F B BISSOE FER (4 st HEFNZREE o
s NREABEFZEFEL BIEAPI ~ FiEEBEIRBID ©

MRIEEL(F
BESSRBIER - AR TR ST

* "storagegRide-ssoauth-azure.py" Python{g <5

* "storagegRide-ssoauth-azure.js" Node jst5 <1

& M E+5 < BEER LA StorageGRID X #ERed Hat Enterprise Linux{CentOSHIRRZS/romss B % (R Ubuntu
Z DEBIANSHIRRZs/debs B &% ~ A KIEA T VMwareBJhR4s/vSphere B &%) o

EEBEALBCEAZUreIAPIE S ~ 5528 lstoragegRide-ssoauth-azure.pyl $§<H5 o Pythonigs<HE
& StorageGRID EIFIRHEMIBER (FLEUYSFSAMLRequest ~ Z BEVSIZHEEN) ~ tHEITINode.jsts <5
BiAzure HE) ~ LAFITSSOEE

SSOEERIUER—RFIAPIER#IT « (BEKMIL T ERE ° Puppeteer Node jstR4H F] A2k 1FHiAzure SSO7T
M| e

MREBIURLARHERIRE « RIRE S ERISELR ¢ Unsupported SAML version (RZIBAISAMLARZR) 1 ©

HER

1. ZEEFRERAVARMME ~ INTFFRR -
a. Z#ENode.js (B2 "hitps://nodejs.org/en/download/") ©
b. ZEEFREERINode.jsi84H (puppeteerflljsdom)

"npPM install -g <module>
2. #&PythoniE S EEEEAAPython B8 LIITIESHE -
SR%Pythons S HEZ LA ¥ FEAINode. jsTESHE ~ IL#{TAzure SSOEH) o

3. HIRRTE  SFEATYISIHHE (HEASHEA)
R E AAzurelSSOE FEpfithit
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https://nodejs.org/en/download/

° fR7RiZ(EStorageGRID RRE
° fHEIRAID (MREEFEFEAEIEAPI)
4. HIRIETREF « SRRIARDE « MR ERERITFIREMFARELSAzUre ©

ey storagegrid-azure-ssoauth. py sso-email-address userfmy -dosain.com
ocom --tenant -account-id @

@ E LB REMFAZERAMicrosoftdgsg& Teh © (ERISEREMB e < « LEHREMZ R
BIMFA  (FlINEA BB F5 S RRAIRZTURS) o

B T BRSE M © StorageGRIDIEIRTE FI LI RER AR ELthZEK ~ R R EASSORfERAPIBY S

= o

MREFAE—F A ~ s5{EFAPI (PingFedate)

WMREAE ERELRAE—EA (SS0) MAKLEEAPingFedatefZASSOMIER - W47A
BH—RTIAPIER « 7 SEEVFEA R Grid Management APIZ(TH A BIEAPIRYEESE AL o

MREBBAE—FA ~ sBEAAPI
R IE(FBPingFedateffiZASSO i1 IER -« REBELEER

CEENER
* [RHZEEH StorageGRID EAE( [ {#E A& BB R FAEBSSOFERE LB o
s NRECEEFIIES SEAPI ~ SIENEFHAFIKRAID o

FAREETLF
EEESEREN ~ R UER TR P —EZE

* "storagegride-ssoauth.py" Python{§< 85 - fii? StorageGRID 5| Bt : Zi#tEZE B (YRed Hat
Enterprise Linux@{CentOS ~ Ubuntug{DEBIANSHEY"./rpms" ~ VMwareRY"./vSphere.") ©

* CurlZBXRHTERIZEEH)

MRHAITEREXKIE ~ EHTIEREEZER o KofeEERIU TR | [ELEEHIHRAREK
AYSubjectConfirmation) ©

() sfICuITERIREm AN L EAh S B HI RS o
MRBEIURLARIERIRE « PIAEE B F$EER ¢ lUnsupported SAML version (RZIBAISAMLARZR) 1 ©

1. BRI A2 — UGS BEsE L -
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° {FF3"storagegrid sosoauth.py" Pythoni5<HE o BI{EFEE2 o
° EFCUNZEK - AIfEPER3 o

2. NREFEA " "storagegrid ssoauth.py"i5<H5  sARHE T IEHIELAPythonfBET2T0 « ABBITIESHE ©

3

24

HIRGETRET ~ SFMA TSI ZREYE !

° SSOA% o IE[IUE A Ipingfederatel (Pingfederate - pingfederatess) HY{EfEIEAML o

° SSOfEAERTE

o LH T IEmEmAIAEIE StorageGRID o B AEAR PingFedate o &R LGS EIR B = A A EAE o
° R F5EEStorageGRID R9RE

° fHRIRAID (MREEEFEIEFEEAPD) o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

%ﬁétﬂ FRiR {7 BRsE AT o StorageGRIDIGIRTE A LURHER AR EMthE XK ~ L R EASSORERAPIR
T o

MRECEEREEENR  BEATIERF -

a. BB AFRBILE o
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ HEFEGrid Management API ~ s5fEF01EA TTENANTACCOUNTID] °

b. EEFINEEZMEREURL « 58M [/APINV3/AZHE-SAML] EHPOSTER W EIEHRBIREMIson4R
B o

LEEE BB TENANTACCOUNTIDR 2 EEREURLAIPOSTE K © &R G{FIEE python -m json.tool X #
PRJson4mEs °



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LLEEEFIAIEfE S S URLARBHI EEEURL ~ ERE S EMJISON-encodingfE °

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {t[ElfER{#7E TAMLRequest ~ UEEREDSHER o

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[EIFEFR Cookie i [E]FEC]FETIFE

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B Tpf.adaperld) {& - M:[CIFE[E]FECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f B THay B (BIREREFE) ~ AREIELFE :

export BASEURL='https://my-pf-baseurl’

25



26

echo "SRESPONSE" | grep 'form method="POST"'
o W M178) B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. XA E3858HICookie :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. EpEEIRAIETE TAMLResponse" :
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- FFRA#7ER TAMLResponse" (AMLResponse") ~ #EiiStorageGRID (/API/SAML-Response") E
K~ LU EA StorageGRID —1 fz BRES B HERL ©

=7 RelayState] - :AfEARTEFIREID « &8 % A Grid Management API ~ s5fEF0 ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE EIFERRE AL o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-afO0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. RFOEREERE M #FS "MOYTOKEN) -



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTERTLAAE TMoYTOKEN] AREMERK - HLUNAERSSORERAPINAT ©

MREAE—EA ~ FEHAPI

MREMBE—ZA (SSO) -~ EBEEH—ZRIIAPIERK « LEHGrid Management APIZ¢FE 5 EIEAPI o 1

RIG(EMAPingFedateffi#ASSOS 7RI HAER « BIBAELEET

FAREETL(E

MEFEE - StorageGRID FRENEHBNE—FHE

SEE S - BIATEHIEIhEE o 3 ~ ISR LUER
#%StorageGRID ZRE Y IHENE—EH (SLO) ' FE

B34 StorageGRID FISESOKEHERL o

p
1. BEELEHENTHER « 558 [Cookie "SSO=true"| FIE4SLO API :

curl -k -X DELETE "https://SSTORAGEGRID ADDRESS/api/v3/authorize" \

-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \
--cookie "sso=true" \

| python -m json.tool

Z{ELEEHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#FEFEHURL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. EEERFEEHURLUMEZESLON EFE A StorageGRID EEJR ©

curl --include "SLOGOUT REQUEST"
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ZEE302[OfE - EXFERUETERNRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiB&StorageGRID FREC &R o

fHlFRStorageGRID b A& SSOMA S ZEENB A TNAERE] o TR KIEMH Cookie "SSO =truel ~ ERER
F i StorageGRID ~ MIAEFZSSOREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

r204EAA) CERTERERTEEL

HTTP/1.1 204 No Content

}Z | StorageGRID HINFEAYTFEY

B EE R E BTN

516 A IEF2 7 2K E StorageGRID HFEZRES © k18 ~ BTN EREFEEEMEZH o T
%Z MREEMN) B - WEERNE - EhEEARInEE:N - ﬂ%ﬁ'ﬁgﬁi?ﬁ":‘ﬁ‘fﬁ
b5 ~ StorageGRID UKRERARZARNINE S o

1’_{FF|§E’JEEE
* {8 EAE AGrid Manager SZ1EHIAE 21 EEES ©

* WRE HEE) 3 TR FEVER -
* CEBRNERECEERMES o

RANEETIE

SFERRNMERFURNERES RECEEMENE EE FTRHINEEN - BIRECEBMEIERIITE TpesBHE]
EEF - FHUCHE R EBATE - UREBREFEILENMUE -

1. E AR > FEUE R AR ES o
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https://docs.netapp.com/zh-tw/storagegrid-116/maintain/downloading-recovery-package.html
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Grid passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Change provisioning passphrase Change node console passwords

Change provisioning passphrase and download new Change the node console password on each node.

recovery package.
Last time updated: 10/29/2021

[ Make a change — ] Make a change —

2 f TETERREBMEE TRR EIRE

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package 4

Current provisioning passphrase
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Configuration > Grid passwords > Change provisioning passphrase

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
------- ps-of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new

@ Success
Provisioning passphrase changed successfully

Current provisioning passphrase

New provisioning passphrase

Confirm new provisioning passphrase
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LDAP service type

Select the type of LDAP service you want to configure.
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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using 550.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the 5SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connactions for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
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2. Y NERE) HELMES

Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key managemeant server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest,

Configuration Details Encrypted Nodes

You can configure more than ons KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Cregte | | # Edil | | @ Remove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

2. 3B Create (JBiL) o

;ttﬁ‘@tﬂiﬁ FAdd a Key Management Server (1% &g SEMARES) | BENTE1 (EBAKMSEHAER

Add a Key Management Server

0 : =

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KMS5) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each serverin the cluster.

KMS Display Name @
Key Name @
Manages keys for & - Chooss One - v
Port © 5606

Hostname @& o
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Add a Key Management Server

o—0

Enter KMS Uplead
Dietails Server
Certificate

o
Upload Client
Certificates

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate &

HEEEE -
BAEPEE RS AR P AR o

EBrowse

=1 3



Add a Key Management Server

o o0 -

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Ceriificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13721:12:45.000Z
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

o [
2. HERFPIRREEE o
Lt g B P iR /RsE PEER o

3. ABERFPIHRENLAEERME -
4. HENTESRIER

LR SRR A P IR /SR M A P IR SR FAE S IRAV PSR -
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Add a Key Management Server

@ @

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e

SIS B REKMSAE  (EFE S SER AR B REKVMS 2 N5 el - R
()  ‘ammrmE - cesms BRI Y e CREBHEITMERRE G - FERER
RZBN ~ (AR ERY o

8. WREIMEENES « MNRCHEZRHH7FAAR « FEEH OK * °

A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

=

RS RHEFKMSAERE « EXRT RIS EKMSHELR ©
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS} to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modas

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 " All certificates are valid

2. IBRREHPESEKMSHET o

1L EA
RERETGE KMSHI#IR 278

SIBRTE KMSHEY#Z:0) B P 5!l % StorageGRID  ©

BIENEE EAKMSHERARIL S © StorageGRID

It & BB 4F E StorageGRID L &4 FE - 5 R
HEMKMSEENILE%TE (FARKMS) o *

121



ki 55t A
EHRTE KMSBYSEE A8 B ek Pt o

MRAMEZREERAREFAIESE « RIS RE(E

ARESAYSEEEADIE R TBEL Pt - YIRFEPHMELL

ERERERARSS « g7 HFE—EKMSHITTE

ﬁg%%ﬁﬁwﬁm s UREERHME R EIRAARES
N E o

%0 : 710.10.10.10%110.10.10.111
5% 10.10.10.10F12% 1 o

EERIREETFIE THRTE  RIKVS - 24
BIBE R o

AR /RS « ERACAREN AP in/&EH B AARS
DB BHA ~ B EIHEASARER o

CH
b=111%
ko
>
frrrr

MizE : StorageGRID FH1/&:EARAEAISERE307 §E
HIBFRE o MM EEEIBEERERS - TEETEEA
=

3. MR NURFEMER) A& TRHM) ~ FEFH300HE « AR EMBIRCAIRERESS o
WEKMS 2% ~ TEIREERMARE EELAEEREEINETRS IR - AR
@ £ StorageGRID 3073 $87 SEEUS SE/GBRVEIRARS - M ASHERERIESS - A5EE
BERIREE -
4. YN DRERRE) WS HEERSE 2B EIEEIE « R RBRILEE

AE2RERRBAPAER KMS CAREEERR* ~ * KMSH P IR/&FE B &* KMSE RS KRB EmEZD
E B54%StorageGRID EAEFEEHERR o

()  CHERRBAEMEEE AR RN -

WA NN R

{EETIAEStorageGRID FXF TEBBANET) REAVSTBINSERMT - RRfE I B EEEA04E
TR

1 EEAR> 22N> SR EIEAMRS -
IR EHIE TERERARS) BE - MARFEER) RIIRBERNEAERENZRERMRES -

122


https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html
https://docs.netapp.com/zh-tw/storagegrid-116/monitor/index.html

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. (AR EIRRER IR ERL RS 1R

Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

TINZENRE) 2R3

RE G5 StorageGRID R EIRMNEZ RENZ IR AR PR AEEEN

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

=

ARG RHEKMSAER « BRI EKMSHYELR o

BirEREERARSE (KMS)

FHEEERT « Lo 2B ERGSIETIRMAEARSS o A1 ~ MRIECEFHILE « BAIfE2 A8
E%B%JE“%EE’JKMS o

1“*%5’]%:1:1
* TERER EASREEMARSHNEEEEK o

* TS ERE AGrid Manager SZiER4EE2|EE28 o
* A root{ZEVERR o

RIRERI(E
FETFERT ~ EEILFZBFRKMS

* MRIEEEFA ~ L EFRERAHMMENERAEENR « MRIUBMRILEEEBAIKMS o
* MRSECRAEHRNEENEREENEFTIEEEEBKMS « MR UBIRTARKMS o

B
1 EEAR > 22N> SR EIEAMRS" -

IEREIEMARES EEBAIHE - TRATMEERENSRERMARS -
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. BEEVEERIRZ KMSHEIRIZR « AR BEACTEER" ©
3. REEHEARFHNEEEEHE -

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=

4. BIBEEE o

KMS#EREFERNTS R o

EIEProxy:a €

B E#IFProxysRE

MREFEANZR T EIRBAERFHFE RN TR RH#FERMINES3inEL 2 MR ENE
EARYProxy ° AN ~ PRI RER ERIZERARIProxy » 7 Bedd T S ARFBADEEE IR IR ~ 5
SNAEPR MRS _ERYImAL o

TRBNER
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© AR ENFEEER o
* TS {ERE AGrid Manager 2 iEF4EE2|E28 o

RAREIETLIE
IR AR T B — {17 ProxyBYERE ©

SER
1. BEEHERE>*Z 2> Proxys&E* ©

LERFE IR TEFEProxysREl BEE © B S EAIEYThaER =R Storage * ©

Proxy Settings
Storage

Admin

2. VB A FETEProxy “IZEXG 1R o

HERF SRR A 5% RE {7 Proxy BIMRL

Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Nodes and the external S3 endpoints.

Enable Storage Proxy rd

Protocol HTTP SOCKS5
Hostname

Port (optional)

3. EEVA BB ETEProxy I EEITHE o
4. & A Proxy{alfR23H9 142 BT IPALLE o
S. HE « HIAFAKELZEProxy@iRSSAVEIZIE o

R HHHENTRUEIEES | HTTP80  SOCKS5%1080 ~ AT LA RE -
6. B (R o
[E7Proxy 2% ~ BVETRE R M F A ARTS R S 7 DA T 08 o
(D PoyBEAARE 10D RER -
7. B EProxyFIRESAIRE  BE{RStorageGRID FEE#4FRE THIEENT AFRHIEMALS o

e R
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MREEEZEAFHTFEProxy ~ sBECHER TEUBHEProxy) 1ZEUSHE « SABEE MEFE o
TERAE

* FEIRFEHRERRFIEIZIE

s EAILME R

B EEIEProxysRE

AR IE(FEFEAutoSupport HTTPERHTTPSEEAENE (FERR 52 EAutoSupport TIHE
)~ IEEI U B IR AN B R T2 4B AutoSupport (B0 ~ ) 2 RAER E R ERBHIProxy{a AR
g,

CEENER
* CHAESENTFEEWER
* (% AGrid Manager 2 iERU48E 2558 o

RIFEIET(E
BRI AR E EE— B ProxyHYERE ©

1. BEE > L 2> ProxysRiE* °

IERFE IR TEIEProxysREl EE ° B S 1EAEYTsER+ =R Storage * ©

2. REAREThRE RS « EEC B

Proxy Settings
Storage

Admin
3. ER R EIR IR EISEE o

Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [+

Hostname myproxy example.com
Port 8080
Username (optional} root
Password (optional) ssssssse
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Services °
IEE MR P IRRERAZEE

WMRICERRZ AP ImER « A LIEESEBHMIARIREREESREEHFREE -
(A BT A B R BT BN B TR R E o

* T {ERE AGrid Manager SZiER4HE 2528 o
* {EEA rootZEVER o
* MRGEHEEZEIEMN N FEMNNERTIERRENGRS ENEARE « IRTEEEEZE T 25052, o
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1 EEAE > 22N> A REEN AP IRERE

AZEENAFIRER] HEE%)HStorageGRID MHEEFERFTRIFRHERE o WNRERL_ERIE P i
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Untrusted Client Networks

If you are using a Client Network, you can specify wheiher a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusted, the
node only accepts inbound traffic on ports configured as load balancer endpoints.

Set New Node Default

This setting applies to new nodes expanded into the grid.

New Node Client Network & Trusied
Default 0 Untrusted

Select Untrusted Client Network Nodes
Select nodes that should have untrusted Client Network enforcement.
| Node Name Unavailable Reason
| BC1-ADM1
& | bci1-61
| DC1-51
21 [ DC1-52
DC1-53
DC1-54

Client Network untrusted on 0 nodes

2. 71 TREMERTER) BERYP - EEERTEFPREIRGTIE EMEEE « ERANERRE °
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Create a tenant

° Enterdetails ——————— C:l Select permissions —————

Enter tenant details

Name @

Description (optional} @

Client type @
@ s3 Swift

Storage quota (optional) @

GB w

Cancel
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https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-account-id/’

* [_FQDN) =¢ MEIEENRL) SEIREFBITEMENBIEIRIPALL
* Tport) BIEAFRERVEZIR
* N200uMRAID) EFEFRIME—IRAID

° MRIEIEERIR443_ LTFENGrid Manager ~ BREE A EIREAE NN ~ 357EGrid ManagerfIfE A 3R
MEHPERCEAY ~ ABREREEE R AR AERENEER o

° YN RITIEEREIR443 L 1FEGrid Manager M A 7ZsrootE &R E X5 -
i. BEE*LlrootE A*LAZEPREFE ©

ELEAR - SRTARNRERFERES: « BoH5IKE - BHEMEAERELS -

Create a tenant

(:) Enterdetails ——— C) Select permissions ——— C) Define root access

v

The tenant Tenant02 was created.

If you're ready to configure the tenant, select Sign in as root.

Sign in as root I o Hgheddn

‘ou can now access the Tenant Manager to configure these settings:

» Buckets (& :Create and manage buckets.
. Identity federation & : Configure an external identity source to use federated groups.
« Groups [ :Manage groups and assign permissions.

« Users @ :Manage local users and assign users to groups.

I ERUEA R ER RS o
SEEGHSEEFEEEXTRAREENER - E25xKER 26 HAIREERHA -

ii. A~ FEIFEA UATHERFEFER o
2. BRHREFEER
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Tenants

To view more recent values, select the tenant name.

Export to CSV Search tenants by nameor IC O\

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSV Search tenants by nameor 1D O\ Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

ERCEREIEAIRS o

fERES S « kBB F IDESERIRS -

-t TRl ThIzUBEER - BEEY ThREE) * o

LEERBRRIERE—FEA (SSO) HIAEM - ILHFIRA HARRE B SHIS 7355 KIR ©

141




4.

5.
6.
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Edit the tenant

o Enterdetails ———— @ Select permissions

Enter tenant details
Name @

Tenant 01

Description (optional) @

Description

Client type @
CE
Storage quota (optional) @
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MREEABREIRE InRaHr 3 £ FiiRStorageGRID ~ BIGEFIIREEESNERR LER—RIFAS

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HRERETAE nkh BE - BRESERHNEMERARS - LHEEREERBZS AR o [RE—(E
2 WEETSEBENEESIE  TEHERsEREEsa - aEnss @ BX7RrERER -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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1 hour 1 day 1 week 1 month Custom

Pending Requests

== Pending reguests
Request Completion Rate @
1.00 ops
.75 ops
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0.250ps 4
Dops
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== Replication completions == Requests committed

Request Failure Rate @
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ = Nodename @ 2 Interface @ = Description @ % Nodetype @ = Attached VLANs @ ;
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 ethD Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 etho Grid Netwaork Primary Admin _
2 interfaces are selected. Previous
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Name: DC1-ADM1

Type: Primary Admin Node

|D: ce00d9cB-8a79-4742-bdef-c9c658db5315
Connection state: & Connected

Software version: 11.6.0 (build 20211207.1804.614bc1T7)

HA groups: Admin clients (Active)

FabricPool clients {Backup)

.

|P addresses: 172.16.1.225 - eth0 (Grid Network)

10.224.1.225 - ethl (Admin Network)

47.47.0.2,47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v
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B A HABHB ISR
1. BHABHBIZ I — 275 o

Create a high availability group

o Enter details C} Add inte

Enter details for the HA group

HA group name

Description (optional)

2. (FJ$E) BIAHABHHERYEREA o
3. BEEMEGR o
HIBNTEEHARE
1. EN S AT ELUTIE EUHEHARHE ©
ERMIEERGFY « A LSHARUAERKE TE o

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEAET Q Total interface coun
Mode = Interface @ = Site @@ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected
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° IR RE A ERAEEEN—(E T E ©
° NRHABHARN SR ERFEIIHARE (8FEGrid ManagerfTenant Manager) - :5iEE MMEEIEE

HERAmEL °

° MIRHABHERMHARESIHSWIft AR IR E « AN EIRER « REERSME LAY TE o
° NRHAEHERARHARE D BRAICLBARTS » s EN MEREME ENNE] -
° MREHAEARIERAVER LERE « MIERTENIEER - AMSRELS - IRVESHEBE - &

Al {E AR ENRE PR (R ARTS A SEEATERTE P ENRE LR o BN ~ B RE R EIE S EIEMREARTS
REHARE - R « HHEEMBE IR T I ECIEMI AT LURHBIF B ERR -

c RECEIEENNE ~ IEHZEAREER - TRRTIRMELSENM -

Site @ = Modename @ =

Dindas & omdoe T (Y e B I'-.tﬂl

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Lrata o emer L (L R

° MR EHFHERENREREMERN T EEEES  RIEAENTE
° WNIRBEMNERBFFREIPMLL « BIEIAERZE o

2. BB o

REBTIERF
1. EIHABHEN T ENENERER (BEBE) MmE -
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Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) s DC1-ADM1-104-96 eth2 Primary Admin Node

2 3 DC2-ADM1-104-103 eth2 Admin Node

@ WERHAB4H T ZEXGrid Manager ~ IS BE T EEIRHM FENTEEATENE © 35
HEREF RN T ECEHMHIT

BEFNE—ENEESEENE - TNESFEAFNE © FRIFEESRE -

MRBHABEBE S ZENE - MEENERE « AVIPAUEBR ERBANRSELIEFTE © MRZNTEH
[« VIPIIERET—ERANRSELIRFTE « KILEH -

2. BEEE o

& APk

1. TE* F4BERCID* I ~ LUICIDRFTIEIEEVIPFAIRR « BI—RIPVAIL - BEIZFE—KABENFERRE
(0-32) °

MRS REE A EHALTT o HIF0 ~ 1192.16.0.0/22) ©

()  WREEMATATER - VIPAER AL B A RS AAHVIP Lt o
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

e IR = AMRPPE . TRRPAE IO LAY 51 WL R L (- 1y
F dress followed by a slash and the subnet length (O

A aaar

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. 3FE ~ MREIS3 ~ Swift ~ BIZFH A IHIFEF B R IHF TR FRERFEGELVIPALL « FHAREEIP{I
HE* o RE AR VIPFAERRA o

FA P i A0 B ER 58 P 2 S50 R AL RS SRAZ B SRR IP i o

3. BAHABHAN — B ZE EHRIPADIL" - SRS AT 108IPIE - FRAVIPER AR VIPFHEEEA
ENEZE R E—EIPVARLIE o A S E HMAYIPve it

4. 342+ Create HA group (EEITHAE$ZH) -~ JATBIEEY Finish (58RR) * o

HABHEBAENEE T - (RAE AT LUEA B R R BIP ALk o
() @155  MHABANEERA AL -

RETH

MRCEERICHARRETRETE  SFEI A THRRA - DA EERRNAERERHE « MHIERLS
BRVRGE  FA2H REBH T EEEImE

TRLRESUAE (HA) 24 - UEEHLBMRN SN m - @EE%IERF « SmESERE
BRIPALIL o

fIan ~ INRIEBETE UL S NEREECHZ T2 F PR FREFTEN EARRIBAYENRS - RIRIse R 2REHARE -
ﬁ"’g\%
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1 EEAE >R > S e ERE -
e AEE EESRTAAERANHARE

High availability groups B8 e kg

You can group the network interfaces of multiple Admin and Gateway Nodes into a high availability (HA) group. If the active
interface in the group fails, a backup interface can manage the workload.

Each HA group provides access to the shared services on the selected nodes. Select Gateway Nodes, Admin Nodes, ar both for
load balancing. Select Admin Nodes for management services. All interfaces in a group must be in the same subnet. You assign
one or more virtual |P addresses (VIPs) to each group. Clients use these VIPs to connect to StorageGRID.

0 * You cannot select an Interface if it has a DHCP-assigned |P address.
» Wait up to 15 minutes for changes to an HA group to be applied to all nodes.

SEarcn O\ Total HA groups count: 2

Name @ %  Description @ = Virtual IP address @ = Interfaces (in priority order) @ %
i . . 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. i DC1-ADM1-104-96:eth0
53 Clients use for 53 client access 10.96.104.10

DC2-ADM1-104-103:eth0

2. ERGEMREE Z HABFERIZE IR
3 IRBEEEEMHAR  MITFIIHP—IA !
o AV TENEr) >* TAREBEHRIPAIIL" ) LSS RRVIPALL
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EEEE

1. SEE AR > AR > B E T 2SR Eh™ ©
2. EEE* Create (EiI) o
A IGE A E R

1. B AIREARIEEAAE R o

Create a load balancer endpoint

o Enter endpoint details ——— O t binding n

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpaoint.

HTTPS (recommended) @ HTTP

Cancel
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Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global @ Mode interfaces Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

=£arch Q Total Interface count: 3
Node = Nodeinterface @ = Site @ =2 IP address @ = Nodetype @ =
DC1-ADM1 ethD @ Data Center 1 172.16.3.246 and 2 more Primary Admin Node
DC1-ADM1 ethl @ Data Center 1 10.224.3.2456 and 5 more Primary Admin Node
DC1-ADM1 eth2 @ Data Center 1 A7.47.3.246 and 2 more Primary Admin Node

3. WNRITER HABHAERIERRIP * ~ SAIEIN—S S AHABHE o

Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global Node interfaces @ Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Search Q Total interface count: 2
Name @ = Description @ 2 Virtual IP address @ = Interfaces (in priority order) @ 2
i ) ) 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2

DC1-ADM1-104-96:eth0
DC2-ADM1-104-103:eth0

53 Clients use for S3 client access 10.96.104.10
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FabricPool endpoint 10443 HTTPS Global Oct 19th, 2022
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FabricPool endpoint #

Port: 10443
Client type: 53

Network protocol: HTTPS

Binding mode: Global
Endpoint ID: c2b6feb3-c567-449d-b717-4fed98c4a411
Remove
Binding Mode Certificate

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode: Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this endpoint
using the IP address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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Endpoint Domain Names
Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com,
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2. 75 THERRIETE| BERHP - #EEY MFhIERAIRESL ZENSIR o

Network Options

Frevent Client Modification

@
Enable HTTF Connection ]
(2
Metwark Transfer Encryption () AES128-BHA @ AES256-SHA
@

3. BEEHRTF o
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R R AV 2B StorageGRID
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface 3 IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable [&

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

R EETLSERN IR RN

YE—AERNNEZES - UWEBHEZZ (TLS) EEREZRAMNE 2 #ABNEiGi#E
Eﬁi&ﬂ’\]%%ﬁ%ﬁ o StorageGRID

FIBNTLSARA
SHETLS 1.2F0TLS 1.3 ~ AIELEE AR B 9358 B RisAE S R MBIINBRL - StorageGRID

BEENHRERINPRRERNTLSINE S « UHEREZBINIRRAES - ILFEKRNS3eSwift i R infERE
RIS B EE -
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@ TLSAERGEEIR « PIUNEMIBEMRDS ~ 2285 - éﬁﬁ%fﬁﬁ}iﬁ}ﬁﬂMACE%}i f£StorageGRID %
EXEPRTE - MREHEMNBELERENREENX « BHHEITHINetApp TR RRK ©

FTEMTLS 1.2INBEMH
FETHITLS 1.2INBEH :

- TLS_ECDHE_RSA_with AES-122_GCM_SHA256
- TLS_ECDHE_RSA_with AES-256_GCM_SHA384

- TLS_ECDHE_ECDSa_with AES-122_GCM_SHA256
- TLS_ECDHE_ECDSa_with AES-256_GCM_SHA384
- TLS_ECDHE_RSA with CHACHA20 POLY1305

- TLS_ECDHE_ECDSa_with CHACHA20_POLY1305
. TLS_RSA_AT_AES-122_GCM_SHA256

- TLS_RSA_AT_AES-256_GCM_SHA384

FTEMTLS 1.3MNBEMH
SETHTLS 1.3MBEH .

. TLS_AES-256_GCM_SHA384
« TLS_CHACHA20 POLY1305 SHA256
. TLS_AES-128_GCM_SHA256

FRERERINE

IERARERBRELZSE (TLS) StorageGRID RIREAIEEIR Z FIRIABIEHIRE o T4
BREWNNE | FEIRAIRE TLSARMEB @R Z HERIRERNERX - LREFER
EERME -

TEBENER
* I (E % AGrid Manager 2 iERU48E 2558 o
s REASERTZEGER o

RAMEIE T

RTEE% ~ MRS BEINNE FEHES256-SHARE X o 1EFIIREH A EFAES128/SHAEEANZ, ©
1. BEIEARE > R > HIFRIEIR" o

2. 7 Network Options (48E&3EIE) | @&EEH ~ #§ Network Transfer Encryption (48R&{SFENNZ) 1 &8
#* AES128/SHA*Z* AES256-SHA* (FER) °
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Network Options

Prevent Client Modification @
Enable HTTP Connection &

Metwork Transfer Encryption & 0 AES128-SHA = AESZ2E6-SHA

3. BRI o

EIEMENHEREL
Efg/)lLiﬁiﬁﬁﬂu

7 RERBRE (QoS) Em » BAIMUBIIMRENLERE « LA EIET LR
HOME o BLERBAIHBNREIREREEIE

B HEERI G E StorageGRID RS AMTIEIEMEN (HEARTES RS LK - EERIIME
DEER « T AT & BT RIRE o

FFERVEREY

SERESERIFOE—RSEIRFHRE  ALUEAIE T —% S EEEERINARARE :

* 1

* A

© FER (B2 ARHNIPvATAEER)
inh (B TERme)

IETNRERIIRIBFAR AN B R ~ B S RRFEMIRRIBYRE - StorageGRIDFFSRANERFRAMEFRIAEE S H
ZIRAERIE o A ~ ERIURERBUNT SIEEBRUINMIFIERE -

e PR

TR LRIBE T5I2% « ARAIRERS

* thAJAggregateaE

» Aggregate Bandwidth Out

* WATIEENEK

* WITRAEX

* FNBEERER

* BEZERERHH
EEVERE
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REIERUSE R F FERAEMRBFINT - WRAERFIINN SEEH TS - WRRAERRELIEEN
RERRBIHIER o

@ Ea LR R R RBR HIAggregate B R I R HIEEERBISEE o RiStorageGRID ~ REERIFFR
FIEMmiESET AT o Aggregate B R PRI SE B HAZ RHIF M EE MBI R EMBERZ o

#t¥Aggregate SN BEERIARIRE] « EXREFLUTRENERREALEL - HNZENEREREES—E - Bt
RFEmatcherfiZ « RIFERIRAIFLERFIANITAIRE  StorageGRIDHICFIAHMIRHIFRE « BRIRERSIE
25021 « W HIEBEMEFTRARHENR « IREIS03(EISZR(EE -

fEGrid Managerd ~ SR LUSRABIREIR - Wi BasE R BB RH B S TR R 2R

RO E D AR ESLARECER

TR RED ERRASREIFBRMRERIER « LOAGIHITIRIBEERIGZE (SLA) ~ LURHEE B
REEFMIBERVFFAEE o

BEaHTHSTTEFREDERT - MRRERFIHNZSEEE TS « MBRAEHRZTIEERER
PRAIBIFFEL o

WS HFERSLANZIE - IERIUEIIREN LR ~ LUESESLARREERRR ©

ARF5RE AR rE BrlRE RMHE (D%
TR J05F1 PBIEFAE  SERILMRR 57025 KIEZEXK ZHS$S

75 GB (40 Gbps
) AR

ERAK EF250 TBREFERE 2BHILMFRR] F10 KEZEK SHS

1.25 GB/# (10
Gbps) $EE

EE FAEF100 TBiEEFRE 2EHILMIRR S5 KEZEX 5AHS

=%)1 GB (8 Gbps
) $BE

BimEsfERal
MREBEREFE « 1B  IPFHE S & & Fi230n R0 2k 85 15 B 3 12 14 3t PR I 48 B& 7
£ RELRESERL o o MIREER « ITERBHEKRE  RZERAIPRS] o
ERENES

* T {E R E AGrid Manager SZiERU4HE 2528 o

* A root{ZEVER o

c BRI EAEELE RIS & T E25mE, o
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LR HIR DRENERA BHm e

Traffic Classification Policies

Traffic classification policies can be used to identify netwark traffic for metrics reporting and optional traffic limiting.

Description

Mo policies fourd.

2. 3BiZE* Create (i) o

MRS IR TRIDRENERA HWEEHE -



Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

Type Value Units

Mo limits fournd.

3. R R AR « MARRIRIRTE o
BARIERTE  DUEHERERR -
4. 5 ~ SATLITE TERPAL MMUARRTIE RRUBIERER
HIEn ~ FREALLTRE D 4RIR A RYE AR SEE K PR o
O. #IRANREIL —HZEERTAIRA
MBFFRVARAATEFIEBR SR AIUREN BRI E - A0 - MREERILRERERERF IR
é@jﬁ AEEER o BiE « MRCHEERILRAERERES & Tttt LRERRE - FEN Ny

a. (BB SR o rhEIE R o
IEESE IR Create Matching Rule (BIIFF&#RAI) HEEHIR o
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192

Create Matching Rule

Matching Rules

Type @ -~ Choose One - w
Match Value @ Choose type before providing mateh value

Inverse Match @ [

b. f¢$RENMUNBE P « EIEMALLERAERER
C. A RERUTP - RIFCEENEREEMAENE -
* REE  BAREERE -
* Bucket Regex : MAR AR E—H#FITRELBIRAESRL -

MANERIRETE o €A {caret} BEIERICUNEEIIRMEHAENIRIE « L EASIRCUN GRIBE
R o

* CIDR : LACIDRFEEBMA T SR FARRBIPVAFHEEE ©

IR EIRARRLEERIENRE: c BERLE TafTEHSRRR EE LERNaHTERIE
# o A2 R REBH T Hasings o

R WERAMRBERENER - HRRH ERBEAFIHETIRFIBEME - ERFIFEERE(
MEHEABEANER -

d. yIREBELLHABFSBIRIEZRZ A EERENERRE _avi RE » FEI [ Inverse (*RE
) 1 ZEUHR o BRI ~ SEECHERUZENI 1R

g0 ~ R ER IR ERERET—Ea H T ER RSN AR « e ZHHRNa T
fresimRh « ZAREEEY” Inverse * ©

@ HREEZEENEEENRE  HREDE—ERRABEHNEES « HERTERLN
BFFBEERIIRR

e BEEEEM o

MRIBBENRIL ~ WH7E TRFERAL - o



+ Create || # Edit|| X Remove

Type Inverse Match Match Value
=  Bucket Regex o controkid+

Displaying 1 matching rule.
Limits (Optional)

+ Cr&at;e_| # Edit || % Remove |
Type Value Units

Mo limits found.

a. SHEYCEARAEY NSERE  BEELSE -
() ReEARANRESERIIEE -
6. % - ARARIME) o
() EMEERRIIRG! - StorageGRID B IKELEIE  LUBE A RAINAR TR o
a. 7 MRS BETIRE MR -
TR ITRG) 5 SREENLR o
Create Limit
Limits (Optional)

Type & - Choose Cne — |

Aggregate rate limits in use. Per-request rate
limits are not available. ©

Value &

B

b. RE TFHINRES « ENEERAERAMRFIEE -

ETSBER ~ A2 IEUESITSwift i A i Z|StorageGRID T & T #ZRHVRE - *8
B 28 2 S3s SwiftF P IRAYRE ©

=it
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* fIfYAggregateSEE
= Aggregate Bandwidth Out
* WATFEENE R
" WITREAEK
" PNEEERER
* BEEKERHD
* AEENERE
R AR T R B AR R HlAggregate SEE T R HI| S B B RAVIEE o i@ StorageGRID

()  TERRRHEMEEREL - Aggregatel AR IRHITTAE G H R ZIRFIN RS
SATREISHERE o

TESEE PRSI 5 EStorageGRID ~ EREEARMTAIRGIFEERAERER o fIN ~ N REHFRR R RHI—
BEAEKNRE « MR ABENTREFRZRG « BMEERE/RSEBEEERBIFEMERR o R
TIER ~ #1T T&{E) SEERHI : StorageGRID

* FEIIPAIE (/323E)

- EYINHERRTE

* $ESL O AR

o il=

" UmRh

* JERERERICIDRABFRTIEE (3E/32)

" REE¥

C. TEHE ML ~ EAFTERGIERMEE o

ETIERIRGIE « FRARTRAABVENL -
d. B e o
PREBIBERNERIL « MBUTE PRI KB o
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+ Creats | |/‘ Edit :| ® Remove I

Type Inverse Match Match Value
*  Bucket Regex o controlid+

Displaying 1 matching rule.

Limits (Optional)

|+ Create || # Edit || % Remove |

Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second

Displaying 1 limi.

=
e. HREEMEERANSERERELEDHE

fgn ~ NRIEREASLAREEIL40 Gbps‘fﬁﬁf‘ﬁ%u s5E 37 Aggregate Bandwidth InfR&IF1Aggregate
Bandwidth OutPR#! « It A% & {E PRI E 440 Gbps ©

@ EERESMN BB THERASIHEITAE ~ BRI\ o HI30 ~ 125 MB/stEERM ~ 000
Mbpsz%1 Gbps °

Hu}

TR R RBIBVEIIR « 55EE [Savel  (fE7F) o
JRAUBEENGETE ~ WHI7E DREDERA) K-

Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|+ Create || # Edit || % Remove || i Metics |

Name Description 18]
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Menitor Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4

Displaying 2 traffic classification policies:

S3FISwift A R B REERBEAE D HARAIRERE o ERILUSRRERRER « 1R RAEEEHH
1TTRHARTR RS - FF2 R MRHERAEIERE

REREDHRR

(TR D MRARBILESIRT « LT~ RIS RAIOE T ARIRIR
I| o
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TEENER
* &S ERE AGrid Manager SZ1EFU4EE2|EE55 o

* 1SR root{ZEVIERR

TR
1. BEEAE SRR > RE N o

CRENIRA BEEMEENTHIER « XRPEHHIRERIRE -

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L:|- Create || # Edit| | % Remove | L,|_| Metrics |

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223p0chbb-6988-4646-b32d-7665bddea94b

Displaying 2 trafiic classification policies.

2. EREEREZ R AIREEIEZE o
3. FEFUREE" o

LTS IR MRERENERA HWEEHE -

196



"

Edit Traffic Classification Policy "Fabric Pools
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match Match Value
LEE o515 72 10:10:152.0/24

Displaying 1 matching rule.
Limits (Optional)

| 4 Create | | # Edit | % Remove

Type Value Units

No limits found.

4. FABEEE - REHEIREFTRIRRIFIRS
a. EERIABTTIRBISIRS « FHER [Z2i) ~ ABRKBIERE I RBSE LIRS

b. HEMREAAFTBIRARE « FHEBURAINRH MBI « £ [FTSHRAL BRI MRF EBRF
EAAREE © ARIKIRIE R IARAI SR IL IR

C. EEBERENTHVARAISRS « FEEBURR S RFIBVETRIZER « ABREICBER o ABEITEE LR
ERFRRANH RS

°. BIGsTRRRIIRHMZII SRE & « FEICER” ©
6. REEST/RAE « FHERRHE

TCHRAFMIVEERSHF MEERRERTEREAEDHERAIREE - ERIIRRERITER
T ER R RR RS EHINITIRHARRE MRS -

Mk 2 ERA
MRTBRERENHEIRRA ~ TRTLIREEMIER

CEENEM
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* {8 EAE AGrid Manager SZ1EHIAE 2 EE2S o

* {EBEB rootZEVER ©

TER
1. R > ER > RE D E -

CRENHERR) BEMBEAILIR - RPEFHIRARIERR -

Traffic Classification Policies
Traffic classification policies can be used to identfy netwoark fraffic for metrics reporting and opfional traffic limiting

L:|- Create || rd Edltl | ® Remove | L,|_| Meﬁ'ica-!

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
= Fabric Pools Monitor Fabric Pools 223b0chb-6568-4646-b32d-7665bddcRo4b
Displaying 2 trafiic classification policies.

2. BEEVEEMIRZ R AR BEIER R

o0

3. BEEBRR o
HERF S HIRE B HEES I o

A Warning

Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?

4. FEBHEE UG EMREREA
JRRUBIE MFR o

AR R EIER
AR DRENERE) EEFAIRANER « UEIEEIRME -

/u\ﬁ':"gitmiéﬂﬂ
* g EAE AGrid Manager SZ1EHI4E S 35

© {E A BRI EUEREES 1R IR o

ANy

%%o

RNERI(E
HIEMRANRENERY « EEHAILUE S HTESRFBHIEE « LFERBZ S RIREIER _EAURE -
BEXRPHNEH A HEEHER SR ERERE
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BfERENBIRAIKKREEMRE - hEWEER ERtSRESAEN - HIEERRESS

TR
1. EEERR > ERR > RE DI

CRENHERR) EEMBEAILIR - RPEFHIBRARIERR -

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

+ Creaie _1' Edit| | % Remove_: sh Metricé

Name Description 18]
ERP Traffic Coniro Manage ERF traffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 223p0chb-6958-4646-b32d-7665bddcB94b

Displaying 2 trafiic classification policies.

@ MRCEBHEPIRPH#R « BELBREFEER « B MEiz) « TRE) M Bk ZiEEg
{ZH o

. ENGCERREEENRAAAIREEL o
3. 3EEEY* Metrics * ©

N
i

BEENRARUTAVEIE SR MRE « LR DRENHERR BX - EEEXRIAGETNEMERIZAENEE -
IRIUER* policies * MAITUAE B AIEIMERRERIHMREAY o

tion Policy -

Average Request Durstion

Wite Request Rate by Objoct Size Read Request Rate by Object Siza

TN T ERLEEREELECETREE TR RA R EA PR L AR 1 1
LR LT LT LR UL LT

WE LESTYEX -
c BFTHSENRME | LEREHEH THSRHERDERZ BRHZ BEHENREEN3DERH
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g s BB/ ©

o BEITFEHIBIERTHE | tERZHEN EHERFPIDEREH T « TRERER (Get ~ PUT
~ HEADFIDELETE) #A43 o M E ST ERAIZIELAERERIEHT o

° tEEROIER | tEIRIRHSIERI B ImIiERCIEH#RENI T304 « M ikiEREIECIEHSD

° FHRFRERRE (GFER) | ILERRMHINENRFTFHEBRHNR « WKFFHEE (Get~ PUT
* HADHMIDELETE) #i%) o SEZEXRFER S8 & T &2RRF 3T ERRERFLS « WETED
FEA BRI R R SR o

* R NTAERR | IEABRERENERNNTRBARKNIDERETITRE - TEEFERTT
BAEKREREAEK -

o MRMIF A/ NGERERR | IEABRMEIREY A/ N FERENE RN ERETITRE - TEEFERT
AEINERIABIEIIFER - ABEPHERRTERBRPYGRNEIREIRR - BUeHaF (FII - &
BNER) RTEHEXIRE - BRENEE (IUIReNIs) REHERRS -

4. FFREBEINGE L - MAEBERNBESB S EIERERE -

Load Balancer Request Completion Rate

]
o
(=]

2020-03-30 21:29:30
=Total: 275
=PUT: 275

Reguests per second
=1
(=1

0
21:34 21:36

== Total == PUT

S. FREREEAE L « B ERIRERE « HPRETEAR HEARR « SR EEMGRN « LUkiZ
HARIETDERE -

Write Request Size =

2020-04-01 22:27:00

6. fEAA LA Policy* FITUA B HRERARFRIRE
FrER AR BIRFEENRRT

7. 5 ~ AT B ThEERFEUER ©
a. FEEU SR> T AR>S 57" o
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b. FEEA ™ Grafana*) & -~ BEEX NREBOHEHEK) ©
c. EEA AN THIUEEREIRA

mENRRAGUHEIDRHR - RAIDEYE DRENERA) BELE -
8. AifER - HERAIPRELIREBAVEER « UREERERZRE o
FERAER
Bt R SR B AR
EIREERA
R EE R

BENA AR EEAMEL ENE RO S FER ﬁm%@%ﬂ¢®%é%ﬁﬁgi
RUARFSHBITIBRT o ISR LAEAZEEAE RS ~ R BRUL & 2Z FEIRYSELR

© BN RREEEZE R WMEY 4 E A RS RFRE VB STIERE o
* Grid Management APIF1#8 5 EIEAPIE i B E 45 A 4 5K 11 Ef B StorageGRID {5 FEMILE A ZRRIMPLEARTS ©

* FEEE FAARFESEH TE2S (CLB) IR SERELEHRANRS I ERFIHELR - :A2H S8 THEE
7 3%- CLBRRFS ©

L EIEET = (EE & 48  ELeARRE e A 2 RN A :
—DC1 —DC2

| C . C
. | 0 s
Grid Nodes _H Grid Nodes

—DC3

|
L - |
20 Grid Nodes JJ 25

* BHEEIRS ERICLBARTS G BB P iniE i PN EciaE—EE R FOs & ERIFRARFEIRE « LUBBEM S
ROMEMERPOISEE o

fEUtEEHS ~ BERFOIEE1 (DC1) RIRER SR AP IRERTI9NECADC1RR#EFER:  UKRDC2H
{#17ENRL - DCIRIREENA R &’ A P ImE R X EDCIRRTFENRS ©
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* ERBUZEEREATNFENYIHE « StorageGRID SEEGMARIBERNER FORREHEZ

TESEHIH ~ MNRDC2HI A F iR AR FAE U RENE R A 7FEDC1MDCIHH ~ BISIEDC1REEZE T ~ B
DC1ZID2YEAER A A0 ~ {EINIEDC3ZEIDC2 (25) BYEASRA ©

BENSEETHERET  REFENTEEN o g0 - BIEA508BEAMAERESRA25 - T&
R B RRVES R o

Bt B GE:
FEERERROIEAZR 25 (BR) BBWANBA BRI o

IR —ER B EE O BEEE PO IR — IR EE R « LANGE
RIS 2 %o

BB RS

TRILIERER O IA G Z ERVEENES ~ UURIRLE & 27 FRVIEE -

CRENES

* TS ERE AGrid Manager SZiEFU4EE2|EE28 o
© HEBGridthEE EAHRSHER ©

1. EERMARR > B> B A o
Link Cost
Updated: 2021-03-20 12:28:41 EDT
Site Names (1-20f2) 4
Site ID Site Name Actions
10 Data Center 1 Y 4
20 Data Center 2 4
Show| 50 v |Records Per Page Refresh
Link Costs
Link Source 10 20 Actions
y o

Apply Changes .

2. 71 TEdERIR) TNERULE « ARE MEEERM TEAN0M100ZEIMZE
YNRERREL B AR ~ RIEIRE B BENA o
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ETACHEE « WER O E1E -
3. EECEREE

{EF AutoSupport

f+EE2AutoSupport LHAE ?

FIFALEThEE ~ B ERFAIRBREN ARG D EE G MT 23 ERFT o AutoSupport
StorageGRID

fEFINetApp AT K@ AR R RERYHIERELRZIR o AutoSupportifiTz IRt BEEIE RARMVHTF TR « HEBHICHIENE LR
EIMEERILE o & « SRR EAutoSupport EEXES—EBRIMATHE o

&l B E7EAutoSupport JHEH
BE THEHE : AutoSupport

* #XAEHR4<StorageGRID
* EERGHRA
* RERIUERRNBEEN
* RENETRHETR (BR#K)
* FREHERIE (BEELER) BRI
- BIEEEMEREFERE
C ERIUERMHNEE
* NMSE#=
* EASILMERA]
* BB IRMSIEEE
* ZEREIE
I&BI ATEAutoSupport 35 —RZEEFFRA 23R THAEM1ERIAutoSupport B9 MZ1#& | #E1EStorageGRID ~ t1A]

LUFHZELUE o MR AutoSupport REXELEINAE ~ EREIESERKR LEZER—RFE o W28 & AutoSupport
gm TENINEE) AHREEERMEL o

The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

MRERAFAAE « ERAEBRUIR - HEICRIBIERIRIIBRRALE ~ BMfEAutoSupport (FRRIZ(FFARY ©
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+E SR IR ?

IR R RIRELAY » 2 NetApp ZERERIRADHMNLEES - EERRTE - WAMETR - RS
SR BEETE  AIBBEEMEEEZATANEEEE « EMAERRBRENTLIRERATRE

MNRICIEEER NetApp S iEMEuL_ ERBIERREERARAINEE > B AR AutoSupport ©
"B AR S

fFiXAutoSupport E:fBEIRE
ISR A = BB E P E— R EiX AutoSupport THREMAAE

- HTTPS
. HTTP
- SMTP

YNERfERAAutoSupport HTTPSERHTTP{EEXFF RS ~ ISR TR E R ERM B IR 2 sk E A ZEFRRIProxyfa]
Axes o

MRIEERSMTPZ3AutoSupport FFREEI S NEEIGE - BIAARE —ESMTPERHREIARES

#IEAutoSupport
SR UER TYEIBERNERLES « ##AutoSupport B EXARMZIEAS ©

* 518 : §AutoSupport B EEEX—RET o TERRE : BEAE o
* E4MEE | AutoSupport B/ BEBARSAEHEF - BEEELSNE - TBRRTE  BE -

* BB AFFRIii <R ABEKStorageGRID RIS IEF O AutoSupport BEIEIXTHAEM B ~ SEMFIESE)
RIEMERIFEER (FEHTTPS AutoSupport BHT{EEIGE) ° FERRTE - F/H °

* &M | AutoSupport BRI FEIEX RS ©

FERAE
"NetAppZiE"

=

% AutoSupport IHAE

& AIIATEAutoSupport 55— RLEFRIA T21%1 ThAsM1ERIAutoSupport Y T32#% 1 &
IHStorageGRID ~ thaJ B RRA ©
ERENER

* TR AGrid Manager 2 iERU4HE 2528 o

* MABRFEUERSH 4R AEREHERR o

* MNREHFERHTTPSHHTTPEEH E 2R FiXAutoSupport FEE ~ AIRREEEZHEAProxyfAikEs (
AREGEAER) -~ RUHNTEERMBNEHAPREREFE

* MBEEFAHTTPSHHTTPE#IGE « MBERBEFEAProxyRARES ~ BME T EXREEIEProxyARES °
* MR EASMTPAutoSupport ZH 4 ERNEEHEIGE « BIRTEERE T —ESMTPE4(EHRSS © 18E
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MEHERSFAEANETREFHMEN (BRHK) -

$57EAutoSupport FLEREHIFE
ISR UER FIME— BN E K FiEAutoSupport AEZEMEFNAL :
* *HTTPS * . ERMTEMNTERMEZRTE o HTTPSEEIRE £ A EI%IR443 o NREAEERIHAutoSupport
MEIREKIRMZIE 08 ~ B BERHTTPSEEIGE ©

* *HTTP : ItERBEAZE  BRIEENZEENIRIE « HEBAREREXERE « ProxyR RIS 2R
FHTTPS o HTTP{EEIHE EREZIES0 ©

* * SMTP* : fNR & 8 AutoSupport BB FEHZFER—RENE « ;A B ILEIE o NRIEFERSMTPH
AAutoSupport AEFENEHHE - BIABTE TEREFEHR EJ BE (ZE>ER (BRR) >*&ERE
FEHERTE) LERE—ESMTPER4(FEIARES °

fEAutoSupport SR EFTHRAGIBRZR « RAEASMTPEAKR—MBEIRTE - A AERKEE
(i)  mHEEEH - StorageGRIDUIRStorageGRID {i—RiAZEEH R ERRAIHTAH « AUFTAER
BESHHE -

1052 E B EE i E AEEFr B fEE AutoSupport BYEF ©

1. Z|EV T *>* T B*>* AutoSupport &Z&* o

SEEHIR Tthe SIEF) BME ~ W3EE [ Settings*] ZE5|H2# o AutoSupport
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AutoSupport

The AutoSupport feature enabies your StorageGRID system to send periodic and event-driven health and status messages fo technical support 1o ailow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enabies the use of Active IQ for prediclive recommendations.

Settings Results
Protocol Details
Protocol @ ® HTTPS HTTP L SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v
AutoSupport Details
Enable Weskly AutoSupport & F
Enable Event-Triggered AutoSupport € #

Enable AutoSupport on Demand @

Software Updates

Check for software updates @

«

Additional AutoSupport Destination

Enabis Additional AutoSupport Destination €

‘ Send User-Triggered AutoSupport ‘

2. ERRE A REEAUtoSupport B IR B R EEHIBE ©
3. WNREEE HTTPS * ~ sAENE BB A TLS/RARREENetAppZ IR FEIARSBNELR LS o

o {EFANetAppZiERE (F85%) : /BFHEErIHE{RAutoSupport EEREEIRNENZ 2 HEE - NetApp
B E B MEStorageGRID T IE#EE—fEZREE o

° NERRRSE | RATARDERNMERARERSER (BIM/RESRARER)  ZERULEE -
4. BEEMRE o

FRESE - EREEENEFEENA ST S ERERNERHERSE

{ZFASBAutoSupport 35
IRIEFEL StorageGRID ~ 1B 2 MR E AT AutoSupport BEX—KH B4 NetApp Support ©

EEH A RFAutoSupport X EBEEMNE - BRI AutoSupport () > (ER*) R -7 =
{HAutoSupport Eitl] &EH « EF T —EBFZRREHIE ©
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 10
for predictive recommendations.

Settings Results

Weekly AutoSupport

MNext Scheduled Time @ 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (NetApp Support)

Last Successful Time @ NiA (NetApp Support)

& A LA BERSE (Z A B 8 E &8 AutoSupport B#AE o

IR

1. EEEY* 5 #8*>* T B*>* AutoSupport 2&* o

2. BHEEEY TRy A& EAutoSupport B:ll) ZEN51E ©
3. BEERE o

EREH4EZ AutoSupport FITHAEEEIR

IR¥EFERS ~ StorageGRID EAutoSupport F#4BEEBRETRHHMBARASMHE - REFILLINEREABTERL
guﬂu,.nNetAppS'Z%’niBFﬁ °

@RI LLAutoSupport BEFRHE S HE SRV E SRR o

@ & AutoSupport ,M‘ %% ARINHI B F B EAIT ~ W FING FHAEERITIEMAS - CEEE
B> B> MBI o AARIEN BN EAEE" )

&u%

1. EH T3 *>*T B*>* AutoSupport &2&* o

2. BUHEE TR 4AE3AutoSupport BISAEI #ZEUA1R °
3. BEERE o

EFAAutoSupport FEEETHAE
RETERIBHEZIR « BN SR ARMT ISP EE AR EE IR AR o AutoSupport

IRIRFES ~ AutoSupport EEEMREEINEE © R LEIIRE AT :E R T2 IR A B EKStorageGRID Mk
#iAutoSupport BFNBERBEE o T IEIF It AT L R EAutoSupport  MEIEERETEN) MiRERFRIR

f& o

Sz 8 8 £ By P 2k {2 F AutoSupport BEEEINAE o
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1. EE 18 *>*T A*>* AutoSupport 2% o

2. 3EEY* HTTPS *EABERE °

3. =Y TEUHE&BAutoSupport By ZENG1R -

4. #rh* Enable AutoSupport SRAID on Demand* (}43EREF) HEIE o
S. EIEMRTF o

SIEBHRIRMEIE - RITZEASRR MEHEFRREHNER] FEXEAutoSupport AutoSupport
StorageGRID
(FRBAEEMEE

IRIETERR « StorageGRID IEINAE FHEAENetApp UHIER IS AR T H 7 HRVERREEHT Y15 StorageGRID AHJ
FARYSEERThRASS EHThR A ~ AlStorageGRID EfThkAEERE Efhky BEEL ©

REE « O LUEEEAREEMRE o Gl - MRENAFZBEWANEZE  GRZIEAEE « DUES TEEE

1. EEEV R 3B *>*T B*>* AutoSupport &> o
2. BUHER R TS AT A 1R o
3. BERE o

#ri% AutoSupport E I E It

E{FAAutoSupport IETHEERF « EERHZZ ARG B EE4ENetApp S IEEBFT ISR IAZ3FRE AutoSupport HY
iR HtERINY B B o

£ Z e N E AR EZAutoSupport Bl sl REIBEIRE « sRE2REVET 15EAutoSupport 5L E FIfE i1
A—E o

() EEEERSMTPEBIERSAUoSUpport EAMENEMBRIILME i -

B ER
1. EER* 2 #8*>*T B*>* AutoSupport 2%&* o
2. FEEV BN EhAutoSupport BEIit* o

g B IR E fhAutoSupport B TERYMH 1L
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation @ Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport

3. # AZE5MAutoSupport HIE M ARRESAYAARSS T4 L ABSUIP Lkt -
()  ERemA—EmEsm0E -
4 HARIESE L thAutoSupport BEMIFIIRSSIIEIE (HTTPTRRAIEIHES0 « HTTPSTERAEH

18443) o

o. BHEfEAAutoSupport /&EEREEFXEHNATEMNR  F1E UVERRE ThUBFEREN EHABFICAE
REG) - ABRRITTIIHEF—IE !

° ERRETR « S EPEP-RIBCAREERNFIAERBERALE" CA bundch (L « T USSR HEIER
Bk o [MARTEEZEPIA (-begin Certificate)  (F#558F) M -end Certificates (#&RFEEH)

Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname © testbed.netapp.com
Port @ 443 s
Certificate Validation @ Use custom CA bundle v
CABundle @ BEGIN CERTIFICATE
Browse

o EECRIE  BIBEANTRENER  ARIEINCRRC LEEE o BRI ERAutoSupport BFRIE
WEEEE o

6. BEE7EAutoSupport FERERENER MEXEHNAENS « BFE NVRERSE THNBERER 15575
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REECARSERATERGRRER (PG ERARER) - 4 EHEEULEE -
HIFE-AETRAR | TEAREATLSERERFAEEEEH thAutoSupport BRIHIEIZZE © |
7. MR o

FRBERREE - EHEE REREREZAutoSupport BH SE EEEEHIith BRI o

FHiFHZE AutoSupport —EHE

AT 1B TS 1 A B 5B HER StorageGRID fERIHPEHERS ~ & A FEhEE
#%AutoSupport B{EIXBFENE ©

TEENER
* TS ERE AGrid Manager SZiERU4EE2|EE28 o
* AAREFEERSH A ABRSHER ©

HER
1. EE R B *>* T A*>* AutoSupport 2&* o

EEEEHIE BT RIER - TS EBULZES|1EE - AutoSupport
2. FEEVEXE A E R AutoSupport BISER* ©
EREERDHEARMTEIEAS o StorageGRID AutoSupportflRE ML « TR H31EHK A RF

R ERRINSREER S ER c MRBEME " RENERBEEEMS KB - StorageGRID AR
Ei{AutoSupport BR{EEZHE ©

@ FXfFEREMEIEAutoSupport B EHMEER ~ AutoSupport sE7E1 D IER EMEIFIE
PRVEER - UFENRGEIINER o

RREEPEEAutoSupport Bl

AR E = FiXAutoSupport BRI « StorageGRID BIiR#EAutoSupport BEREE! « &
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

‘//ﬁ

Settings Results
\ ;
Weekly AutoSupport

Next Scheduled Time © 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)
Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. BEIE-35FAutoSupport TMHFEA L] * o

IS HIR TR EAutoSupport HESE BHE o
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel

6. FEE* HTTPS AR HE ©
()  EEHTTPSHEENEEEREERE -
7. EEFEBProxy AIRES" ©
8. i A"tunnunne-host"{EE* it o
FEEI ESEREEMNEEERT)AutoSupport BBIFFFRMLL ©
9. A 110225) EA*EIZIRRAG" o

10225 ZStorageGRID #5ftAutoSupport FEFEE BERIER T IEHISHZWEIRIHEEMH B ~ M FARES L
BRI SRES o

10. 3E2+BI s 4R A6 3 Al AutoSupport R BIProxy @RS AV IR FRFN4HAS o
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Object counts

Total objects: @ o
Lot objects: @ o 1N
53 buckets and Swift containers: @ (1]

Metadata store queries

Averape latency: @ 10:21 milliseconds

Queries - successiul: @ 18,427 [||
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Object stores
De 3 size @ = Available @ 3 Replicated data @ = ECdata @ = Objectdata (%) @ = Health @ =
0000 107.32 GB 9644 GB 1, 124.60 KB 1l, 0 bytes l, 0.00% Mo Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1l Dbytes 1l 0.00% Mo Errors
ponz 107.32 GB 107.18GB 1ly 0 bytes 1, 0 bytes 1l, 0.00% No Errors
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Storage Options
Overview

Configuration

Storage Options Overview
Updated: 2021-11-23 11:01:41 MET

Object Segmentation

Description

Setings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks
Description Settings
Storage Volume Read-Write Watermark Override 0B
Storage Volume Soft Read-Only Watermark Override 0B
Sterage Velume Hard Read-Only Watermark Override 0B
Metadata Reserved Space 3,000 GB
Ports
Description Settings
CLE 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083
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Stoeage Optigas Storage Options Overview
E Updated: 2021:11-22 13:57:61 MST
Overview
Configuration
Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks
| Description Settings |
Storage Volume Read-Write Watermark Override 0B [
Storage Volume Soft Read-Only Watermark Overide 0B |
_Storage Volume Hard Read-Only Watermark Override 0B |
Metadata Reserved Space 3,000 GB
Ports
Description’ Settings
CLB S3 Port 2082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083
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ii. HHIRERREF ~ 5537 Enter * o
12. ERACIFSHEEAMREN ¢ MExit (&R) I
13. FENE R R R ERAEEIMITEIZIEA ~ WTFATR -
> YR StorageGRID EEFBERE 1A « FRIET—F ©
° YN StorageGRID LEINAEEIIEHE L SRV EIREIRL « AR B ERURE LRI @
L BB AL SR EIRER,
A BATHE%S : sh admin@grid_node_ip’ |
B. & A lpasswords.txt] #EZEHFRTIRIZRES o
C. A TFIGHS LU aEroot : Tu-)
D. @A Tpasswords.txt] #&ZHFTFIBER o
i. BRELESER - AEESIEMARTREZEA -
iil. FAEARIGERMAERZZShelBEA ¢ TExit (BER) J

14. ZH&m<Shell © Texit)
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WCIFSTEZLRERIRERE T EE
e\ LB MR E R AR FINEZE AN FERE DR o
TEBNER
* X8y TPasswords - txt] HEZ S HrootiRE R (Al LMEHFIRE]) o
* &8 TConfiguration - TXT] ##ZE (AIELAEMGHIKE) o

RIRERI(E
ZEBCIFS/Sambai&E 1 TRITEIZEE tH BB ~ i§1ER K StorageGRID BIRASFFEFR o

1. BATEEIEME -
a. AT &S : Tshadmin@_primaryEEEIZ5IP
b. #i A lpasswords.txt] ¥EZZHRFRFIAIZEES o
C. AT LU Eroot : Tu-]
d. A Tpasswords.txt) #&ZEHFRFIRIZERE o

KlrootZ AR « iR EHE M) BFESH M#) o

2. BENCIFSHERE A2 ¢ Tconfig_ClIFs.rby

validate-config
help
exit

add-audit-share set-authentication

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

add-wins-server

I I I
| | |
I I I
| remove-user-from-share | add-password-server |
| | |
I I I
| | remove-wins-server |

3. FIARSIAEREDNAE : BIREAERLAE)
AR EENMBREZHANRREE - BRHEATRRAEREL -

4. BAFEIZEREMNLRSE - Thap_share_number)
S. ERAMIENERIRMERBNEHAR . EAE = MB¥4E

PEENER RIS RV EAE B ERITRE o
6. B ACERIRAV A B SEHABERISENS ¢ Tnumber)
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ERAREREERN « BEERAESNEFERBASFIIE AR - f1

Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser

Select the user to remove: 1
Removed user "audituser" from share "audit-export".

Press return to continue.

7. BARCIFSHERE AR ¢ TExit (BR) J
8. UN5RStorageGRID LI EIRH ML SR EIRER « AR R EFASELSNEZIEA -

9. BRETHF BB HE @< Shell © Texit]

LECIFSTEZ L AEAENRHERE

KR LGB AT e & B ~ AERRBIBRERfERE A « REBCIFSTEIZHANER
Z BT o

BRI TE

JEBCIFS/SambalTAYREIZEE tH EABES « JE7ERHEStorageGRID HIRRA SRR o

S5

1. i E RS BN EN LB BRI AR o

2. MRREREREREHARE o

1ARE

* R E NEBHENTIE ECIFSTE It RE

* RCIFSTER L REBIRERE NEE

ER:ECIFSTEIRES

TERHRAAME - i M ERBAREIEN « BRETEEREIESR - BZAFERT
EWindowstEZAERE HRIEEE B 5 - BIRERETHE « SBRAFFIAHRE -

R ENFSHITEIZFE B i
R gE#EEAMERA -
REBNER
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* &7 TPasswords - txt1 &% « & Sroot / adminZhE (AIE LMEMGFIKED o
* #&A TConfiguration - TXT) &% (AIELAEHFDIKRE) -
* MR R IBEANFSARZA3 (NFSv3) o
RAREETIIE
#t¥1StorageGRID EEHX FHIEFEIZA SMNSERITILAZR ~ UFIBITIAZR o
B ER
1. BATEZEIRER,
a. AT &S : Tshadmin@_primaryEEEIE5IP
b. #i A lpasswords.txt) ¥EZZFRFRFIAIZIES o
C. BATFe< U Eroot : Tu-J
d. #A Tpasswords.txt) TEZEHPRFIAIZREE o

BlrootE AR « R EHE ) BER T o
2. WESUPRARISHIIRAEISZ T81TH) X TEERE) ~ #WA ¢ ltoragegridikR
WMRAKBEMREETA T1TH) 3 25838 - FARREBEE -

3. iR[EIEF LT o #2* Ctrl-+ C* ©
4. BAEINFSHREARREL o #A © Tconfig_nfs.rbJ

add-audit-share add-ip-to-share validate-config |

enable-disable-share remove-ip-from-share refresh-config

|
| |
| help |
| exit |

5. FgfEiZAAM « Tadd-#& ZHEAE)
a. HIRIRTE  SAEATSIZE R EMNREZA P is PAIESRIPAIALEEE : Tclient_ip_address.
b. HIRIRTEF « 353%* Enter * ©

6. MRAFFZERKAPHEFIIEZEAE  FMEERIMERERIPAILL : Tadd-ip-tot=&E)
a. MARKERERNSRSE © Thap_share_number]
b. HIRIEREF « ;A ARSIZERENFEIZA P IRIPAILEIPHILEEE © Tclient ip_address]
C. WHIRFEREF ~ 551¢* Enter * o

BERNEETRNFSAEREARREL o
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d #HHSEARREZEREINENEMEZARRERELEFIN
7. & ~ EERECAVAERE o
a. BATSHAZR . lvalide-configl

R DIGE N EERIE LEARFS o
b. HIFIZREF - 55¥%* Enter * o
MEENEERNFSAHAE A FTER ©

c. FARANFSHEREARER © Texitl
8. ¥EN B B AT H ik &R A& -
° YR StorageGRID EEZEBRE—ILE ~ s/AIE F—F ©
° R StorageGRID LEIhEEEIEE ML SN EIRER « AR B EMAELERERER !
L BIRE AL SR EIRER
A BATY®S . Tshadmin@grid_node ip’ |
B. BA Tpasswords.ixt] #EZPFRFIFIZRHS o
C. WA TSRS U Eroot © Tu-J
D. & A lpasswords.txt] TEZEHFRFIHIZRS o
i. BEELESR - AEEREINIEIRMER TR -
iil. FAEAIRIREZ 2 ShelE AEIHEIRER o WA ¢ TEXIT)
9. HHa<Shell : lexitl

NFSTE#Z A R IR S IRIBERIPAHHR FEZEANEIE  RIEZHBENIPIULNEERAE « RIERHA
& RFEVER I TRTBINFSIERZ A P i ~ BRI ARV IZ A R IRIPAIL ~ IBIRZAR I

HENFSTIEIZF R iniTE ERRZERAE

NFSTE% A P in G RBEEIPAIHE FIE2 L ARVFEE o i8R ARNIP{IUEE =%
HAR - FiEZERARNEEERKE FHBINFSIEZB iR
THRENER
* 187 TPasswords - txt] &% « HF & Sroot / admintREZEE (AIE LMEHHIKE]) -
* &7 TConfiguration - TXT] 1% (AJE_LMEHPIKE) o
* FEIZAB P IREANFSARZAS3 (NFSv3) o
B ER
1. BATEZEIRER
a. AT &S : Tshadmin@_primaryEEEIE5IP
b. #i A lpasswords.txt] ¥EZ2HRFRFAIEIES o
C. BATFEL U Eroot : Tu-J
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d. #A Tpasswords.txt) HEZEHPRFIHIZREE o
WlrootZE AR ~ 2 nEt 1S #FEEH M#) o

2. BYEINFSAERE A RTETL ¢ Tconfig_nfs.rbl

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help
exit

_._

3. A : ladd-ip-tot=

BEENEE N EIRENRG_ ERUARINFSIEIZ L RBE - FEREAESImR% - [var/local/nvmnal/export]

N

- AR A&M4RSE ¢ Thap_share_number]
HIREE R ~ SR ARRIZERENFREIZA P IRIPAIALSRIPHILEEE © Tclient ip_address.

o

FE1% A P IRBERNHTIE SRR AE -

(o2}

. HIREREF ~ 553%* Enter * o

BERNEETRNFSAERE AR -

N

HE R ERRERNSERZARRERELELSH -
- E ~ BEREEEV4ERE ¢ Tvalide-configl

[oe}

AR EHRE MR RELERT o
a. HIRRETEF « 3519 Enter * o

BEEPRETNFSAERE AR o

©

RIEANFSZRRE A FTEZL ¢ Texity
10. ¥NER StorageGRID EEZPERE—ILE ~ FAIF FT—F ©

% HRStorageGRID ~ MNREEZWITHRERIFEMIASRVEIRNE, « BT RERAELRERER

a. BIREAMG NSRS, .
i. MATFE< ¢ Tshadmin@grid_node_ip )
i. # A Tpasswords.txt) #EZEHFRFIRIERRE o
iii. BATFHIE<S U Eroot @ Tu-]
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iv. A passwords.txt) HEZEHPRFIHIZREE o
b. EEELENLER - ASEEIEHNERERIZER -
c. FFRIREIEMEMIVEREZEShelBEA ¢ TExit (4R) J

1. ZHep<Shell @ Texit]
ER:ENFSIEIZEES

REEZEARLIIENFSIEZBRImZE « ERILEEEZARREAE « TEEEEL
ERED AR HEARRS -

1. A EIEAMSIRTS ~ BIREREAI A R iR IPAL « Ba8iEaRae ) (SRR IRAMKVERS) WA  "ping

ip_address"
MR RIARSIEIME « RIEARACS] o
2. FRBERARARMEERAN G THETEZMELA o Linuxe CEAIAR (—1T8HA)
F%4t t nfs -o hard ~ intr admin_Node _ip_address  /var/local/nude/export myAudit]

EAEEMRRIPAULZREFHAMSARTS « URAERAMITALE R AR o HERA U AP IREAE
m%iE (I~ FE—Es<H% TmyAudits ) o

3. PRI IERALRERE « A Ns myAudit®)

Hep > TmyAudit | SFERILAEEERS - Z/0REYH—ECHE

eI EBPRANFSTEIZ A P i

NFSTEZ A P in2REHIP(IIHR e EANEFEUE - Erl U RRIREEZAERIHIP
itk ~ UFBBRZ P g ©
CRENES
* {85 Passwords - txt] $EZE « HRE Zroot / admintREZE (AIELMESHIKEF]) o
* &8 TConfiguration - TXTJ & (AIELAMEGPKE) o
MREIAT 1
IR ERB IR E R AFEEFEZ I FRYIPALIL o
5
1. BATEEIEH .
a. BMATH &S : shadmin@_primary & EEE5IP
b. #i A passwords.txt) ¥&EZEAFRFIHIZREE o
c. AT <TUTIEEroot © Tu -]
d. #A Tpasswords.txt) #&ZEHFRFIAIZRRE o
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KlrootZ AR « {RnEHE M) BEH M#) o

2. BREINFSAEREARTER © Tconfig_nfs.rb

add-audit-share add-ip-to-share validate-config |

| |
| enable-disable-share remove-ip-from-share | refresh-config
I I
| |

|
help |
exit |

3. i RERRIPALL . TRBRIPAIIE - HEAE]
PEENRE Al ARES LR EMFEIZH AMRITEE - BIZHAESYRA . Tvar/local/nvmnal/export]
4. A BT REHEEENSRSE - Thap_share_number)
BERNRER S s TR EERZ L @R IPLARSTAEE ©
5. E AN EERIR 2 IPAIERISRES o
ERLAEREEN - BB AT AR LLIPAIATEXF P imETFE
6. HIRIRREF ~ 551%* Enter * o
BEEPRETNFSAERE AR o

7. BABANFSHEREARTER @ Texity

8. MR StorageGRID EHNAZIEER L EER A OILEIHE « MEMLSRBERINIEIRE « FREER
FRELEREZER !

a. BEinE ASELSNEERERS
i. EIATSIES ¢ sh admin@grid_node ip’ 1
i. # A Tpasswords.txt) #&ZEHFRFIRIZRRE o
iil. A T3 ap< U Eroot © Tu-J
V. 8 A Tpasswords.txt) #&ZEHFRFIRZRRE o
b. EFEFELSER - REEREIINNEIEEREREIZHEAA o
C. FARRInEEMAAERZEShelBEA ¢ TExit ($ER) J

9. @< Shell @ Texity

S ENFSTEZ A R IRBIIPIIE

MNRICEELENFSTEZA R ImAYIPALIL « 5558 FHIPER o
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TR

1. RGP

ERANNFSEZHEAE -

2. BIRRBIPAIAL

MERAEER
* RENFSTEIX P P imHf i

EREARE

* WIERHLBEBIENFSIEZA R in

EIEERIEER

+ERERIERF

T ] A iE StorageGRID EARERRZREEBSEE RS ~ LUEE

EREBRINER

SRIEEIFZ R4 ~ HIUNTivoli Storage Manager (TSM) o

SRIZEAREM—E T E - CIUEBEENEEEINIREFFRR - URBFEEMGEN - BIEMthgEE
ItEE#R « LUK StorageGRID M ERHERE R4 B RIMNPRIERFRAE 2 HrEEH -

Configuration

Ry E B Tppokioy | Overview | Repors
ST StorageGROD Webscale Deployment o

Ul
iy
¥1-¢fly Data Center 3

REINBERNERZE ST URERENRIUREETSMRAEE « FETSMIEIARES A&

= ‘ Data Canter 1

| -4 OC1-ADW1-98-160
j & DC1-G1-58-161
_-| & DC1-S1.98.182
L] ‘ De1-52-68-163

d!' Overview: ARC (DC1-ARC1-98-185) - ARC
Updated: 20150530 10:25:18 PDT

ARC State

B ‘ DC1-ARC1-88-165 ARG talus
o ' S5M Twoh Storage Manager State
—' -3 2nc Tivoli Storage Manager Status
’ HopNcalio) Store State
— Ll Store Status
Retrieve
Target Retrieve State
4 Events Ratrisye Status
{1y Resources Inbound Replication Status
Outbound Regplication Status

MNode Information

Device Type
Varsion
Build

Neode ID
Site ID

&

Online
Mo Errors

Onling
Mo Errors

Online
Mo Errors

Cnline
Mo Emors

Mo Emors
Mo Errors

Bl B S e e

Q@ O@ @@ @@

Archive Node

10.2.0

20150928 2133.a27b3ab
19002524

10

B ENEAER

B~ SRERIEENREREAR ~ MR EERMBEGERTE SR REREMNAIEIET

EEAMPRERERERMMHER « BRI VIEE IR L « W ERinshw SRR TR

o I ERBIERERR

EERHOIL S RRIZER, « ABR

EILMARR] « i I RIEEREN A AT N ETS

T TER) - REMRAEBTEERENYHER « ERBINBERIEREFERN °

®

M FREEN A ERE - EERETEMRFHRL -
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HEZ2ARCHRF

RIEER LAVERIE (ARC) IRBIRMEEENE « JARKREINIRIERFRERER « AIINEBTSMBT T EEE
BRI RS ©

FolE

BIERF AT RN E AR ED  RARREFIIGER - URERRIREAEAEREEMHRNITH
B - EAFHERAERERFBEMGE - REFHMERARCIRBERMHEER - ARCIRBEMIMNIFEIEHEFR
MIBHER ~ DERERIGER - REREFEEARCHRT - ARCIRFS EEREMGERN « W HEXE R
FEORD « ARBRYHERIZERIA R IREAEL -

FEBTSMPNTEGR G EREREEHIER « i EMUERE « DURSRERME SR LGETREX « LIER

OB 2R LUE BB F e Lf - 2B ERBEATY] » UERRERFHERE - ABEREME « 7
[ERFER IR EHIRE ERZEMHEK o

iBiAS3 APIFIEEZ iR

TR AR R AR ER R E 7 B IE AR = Amazon Web Serwces (AWS) B{EfrIE M
B]StorageGRID EiBS3 APIEZEBIOSR M R4

#3BS3 AP ERIEER R BN ERIERETZ R 4R ~ EHILM Cloud Storage PoolBXfY ~ 12t
@ %%Iﬂ o IEBIRDE-HHHERTE (S3) 1 EIEMNTZIE « B fEREFEFERHFEEER

MR E R ERRRIENRE B E-B 2 MRS (S3) & « FZERYHBEERRHFERA
A2 RERERA ERILMEEY o

ES3 APIRYELRES

INRITFEFIS3IT T EIEAR ZE BREENRS ~ RIRARRTES3 APIBVEIRERIE © TEREEEREZ
Al ~ AR EREIMNIRIERHTFRAEN - FHIEARCIRB S HERFTEEE /‘R#Ikﬁ °

rrrr|:|

FHiBS3 AP FRIEEN R E M ERIEFTFE R A ~ EHILM Cloud Storage PoolBXE ~ 12t
E%’?IJJ o IBIRpDE-EZHERT (S3) 1 EIENTZIE « B0 EREFEEERFEER

o

MREEAERNRENREI ERD E-B S RFRS (S3) “ER « FEERYHBEEERR
EEEIR - S52R ERILMEEY(F -

TEENESR
* TS {E R E AGrid Manager 2 iERU4HE 2528 o
* TR ENFIER o
* REEEEREREAR LEIGERRE
° IEAFESERRNE—RIEEES - HthERER st ERENE A EALLThEE
o IEEEHEERENUEEEEENEY -
° ILEAFERREAHEIFRAEIE

M &FE) B~ B TRAEEEA/N IREERR4.5GIB (4~ 831838 ~ 208fi7t4H) © HNR{EAS3H
AINERERIEREIZRA « BIBILEMS3 APIERS LR o
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B ER
1. BRI > T A>3 RE" o
2. FEIEEREENEL > ARC/>*EIZ o
3. BEHEARE > FE o

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 20150824 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:if10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .

4 WEMER THRBERER BRI E-BREERS (S3)
() moeRmEEER  SUASREREARER -

o REEMDE (S3) 1A « UERENHEBZIRAEREBRINISIHENRIER#EFRS
IEEE ERRBARAUEER S BRI - U TRBBIE A sEREISSBIRAIL

° W&  EEEEERAWS'F A o SENNESN AT SHEFENES

° IREFAI*EFRAWS : ¥t Amazon Web Services (AWS) - :FEEVERAAWS* o "G 2iRE [Eid
81 A T&Eig B - BENEARMURL ° FI40 :

https://bucket.region.amazonaws.com’

HIJFAWSEIR « SFERARSHEFEER Z RAMAIURL « BIEEEHEIREE o M

https://system.com:1080

° InRAEREE | AR - MRINRIERFEFRRIOVERZIEE « KO UBCHERZEG R - FRER
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https://bucket.region.amazonaws.com`
https://system.com:1080`

SN ERERIE AT R R BVIRFESSLRFE M R TBEREE © U1 StorageGRID BIRBRIEEEFRHAHRS —EF
EZREWTER - ERARERE AFRZNES « TR URFFIZEU7 RRAVERGRRE o

o (HIFIER D IEEIEE (FERR) EA—MRETRE o EHETRREMEIIAYG SRRV EE - R
DER R IRMEHERD « BRETFEY - R BEREHTERAEStorageGRID B—1EZIEILINBEAIHTT
ERE « B4R THEHITE B2 R A LB - ¥FIERRHEARHE « NREBIERLA RIS
EREERR °

6. EEERYE

IEEMABRE R E B 4BERT « WEREStorageGRID AN - —ERTETM ~ MiEZEEEIE -

1EEXS3 APIRYEAR L

SRS ER RS T AIEIBS3 APIEREINBRIE T AR 21 TR MBS TR S s
DT
CEREENER

* & {ERE AGrid Manager SZ1EFU4EE2|EE55 o
© CHEAERTENFEWER ©

RIRSTET(E

YNRICEECloud Tiering (S3) 1R ~ Bl ARFREREFIRAARFENEIVE AGFIE « SLEERER
RESCRIENE REFERFEYMG -

1 EE > T A > @R iaE" o
2. B2 TERIEENRE_>* ARC>*BIfRY) o
3. BEHEMERE > T B o
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .

4. BRBERPEN -

IR CEBRHFLER © MY ERN S ERNRTERN —EET o Bl - REYHSREREEEFER
TR °

() ieEem - BUMHY - EEAWSE  F1EE
5. MEUEREE -
IR E RS R

1R AT LUEEEE Cloud Tiering ServiceRYAKRE ~ FEIEHIEFIE RN R BRI = A £1EES3 APIELR
BB ZIM RS ETERARAIEES] ©

TRENESR
* W ZEEAE AGrid Manager 214 E 2B 25 o
* M ARBRERTFEUER o
* WA TEBRAEENRS o
BAMEETE
TRl EmD EIRFREEE R BIEAER - BRI ERIZERIRAR o
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1. BRI > T B >4 o
2. 3Z TERIEENEL >* ARC*) o

3 B TR o
Overview | Alarms | Reports | Configuration l\
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | Online -
Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *

4. ECERABRBRE o
5. EIEARE o

B S3 APIEEIRRIHFR KT

MR ICHERIEENRLIEBS3 APERERIERTFRA ~ B UERFEFRBGTE ~ LUE
PRARVS (fEFHPE) £ o
CEENER
* IS ERE AGrid Manager SZ1EFI4EE2|EE5S o
© CHEAERTENFEHER o
TR
1. R SR B> T B> ERniE o
2. 2 TERIEENEL > ARC*>*#71F*) ©

3. BHMEERE S EE o
Overview Alarms Reports | Configuration '||
Kain Alarms

B Configuration: ARC (98-127) - Store

Updated: 2015-09-29 17:54:42 PDT

Reset Store Failure Count r

Apply Changes *

4. I BRI RAGHEC -
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5. EEEARE o

Store Failures B ZERAT o

B RE R E- SIREERiRfEFEE IR

WMRECEHRIER"ERDB-H7HERTS (S3) *INEE « BYEERSBESIHERE « 7
A TS E B RF R - Cloud Storage PooRREAATRFEMITS  + A%
FiStorageGRID RHYEE{E R K HIFR B (ETZRIRY o
ERBNHES

* TS ERE AGrid Manager SZiEFU4EE2|EE5S o

* BB TENFEWER

* CERYMHHEESIHEED « TERTEANRZIRDE o

()  aEmmmeEn s AWSTHNApERRE « WIS R ER(EAABRIM o

R BIET(F
RILMERRLRE ~ Binf#FERNALHMREFEIRMN o AT » #EM#F SR E StorageGRID #fFEIREE(L
VMware 2 RRIERIEENRLAEA « BEinfEFERMNEIZHRIMNISIHEFEFAERR

ERY#Cloud Tiering (S3) #EZECloud Storage PoolZ Al ~ EWAZBSIEIIS3HTEE « A% E StorageGRID
FEEHAEICloud Storage Pool © 2% ~ ERIMEEILFAIILMERR! « T LAERAIILMARBIER X B SE Y R1EEE
D BHEFEEMNILMIRR « ZRA SRERNYGHEEEEREEE MNP o

EYH#FECloud Storage Pool1fF ~ ELE RIS A th A {#1F7EStorageGRID BYEH ©
@ MREERIARZERDEBIILMRREREARFRYHREFEZEMLE « FERESNENT
IEEEE MR E « RABEREREZINEE - MREEEETIEEE « AXUARIIHRR « MIFER
RARA -
1. BURiR#EFEIRM o

ERERARER#EFERNNHSIHEFE - BRRAESHERHFEFERNEENEH -

FEVERAFILMRR R HERERMHREFEEiRD B REFEILMARE]
EEUSLERRA o

EEEMRAIP - BREAEEFEAFBICloud Storage Pool °
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Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

#e-BiZsER TR EE S « #EEY” Tivoli Storage Manager (TSM) * o
74" Tivoli Storage Manager State* ~ sHEERUBEAR* ABH LEETSMAA N SR B2 EI AR ZFHEENE L o
IRIETESR ~ Tivoli Storage ManagerikfEs& 24 45 £ ~ RRERIEEIEEAELINETSMA T ENAR R ARESHEE I 14
B o
AIER THE -
° {EIIRZZIPTR E 2B - 15 AR ARCERFEHITSMA N ER IS R ARES P K ST R ADI 278 o FARRIPAIE
#127.0.0.1¢

° {AIARZFEIZIR | ETSMPNEEEFIARES LIS EIHIESRS « LUFEARCARTSERE ZAMRES o TERE
21500 ©

° )Eﬁ%ﬁ%flﬁ IR EERERNREN TR o M B A LTETSMA N SRR LEMavRiE (REXERE

© (ERERW | IEEERAERM « UEREARCIRFSAREATSMERE - AALSRIEHRIEENTERE
RERTE (arfEf £AE) NEERERE -

° B | IEEARCHRTS A RE A TSMIAAREZ B EES o

° B | IEETER R IRZEStorageGRID AR RIS TE BIBMARERN R EIRE » SUKETSMAH
BfHARTFS a8 L E RIS E N EIRERERNEEE -

° TYERREREN  IEETSMA T ERAREARE: L F AN EMRMIIMGE I E - BENR R EILSEH &
RS —EL(EREER ~ SMIN 2SN TIEREER (DIRAME) o

EERISERE B ERS ERF BRI EEE A EMAXNUMMP (BMEEHNRAHE) WREEER o

265



(FEHEHTH « MRRREERE « BIEABIMAXNUMMPTERER1 ©)

T AZBER TSM AR AIMAXSESSIONSEE E A E /DB F AN ZARCIRS I TIERSER BB — AR
F o TSMfalAREF EMAXSESSIONSHITERR E#525 ©

° IRAHEEN T VEPEER S : 5 EARCRRTS Al RN ETSMA 7 ERBS (RIAR 28 LUEITHRERF A TEREERBL IR o
ARZHIERT - BENER TTERREBU BE TRARELIFRREL - IRECEELR—EH
HUUHEFAEN  SFEE—EE © IEFN TS -

© BAHETIERAE | ST RETSMA N S FIRISE TR (R MR TR LR -
IIER BRI R AT « TIARAEHTHER « SRIERRA—E - BILERAT « UEBFAET
(RS BRI THAER -
7 EREREE -
FHETSMA /SRR T ER B R 2 ER I ED B,

18 B] LUEE & BRI B BLAY T ERSER ~ #5315 F Tivoli Server Manager (TSM) RYSRHEERELK
N =

BEERR{EIE ©

CEENEM
* IS (E % AGrid Manager 2 1ERU48E 2558 o
* EHEBRENFEER o
BAFEIEIE
SRS ENBARE AR TSMAR N ERAS ARSI 1T TIEFSERBL B ~ BE R E A TSMIEARES E i ER g B RE A BETH 1%
B - Hh—(EMFE D BcafEFRE « HERRID AR - R « TRREMmEAERMAFHE - SHRIEE
B MEEIETUEEER T ~ B MR TSN R AMER T AL LT TIERSEEAER « URE(ETSM
EIARBIRAAE o FIt ~ FRARIRIEER R FIRs A AHREY « MEMRER « RSN AGE P —ERRE AR HFRE o
1. BEE TR > T E>" g iniE o
2. #EZ TERIEETRE_>* ARC>*BfZ*) o
3. BB AR>S EE o
4. B RARREN T EPSE A 2 T VERSER B o

266



Overview Alarms Reports | Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 2

Maximum Store Sessions 1

Apply Changes *
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. RBEENTIRE :
° fEFARRE | RTTIRIRRERAS ¢
iR TERIEENRL) FRARRIERFERERTRARNYGER
* BHR  BENREIREREERERERANYGER

© MERHERRIETNE | BEEULEER - SRS RRETRE TS RITHEEIRE - BRfFEERE
REERTRAENRERE - EERRERTERAREIZZASR « ILIEIFEER -

RETEERNEE | ST EERIEER TR - EARAERARV (EFHRME) Em e
S BEEVEREE" o

R
ETSMAIRZSSERI S 26 - EIRRIEERL
ETSMEIRZSESI B 26 - EIRHHIERL
TSMEARZF R ATETSME R B TSME RS B BN g E R TR EE R ER S EREEH
ERIEENRL o EREFRAEB T FEIETSMAEIARESREE R
TEENESR

* IS (ERE AGrid Manager 2 iER4EE2|E 28 o

* AR TENFEER o

RIRERI(E

ETSMERREMF LR AR 218 - BRENM S ERERT YT ERNUEHETSMERES © ILRBEEZFATSM
EARSSFTEIERIIRAS - IRBVLEEERT - MEW/ELET -

1L ARCERF BIX A A ETSMAARES

HEMIEARCIRBEXES AR ETSMEIIRSS « RIS RERRBRAR « 757E2AFH" ARC/>* Store* o
AR o ETSMEARSI EREITHER « WREFMABNHLEER -

1B > T A > @R iaE" o

268



2. B2 TERIEENRE_>* ARC>M#TF ) ©

3. BEEMARE > E* o
Owerview Alanms Reports lCmfruuratiﬂn 'I,
Hain Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT
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Overview Alarms Reports Configuration |

Man Alarms

‘:",;’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT
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Apply Changes *
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