BIERFAFE
StorageGRID

NetApp
February 20, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-116/tenant/using-identity-
federation.html on February 20, 2024. Always check docs.netapp.com for the latest.



Sk

EERRFH
(R EaE- ill)
EIEEHE

BEEAKERE

19



BERGFH

£ A & 57 5 p ! Bk B2

fERS D HA IR BRZEMFEENERE « WrlRHEA EREEAATHEEA
HPAIRE o

REMFEEEZIRIS 7R Bk

MREEBEEHMALSE (BIFNActive Directory ~ Azure Active Directory (Azure AD) ~ OpenLDAPE{Oracle
Directory Server) FEIEHFEANERAE  IUAHEFEEEART S DHRHHE o

CEENEMR

 EHRERBAES B AR NS o

- AR -

* {&{$5F Active Directory ~ Azure AD ~ OpenLDAPE{Oracle Directory Serverfi7 &/ i3I FERS

()  mBEEERERTIHALDAP vIIRES « GBI o

* MNRIEFTEFEREOpenLDAP ~ BI#AZEEEE OpenLDAPRIARES ° s 2R 2 Openl. DAPE AR2SAIZER o
s MBEHBRFEREREZ2Y (TLS) HELDAPEIRESEITE ~ BB O# A HEENBFHATLS 1.281.3
H2ME ANEHTLSEGHZIEZE o
RAREEIE
{E%E:EILX?.%%H)E BREF 7P IRTE - BURRTARIRFERES I o LA F R sE 2 HAAGrid Manager

B3 RIR o

o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other
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To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own

federated username and password. The test values are not saved.
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Hame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-03ad-{229534Tc4dB Local Read-write
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Mo 53 Access 7 ”

"Statement": |
Read Only Access

"Sid": "AllowListBucketOfASpecificUserPrefix",

Full Access "Effect”: "Allow"
"p'-".tt-"DI'I": ”53:%II|
@ Custom "Resource": "arm:aws.s3::department-bucket”,
(Must be avalid JSON formatted string)

"Condition": {
"StringLike"
"s3:prefix": "S{aws:username}/™"

}

!
L
i

"sid": "AllowlserSpecifichctionsQnlylnTheSpecificFolder”,
"Effect”: "Allow",

"Action™: "s3:"0bject”,

"Resource”: "arm:aws:s3::department-bucket/S{aws:username}/™"

M. IRIRE R F AR AAS A BEAE « BEEUHIRAVIRER ¢

o HEARHAR © EEIIEHAE
o ZRHEBHAE [ R
MRECERIUAHEE - FEEECEE 2% - SHRPR4 GigERE) - BBEETTRRIEDER -

12 ERC ML ERHANSEMRREZEUT IR « ARSI EHE"
ORI LURIZREFEHE « MAMIEERE - CRILINRITEEREEE « SIS EREREIEE -
13. 3T ST

TR RIBREE HIRARHERET - ARIREY - @B R ReR 2150 EA BEER -

A Swiftil 5 27 B¥4H

1R AT LAGE A B BB B¥ AR B ER AL NI B¥ 4R ~ REBIESWIiftTH B IR B BU7ZEAERR - =/ 0 —{EEH4E
JAE A Swift AdministratorfEfR ~ &2 B IESwifttl Atk B A3 0¥ 4FRSERVRERR o
TEBNES

- EAEEREARE SR LIENEEZES o

- R EBRER TREE EIRMEAERE o

- MREITEHEABBEE - RTCERESDHIMEE « fAHERECEENRENS DHIsER o


https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-116/admin/web-browser-requirements.html

1. S FEUEE > EF A" o

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

Username = Fulllame = Denied =
User_ 02 User_02 Managers

4. ERCEMEERENERE - ARENHIGERE -

Add users x

Select local users to add to the group Applications.

Q Dispiaying I result:
Username = Full lame =+ Denied =
User 01 User 01 Applications
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: H'oups

Mame = m = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1
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Users

View local and federated users. Edit properties and group membership of local users.

3 users Create user

Username =~ Full Name = Denied = Type =

root Root Lecal

User 01 User_01 Local

User_02 User_02 Local
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