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+ Create custom rule |

Alert Rules W Leam maore

Alert rules define which cenditions trigger specific alerts.

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration

Appliance battery removed

The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated.

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.
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‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY'}
Major > 0

storagegrid_appliance_component failureftype="REC_FAILED_BATTERY"}
Major > 0

storagegrid_appliance_component_failure{lype="REC_BATTERY_WARN'}
Major > 0

storagegnd_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}
Major > 0
storagegrid_appliance_component failure{lype="REC_BATTERY_OVERTEMP"}
Major =0

storagegrid_appliance_component_failureftype="REC_CACHE_BACKLUP_DEVICE_FAILED"}
Major > 0

Type

Default

Default

Default

Defauit

Default

Default

Default

storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}

Major =0

Defauit

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH"}
Major > 0

8 - ERRBLBEBFEHRENNES °

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules.
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Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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Edit Rule - Low installed node memory

HIAREE o

Enabled |«
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
#
Recommended Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for 3 StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions @
Minor
Vajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_ bytes <= 12800820204

Enter the amount of time a condition must continuousiy remain in effect before an alert is friggered.

Duration 2 minutes v
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm nofifications and AutoSupport See
Managing alerts and atarms in the instructions fer monitoring and troublesheoting StorageGRID.

Enable Email Notifications @

2. FECRAEFIEEM ISR - R EERENRENERFER « CREEXENE TN -

IR IR TEFHMHEH (SMTP) EARe: ~ MB@MEZ2M (TLS) 1 ~ TEFEBMEMuL) M MEmEEss)
BEEg °

3. 1 EFEHH (SMTP) AAR2S) BEEH - #iAStorageGRID FEUEHISMTPEIARESFAERME ©
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Email (SMTP) Server

Mail Server @ 10.224.1.250
Port & 25
Username (optional) @ smtpuser
Password (optional) @& | swseses

4. 11 TEFEMF ML) BT - MAFTHFENSURGENEFEAMAL
a. HitFHETFBEHMU  SFIEE AN EFE I EAERBNNZFHE /UL o
4N : Ttoragegrid-alerts@example.com]

b. 7 TfrE1 BT - HASEESFIHTEENEFIMMU  EREETRRRIZWEFERHFRIA

8o
ZERUINSRER 4 LOTIGUR 4GS o

Email Addresses

Sender Email Address @ storagegrid-alerts@example.com
Recipient 1 @ recipientt @example.com x
Recipient2 @ recipient2@example com + X

o MRFEFMARBLEENM (TLS) AERSMTPEMREN  FEFRERZEE (TLS) BRPENFE
TLS* o

a. 1£ I CA/RSE*) WM ~ RRILAMNEREESMTPEIARES HBRICARSE ©
TR AR A BT W AEEIE BRI « SR8 B I BEEESE o

WA RRMEE—ER - HR a3 RESEPEETREREEN (CA) ERE - BEEBESLUREREIR
Fr BtV S E R PEEARISAICARSEIEE ©

b. yIREHSMTPEFEHARBERBFBHFHERMAPIHEEETHRE  SFENEEAP R&E
TZEN TR ©

C. E*APRAE AP - IREBFEXESMTPEIARZZHIPEP-4RIE A R in/&E ©
TRAIUERA B L ALZS BRI « SR 3 B I BERUE S o

d. I FAEREW AR ~ DIRINEBHPEMARNSHA R iR/ RENIE SR o
CRAIUERAB L ALZIS BRI « SR 3 B I BERUE S o
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G m=

CEZREEFHERE © FENMEERUERULHEAIL -

Transport Layer Security (TLS)

Require TLS @ [«

CA Certificate @ -----BEGIN CERTIFICATE-----

Send Client Cert

1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJELMNOPQRSTUNMWKYZ1234567898
-----END CERTIFICATE-----

Browse

ificate @ [

Client Certificate @ ----=BEGIN CERTIFICATE-----

1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXY 71234567898
-----END CERTIFICATE-----

Browse

Private Key @ -----BEGIN PRIVATE KEY-----

£ TRl &R

BEM
RE~ TE - HE

EX B

E[REASE

1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse

 ENEELESFHHBNNETRELER  FIFREETNRAIER

7y

Fw I
e

ENAETRANRE - TEHRMBRMGE - EEXEFEHE -

SR EE MR EZNRRRE - MBEEETIIHE

GHHERBEREEEA -

REENESETRABBERIRGE - A SEXBFIHEN -

HEREHFELREEEN

%llﬁz-

° RIIAE



Filters

Severity @ ® Minor, major, critical Major, critical

7. EEEEFARTTHRREN BRI TSR
a BB WEURAETHE o

BEENFE ST R « RMEEXAEHBEF MG -
b. FEFAABFEHMWAENRME « I EWEAHEFIHE

Critical only

@ R DEBRKRWEBFEHE « EEBFIHHBENKYET  FRELCHRE ~ AR

BE—% -

C. BAMRMEMEIRER « AREXAHEF A LIEEFIA LS REREES ©

@ ARERBENE « CUREASEERHNRUERREREED - BRAHEREM

FAutoSupport FiE BIRERNEXAH EFEGHENR—K o

8. BEIBRTE" o
(LA BT I AR AR o CUER T o

TP HERERHE o

ETRETFHMENFEIHEN

RELFSMTPE FEHAARES 2 & ~ FRIFETRAFEIF « TRISERELERE - REFEFBNEIXGE

ERWHE - SFER FEETEA ©

EFHMENea TIER
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered
Jobh

FriJun 28 14:43:27 UTC 2019

storagegrid

Service Idr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered
Jah

Frilun 28 14:43:27 UTC 2019

storagegrid

Service Idr m
Sent from: DC1-ADM1-225 \-—/
123 SR
1. LR - BEESILE TR ERFRITERHE -
2. LRAGIREA o
3. LT AIRREE o
4. SEETRFRPRITERNFMAEL - EEZHENSHENLS - ERBREN « BRETRI
BIUTCESE ~ KRR R BT MR R

S. BB EIRERE 2T o
- Sbax = VapaY

gTﬁ%Eﬁ%ﬁ%ﬁ\ﬁ%‘%i@%ﬁ’ﬁE%ﬂ#i@%ﬂ » StorageGRID FRXER—@BMF « HMAEGEARZEE TS

A2RIT & « BA#StorageGRID BRAMNAEEFE BN PR SEE RO ERIEEG
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i’;‘?ﬁﬁﬁl%ﬁx&ﬁ'ﬂ%ﬁ' Al S EEMEE FEHE
] o

HIBEMBNFEST  MRETEB—EREM
ERSE IR EHEREENEREIEA

F—REFLREFStorageGRID ~ RANAIBFE 5C
ﬁf%ﬁ%i_i_%ﬂ NRITLCHAR A 2% Hth R iEEa
: Z R ~ StorageGRID BIg# AP HIBEE RS
#H

Qﬂﬁﬁﬁﬁé%—@%%ﬁﬁﬂﬂ’] & » StorageGRID BIJfE

EEIRAZ A ~ HER10788 - BN EREFE
ERFETR (BRIEARFENET) -~ BAIREEEE
MR BEIRE °

MREZEEMETAAEREELE - BHP—EETR
BfR ~ AT EREMRRIER EEMHIRERE -
FEEEBYEA

= ﬁ@/?ﬁﬁﬁﬁzmﬁﬂﬁ@ﬁa_iﬁ%ﬁgmfﬁE'J SAREZ
Al « AR EBTREESE—XNETIBHAE
&0 o StorageGRID

SEEHFRE E T EHE
MRAEEE

TEENESR
* {THSERE AGrid Manager SZ1EFU4EE2|EE5S o
R TEEER) o MEEEU #IR -
TR
1. BREBHIERRE ©

a. BE4E* alerts >*EFIHRTE ©

ERF2

* BIRAGTERIRN1 LRSS

il
* ERTEMEER LAEHETA R

gEx—RE
0 o

METRBERRERIRL2
L& - FEEMERN - SETRE—E -

* BRAGHEEE « WIERIRE - TEMFARERESR

N

. 08 : 02 ~ R T {HX

- BTRAGTEEIRL1 EH008:00/&3 ©

- BEEERSREETA
- BHEER2MEEETA c ETRE
- BRI ETRAE R ~ (BEIRN1BVETRANRIER

- SA8AMEME1ETA - RIAGEEX

B - AR EHEBREEREE—REA -

ERAETEIZE1 EF08:00/53% o REEIXIBA o

ZRABTEEIEA2 208 [ 01653 - REEXE
0 o

A~ RS EmMEE R

FTERE -

BAIAFHL08 : 02
f&x -

- BIRATR08  O57EENEL2 EAEEE - S5 _ERAE

EOS 115 (10748R) B - MIERERE R

ARG EXEAN -
BAIENE X

FRUREE o

- BRI EE2ME A o IR IV ERNTENE

A% ~ FIEA SRS -

‘A o

LRAKREITEEFE - Efthi@R1N3A158 ~ 3
H228 ~ 3A29H FHRFREIEX o

E FEMHBAMRBET « EEERWAHEREFHAEN « 5KR T EERRE -
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b. FEREFEH (SMTP) AIARESERE EHE o
C. BEEEAWGEISEBRNEF I o
2. BENORIEREERS - FE B F I REEENERIHF BRI o
3. BEREMETFHHEESEIESHE MU E T RELIHE o
4. IEEEIRENRLAVEOERE « RB BRI AT SZIRERPT ©

sz ik A B R LA A sCix R BB SR 1 Bh ) B 38 £ RIRERVIRE © BUS0 « prometheus. logiE =EERE LS
RE BRI ARAS B P B RE R EHER ©

A2 WECEIETIRFER -

REEREN
& ~ BRI LRTE s LUEFRANHIERER ©
CEENER

* ISR % AGrid Manager SZiERU48 B 2558 o

- oA TEEER) 3 MBREEU R -

RIS I
RIS REAE « B—th A E— AR — AN S EREENETRIRARS - SRBEHURLE—2
TRARBISL AR & AR R P A ©

MBETEFASNMPAIZIZS « SRS IDHISNMPRIATEEA] -
Q) FEBETRALABSRERLIG  AROHETEANE | AR
ARSI EERRE -
() ERETHZRRBIRAG BRI LT -
1 BT E o
W) EEPEELHE -

Silences
You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire arid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.
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2. 3BiE* Create (BBII) o

MEVFFE ) HEEHHRPEENLIR -
Create Silence
Alert Rule v
Description (optional)

Duration Minutes

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-G1
DC1-51
DC1-52
DC1-53

3. BEENFEATHER :

1R sitEA
gyl CEFTNETRARME - G LIEREATRRE BT ERRR » BMEETRR

AIEER -
it MMNRCEERILHESIRPIEENERR A ETRAIRSFE  5FE

EFRARA -
s EEMERIAREE - fII0 - SRPALLEFENER -
FHERF R THEZHFHSHRTEROERE UDE  /NEFHRBEM) - BENERFEH

A5DEEE1 ~ 825K (54F) o

Mt L ERERETRABE —RERRNERE - MIRETRARAHS « G7
FEECARAIEERE - BERIEASTAREFERL - B2 - IRBEENZIEAE
BT I RBEREEEER MV ETN REFERAREESA T
M ERIERERERIERNFE ©

BEM ERMBEETHRELNRELRAFE - IRETETENNREE 2 —HF
% AR S EEmEA -
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e. EERF o
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