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Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode
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& Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

........4 ®
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S$2-10-224-2-24 (Storage Node) =2 X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting...
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$2-10-224-2-24 (Storage Node) 2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.

0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodeis in maintenance mode. Perform any required maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller
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DASHBOARD
ALERTS
o NOdes
NODES
R |
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View the list and status of sites and grid nodes.
ILM
0\ Total node count: 14
CONFIGURATION =
Name = Type = Objectdataused €@ =  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%

DC1-ADM1 Primary Admin Node 5%

DC1-ARC1 Archive Node 4%

DC1-G1 Gateway Node 2%

DC1-51 Storage Node 0% 0% 12%

DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances,

Upgrade — Apply hotfix — Update —

3. & TEMEERM B  EEUEH™ o SANTtricity
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SANTtricity OS

Use this procedure to upgrade the SANtricity 05 soltware {controller firmware] en the storage controliers in your storage appliances,
1. Doawnload the SANtricity 05 verslon that is compatible with the storage controtlers. If you use different appliance madels, repeat these steps for each model.
2. Conlirm the starage controllérs are Neminal (NODES > appliance node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes ane upgraded ane at a time
During the upgrade, a health check is performed and valid NVSRAM is instatled, When the upgrade is complete, the appliance is rebooted. The upgrade can take
wp-ta 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

SANtricity OS Upgrade File

Santricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @
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SANtricity OS

LUse this procedure to upgrade the SANtricity 05 seftware [controller firmware] on the storage contrallers nyour storage appliances,
1. onvenload the SANtricity O5 verslon that i compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.
2. Confirm the storage controllers are Neminal (NODES > oppliance node > Hardware) and ready to upgrade.
1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,

During the upgrade, a health check is performed and valid NVSRAM is instatled. When the upgrade i complete, the appliance is rebooted. The upgrade can take
wp-to 30 minutes for each appliance.

4. Select Skip Nodes and Finish if you only want to apply this upgrade to same nodes or if you want to upgrade some nodes later,

SANtricity 05 Upgrade File

SANtricity O5 Upgrade File @ Browse

Detaits &  RCB ™ .y
Passphrase

Prowisioning Passphrase @ sisssaes Start

6. 3%{E* Start* ©
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=]
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SANtricity OS

Use this procedure to upgrade the SANEricity 05 software [controller firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance models, repeat these steps for each moded,
2, Confirm the storage controllers are Nominal (NODES > appliance node > Hardware) and ready 1o upgrade.

3. Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take

up to 30 minutes for each appliance,

4, Select Skip Nodes and Finigh T you only want to apply this upgrade to some nodes or If you want to upgrade some nodes Later,

Approve All

SAMtricity 05 Upgrade Progress

# Storage Nodes - Dout of 4 completed

Approse Al
Q
site 11 Name A Progress 1T Stage I Detalts 1T Current Controfler Firmware Version It Action
DL1-5GAY SO60GH Waiting for you to approve SETLOL.0D Approvn
DC1-5GMs SGEOED . Waiting for wou 1o approve QR.T2.02.00
DL1-50A SE5THE walting for you to spprove SE.T2.02.00 m
DLI1-5GAs SLEEED Waiting fer you 1o spprove 08405000

Skip Modes and Finish
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SANTtricity OS upgrade completed on 2 nodes at 2021-10-04 15:43:23 EDT.

SANtricity OS Upgrade File

SANfricity OS Upgrade File @ Browse

Passphrase

Provisioning Passphrase @ |
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View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ % Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node — — 5%
DCI1-ARC1 Archive Node - — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
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DC1-53 Storage Node 0% 0% 11%
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Upgrade Drive Firmware
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Nodes

Name %

View the list and status of sites and grid nodes.

-

Type =
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View the list and status of sites and grid nodes.
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Name % Type = Objectdataused @ = Object metadataused @ % CPUusage @ %
StorageGRID Deployment Grid 0% 0% -
~ DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node - = 5%
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* BYFASERAVLANAREE ~ SNEEVLANIREEHIE

* REALIREN10-GbEEEE %425-GbE ~ 5{{t25-GbEEE %10-GbE

HER
1. ¢3ZEEhEE4Z Configure Networking (BCE4EE&) > Link Configuration (GEAS4RRE) o

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration
Home IF Caonfiguration
Remap Ports
Fing Test

Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

L] Th{

2. [[change_link_configuration * sg5700 - start=2]| 845 4B AE &1 TRRTRAVELTE o
WNEEEIENEHME N « A2 TREERER) o
3. BICHFTEIBRARIIMER « AE—T T#E -
IR EEEFERIVARRRSUEL « PIRERREER c MREE1DENRIBEEE

() % StorageGRID sERIS MR ENEMIPHALY — « BRBAZERRENURL :
+* https://E5700SG Controller IP:8443*

WIRCEETVLANRE - RENFRRAEEEEE - IRCHFZLBRARENIPALL « 55B1E =T IP
AHRS 5RBA o

4. 7% {SectionApplianceZ#F2x) StorageGRID H - 3#HY* Configure Networkingl (RRE#8ER) > I Ping
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller |

L=

| | ———

R E SN ERMINABR A SEREZ200 205 E - SERMREMFAKETM « BfFEEMINALE
%~ 55R[MEGrid Manager °  THi%) BEBRTEAKEMMHEERE (BET) - ®FTREETE
RAERFIRRE « EEREEREMEE -

33



= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

HERAE N
R EARELS (SG5700)

SEMTURTE
CRIE B A EARE MR EIPABLRFTEKEIMTURE

o

RIREERTI(F

AERRBIMTUEL AR S EIRAFTER 2 STARERIR LR ERE - BRI » FIRE S 3 £ NAER]
RS EIEK o

AEBRIEMEIRMAE  FIAHEEBETEEGrid Network M L2 ELBMHIMTUE o 1RME R ERE
@ L Grid Network IMTUSR ERREEE R - AIGHEE" Grid Network MTU mismis* &7 o FRA 4IRS
FRMMTUEIF—EAER e

EEGBEMTUREMAEMREEARENR « (EHEEIPTA -
§N5RStorageGRID AR EHM « FRIGNERERLRET S LRE « ERMEEIEEMTURE °

ERSEIPTABEMTURE

CRENEM

CRILUfER T2 EZKER T88EIP) TR
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal

3. BECHRERIIMEER « sAERCHE ©
4. NRILFEFIEFISTR ~ M ELEBEEMZFE oI EERENEEECERIT (A EBTT - TR ~ SEBENE
PR AE B EFENEN R SRR ERE > EMRENIEHI2S « AREN T H A —(EEEE
o BB H IR StorageGRID ESHR*

o ERCERMFAME A MR - IERENERISS « EERRITMHEEEL - MRCEEFIRBIER
KA~ WAREREIRIE) « SRIERULETE - iR BN EERELR  FRKMEFNEESRE
HRKED ©
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Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller

S EEMBEEMERNINA DS OISR E200 B - EEMIEMMKETHK - BEHEEMMAS
1% ~ 53R [EIGrid Manager ° THI%: | BEEERTEAEEHNENEERE (BER) ~®REEETRRER
PRYERTARRE « BEIZAEBAZEAIK o

M NetApp | StorageGRID Grid Manager Q @+ ARootv

DASHBOARD
ALERTS
Nodes
e 3
TENANTS . N
View the list and status of sites and grid nodes.
ILM
o\ Total node count: 14
CONFIGURATION n
Name 2 Type = Objectdataused €@ %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-S1 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L S U e T SRR NP

BRI
&E1¥StorageGRID

1 ZEDNS{aARES4H
(BT LA A T A A B I P P A B B B A R 4RI R T R % (DNS) fAARSE o
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MBNBZREFEELEGESHEIEMEIRE (KMS) SKMSEE « [ToJEEEEEEDNSHRZRE « BAKMSH
FHRLBRIEEAMARLTE « MIEIPAIIL o HHEREEDNSHKEFMMMNEAIEFEHEE RN « BIEEREE
B EEK - EEXAEEELEET « 57EGrid Managerf 15 EDNSEARSS (* maintenance > Network >
DNS servers *) o

* AEERMEREERTEMEISLE (MIFPAIL) REZRKMSHEIRSSFIEHATEER « T RE2ERFEEDNS

e
4BRE o

© EERINEREERMEREEREKMSE « KREREHP—ERMERERNDNSMERES - A%  Hfh—
EIDNSTRIfR =S S8 L iBesaE 23 P{udt -

* WNREREAEGEMRAIDONSERSS « B EMRMBAEAREE NGRS E 7 EEMKAIDNSR
TE ~ BIEZERREI A E R EKMS o [EAADNSHIRE Z A ~ BIARERARE LHINBEER o

EERRBRKMSEAZAIDNSRIRE « 357EStorageGRID  (FEAEEZRERER) PI5E —ZEDNSFEAREZHIP
ik - LT FADNSRKRE FIREAREEREKMS « WHEZER EHER] o

BIan ~ INRIEME ENREREARET ~ EMEIDNSREIAREREELE « AIEKMSEFTERE; « BIRGR EEABIREKMS
EAEERSATRIDNS(E © 7£StorageGRID (IRREBARELZEEN ] PHAFAKIDNSHERSZ P 7]
HE R KMSEIR R ERIE R o

1. 4t {SectionApplianceZ#£#21() StorageGRID A ~ 3#EY* Configure Networkingl (FREAHEE) > [ DNS
Configuration1 (* DNS4HRE) * o

2. MRS EHIDNSTRIARSS IEFEEESR ©
DNS Servers

A\ Configuration changes made on this page will not be passed ta the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223 136 +x

3. MNBEEE « FE2BEDNSHERRES
()  HONSREFHIEERERIL « EOEREEERR S o
4. BT EDNSREREGEES « RN o

ENRNEEAILEE IS RIDNSAMRSREENEREKMS « LUERZER_ EREK o
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5. ENELERIRZR%E ~ HFEIHENEE, o € the Sof the Sof the Some Installer) 3EEEX 3 pE>* 55 #1428
*| StorageGRID ~ ZABEEE N3 EA—{EEIS :

° JERV BRI E StorageGRID SESW* ~ LIS HTR(ENZERISS ~ WM EEREEMMARRE - IREEEEE
R TEMIF « MG ENRNEERFE « SFEBULER -

o ERUEMAMEAMGERTI - LIENRENERIES « EERREEEET o (ILEREEERISENE
ERARAA o) WREEWNMAMERZAFZEMNR D THEMAEEFE « SFEDULER -

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller 1

(| |

AL E AR A RN ALBARS « GEMAGrd Managersh3IIth 12 RAEDNSHIIRSS o
()  EHMABSE - EStorageGRID AR E M MEEERE  RARERFBERE (
FIBIEEZHETZT, (Choice Appliance Installer) | H3EERIE FADNSTIARES ©

BB SN ERINABR A SEREZ200 205 E - SERMREMFAKE T « BRFEEMIMALE
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= N NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

4R T T EIZEER2AIN%E (SG5700)

MREEREREARARERANIMNE « AU S EEERARE R IIER
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* FERTEERB EAEEES o

S5

1. ¢ (SectionApplianceZ#F2x) StorageGRID H ~ &HY* Configure Hardware] (GREFERE) > ™ Node
Encryption1  (ERZ&AN%E) o
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Con:roiler-_'
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DASHBOARD

ALERTS v

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870ae1ciecbbd5e3849d790223766baf35chT
Hostnames 10.96.99.164
10.96.99.165
Port 5636

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS key:

» Deletes KMS encryption key from the node
= Deletes all data on the node
+ Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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