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Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

4. BB o
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& Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.

If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

........4 ®
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Overview Hardware Network Storage Objects ILM Tasks

Reboot
Reboots the node. Reboot I

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention

Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting..
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Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2 24:8443
» https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodesis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |
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DASHBOARD

ALERTS

Nodes
TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version, appliances.

Upgrade — Apply hotfix — Update —

3. £ 'EMERAR BB ~ BEHUEH™ o SANtricity
SHEFHIR IXEREERFFAR BE © SANtricity

SANTtricity OS

Lise this procedure to upgrade the SANtricity 05 seftware [contraller firmware] on the storage contraliers in your storage appliances,
1. Donvenload the SANtricity O5 verslon that i compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.
2. Confirm the stofage controllers ane Mominal (NODES > Epp{hnﬂ node > Hardware) and gady to upgrade.

1. Start the upgrade and approve the nodes you want toupgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is perlocmed and valid NYSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-to 30 minutes for each appliance
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

SANtricity OS5 Upgrade File

CaNtricity O5 Upgrade File © Browse

Passphrase

Provisioning Passphrase @
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° Start* (FA%R*) $%HMERA

SANtricity OS

LUse this procedure to upgrade the SANtricity 05 seftware [controller firmware] on the storage contrallers in your storage appliances,
1. onvenload the SANtricity O5 verslon that i compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.
2. Confirm the stamge controllers are Nominal (NODES > oppliance node > Hardware) and ready to upgrade.
1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,

During the upgrade, a health check is performed and valid NVSRAM is instatled. When the upgrade i complete, the appliance is rebooted. The upgrade can take
wp-to 30 minutes for each appliance.

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity O5 Upgrade File

SANtricity O5 Upgrade File @ Browse

< RCE T

Detaits @ RCE = . L

Passphrase

B e e ﬂ e

6. - Start* o
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
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SANtricity OS

Use this procedure to upgrade the SANtricity 05 software [controller firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance maedels, repeat these steps lor each model,
2. Confirm the storage controllers are Nominal (NODES > appliance node > Hardware) and ready 1o upgrade,

3. Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take

up to 30 minutes for each appliance.

4, Select Skip Nodes and Finigh T you only want to apply this upgrade to some nodes of If you want to upgrade some nodes Later.

Approve All

SANtricity 05 Upgrade Progress

# Starage Nodes - Dout of 4 completed

Approve ALl
Q
site [T Hame A Progress T Stage i Detalts 1T Current Controfler Firmware Version It Action
DC1-SGAL SGEGH Waiting for you to approve SE.TR02.00 Appiove
DLI1-S0As LLEIED # Waiting for you 1o spprove QR.T2.02.00
DC1-50A SETAR Walting for you to approve S8.72.02.00 m
DL1-5GAs ShL5EED Waiting for you 1o spprove 0840 50,00

Skip Modes and Finish
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controfler |
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View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ % Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node — — 5%
DCI1-ARC1 Archive Node - — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
( 1
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort
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Upgrade Drive Firmware

1] Select Upgrade Files

Review your current drive firmware and select upgrade files below .

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPM51VUGE[JUGIf View drives

Total rows; 1 bd

Select up to four drive firmware files Browse

FEUEEERI

" B BIRERR A A MS02* ©
* AR IEE A KPM51VUG800G* °
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Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Drive Part Number Descriptions

Drive Identifier o

PRODUCTS v  SYSTEMS~  DOCS & KNOWLEDGEBASE v  COMMUNITY v DOWNLOADS v  TOOLS v  CASES~  PARTS v

Download all current E-Series Disk Firmware

Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G

Firmware Rev. (Download

E-X4041C 55D, 800GB, SAS, PI

d. YNRFHBATRIZIRERRZS

KPM51YUGBOOG

MS02 Fixes Bug 1194508

MS03 04-5ep-2020
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller |
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View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ 2 Object metadataused @ = CPUusage @ 3%
StorageGRID Deployment Grid 0% 0% —
A DataCenterl Site 0% 0% —
DC1-ADM1 Primary Admin Node - = 5%
DCI-ARC1 Archive Node — - 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
'8
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort
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run-host-command ipmitool lan set 1 ipsrc static
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run-host-command ipmitool lan set 1 ipaddr Appliance IP
run-host-command ipmitool lan set 1 netmask Netmask IP
run-host-command ipmitool lan set 1 defgw ipaddr Default gateway
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run-host-command ipmitool lan set 1 ipsrc dhcp
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= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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fERMERETIEBMTURE
MBFEEAETEPTAFIELRTE « BEREERREBMTURE -
CRENEM

HEQCERMD CREREES .

TR

1. #¢ {SectionApplianceZ%#£#2() StorageGRID H - 3#H* Configure Networkingl (GRE4EEE) > 'IP
Configuration] (* IPAEER) * o

2. #Grid Network ~ EIE4ERA AP IHERAMTUR EETAIENEE o

Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Network provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must be able to
talk to all ather hosts. The Grid Metwork can consist of multiple subnets. Networks containing cntical grid
senices, such as NTP, can also be added as Grid subnets

P ® Static (O BHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192 168.0.0/21 + X
MTU 1500 K
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° ERUERMME AMERTV  IERRENERISS « EERRITHEEEL - MRETERFHREBIEM
K~ WAREREIRIE) « SAIERULETE - iR BN EERELR  FRRMEFNEESRE
HIRKED ©

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller |Upgrade Firmware

Reguest a controller reboot. Reboct Controller

4t B BRI ERINARROISERE 207 BV - EEMNEMRIKETN - BEEEHMALR
& ~ 533R[CIGrid Manager © 833t BEEEETERAEEMNHMNIEERE (BER) ~ ®RNEBLETRE
RYERFARAE « BEIEEBEELE o

= N NetApp | StorageGRID Grid Manager Q @v ARootv

DASHBOARD
ALERTS
o  NOdes
NODES
R |
TENANTS . N .
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION r
Name % Type = Object dataused @ = Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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FERAE
EI2StorageGRID

i EDNSTAARES4ERS

TAUBRET TS BIRAKENERERANENLERL (DNS) [ o

TEENEM
FEMBEERB EREMEEL o
BAREETL(F

MBMNBEHEELEGEEDIREIZMEREEE (KMS) SKMSHEE - [ErIfEEEEEDNSHARIFRTE « AAKMSH
T TBEISTE A4 ATE « MIEIPALL o (K ERAK EDNSR EFMMMAE RIS EE S E NN « BIR4ERE
B EER c BEXKABEELEET « 557EGrid Managerd 35 EDNSEAR2S (* maintenance > Network >
DNS servers *) o

* QEERMEREBERTEMEISLE (MIFPALL) REZRKMSHEARSSFEHATEE « T RE2ERFEEDNS
AHRE o

© ERRINEREERREREEREKMSE « KREREHP—ERMERERNDNSMERES - A% ~ HP—
{EIDNSRIAR =S S8 L iB e 2 Pt -

* WNREREAEGEMRAIDONSERSS « A2 EMRMNBAIEARE NGRS E 7 EEMEEAIDNSE
E ~ BEZZENREI A E R EKMS o [EAADNSHIE Z Al ~ BIAMRERARE LHINEER o

EERRBRKMSEAZAIDNSRIRE « 357EStorageGRID  (FEAEREERERER) PI5E —ZEDNSHEAREHIP
fidk - ELEEFADNSRE Al REARBEEREKMS « WHRZEHR EHER] o

BIan ~ NRIEME ENREREARET ~ MEIDNSREIAREREELE « RIEKMSEFTERE; « BB EEBIREKMS
EBEEASTATRIDNSH ° 7EStorageGRID (FRREEAREZKIZN) PR AFBIDNSHERSS P « 7]
HE R KMSER R ERIE R o

1. 4t {SectionApplianceZ#£#21() StorageGRID A ~ 3#EY* Configure Networkingl (FRE4HEE) > [ DNS
Configuration] (* DNS4HRE) * o

2. HERSEHIDNSIRIARSS EREMRSS o
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224.223.135 x

Server 2 10.224 223 136 + %
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
Fequest a controller reboot. [ Reboot Controfler |

) ()

EEILE AR A RN A MBS  BEAGrd Manager 3t 12 RUEDNSIIRES ©
()  EHMABSE - EStorageGRID RARE M MEEERE  RERERFBERE (
FIBIEEZHETZT, (Choice Appliance Installer) | H3EERIE FADNSTEARES ©

R E SN ERINABR A SER 2200 2R - SRS EMFAKE T « R EEMINALE
%  553R[EIGrid Manager > 8% HEBETEAKENMNESRE (BET)  JRTWRBETE
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= N NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

4R T T ESIZER2AIN%E (SG6000)

MREEREREARARERANIMNE « AU S EEERARE R IIER
RS~ BIIERNRAINE %MﬂﬁﬁAEHW%(mm)#ﬂﬁﬂo
CRENESR
- RENAERENNRAHSNG - REMALER « LEERBHME o
© 8 REREBRREEER o

1. ¢ (SectionApplianceZ#F2x) StorageGRID H ~ &HY* Configure Hardware] (GREFERE) > ™ Node
Encryption1  (ERZ&AN%E) o
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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© HIREEARSFAERETARNZREAEENKMSHERE © EaI R AR AP iREEE
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- BERNEEAS N  AUEGBIENE « #28 (StorageGRID BIREH) HEMKMSH
HHl o

* INFEREKMS RS L JETREARIRTRE « ARSI RTBAM (DNS) [EARSSIER « MERER
PR ER T LEHE o

o

1 EDNSAARS4ERE

* NREECERRRERRE « SRHE BT SZIRERPT o

° BMKMSEiIB ZZFAEREENEIEINE « BIRFEMRKE R TEStorageGRID AR ZIL B INEIBEIER
AR23 2~ FIAVRARG  WILFEREERPRFIAER o EB BFKMSER TR AEMTET
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° VBT EStorageGRID SESW* ~ LIEHTRIENZERSS « WAEEIRAERIAME - MRIESEHEE
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o ERUEMFME ARV  LIERENERIES « ERIRGRITHEEET o (ILEREEERISENE
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Coniroﬂer-_'

| | ———

K EBMREMANEMMABRAIERE207 ENRRE o AE2EDEMRKE TN « BEREEMMARE
% ~ 553R[EIGrid Manager > 8% HEBETEAKENMNESRE (BET)  JRWRBETRE
PAERHARRS « BEIRBEGEREMS -
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= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv
DASHBOARD

ALERTS v

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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@ TERFRKMS Z Al ~ eBUHEERAKE « REBERZEStorageGRID ERITFERM PRI {thED
R o TERBIFAZATBMRKMS « REERERPER - WA SEERFEEEEE

p
1. FARURIEE SR ~ ABRWARARKBEERITHIZZMNE P —EIPAIL o +* https://Controller IP:8443*
MController _ip) REEEHI2: (MIFGHATFIESHIES) 7EStorageGRID ={BEFFARATRS FE—AERS ERYIPALHE
EEFHIIR Mthe REX%EStorageGRID ) BHE °
2. BB R EERS > ER N o

Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870ae1ciecbbd5e3849d790223766baf35chT
Hostnames 10.96.99.164
10.96.99.165
Port 5636

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS key:

» Deletes KMS encryption key from the node
= Deletes all data on the node
+ Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

KMSINE &8 FrA B SIERIREMIER « ARRBENFN - B sEFEE200 B o

S. FARNEIESS « ARMAERREEEEIEFIZSRNEAPR—@IP{it c +* https://Controller IP:8443%
[Controller _ip)1 2EHEITHI2S (MIEFHETEIZHI2S) 7EStorageGRID =1{EEF L4 HE—4EEE L AJIPALL o
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