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Configuration

Configure your StorageGRID system.

Network

Domain names

High availability groups
Link cost

Load balancer endpoints
Traffic classification

VLAN interfaces

Security

Certificates
Key management server
Proxy settings

Untrusted Client Networks

System

Display options
Grid options
53 Object Lock

Storage options

Monitoring

Audit and sysleg server

SNMP agent

Access control

Admin groups
Admin users

Grid passwords
Identity federation

Single sign-on
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Maintenance

Perform maintenance procedures on your StorageGRID system.

Tasks System
Decommission License
Expansion Recovery package
Recovery Software update

Object existence check

Network

DNS servers
Grid Network

NTP servers
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Support

If a problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools Alarms (legacy)
AutoSupport Current alarms
Diagnostics Historical alarms
Grid topology Custom events
Logs Global alarms
Metrics Legacy email setup
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1 Buckets Platform services Groups User

View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
BN e M e
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
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Two copies at two sites for Tenant A

Description: Applies only to Tenant &

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day D
cii ] I >
Site 2 =

Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Achivate to make this policy the active ILM policy for the grid.

Name Example LM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I == Select Rules

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (8 — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x

1
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Nodes

View the list and status of sites and grid nodes.

TENANTS Q Total node count: 12
ILM £
Name 4 Type = Objectdataused @ 4  Objectmetadataused @ = CPUusage @ =
CONFIGURATION
StorageGRID Webscale Deployment Grid 0% 0%
MAINTENANCE
SUPPORT ~ DC1 Site 0% 0%
€ pci-abmy Primary Admin Node 6%
© bciarcy Archive Node 1%
fi DC1-G1 Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-53 Storage Node 0% 0% 4%
A~ DC2 Site 0% 0%
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/s
550 kb/s
500 kb/s =F
450 kb/s
16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50
== Received Sent

10:35 11:00 11:.06
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Current Alerts B Leam more

View the current alerts affecting your StorageGRID system

By
l# Group alerts Active v
Name I Severity LI Time triggered ~  Site | Node 11 statusil Currentvalues
+ Unable to conunicale with n:fde ) - © 2 Major 9 minutes ago (newest] 3 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oidest)
Low root disk capacity : : Disk space available: 2.00 GB
L Mi 25 minutes ago Data Center 1/DC1-51-99-51 Active .
The space available on the root disk is low. oL H Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:
iy slerver e n‘ po-m s . © Major 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire.
Expiration of rtificate for M it Interf,
SElE S,EWE[ St anagemeln s .?ce : 3 Minor 31 minutes ago Data Canter 1/DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memoi a day ago (newes| s
) v ) €3 5 Critical vea ! 8 Active
The amount of installed memory on a node is low. a day age (oldest}

* ERERERNRBNGRA « HENEEREREEEFAT - E N SRR EMMMNIL QAR - BT
BEM - BERETRINERE - UREREREZERIE -

* BRBFIHENMN TER%EmR) M TERRE TJEEtm%m%$ RMEERETRERTE - BER
RHVTENEE B StorageGRID BEIFEGE (/i) X » BUERZIHEI R EF MR HERER o

Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert ()

Recommended actions Site / Node

Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2 / DC2-51-99-56
the threshold value for the major alert to determine the default minimum requirement )

for a StorageGRID node. Severity

€3 Critical

Total RAM size

See the instructions for your platform:

« VMware installation

8.358 GB
* Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule &

Time triggered
2019-07-1517:07:41 MDT (2079-07-15 23:07:41 UTC)

Close

C) ERRE TR OB - ERETRFENERENTEMAPHRTERRIREFZE - ERAMBEEN
M - MEERSEMA -

ERETR

Ffi5 StorageGRID BITHAEE A EESERIRE R - IREEE NMEEFEEU o BEER) #R - g UERE
(NN 7 V7
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REVES ~ ISR LUERGrid Management APIEMetrics& ERiz YPrometheus E 2R B EE L ©

BN ~ AR ERELZZEEMRAMELZ D224 ~ 000 ~ 000 ~ 000 ~ 0001iI7cAH (24 GB) ~ BEABIER o

node memory MemTotal < 24000000000
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restaried. Connectivity might be interrupted until the services
are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase 7]

AMEERAGAERETEEEMA - AR - L ARERILIEMIZUR AR H @R EIRS « H2StorageGRID
THRE R R M P RIFTA EIRGES I TIREIRYERAERRZS o 1S R] LUEBZ/E(E BBV AEAR ERRS AR ENREBE4EEFRA
HENRERRL ~ LUBETREIRR ©

@ HOAPTA MR AR ER G LU BV EMZ TR A TR « BEREERNTHNEREEISER G ERTE
SREVENRE RV TERRTS © AU ~ AMEERENAIRER R EMRFERL LRILDRARFS -
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WNRIEHISREEZUREAENE « o SEEEESANtricity HTE R EIHTRIZEEIES EARZIEE RTINS o &7
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SANTtricity OS

Usethis procedure to upﬂl’idﬁ'!h!‘ SANIncIDy 0% solvware (controller lil’l’!h\'\.’li-&'] on the storage contraliers in your storage apphances,

L. Download the SAMtricity 05 version that is compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.

2. Confirm the starage controllers are Nominal (NODES > appliance node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is performed and valid NYSRAM is instatled. When the upgrade is complete, the sppliance is rebooted. The upgrade can take
up-ta 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes laler,

SANtricity 05 Upgrade File

SaNtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @

EEEREZE « EeI AR #FEIRA PR A B0 LAZEFR - AIEEMPOERRRIINGE « FIRGEERMBHE
FHR o EMRETHRZE - REGRTRENIEE - WEBRREBRAIER FLEAK

BRREF

IGAILAStorageGRID S RETFHARR & H71E EFHF AR AR ERANS  SEERROEE « 38
LEHETEINAE o MIREH LA SG6060SCE060X EFF s FHIHFENR: « IERI LGS — UM BHRTTIE - (EETRERYH
EFREMEN=F-

CRITEAR e BRI R FEERIER THITIETE (R - EEIMEERSIL AR « SHcalE MRS « 2K Grid
Expansion (#81&#&7E) | EEAITRERRER -
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recavery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd Modes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

Search Q

Name It Site It Grid Network IPv4 Address ~ Progress If Stage it

DC2-ADM1-184 Site A 172.17.3.184/21 I b Waiting for NTP to synchronize

DC2-51-185 Site A 172.17.3.185/21 e N Waiting for Dynamic IP Senice peers
DC2-52-186 Site A 172.17.3.186/21 [ i) Waiting for NTP to synchronize

DC2-53-187 Site A 17217318721 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 " Waiting for Dynamic IP Senice peers

DC2-ARC1-189 Site A 172.97:3.18921 |_'I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new gnd node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

ERRRIRIZRF

SNIREERS ~ ERME ~ (FERRE NSNS NMREREFNAAIE « IR sEg R -

RIEHERRERRE RV D BRBURAI B BRI ERN T & ~ UAEMERREY - SRANNEREMTE R ENERE
FF ~ A ABARERLILER - —RMS ~ BERERTHIEEBEINER  (SENERHIEER ~ 8 T
181 HERREERER - UWRERERER o

Bign ~ IR EE RN E IR AR R I IRETRRE o
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
BUHEERRF

TR AEARE I StorageGRID BRI R M _ LKA B EIR B EERPOIEE ©



fIEn ~ EEIAERREETE T IIER FEUHEZE— S EFERERS

* BEERARPIE—ERANEFHE - TREBRMR—EHZER R EFEE - FRREWE
* AERRARHEESERD -

* EABRERESMNIF T BB IR o

© IV B S —EPENERNER, « SESEMR S IR ELR

&R UEFRGrid Managerh 8y TEUHECEERL) EERBIRTEEE A ENTR, -

\:
m

* fEFER © FRIRIA G LIRA EARVEI R R SIRIS E BK
* RIEEE
* IR EEIREE

Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node - ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node - (V]
DC1-51 Data Center 1 Storage Node Yes o 2';;:;; zit;ei:it::;éiq;i;fii::i Silile
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
I:' DC1-54 Data Center 1 Storage Node No 0
D DC2-ADM1 Data Center 2 Admin Node 0
DC2-51 Data Center 2 Storage Node Yes 0 g:o';i;i ii‘:ei?itg:jgiq;irr;::i ARk

AT LUfEAGrid Managerf RYBUHZEABUA B EIZRISFRAELL o EiRIE S BUHREERIFMERIES A REER
FRENESRIE SBUNREEBRAMBIES « EREREEN - BUHERTELBEE 5| EL5M TR | Bl
ARG ~ AR MRS A E R ~ BETILMIRRY ~ BBERILMARRI P RYEIE 2R ~ DURBEREMERREESE
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.
R T
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe. secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used fo obtain data from the StorageGRID system.

Provisioning Passphrase senend

Start Download
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and eveni-driven health and status messages to technical support to aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommendations.

Settings Results
Protocol Details
Protocol @ ® HTTPS HTTP O SMTP
MetApp Support Certificate Validation & Use NetApp support certificate Y
AutoSupport Details
Enable Weekly AutoSupport @& "

Enable Event-Triggered AutoSupport @ ]

Enable AutoSupport on Demand @

Software Updates

Check for software updates @ [

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport

BB & 7EAutoSupport JHEH
BE THENWEE : AutoSupport

* BREEhRZsStorageGRID

* EERBIRA

* RIERIUERRNEMEEN

* RIANETRNETR (BRH)

* FREHERIE (BEELER) BRI
* BIEEMENEERE

C BREEBEXRYENEBE
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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) |:| DC1-ADM1
. D Rt Log End Time 2071-17-03 :['5 R _:1 MST
@ [ bci-s1 Sl e
@ [_]DC1-s2
@[] bC1-S3 Log Types Application Logs [ ] Network Trace
@ [_|DC1-54 [] Audit Logs [ ] Prometheus Database
@ A [ DC2
o D DC2-ADM1 Notes
@ [] bC2-G1
& W) DC2-s1
@[] bC2-s2
@ [ ] DC2-s3 4
® D e Provisioning
Passphrase nearenes
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools availahle on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps:// fmetrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid S3- Node

Account Service Overview LM S3 Overview
Alertmanager Identity Service Overview S3 Select

Audit Overview Ingests Site

Cassandra Cluster Overview Node Support

Cassandra Network Overview Node (Internal Use) Traces

Cassandra Mode Overview OSL-AsynclO Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Processing
EC-ADE Platform Services Overview Virtual Memory (vmstat)
EC - Chunk Service Platform Services Processing

EC Overview Replicated Read Path Overview

M51Z1 BEmEAIPrometheus& X RRVEAL B] ;B R & StorageGRID HATMEIBISIEE « WG —EREREAMNE
Bl °
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ LfBHEE PrivatefIIEIZEMHAZER - StorageGRID FISEEEAR B ITEAAVE R TR ZERR
Z!KZFEﬁﬁE °

Remove Graph
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Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
# Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
B—TREZEHEEEE U REEAGERIVFHHEER

TEULEEAIStorageGRID H ~ ERERERIBICPUSEAR « HEERMNISEDRER - A HREEIEEMN
AEERSME ~ EULZERIE Eﬂﬁk’% /*i_'.IE.% °

|E

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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