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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration
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& You n:i-__:nr_ lose your conrection if you make changes to the network or ink you are connected through. If
you are nol reconnectad within 1 minuts, re-anter the URL using one of the othar IP addresses assigned 1o
tha ap;.l ance
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Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1

B REFIULEREE

° BIEERE A 10GbE * °
BIZIREERIVR S EE °

AR AR BRIV SR A 'R0 o

© BIEERERA  EREGEIREASEIL
“RRIEEREER -

o

o

o



Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

Auto

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

@ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

()

'E'n'eblingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable network

b. INRRFEEEREMFIHMAR « FEN TARKMR B9 TRRER) ZE5HE o

IREERER10/25-GhEEIHIR A P IR E °

- SR2RK -« REERIBEEREAMMRESEN

FHHRET -

° * Aggregate # lacp *BEZEEAN Gridf A P im4EE o KBS SEHERRIEEE —HIVLANEE

EERY0ZF4095 7 FRY(E
° BEAEIRERERActivelH ) ©

itk

~A

o 1R

o0

ATLL



£ T4

Link Settings

Link spe=d

Part bond meosde

Grid Network

Ensble network

Network bond mods

Enable VLAN (802.1q)
tagging

WLAN (B02.1q) tag

Admin Metwork

Enable netwark

Network bond mode

Client Metwork

Enable network

Network bond mode

Enable VLAN (802.1q)
tagging

VLAN (B02.1q) tag
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43 ~ StorageGRID FERE G ERAEENEMIPANL Y — « EMEAZEREENURL :

®

Auto j
{~ Fioed v Aggregate
Choose Fieed port bond

7l
{~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds m
¥

328
v
{~ Independent v Active-Backup
Connect the Admin Metwork to ports 5 and
direct Ethernet co n
and using link-local IP address 169.254.0
v
{— Active-Backup (o LACF (202 . 2ad)
If the port bond mode is Aggregate, all bonds
v
[222 =

+
,%l:l‘
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1. 7£ {SectionAppliance%#£F2m) StorageGRID H ~ #EHY* Configure Networkings (GRE4BER) > TIP
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Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192.168.0.0/21 + %
MTU 1500 &

12
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A StorageGRID Z4EEF ~ th4ZB7E F EEIREIELAIGrid Network Subnet List (A48 T4HE&REE)
FRE S LEGrid Network F43ER o

() FouTmRese - MBRERRF B  BITARIEEISERGHI NetworkRii -

* BEIG TR AR —TEAERR 4 RE—IENAA -
* BERIRAKEANTFHER « FFR—THRER % ©
fLg—T I~@#E*1 -
4. YNERIEIER* DHep* ~ :BKER 52 ERE& E Grid Network :
a. 8%~ DHep*EEiEIRiRTE » BERE"

ARG EEAA IPVAIIL) ~ TRE) K TFAEER) L - IRDHCPEIARES RE BIEKMTUE
A MTU “BI EEAZE - BRI EE MRS o

TR 2B RS BEEME M StorageGRID EEFRYIPALLL « LUHEER o
b. FESDEMS AR F AR B IEFERER o
MREHBEFHER - AFEERPREE - 5ERPTERERF RSO BESBILFES EER - 2K

B4aStorageGRID Z4E6F ~ AZBTE F EEIREEEAIGrid Network Subnet List (4818498 F 48R B EE)
FEHRIELEGrid Network FABER o
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() FouTmRese - MBREURFF R  BITARIESHERGHI NetworkRii -

* ARSI SRR MEART 4 RB—IEHNAA -
* BEBRRERNFHER « FiE—TRIRET %
C. MREBHEAERER  HFRMTUBMIEERBESERERRE « AIF19000 - [ « FIREBTERE
1500 °

(D MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR » AIAE S SR
MAERESH BEK o

RIERREAMEGE - FTAEREBREIEEGrid Network/THE_ERELBIEIMTUE © 2R (E5!
@ EhRE LGrid Network FIMTUR ERREEZR ~ RIFHEEE Grid Network MTU mismis*&7R © Fft
BERERMMTUEER—EERE

a BT [*f#fE* ) o
5. ETNTEIREH « BEEEN [SRER) BRSNS DHOP -

AERTEEEMER « CwAE NEGER) RE ERAEERER -

Admin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

I @ Static () DHCE
Assignment
IPvd Address 10224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

LE

6. UNRMIEEEFRE « ARB TP R E BB :
a. 7% EAManagement Port 1 (BIRERHIE1) FEAFFRENIPVANIL « ECIDRERTRIE ©
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BIREFR B RERIRME1-GbE RIASEEHERIZA o
b. BARIE -
NRERERRR A RIE  SFENEAERRIFFRRIPvALLE

C. MREBFEAERER  SHFRMTUBMEERBESERAEZRRYE « HIF09000 - B[R « FRBERE
1500 °

@ MERBIMTUER AT G ERREPTEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAEE SR
MAERESH BEK o

d T Mg o
EISEEIPALES « BIER FER A B A g RS -

MNREREStorageGRID T EZEMBZERINVER « s5EABIERRHFFRRIPAIULEREAURL © 4
a0 ~ +x https://services appliance:8443%

e. FESDE IR F AR B BE IEFESESR o

05 B PR PR O R SR EBFA A T ARSI LSS
() mmmmseRERERE -

- EEHHTEY  BR—TEART + BE—ENER o
- EEBRKERNTEE « BE—THRET x -
fE—T () o
7. SISRERY DHop* ~ $AIKIE 515 R e EERARRS :
a. 112 DHop BRI - BE R -

RMEGEHEA IPvAuil) ~ TRE) &k TFHERK) B - MERDHCPREARSREAIERMTUE
A MTU “BI SEAKE - BRI EEMMEE o

THAERERE EHENENStorageGRID EEFMIPALUE ~ LUHEAA o
b. FEREIRMR FRERKBBIERRSR o

5B PP AR E ST SR T AR A A LR, o
() EmmmmERERERmE .

* AR TR  BE—THERART 4 RE—EHAR -
* BEBIRRERNFAERE B —TRIRET %

C. MREECEABERER  FRMTURUIEZEABESERMERE « H1I19000 - [ ~ SAREERE
1500 °
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MEERBIMTUERA AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
MAERESH BEK o

©

d T Mg, o

EERTERRIRER - C4A7E NEEHER) BEE LA TRRIEER -

Client Network

The Client MNetwork is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client MNetwork does not become operational until you complete the: StorageGRID configuration
steps

P (® Static (O DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR}
Gateway 47.47.0.1
WTL 1500 =

9. MNRCEEEAVEFRE" ~ SHIKIR I T RRE A P IR :

16

a. fFFACIDRF AR AFFRERIPVA{IL o
b. #—T M f#FE*] o
C. MR A P inAERR RE R IP AL IEFE#ERR o

@ WMRERAARIRERR « AIESETTRREE - ERBASEAAFIRAERES - BERA
PR IR ~ SO ERME o

d. MREEFEAERER « FRMTURMIZERBESERMERRE -~ fIE019000 - B « FRERRE
1500 °

@ MEERBIMTUE AR & RIRGFTER 2 STIRAEIRIE LA ERI(E - TR - FIRe S HAERER
AR REEE BB ©

e —T M*f#fz*) o



10. YNSREEE DHC ~ FBK IR TP BRER E A P IR ARER
a. 3EF* DHep B EIRERE » BEYRE" o

AGGEBIEA [ IPVARHE) A TRBE) B - IEDHCPAMRISREAISRMTUSE « I MTU *H
fI BRI « BRI R o

EHARE BB 2S T BB E & MStorageGRID E2HAIPAIHE ~ MUHEER
a. FESRRIEIERE o

@ RERARP IR « AISERTAREH - EREREAEEARFIREREFEE - BERA
AP inERRET « SRR EHMNE ©

b. NRICEFEAERMER « FRMTURMIEERBESERMERME « FIIN19000 - [ « AREERE
1500 °

@ MEERBIMTUER AT G ERREPTIEIR 2 SRR IEIRIE PR ERV(E - TR ~ AIAE S SR
AR BEK o

e
HEES700SGIEH SRRV EAS AR

m

Tz = E A Ut StorageGRID EFAREFIFTEANENM - HEREEBERE
BAYERHE - fEFEsL A/ StorageGRID EIRANEFAERE LAY (RS EZERENEIPLLZ

EIRVELRAES] o AT ABESEMTURRE ©

1. % TSectionApplianceZ 2521 HITHEER ! StorageGRID F ~ ##—T T4HAEAEER ) > ™ PingMIMTU
Test*] o

Ping#fIMTU Test (PingfIMTURIE) EmEBEENHIR o
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to

the destination, select Test MTU
Ping and MTU Test

Metwork Grid v

Destination [Py
Address or FQDN

Test MTU [

R TR AR  EEUSE R AR | 4918 « BIEAR o
B SZARER _E AP VANI IS Se R 485 % FE (FQDN) o

fBgn ~ SERE EpingBR e F EEIREIRL_FRIRGE
(FI38) 2R Test MTU* CRIEMTU) #EEUERERERSREMEEIZEBNBIMTUR
g ~ eI ORI FE R B ENRL B R [F) 04 & B RL 2 IRV ERTE ©
B—T TASERES) -
MRPERERBEN ~ GHIR Ping test passed)  (Pingifllsi@i#) R « WFHpingdn T Hit ©



Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

HEREER
REMEL (SG5700)

BEMTURE

BRsE IR IR B ARV AR AR

A7 HE{RStorageGRID A5 NAEFERE « s5MERIStorageGRID (RER) 2B ZEEN A
AR ENE PSR A A S E RS E TCPERIB S EIRIRE ©

RIRERI(E

TR LUfEFStorageGRID  (BRRARLZRIZN) PIRMHAVERIREFE « AIEEAEEEGrid Networkdh ELAEf
Bh 2 EIRVEARRES] ©

lttS'I“ TR I SRR AR P inARES £« LURTESEIISMBNFSEDNS AR A3 FrfiE A RudpiE 1238 LRI EAR
AET] o WIBBLEFERIFE 552 KIStorageGRID  (RARERHENE ) fSmPRIERIB2EEK o

@ B EGR PRSI Grid NetworkiE#18{£¥StorageGRID hrZ<11.6.085% - AEEa:8 G
RHEERIR BB R R IER « 55754 2K StorageGRID fERIRRASEY (HEEEIERE) -
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S
1. #¢ T'SectionApplianceZ #3201 A ~ #— T StorageGRID T4BAEAEER>*EiZBELALAE (nmap) *1 ©

BERNEE T MEiREGAE) BmE -

EIFIBEGRY | HEEARAR FTCPEARMENELER - SHHEESEMILIER « KR BEMEREERER
ZENAIGrid NetworkiZE1E18 o

o] LRI RGP PR FE R $E B 1518 B Grid NetworkFR EL{th %L 2 FEIAYEARAE S ©

2. AR M HITVRE D « EIVEERAENER | %« B SRR
3. AR ABRR L EIEE —RFIBIPVELLL

e ~ R BE R E R E R E B B IR AR L AVRE
fEREFIRIEEEE « WEBHIFm o
4. B ATCPEIRIRIRNS « LUESR D IRAVEIRIREE « SERIREE -

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o B—T TAIFEREEN)

° WNRFMEMBIFIB BRI ELLAR « TPort connections test passed)  (EiZIREA
FRENEABBEET c nmapi TEHEFIERIBE R ©

S
b
funs]

ARER) B

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (9.00872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in @.55 seconds

° MNRERIHF B IIERIRERAERER « BEHKRIZE—(EZEERAVERE - 8 TPort
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Connectivity test failed) (GERHREARAIFR KK MEGBTERERIEP c nmapr THIL FIITEE
@R o

FHARRIBIERIERERIBIMERAT [Closed) (BRIF) MR o HlUN ~ BEERERIEREEINTR
FREARRE « StorageGRID B2EiRG LHARNIT IEMRE B GRS EIEESERKIE

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e bre@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in @.59 seconds

o MNREEA—NZEENNEIZRETEIFIBERAIREL « B TPort Connectivity testtkfy FEE
BREAGREIER o nmapir THIHZEREIB TS ©

AL ERIBERNTCPERERERRL T LAVERE  BRREMAABEEEEE - EIRABLEE
By~ EEIBRGARES TEEE) - AJREERM ARSI -

(D) @3 TClosed) (BRI fomie .

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80@/tcp  open http
443/tcp open https
1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

HERIEN
AR 2R
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FEU 8 ESANtricity ISERE R A EIEIE, (SG5700)

{SETLUEASANtricity NetApp R4t EITHR Tt ARES P2 b7 HE SRR BT EE128 « a7l
B R BT AR © (St AT U EE A SAUtoSupport 2 ERIProxy ~ HE
FAutoSupport FEREREES « HEHEALEGEBLNE -

R E K 1ZEISANtricity (EBERAFAEIERE)

A RE R EFENSANtricity (E7FIERIZS LAY FRRERAEIRIETN. ~ A eI AFITH25
HABERVTERE « S 2R EEZRSAutoSupport £1E ©

CRENEM
* BEANE IRERZIESS -

* BESANtricity BE38Grid ManagerfZEY [THAEE EIE S StorageGRID | ~ Ewi/BZEET ThEEE) ~ AW
ARRE EFRFESIES) #Rs MRERU #R -

* FHESANTtricity fEfStorageGRID (FAEFAREAREN) ZEENFI (TIEMANIHEE) - T /ANE
BESANtricity (RAEEERN) EERSNERELENEE o

* HESANtricity EFERBIESREIZFHN TR ~ EAUREASANtricity TTHAREBEIES) HIERERSE
FEDE o

1WA 7B A SANtricity EFTARZSBI8)588.70 (11.70) 7 BESANTtricity 5 Grid Manager
(i)  =StorageGRID BHRANREARAIAE [RHEEIPER) o CALUEMSorageGRID (32
) (ZB) > (BIR) BB -

#ESANTtricity Grid ManagerSXfERREXEAFN IRAREERN) BRI EMAREE
(D)  ®ERBEERSIAuoSUpport 1B © HSINEERIIRIESANricity BRI R B Storage GRID 14
MES - BREBENE  AHEYEERRENERRERGRET -
MREEL
IRIESANLricity FEEN S BUARIRFRRER « B ATER (RBRMERER)

* WRFERSEE MR 7EStorageGRID AR EPE A EIRL ~ M EHStorageGRID NEREREE LS
201 PEY DERS) RSIEH -

@ EBEEIRLZ 8 - StorageGRID i ABMER HEERBLEIZN) KFESANtricity &
ERBEEREN -

* NRERKEE B IE A StorageGRID EHN—ERFKHVERRL ~ 55{EFASANTtricity Grid ManagerfigiEmE LAY T
BEREAREEREN RoIER -

* WNREEAFERAStorageGRID NetAppfEREEE X421 3¢ Grid Manager) ~ f&BILASANTricity {88 FE%E
HETIHERENESES - BEEN '2A81EER) -

IEF2FF ELHEF)IA7FENSANtricity (RNERNZMEEREIN) NPER - MREEERESANtricity 7 TRERFE
EIZT) - ARNfE SRERERRE R B o
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Set Up SANtricity® System Manager b ¢

Welcome to the SANtricity® System Manager! With System Manager, you can...

More (10 total) »

* Configure your storage array and set up alers.

» Monitor and troubleshoot any problems when they occur.

s Keep track of how your system is performing in real time.
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a. &2+ TERPA) *BIAI7ZEXSANtricity (ZIBRMEIES) RI4R LR8A o
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Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j

Remap Direction Inbound j Original Port | 1 =
Mapped-To Part | 1 =
Network Protocol Remap Direction Original Port Mapped-To Port
© Grid TCP Bi-directional 1800 1501
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