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Client application saves
object to StorageGRID

Dual commit Balanced Strict

Interim object copies Can day 0 copies be Can day O copies be "]EEE:}
stored. made immediately? made immediately? failed
“Ingest
successful”
Object queued for ILM Copies created to satisfy
evaluation. ILM.

ILM evaluation l
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Copies created to satisfy
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Any interim copies that are

not needed are deleted.

StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Storage Grades
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Storage Grade Definitions i
et il
0 Default
1 [aisk 70
Storage Grades i
Data Center 1/DC1-S1/LDR Default Y 4
Data Center 1/DC1-32/LOR Default V' 4
Data Center 1/DC1-53/LDR Default V7 4
Data Center 2/DC2-51/LDR Default 5?
Data Center 2/DC2-52/LOR Default 4
Data Center 2/DC2-33/LOR Default V4
Data Center 3/DC3-31/LDR Default 7
Data Center 3/DC3-52/.DR Default _4’
Data Center 3/DC3-33/LDR Default Y 4
Apply Changes ”
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d B - MBOBBEREENRE - HER B P RERE - ERET o
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3. R RTF S RIS HTF R,
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LDR Storage Grade Actions
Diata Center 1/DCA-S1/LDR IDefauIt ;I f
Data Center 1/DC1-S2/LDR Ew P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4
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Time period and placements & Sort by start date

If you want a rule to apply only to specific abjects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if
the object’s metadata matches the criteria in the filter.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID 2 Rule matched @ = Previous match € % Actions
bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X
bucket-b/test object greater than 1 MB.pdf EC objects > 1 M8 X
bucket-b/test object less than 1 MB.pdf Two copies, two data centers X
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png PNGs %
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png X-men PNGs X
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @
-

Object % VersionID % Rule matched @ % Previous match @ 4% Actions

photos/Beast.jpg Two copies two data centers X
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionIlD 4 Rule matched @ 4 Previous match @ % Actions
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A Activate the proposed policy X

Errorsin an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

A4, The following rules do not store objects forever. When the last time period ends, objects will be automatically purged.

* Rule 1 (730 days)

The default rule in the policy does not retain objects forever. Confirm this is the behavior you want by referring to the retention diagram for the default rule:

Reference time: Ingest time  Ingest behavior: Balanced

Day 0 Day 730
Day @ - 730 -
“ 2 replicated copies - Data Center 2
2 replicated copies - Data Center 1
Duration 730 days

Now, complete the following prompt:

Any objects that are not matched by ancther rule inthis policy will be deleted after o days,

Are you sure you want to activate the proposed policy?

Cancel

2. BEHBREE o

LS
RENFTAYILMR I

* RAIERERTE (MERFRAL R5IREL - THLA HESEHRRIEE B EAFER -
* ZRtEAFHNRAGHIRERAEZSCSRRSIRET o FHBE M HEREH BESRERAAREE
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2 FRREEN o

el
"FEfl6  EEILMER"

ERYHFPEENEHREEILMERR]

BENLMRRIZ & ~ R Zas AR MEBVRE Y 1EEXEStorageGRID &R #H o EHELE
ZATYHPEER SR « UFEREASKRTAARE - TR EEERIUE -

FsEZ Al
* CE—EYHERREE ~ AIUE -
° *UUID * : ¥)fHRYE AME—HAES - A ZBEARAIVUID o

° * CBID* : StorageGRID ¥){4+BV &5 BB AL 18 A UL FE X R BUS ¥ BICBID - AR AR
CBID ©

° * SIHFERMYIMG IR | EBSINEEBYHE - BREEARENEERARFENYGRBESRKEE
MBI - IRSIEFEBRRAL  MEREERRFENYGZIRREHSIMHRITERE - &5t

R RRZAID*
° * Swift ContainerAI#){4% 8" : BBSwift TERIHE « BRIGEARXGERARSENYH2BEES
AT AR o

1. HRE M o

2. JERY ILM >*¥p Rk a o

3. %*Eﬁ%ﬂ']ﬁ%*’f&ﬂ1ﬁ¢$@7\%1¢8’\]§&%ﬂﬂﬁ% o MAILIEAUUID ~ CBID ~ S3{#FE/MHEi8 « SiSwift B a3/

4. 5#E - BAYHRRAID (£RS3) °

Object Metadata Lookup

Enter the identifier for any object stored in the grid to view its metadata

Identifier $-Cl|.|rl:1'.".'1l:"'|'.f'bji'l'.|l|

Version 1D (optional)

Look Up

5. JEB T o
BEEPRETRA A MR A R o ANEIS FHIE AR ¢

© RIEPIEER « BEEYMID (UUID) - MHaiE « BB « HRIRFRMELID ~ ¥IHavEgEE A/ -
—REIYBYBEATER « LR ERECYHRY B AR A] o

° {EMEY R B ERE P EE N ZIRERH -
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° HIRS3YH ~ RV BRI T R R ERH -

© HNERIMHES - BEERNBEFEFLE -

° HRLEHRRIENMHES - SER RNEMFEEFUE -

° ¥} Cloud Storage Pool FEV¥{HEZ ~ WAL E ~ EIEIMNEMAFE RV BIME—RR RIS o

° BN DERYMGNZE MM - ESEERMEAIBHNEN XN EEEE - HitERB100E& R -
RERETAIN00EREE

° FREYMAPEBFIIRARERZENASHERT o LREPESHEIRNMRFERESY - BAFRER
BITRIBITHSRHERE -

TSR REEAMEERESZSSAEMG I P EENEHER

System Metadata

Object 1D AT2ESEFF-B13F-4905-9E9E-45373FEETDAR
Mame testobject

Container source

Account t-1582139188

Size £E24 MB

Creation Time 2020-02-19 12:1559 PST

Modified Time 2020-02-19 12.15:589 PST

Replicated Copies

Node Disk Path

99-37 ivarfiscallrangedb/2/p/06/0B/00nMEBHS TFEnQQ)CVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS{ TFEoW2B|CXG%
Raw Metadata

"TYPE": “CTHI",
“CHND": "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAG",
"MAME™: “testobject”,
TCEIDT: "exSB2IDEVECTCIRLLIGS,
"PHND": "FEABAES]1-534A-11EA-OFCD-31FFEQC 360567,
"PRTH™: “source”,
"META": {
"BASE": {

"PAMR": "27,;

6. HERMMHAFEERNUENNUE - MERERAEARERE -
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WNREA THE#%) EIE ~ Bl EERSORLMHRBIF S M8 iZEc ik - ORLM &%
@ SAEHEEZ AR ILM sHMEIEFRERVE « BEARHYAENEIERS ILM RIS
BIERE - KXAB1THHME - MTHFEEN « 552R "RREEZTE" o

HERAE N
* "{§AHS3 REST API"

* "fEASwift REST API"

£/ ILM FEIFD ILM £ZH1

BERTEERNVEE  CrEFEERENFRERR] ~ SUECKERRIERIRY ILM FRAY o 7]

LAERAR ILM FEAR 2 H i 2 AR RE ©
BsA 2 Al

* & EAE AGrid Manager "z HERVAH E 2B 25" o

* BHEARENFRER -

48 ILM [E81)
EEWRIERD ~ BB KRESE ILM [REY :

1. E$2* LM > Policies * ©

2. (RBEEE - EABRA * ~ ~ RENRR - 5 RAERRKE * RIGHESERIFRER - T5ERE
&~ ERILUEE * [RRURRA - A0 - REBER -

Active policy Proposed policy Policy history

o You have a proposed policy. Review details on the Proposed policy tab.

Policy name: Policy 1
Reason for change : test
Start date: 2022-09-28 15:04:48 MDT
Policy rules Retention diagram
Rule order @ Rule name Filters @
1 Project A Ingest time is 2022-10-01 00:00:00 MDT
Default ProjectB
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1. 342 ILM > * Policies * > * Policy history * ©

2. MRFEEZNRD ~ FREBR -

3. IRV ER Y RRIREIEIRER « AR * ERESRRA * o
4. REBPIIENSERA B EE R "E L EENILMER]" o

() DRMBARETER FESHMARENRIER - BEIMERAZE - WEREEILME
AR EILMIRA ~ ABIEHEHLMRE] o S AHREBILMERB R E ERE(E o

BFREZR ILM R

EEBRESNRA

1. 882 * LM * > * [RAI * > * FERAERA *
2. %2> TActions) (E1fE) > Remove*] (¥R

BN RAFRENRIRE R EBR o
117 ILM AR E R
EER ILM RBEHEER - BERRNRBERNKEST :

1. 3B42* |LM > Rules * ©
2. JEVCEARESHAZRIARE o &)
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2 copies 2 data centers

Compliant: Yes Ingest behavior: Strict

Used in active policy: No Reference time: Ingest time
Used in proposed policy: No

Description: test

| Clone | | Edit | Remaove |

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Reference time: Ingest time  Ingest behavior: Strict
Day 0 Day 365

Day 0 - forever . -
2 replicated copies - Data Center 1 or Data Center 2

Day (- 365
EC2+1-DataCenter2

Duration 365 days Forever

HESh ~ IS AT UE RSB R B EARER « REIBERRRA] -

ERILMIRA

UNEFRE RSN ILM BRI TS ILM ER « BIEE4REERE o Ma LSRN « TS AETH
BHEE o A%  RBE « CAl MRS NED PR EEIRE] T LUEBHERIRRAIIUE o {8 ILM 48
BII2f8M StorageGRID 10.2 KRS E RRRASFRERIT ~ B £ 8ZIRE o

S SRR B ERPILMERZ A « 35515 « SEYENKREIS RA S RMAKEE o

1. #E42* ILM > Rules * ©

2. R B MARAIHEIE » ZARIHE Clone o S © MEEURRIGHE « ARHRAIRMAR EERE - 5
2 TR

3. AR S IREIENAVRA 47%E LM 5RE A "7E ILM FRAI P RERSEREEEE" o
ERILMARBIEF « S B ATTRTE o

4EERILMFRE
CEAEEEREILMAFL « A AR B ENERE IS o

MERRAAREFN ILM [RRIZEZR ILM [RA] « BIEERERA o LRTLRREERA « WHRERANELRE
TRAVENEE - SHEARERMGIRMBRA - RfE2 (B4R -
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1. #E42* ILM > Rules * ©
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HREE ILM RRAIES « (SECZEEHRE o

@ R CHREEEERAPERRA - FER @ ECHRERAE « RANETREHEIR - ®R
ZHRAE A EERRY
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@ MRIEBFEELRAPERIRER » AEEiR @ BECRKARAE  RANETEHER « &
TR BB EERA

148 ILM 558
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1B * BRIR*>*ILM * o

()  omEREANET - Bt LM R B ATA AR o

2. BE¥E LM Z5|1IRH LR ES -
e DUEEN ISR @ UEE ILM R L IEERERA o

Overview Performance Storage M Nodes
ILM queue @ B Month & LY ILM evaluation rate (objects/second) @ B Menth v
1 Byte 1 Bytels
1Byt 1 Bytels
1Byte 1 Bytels
0 Bytes 0 Bytes/s
0 Bytes 0 Bytes/s
0 Bytes 0 Bytes
Oct12 Oct12
Scans .Deletes Scans

ILM information &

ILM scan period forecast 0 seconds

EFAS3MIHFERE

fEFRS3YIHREREEYM

BAEKEIES - 808 L% StorageGRID 4B S3 ¥4HHE ~ WEFHEAN ILM R
A ~ URFREE S3 HEERFINMHFIAEEIEENREREIIRFHES °

HEZS3IHHRE ?

TYIHESETE ) THAE BRI RERRIR T Z ~ StorageGRID 1HE#*Amazon Simple Storage Service (Amazon S3)
REISIYIFEHTE ©

SNEIFRT ~ EEXAStorageGRID 1S3+ SHE 5 E UM S IR R ETNAERT « S3HEPMRA P IAR I BRA B AN ER
FAS3¥+SHERIRHFE - MRATEEERUR S3 WHEHE « BIREREITREhRA - ME S HERA -

WRFBEETREC R S3 M « S3 AR IRERAEN A LB IS E R F EX T iRHE ARS8 RE

AN ]
axX AE. ©

ItE5h ~ BRSA S3 ¥ ERERIETES ~ A LUEARRFEEAMFRENRE - BRRERSERENEETRENY
- MASEREEASHRERTE °
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock 53 Object Lock and default retention
Dbix_ects Wit!] New objects without
53 client | | Objects without e retention settings
application retention settings
A
Objects without Objects with
retention settings retention settings
REBER

StorageGRID S3 ¥+ #HEINREST IR ME R BRI « FIRARERIREEREYMH - BEEIEER Amazon

S3 REE o

* EERBERNR

° BEEEIVIMEVRE BRE ~ A REMIBRYIMF o
° WFRIIREE BEARTLUE N ~ BAREERL ©
© BRIERIZ AR - TEERERYGRRE R

* TEREERNAF

© BARHERIERETURERSERERENERPEABLBIRA
° BEMEAE T UEERIYIhRAE R BB LE B HAZ A0 BRI RS o
° BEEMERERLUBM BB RIRERIB R AL o

MR RERE

YNR7ERRA S3 MM HERIE R FEILITRS « FRERLUFER S3 ARImEARER « SHEINE EirieiNE@Y

f ~ EEMEMIETE TR

T .
HERE

* REREI  AREETRE
*REBEEH  MRMERRANFREERKRBE « BIRTLEREYIG ~ BEEMIES o

* GERA | BEERAEREYMNRE - SUREEZYM o HIM © ERIREREHERESUARFHRE/MN
MIHRERTR - BARTARAEINA « BERERBERZA « MEREE - SIARAEFZREEZ AR

i

C) MRMH BN EERERE - AERYENRERINSM  ERAEBEEMRZMF
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Grid Review considerations for
Administrator S3 Object Lock

v

Is No Create new default rule

default rule in
i . —p that keeps at least two
active ILM policy coples forever

compliant?
+ Yes
Enable global Create new proposed
S3 Object Lock setting I ILM policy and activate

v

Maintain compliant ILM
rules and ILM policy

|

v

Review considerations for
Tenant User using S3 Object Lock

v

Is the global No i
S3 Object Lock —p ﬁﬂﬁf&g@gr
setting enabled?

+ Yes

Create bucket with 53 Optionally, set default
Object Lock enabled » bucket retention settings

\4

Add objects
Optionally specify object- &
level retention settings
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever

ILM 3R 2 661 1 : SRTRRLEERIHRIRISREN
It ILM FRBIEEFIE BRI RIS R EREM S3 fEfF @R A AVEF A BN TR -

RAES HHE
BAEZELaHEFEH c BoEE (a1~ 2 ~ 3) By—AEfEE
* (ER6+3HHRARIET =

FRAZTE S3 Bucket BA7%a0 8%

2ERHE TRENBF

TIBMIE HIL S3 RFEPRASMFLERM « SBEHRREREEPTTEE R
FEFET —(EHRFEEL o FREBUER -
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s

metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever

ILMER (FI%m1)
B« KEOHY ILM REIERRASE « BNMF StorageGRID AN INERET1EM B A ILM RA) o

UL EERI—AR ILM [RRIFISERE ILM BRI ~ fIaD

* THEENES ~ BN ATES S3 REFEENFIEYIMHS finance-records UNE S =L 8 FENH - FH
6+3 HERARAE ©

s MEMERFTEE—E ILM 3REY ~ BEHARBINTER ILM R « MEEARREZE SO ~ BN —E
EXRFEEFETLE 1 - —BEERFEETELNE 2

Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

L Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters

Tenantis Finance

1 3 S3Bucket finance-records @ e
Bucket name is finance-records
Default Two Copies Two Data Centers
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BRA  EREBFA NS RERBTRINERNER -

ILM#ARRI1 (FIEN2) : EHHAM MBRYYI4EREC
LEEEHILMAR B EER 26 K1 MBEY 4R ES ©

@ HERARIBRBE S AT MBRYIH o B0/ 200 KB BUMHEFAERIRARDS ~ LUBHEBIRIER /N
BUSHERMRES F ERFRIG R BV ELHE ©

RAES EHE
RAaTE ZECYMF>1MB
2ERHE FRENEFRE
e FNAN NP W R/NKRE 1 MB
HIBENE ERA=EiL e R II2+ 1R RIEEZ
Filter group1  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 - MB v

ILMARR261402 : MEERED
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

Object size ~ greater than v 1 < MB v X
and Key w ends with w Jpg »
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 & MB v ¥
and Key ~ ends with L .png N

MR IR EREARFHE—ERR « RILHRFERERRTEERIRAR 1 MB 8 jpg # .png 182 °
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* ERRAEEREFRARGOMG EMEMIFREGES) o
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Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule

#614 : SIMRAEHIHBIILMARRIF =AY

MREBRARARERN S3 #F& ~ BIRTLTE ILM [RRIFMAGER TIEERIEREL #8755
2EZRERRE « UERIFE RN HFRRES o
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HERIE
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MAES ghHE

HEMNE FEOXR - RE=FEEBEEX10F (3 + 652K) ~—EEFHE 1 ~
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ILMARR2651904 © i&miEIE B RIRREEARFHF2E
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FRRILMRRNMBRRYHBIFAIE R ~ EUILER BRI S —ERR ~ LERELEAIEBRIRZ

AERUMEA PDEErKRE] MA2ERENRA - FHE ERILRNERERENYIRE (FERBRAR

W S3 #FEFR) 7. SEMEERE* o £ B ILMRE BENTER 1 (WAFESE) $ - BE
EIW 2R e ESASEREEN _IFEmEE _ - MELEIENTEN2EEE -

o Enterdetails —— { 2z | Define placements ——

Rule name

Older Object Versions: Two Copies Two Years

Description (optional)
Older versions anly

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accounts
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

No @ Yes

FUEEHF ~ LEREWEIFERIIRENESR « MELEELGREME o

RAES ghHE
HEER WERREFERMN  DRRAENERFC 45 1 L5 2 °
MATE FESRRTARZAS © WEmD
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior:

Used in active policy: No Reference time:

Used in proposed policy: No

| Clone | Edit | | Remave

Filters

This rule applies if:
* Tenant is Paris tenant

And itonly applies if objects have this metadata:
* Location constraint is eu-west-3

Time period and placements

Retention diagram Placement instructions
Sort placements by Time period

Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict

Day0
L

Day 0 - forever

2 replicated copies - Site 1

Duration Forever

Strict

Ingest time

Replicated copy
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