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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html

"GetBucketLocation"

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o

FREAZN X

e
it
0\

A= HEStorageGRID
"TEATRE E1EE"

"GetBucketNotificationConfiguration™

URI EH2#MMERITE

StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o
EREAAX

e
Hit
7

X1 StorageGRID

"EETRE L1EE" (BUSERFEBE)
"GetBucketPolicy"

URI EH 2N ERITTE

StorageGRID ZiEFTATHAE B2 AEE $HHEIEEK
FREA X

f—
it
7

A= HEStorageGRID
"fERTRE L IEZE"
"GetBucketReplication"

URI EH2#HMNEKIRER
StorageGRID iEFRBINAE E 2 HANIREE SHEIEEK o

FREE AL

-
Hit
7y

X StorageGRID
"TERTEE EEZE"

10


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
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* Content-Encoding

* Content-Language
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aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

WMRMINEIL T HEFE ~ B EELRFEFEENAUE « T EBFF
"Location": "/testbucket"

3. LfEft -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

nRY M EERTH ~ BIEEOEtag « ERVHERINMHE -
4. FIHRFFENAR DSt ESELE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. fEF# -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIFRRFHETFE o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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FBZIRILT SRIBRTS « IFEHF IR AIFIARRSIHTFE « 7 BNARTS (SNS) inkk
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BRI E TR « SEATERFEEER x-amz-object-lock-mode # x-amz-object-lock-
retain-until-date KIS ° AR BHIEANStE& LB IF x-amz-object-lock-retain-until-
date KI5 °
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A BHER s3:PutBucketObjectLockConfiguration SERULERRIEIR « S EREIEBEE ©

° Content-MD5 WZB7E PUT ERAISEERIZEE o
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ILEEH AT AETRERNAE S3 MM HHE ~ URTERFREERENRARN AR « AR (RBHIERA 6 &F o

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string

Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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TR A FREN E BTRERF - EEHTERMFREIEI x-amz-object-lock-mode KISE © TER R EHARI AR ET
HELEHHA IF x-amz-object-lock-retain-until-date FKIEFE °©

W EER s3:GetBucketObjectLockConfiguration SERULEERERVHERR ~ S E@IRPIRBER ©

FRsREE P

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[El R RG]

HTTP/1.1 200 OK

x—amz-id-2:

iVmcB70XXJRKkRHIFiVgll51/T24gRfpwpuZrEGL1Bb9ImOMAAe 980xSpX1knabAOLTvBYJIpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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B EaBAMERER R « SIS TRABEAL £aEHEX - REERERES -
IEERERBHAERTNERBIERERELBNREFERIMN testbucket ©

aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

++

AERGEBERESEMINEREMERE « 553 Get BucketEaniEHA) Z3K o HI40 :

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PRIV EIFEE S hGEIE AR E e B AR o

et B IRE R EAEN s ERAZIHA

RIS L TREWF) ~ TESRYIM) 30 TESYDMR) 2REs « HIErEspB AR R ZIHRRRI R T AR

BEMG - MRBEAFRY - BIREE R Expiration IFEYHEIERERGS §Uﬂﬂ%ﬁﬁ']ﬂ’]’ﬁ%l °

(D HAHEFEEFERGIMNILM expiry-date BERHEYIHMIFRRIERBER - NFFMESH -
B2 "MEFE I RE" o

BIgn ~ LEPut¥IFERZE2020F6 8220 % ~ WHEFHREYMH testbucket #E3} o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYDHEIFERTIMHITE 100K (20205108 1H) #®iBHA - BRFS LA iBHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fgn ~ it MEERYIMF ) BERZ2AREISE— B+ EtestBucket#FEFRIFAEE K] o
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

E1ES3 REST APIRVE:%
E1ES3 REST APIIXIEEZStorageGRID A0S ~ 5B TE:E o
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FRiaRE —ERIEIER] -

LT
seippEss s esmmnten | miERHMI(E S I8 2 RIS o

7f StorageGRID 11.4 S E R hRAHEIIHIETRS

* SAE R B EMAYHEEIEEF T o EEAIAWSER SBpI EBNEE R o AcRRIEREE - JE
—HIFIEFTT ~ B9 image ©

* WRGEBIER) AWS BV ~ ERRBBPERBHMME—FT « FEDH RN LB E%TE - hilEE
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mybucket/mydir/f8e3-image3132.jpg

MIELEAE

mybucket/f8e3-image3132.jpg
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BHEMARE R EEAEEH)
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLEE G

IEEHEEISMNG ~ 2010F A0 ~ 201555t AD ~ UKREBEMESAERNEE T - EEPIFRENCEHD
BB o

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHIEER%TT | SUB-EST2020 ALL.csv ~ ¥ITFFR ¢
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI FE%E%] (CSV)

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

BIHAEZEMEI2%1T - changes.csv ~ WINPT ¢

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI FF%E% ( Parquet )

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B HAEZEAIFI41T ¢ changes .csv ~ M1 FFAT ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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StorageGRID S3 &3k
BSE—E
FGet Bucket—E1% 1 EXAIZELREEREFEBucketI—RI4E 4K ©
TERR A — BB IR E A TRea L MR AR B ©
8B S3 . GetBucketConsistency#R ~ SRS root# R ~ 7 SEFERLEIEZE ©
ERsR S0

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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EEEXMLAE  <Consistency> GE[[O| T3 EP—EE :
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>
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BHEEM—RE

MEAEM—EE EXARCIEEEEREEUNITERN—BILER

TR — MR E A R R I R AREEY

FsAZ Al
88 S3 : PuttBucketConsistency R ~ S @R Froot » A BESTAILLIEZE ©
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FAsRE P

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

1ERAE AR

R

EV1S B % bR 17 X FRr

%ﬂ%ﬁ%k&ﬁmﬁﬁJE*ﬂ?@%iﬁﬁm@%mﬁﬁﬁﬁﬁﬁmtmﬁmﬁﬁﬁ
;.‘rg o

f&HES3 : GetBucketLastAccessTimetEfR ~ SR FroottEfR ~ A SESTRIE{EZE ©
FRsA R

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

a0
IHEEERIRET B $1 ¥ 77 EE R L R BN RS S5 o

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

i BRI &R 12 R N ]
M ERE EREFENEE ) ENRERICHNER R ERRUASE A LR EFIEEER © (3
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R 710.3FaStorageGRID ~ FrE#iEYf#fF EFRRE G (A L XEFEFERENER - IREAE
FiStorageGRID ERIVEFMENBIUNFFE « MERENSHIVERTA « RIXAREERE
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FTILMEE(S ©
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ST L RIFEE R o ¥R A S INE E (75 LUEITILMETE -
* SERREZEND EBRERER _ ERFEER o ST SIS E (T LEETILMETE ©
FRER SR
IEEEHI eI R AT E Y L RIFENEFRES -
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host

e fI S F A EEF &R _ERFEER -

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

FERAER
"ERERIRE"

i BRERs B A S L A AN 4B RS
fHIBREE (i P B B AN A RE K ETR IGMIERABERE XML ~ I ZRERIEM VSRS ARTS
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THEREFEMSS | MIkRBucketMetadatal@XNHEIR ~ B2tk RAEFR ~ BRI STAULIESE o
FRzE SR
e R ERAERNESESRT -

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EY{SBucketPE B EEAR4ERS
FGet BucketrP#£ &) BAABREE RO RICHEEAEREXML ~ IR EEREEENES

PAN
0 °

85 S3 : GetBucketMetadataiBXIHERR ~ T MR Froot ~ A BESTRULIEZE ©
EREEER
IEERSHIENE AMHEEE Z PH B REEN4ERE bucket ©

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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<MetadataNotificationConfiguration>

ID_

<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>

<Urn>arn:aws:es: region:account-

:domain/ mydomain/myindex/mytype </Urn>

</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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Ry :EA WE

IRt NERMERNYHERIRATE - HPEENEE ZEN
ZEHEER BRI o

AENGIAYN  BiEE—EZaEH -

BEERUETTES ©

=]k A BRI A BT AC © =RY
B EERuUleTTEF ©

urn EXYHPEBERNBEN 2 — o WA =HY

EStorageGRID E& B4 ARIHFAEIURN :

*es WERE=ETTE -
* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

B A EIE R RARREXMLZ AT TR AE ~ HWRIARREH
IR BB 404865R ©

BRErxE"HESum.
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<MetadataNotificationConfiguration></MetadataNotificationConfiguration> IZEaCEEmIN{E
AHFFERTHESESIRMNES - FUIHHIP - MEFPEBRSEEXE L SMElasticsearch®5| current
A#s Anamed 2017 ERUAWSHBIE L records ©
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HERIE A
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B ABEATTER) BMBRERARECHEERNEURMBESEEIRT - BEERE
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E
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EERNYM - StorageGRID LU FER#( R B RHEIX 2 HE B 893t -

YRR Y) L FBRYRI B AT TERE © AIU0 ~ eI UEXABFEBZYHNFHEER /inages E—EBBY
i~ URBEBREBRYMY /videos EIS—1E °

BELREFORERER « IR GEEERE - A9 « SEREFTYHRAIRER test MEERA ~ A
REBRERIYHT test2 RNAEF o

B eIt A StorageGRID AR IFFFIURNRIEE - EFEERBENEREIRR « ERUKBHATURR

B~ IRELAZETETE 400 Bad Request © #HRsNE3I5H | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

93


https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/index.html

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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IRt NERMERNYHERIRATE - HPEENEE ZEN
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AENGIAYN  BiEE—EZaEH -
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B EERuUleTTEF ©

urn EXYHPEBERNBEN 2 — o WA =HY

EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=EITE °

* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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BRErxE"HESum.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEFIG ~ MR EERN S EFIBEAER /inages BEXZE—EB M - MG PEZER S S5 ERE
T /videos BXEF _EBRM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key":
"versionId": "",
"accountId":
"size": 38,
"md5" :
"region":"us-east-1"
"metadata": {
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}
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HEERTFREE -
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EREE S0

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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REST APlI REBEMBANFTSERBOHEE

* "{§EFH S3 REST API ZK:&7E S3 ¥4 sEE"
s EAILMEBIEYHT"
* "NetAppXl:E : WNAIEEStorageGRID ZIEEEMAIHE « (A2 (F#EXE"

BEFRERBIEEX !
BE-I§ E RRERIERUT A ERER"

SGCompliance XMLTTE B B85 o 5Lhi « B LIEStorageGRID IEE AR HER BT TTERATENXMLE
KRABP ~ BEBIFEERNFEEEERK °

B8 - EX4S Bucket JEfREE"

Get BucketZRUERERBBE - 8 « LRI LIEEFERILZERRAENIRAERBRTREFE B ARBER
BIERTE °

BB - FT4 Put Bucket $R&"

TRARER ) SERBREREBE - 8 - ERILUEEERIILERRENIRAERBERIVERERERTE
fIgn ~ EAILGRIRARITRIREN G/ARARE « IRIERFRBHME -

BBE | RERBEREUATEERENR

SGCompliance XMLITZ B8 © JoAl ~ KA LA StorageGRID EERHERBEITTEWN
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@ FRINRANAZIE (KEATEEK) Ih5E ~ IREBES3MHE#HERL © StorageGRID
StorageGRID

“{FFH S3 REST API Rz&E S3 ¥FsHE"
“EHILME B "
"NetApp%l:#iE : WA EEStorageGRID TIEEEMAHRE A2 (H#ENXE"

CECEBEIUMA NEARERE) BUMEN - MREESRER TERR EXERURTEERER « LGB T
FFEER 1 AIgERTHERAS

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

B3B8 . Get Bucket ComplianceZ3K

Get BucketZREBER BB - N ~ A LUIEEFERALILERKFEIRE BB A #T7F
& BAAMAVEIREERE
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@ FRIRANFZIE (ZEARFEEK) et « IREBSIHHERN © StorageGRID
StorageGRID

"F3 S3 REST API ZR&E S3 ¥4 E"

"ERILME R4

"NetAppHIH/E © WA EEStorageGRID TIEEERNHHE « F2H (NBEXE"
8B S3 : GetBucketCompliancet#[R « S 2R Froot » BILASEREIEIEZE ©

EREREED

LEEEHIE K AT R ITATE L AN HEEFEEIEREERE mybucket ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

i

FELIFEXMLA ~ <sGCompliance> FIHEMAMENERERERE © ILORSEFHBERHEFERIVARBERE « H
PEEYHRARE—F (525600018) - [EMHFEEEIEMRGEILE - ILEUBRRARERA - SEYHE
TE—FREFMEEF -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
ey s EA
RetentionPeriodMinutes MEEILREFEZMHNRBHERE (USEREN) - FREHEER

YRR E AR BT RRYA ©
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site
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B HEA TR R KRIETERE (BIEER#H) federated-group/admin MUKRBAFEEEX
federated-group/finance HIHEPRE “s3:ListBucket EHRANFEEFE L mybucket F1TE)
s3:GetObject EFEANFRBEYIMH

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1y

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:: :mybucket/*"
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HERRIEZBAPEAARN
ERAEREAPR - ARNAREENERTE
* (EALEEEARIERESIEIRARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* AR ARIEES DR EIRARN (EREMEAE)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HthEZE8FIE :

* TEIMERES: () MABAFT - UtEHYH RN SESRZEF T
* AIUTEYIE R IBPIEE B F 7T ~ FEfERJson utf-83Json \uEEERF I TR ° FZIEE 7D LLARS o

"RFC 2141 URNEEE"

PPUT Bucket/REEZERMHTTPER A S i B charset=utf-8#1T4R S ©

ERAPIEEER
ERAERF « SO UERERITRRIEE AT HIEEERNFEFEIMMF

* SERDBZHEHEFEERTTE o 7E/RAP ~ BEELUUITERERMN Resource HE NotResource HEff o
* e LA{ERASIERARNKISEE R o filan -

"Resource": "arn:aws:s3:::mybucket/*"

* BRI UEM S A E R IR RS - B4

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

* BREFALUSEEZAHERRFGHRFENRHEFE
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https://www.ietf.org/rfc/rfc2141.txt

ERAIPIEE R
ERERETR KA RABRAAFAEEEFNERNEAE « BHENEARS o

* ENRAGHSERIERHVEESETETE o BHERAPHRAERRFEE Principal 7tk ~ AAE4E
IR RS o
s ERAIG « RAIELL TEEE) 5 MNotPrincipaly FxE&ERT » LUHHRERE] o

* IRP RS R IAERIDSARNIRISE !

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

tEEEHIEATE A IRAID 27233906934684427525 « HA B Z R Frootfltk A RAVFAEEAE !

"Principal”: { "AWS": "27233906934684427525" }

* WRAEEFEERPIRE &

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* SRR ENBBAEAE ( TAlex) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEESERIERRHE ( M) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* TWRILUEEERERS :

"Principal": "*"

* BTEIES - LALUERFEREVUID « TIEERERTE !

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

* FREFAMEE R EFERAE R ARFEREHE/ERERTE

R PIEEREIR
ERAH « EEAActionTTRRAFFAEBERBVER o ERITERBIPIEE—4E#MR « TR lAction) &R

L NotAction] FTTBEPREERR o BETTRAPHEEFERIS3 REST APIfEE ©

BLEXRRIIHERERFFENER - UREREMHIER -

®
®

EH

THERR

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

EITRERVIEMR

FERVE

B 2 A
filFxBucketMetadatai@*
fBRBucketPolicy

fpRHESHERS

GetBucketAcl
GetBucketCompliance
GetBucketConsistency
GetBucketCORS
GetEncryptionConfiguration

GetBucketLastAccessTime

EAPUTERIRAER « HITMIER o

S3 REST API{E%

N

illERi5324

MIBRET ER P AR B LB A4 RR

MpREEGLRE

MIBREFERAE R

EY{8Bucket ACL

RRERBZRERE (BB

ESE—EE

EREMRESR

EX{8BucketilZ

VS BT B b RAF AN

Amazon S3IR7EfERAS3 : PuttReplicationConfiguration R H{TPPUTHIDELETE BucketiE&
BI1E - S ETENMERFRENER « EHFERIAMmazon SIFMEIERT © StorageGRID

& 5UStorageGRID

{ELAfEERE
% Ay

=28~ A TR
&1 M TeR 9

SR ERERR
=1
2t
ZH
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FEMR

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:7

S3:

S3:

S3:

S3:

S3:

S3:

110

GetBucketLocation

GetBucketMetadatai@ 4/l

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy

GetBucketting

GetBucketVersion

om

Get4dp BHRAERR
GetReplicationConfiguration

ListAlIMybi#

listBucketMultiPartUploads

listBucketVerions
PuttBucketCompliance
PuttBucketConsistency

PuttBucketCORS

PuttEncryptionConfiguration

S3 REST API{E%E

EiSEANE

EV{§BucketP A E Rl @ AN 4HAE

BUSEfFAEEA]

ESH SHE ARG

BISEFEEBR

S AR5C

BSR4 E1E

* VIS ARTS
* BSRFERE

* Get Bucket (FH¥115)
. &3
* POSTHIHER

* FHZEERD L1E
* POSTIHEIR

EX{8Buckethr s

MEERRERE (BBF)

BREA—E

* MFREIEE
* BMAEAL

* MIBRBFERINER
* ERBERENE

& &UStorageGRID

{ELAfEESEE

=

R ~ BERANEUS#

HREEDE



FEMR

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

PuttBucketLastAccessTime

PuttBucketMetadatai@%[

PuttBucketNotification

PuttBucketObjectLockConfiguration

PuttBucketPolicy

PuttBucketting

PuttBucketVersion

PuttF+F& 254B5%

PuttReplicationConfiguration

EREYHBIEIR

FERR

S3:

S3:

FILZEAEEE

BypassGovernanceRetention

S3 REST API{E%E & &IStorageGRID

1ELAfHEEREE
1 BRI &= 18 77 BN =1
MEREPEE LB 4ERS =Y
W E R A]
* BEIRE—#E x-amz-bucket -
object-lock-enabled: true EX
1Z5E (thEES3 . EIFER)
* MEVEHEEARE
BIRBEER
* MIFREE(UARS
© BEAEIRE
BAERRRAEER
* MIEREFE L niEHA
* MASE EAniEHR
BAERBER =8~ AR TR
&1 M TRk 5
BER EFEIR
S3 REST API{E# & &iStorageGRID
{ELAfHEERE

* FIEZED LR
* POSTIHEIR

* BRI
* MIBRZE
* REBYIM
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FEMR

S3

S3:

S3

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3
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- BRI+

fi|BRObjectTagging
. flB&ObjectVersioniZs
fB&ObjectVersion

GetObject

GetObjectAcl
GetObjectLegalHold
GetObjectRetention
GetObjectTagging
GetObjectVersioniZz
GetObjectVersion

B ZEZ 4 EEZ M

. PuttObject

S3 REST API{Ez & &IStorageGRID
{ELAfEESEE

* MBI
* MRS EYIMF
* POSTHIHEIR

MBR RS
BRI HRSS (MY ERRES)
MER (D EYS RERRZS)

* S

* R

* POSTHIHHEIR
* ER MIHRA

ES¥fFACL

Bt aEiRE

SR

BUSYIHRS

BSYIHRSE (MBI ERRES)
Getf+ (FBVSERRZS)
FIHZMH « POSTYMHER

* MEMH

© MEYF-ER
* POSTHMHIEIR
* BEZEML L
* STREEMD LE
© LEZH

© LETMH-ER



1R S3 REST APIfE% & #iStorageGRID

b fitsese
S3 : PuttObjectLegalHold B REABEE
S3 : PuttObjectRetention =B
S3 : PuttObjectTagging BEY GRS
S3 : PuttObjectVersiontZ3 MEMHIEE WIS ERRES)
S3 @ PuttOverwriteObject * MEYH =0

© MEYF-ER
© EYHES

* MERFAREC

* STREEMD LE

S3 : RiE¥I POSTHIHEIR

fEAPuttOverwriteObjecttER

S3 : PuttOverwriteObjectt#PREEStorageGRID FEEII N EMNH Z EENEETINAE o LEEPRMERERTE
Fin@E I UBRMENER « FAEERNPEZK SR o

HEREPRAY R RERR E BL4E

* RA5F L BRIEAIUBRYIM - EEFARKE °
* BB BRIREAERYMN - 5% B8 B - PuttOverwriteObjectEfRAVEIF A TNAIT -
° MRER—BEHREREDM -
* YERER « EREERIPEETHE S3 I REKEIEER °
* (EEPEITHR R ERE G ECH « WAEOFERR o

* INRELASIRRAEIE « B HEE) REAMLL TREMHFREC) 3 MMERMHREC) (FRESH
KREIEBAIhRZ<EITagSet

° MRHAZERBYMG « IERBAGER -
* BUILERRAEFER « WMRE TR5F) REMEE -

EEAIEY S3 FAIAFFES © T PutOverwriteObject MBI AIBAE « BIFS WEAEMIE
(D) waEn - CRETSmRERHIEER - i)  MRER - 2IEARRER RIS (-
4aRE > T RRAERTE * >+ EBBAWA )  BIZRTEAER PutOverwriteObject RIRATRRTE o

ERAIPIEE M
e ERRANENER - REREEE FNTRERY -
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FHERSIRERHETE o RETRUUEIZERN « MASERGRIUEISESRELY  FER
ERTIIEI :

Condition: {
condition type: {
condition key: condition values

ET5EHIF ~ ipAddressi& - E R Sourcelpl&HFE§E o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

SENREERF
HRHEEFRIDEMT ¢

* FH

T

* FME

* P {3tk

* nulli&a

RHEREF sRER

HNEEER RIEZ2EF (EDANE) -~ BEBEFREETILR -

FEEYNotEquals RIBFSTELESH (ERANE) ~ BEHEFREETIR -

StringEqualsignoreCase RIBF2EFNER (BEANE) ~ BEigHaFTREETIR -

StringNotEqualsignoreCase RIFSELEE (BEANE) ~ BEHEFREETIR

StringLike BET2ER (BOKXNE) - BEHEFTREETILR - AU SEH
?ERFT e

StringNotLike RIBESTELEH (ERANE) ~ BEREFREETILR - IS
?ERFTe

DFE REBETE2ATHNER - BERAMEETHER -

il
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IR EREF

NumericNotEquals

HEEH

NumericGreaterThang Equals

2 FLessThan

NumericLessThang Equals

=RER
RIZFESEMLLE « BEIRESEEITIEE o

RiE TRR) EE¥ ~ iR IREBEEITIER

RiE TAREER B RS IREBEEITIER -

RiE DS B R EBEEITIER -

R DNREER BB RS IREHEEITIER -

s 1R#% Mrue orfR') tE¥ ~ B HIHEAMEEITIEE ©

IP3tht EEER S i B IP{U AL PRI UL EEE o

NotlppAddress RIEESBENLLE « B tgBEIPA s IPAI Ut & EIEITEEE ©

null BERGEEBEEFENRBERNERREH o

SENEESE

1871 FERAERG SR Sk

IPEZES AWS : ZKRIp 1S B ESRAIP(HEEITEEER o BT EI S
2 o
*HizE C MNRSIER BB BT IR AESR LAY
BHTHRRBEX  METHEE T THRIRTS Lk
BIIP{3HETTEERR ©
MizE . MMRFEAF=F - NEENEH TS B
LE#kez & & FE@r2sBVIP{i3Lt o 1Ef] X-Forwarded-
For 2SR S 2E « AAEEZREHEB ML -

BRB0#5 AWS : [FREE%TE R EEREEENERERTE « U EEEK ° 7]
R ERIS I EZE o

D RERFEEM S3 : DRI ELEE 'Get Buckets 3% Get Bucket Object

S3 : listBucketVerions##
PR

versions | EXRFIEENDIRFTRBH ©
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g2l EANRG SR Sk

S3 . BEREEM S3: &i& LR FEEER 'Get Bucket) 3 'Get Bucket ObjecthiZs
ERPIEENRAEHBH o

S3 : listBucketVerionsiE

IS

S3 . REREFEM S3: &R ZLEE TGet Bucketl 3% 'Get Bucket Object
versions] EXRAIEENFIEFTTEH ©
S3 : listBucketVerionst&

R
S3 : PuttObject S3 MHHEEREMFER HEPISENFREHELEBHALEE x-amz-object-
' lock-retain-until-date ERIZTENEETRETEER
REHARETE « URELET N ERNAFTEHE
[z
© MEWMMY

© MEMF-ER
* B@Z i LE

S3 : PuttObjectRetention  S3 : ¥ SHEFIERARER B EEWVMHRE) EXPIEENFRBEIEHERET

y EL ~ LURERELIE A FATREEP o
PRI
(TR SR « FERAIET AR EAIE o A ME MR RAIEY Resource RIITERAFER

EE®R condition JTZ ©

ELEEBIH ~ BB S {aws:username} BEIRTTEN—E7 !

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"

TELEEEHIH ~ B8 S {aws:username} ffEFERPEEGEN—D -

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
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£

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${s}

B REERAREENREE

=RER
FERRRIpEBIEAIRMEIES o

fEAUserName & i #3 IR AV S -

ERRGEBNR BB ESRHINER -

ERRGEBNRAZIRIEARMERNER -

BHRFTT o EAFTMANFFIT °

BHFTT - ERFTHAFE ?FT -

BHRFTT o ERFTHAXFSFTT

ARERBFTAE IR AL 2 MR BRI EIR « MEEEHITIEE « FIUNEHEIRABrootEME - E/RAIES
HAR] ~ R1&Amazon ~ StorageGRID #1177 21%S3 REST APl RIFRHIEL ~ (B[R AL HAR EIRERAE

[RBAIERAR [REAI$ERY Amazon{T4
$B4BrootiR B HY{E (IR 7 B Ea% ~ {BrootFHEIR

ég%ﬁ%ﬁﬁﬁ%%/ﬁﬁﬂﬁﬁﬁﬁff&“ 248

%ﬁ%%ﬁﬁﬁﬁ%ﬂ%ﬁ&ﬁ’fg iE =+

AEFIMNERR P rootEX £ A& HE
BEA#ER

i =}

{%#’r’é@)\%ﬁﬁ BT $E

FREBFASHEFEIRAIESE
AR

B A

EMHER

B~ BRE AR « FAES3
HEERAEENEREZE
B IRAFFER40557%) 8

£

BN ~ BFAS3HRFEREAME
EHERE G FERIERARE
BANEAERRETH 140575
&l SRR

E{EH T StorageGRID
Gl

G

B~ BREAFE - FABS3
HEERAEENERESZE
B TRAFFER4055%]) 8
-gbl::!\‘

B

ElC
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[FRI5RER [RR$EE AmazoniT# E{EH T StorageGRID

1EfEFTE ABFREEHERVEIR  $23} B HE®AS « BrootfEAEIR 1R
RREFESHFERAIEE
HYRERR
FRENFENERENEE #3) EHBIER B
BRENFRENSHHTFE e | By GG
FheR A EHE §E =} EYBIER B
R TIERERE (B #E3} BY - MItHRBUERFE BN - MrHEEMEEEIRE
ERRF) BEWHHIER B~ BEURAANER - B %A - BRAEAEK
EiR P RERYIHFACLIRR
B BT ENAERR o

—RBEAZE (WORM) R:#

TR —REAZSIGER (WORM) #EFE ~ UREEN « FAEBTENWGPEER - UKRSIWHE
50 o AR EWORMBEERE ~ UAFFRILAHE « M IEBEEXRIFRIRERER « AEAANFRNEA—E
Fik o

=T HEABRKERIEE » T

* #¢ Grid Manager B E * 4888 * > * 22 * > * Z2MRTE * > * FRMYY * ~ RBEIR * BIEARIRENR
* RZERH IR ©
* ERTIIRAIMSIERE :
° #&PuttOverwriteObjectiE4B(EZEFTIE E=SIRA ©
° EMIBRYIMEE B EEINE ESIFEA o
° HIE TRFFMEWH (FEESIRA -

(D  EESEURSHEBERARE  WTEEEE OXERTER SRS B
o

@ BMEER TARAESLERAMERR - hEZDBLITEA GE2RBRA) - EfIEEENDLESR
STRHER (GE2RIENB)

BRA L BITRA (RRFRE)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——cm=—== > OK

BB BETHER (Ph%)
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/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

HERAEER
* "YNqErF B ILMFAR B 2R E IR 4 Storage GRID"
* "BTREIRAIE G
* "EFARIR A EEH)"
s “FERILMEEYH
* “EREAIRE"

BTRS 5 I &G
ERARETF ISR « ZETESEIL StorageGRID ZEURE] ©

FEERNZIEERAUMMIOFEEFEER o #EFEERAZERS3 PuttBucketPolicy APEEITERIE © 552 H "
EETRE FE%E" o

RIETHE< ~ AIERAAWS CLIREMEFEERRA

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

A AFEEAREFRH#TE

FELERF - BEAN (BEESR) HMAILSILRFEFERFHYIMG « LEHEFEPIFAEYHFHIT Get Objects  (
St (8% - FRAHMIERERSELE - 55ER « EBHRRAARELERTAER « AR TIRFREEZRZIN 8
BEHEHMABEA R AR o

"Statement": [

{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket”, "arn:aws:s3:::examplebucket/*"]
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A : RFFR—ERA POEEATES TEFEUE « DUREMIRA PREE A REFEUESL

FELEEEHIR « EEIEEIRF FHNSEASAIUTEFNEERFE « M5 —ERERS PRSEA RS H&fi#
F& - WRBIEEHEFE R HITGetObject{E2 shared/ MIFEIRATERS o

@ fEINAEE FStorageGRID ~ FJRERERFFMEIINYMG (BEEERIRF) - HREEEERR
A - EURRBERNEEMMN

"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"

}y

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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A AFSEAREFRHEFE - T hisEFEETTERFN

USSP ~ BEAN (BFFESR) HILGLFHFE « UEHEFEEPRMEYH LHIT TGet Objects (US4
) 6% - MRABBREENERE Marketing TEIEEMIRE P ~ AFFTEEFR

"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket”,
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRARIFAUNIPEE « AIRFESEABIRAEARFFEIFIE
USSP - BEA (BfFESR) HILGIHFHFE « UEFEFEFHNMENHE LRITEAYHEE « AIiREE

REBIEEMIPEE (54.240.143.0%54.240.143.255 ~ 1854.240.143.188F&5N) - FREHMIEE A ZERIE
48~ MBIPEELUIMNIFIAE ERETEEIELE o
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

8P . AFFRERBEREERTEETNHEE
TELEEREIH ~ BEREAEAIeXAI MUSTETFE examplebucket HEFEREMH - MEHMERE - G1F T

root]  EPEERFEIEMEFIBIEE o FiBFIE ~ oot KIERGWIELETFEUER RN E/EXIS/MIBR
BucketPolicy °
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202
bo

"Action": [
Tg3ggwm

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&35 : PuttOverwriteObjecti#[R

#EUL#EHIH Deny PuttoverwriteObjectfIDeletef HI3 BRI FZEM A BEE B ERMISMAER « (%
TP RIS ZET o

:federated-user/Alex"

:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BEAHIR AR

ERZAERRVEER « AEF4EEE StorageGRID ZEUREA o

EHERB SIS RAIFAMIIN 2 B¥AHAVTFEUEIR © 278 Principal REIFNTE - ARERRSH - BHERAIZE
fEAE R EEENSHAPIRRTE ©

A : EREA EEENRERFERA

SICAER S BRSSP SARSEEHAARS  ATLUSEERBHARA - LUHIERILEHAR S AL S3 FEUEIR - 52
B "SIt R IIAHA" o

124


https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/creating-groups-for-s3-tenant.html

* ES37FHEN © TERIEIE o IEHATMEREEAFE S3 &R  IRIEEERITERRAIEFFEVER - NS
IE35ETE ~ FAER 2 BrootEAE R LUTFENSIE R ©

RN - ILEHEPRERE A SSEIRIMERTFEVE © fIU0 » LEEFAHARRYERE RIS ¥ 1+ T SR ER Y ¢+
Eﬂ*¢%§ﬂﬂ%EOEW%EEﬁ\ﬁ%ﬁ@ﬁ%%xm$$§$ﬁﬁi?ﬁﬁ¢°@ﬁ%ﬁﬁ%?
* SERFH  IBHEPHNERE T EEFISIHER « BEREFE o EBULEERR « §ENFHRTERTER

HEs /R AR JsonF &R o MEAREEILF & o

*C PRESERE | ILHFIRBBRARUIERBFIARTES o ILEHETRIERAE ATLIRIT—ARENE ~ BEER
BRI IR AR EBRHFEF XA o

s TEEFTRE) MRS SREERETNERIARA - 1 (EERRERE ERRHREE
WERE  EATNER FER [SERME (MFA) ©

* BF] | BHEPRERE ERIR T INEXF H IR iEERVEIR
#Hh : AFRHETEEFIRFIARER
TEUEEER ~ BRIFENIRAIBAREIEAR « BRIBHENFIA RS A USTEEFRE R IRP EARFRBELL -

"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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