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SNMP agent

You can configure SNMP for read-only MIB access and notifications. SNMPv1, SNMPvZc, and SNMPv3 are supported.
For SNMPv3, only User Security Model (USM) authentication is supported. All nodes in the grid share the same SNMP
configuration. The following MIB files define the objects and notifications for StorageGRID:

B NETAPP-STORAGEGRID-MIB.txt: Defines the alert table and notifications |traps) accessible on all Admin Nodes.
K Es-NETAPP-06-MIB.mib: Defines objects and notifications for E-Series-based appliances.

B MIB_1_10.zip: Defines objects and notifications for appliances with a BMC interface.

Enable SNMP @[]
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Enable SNMP @

System Contact @
System Location @

Enable SNMP Agent
Notifications @

Enable Authentication Traps @ | |
Community Strings
Default Trap Community @

Read-Only Community @

String 1 +

Other Configurations

Agent Addresses (0) USM Users (0) Trap Destinations (0)

== Create
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Create Agent Address

Internet Protocol (@) IPv4 () IPv6
Transport Protocol (@) UDP () TCP
StorageGRID | rig Admin, and Client Networks v
Network
port | 161 T

Cancel
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Other Configurations

Agent Addresses (2) USM Users {2) Trap Destinations {2)
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Create USM User

Username @
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Authentication
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Password
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Other Configurations

Agent Addresses (2) USM Users (2) Trap Destinations (2}

| & Creats | | # Edit | | ® Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 LUDP Grid Metwork 161
® | |Pv4 UDP Admin Network 161

ERILRS IR AIEE—NZE rTEﬁﬁﬁthJ o LUTFRSNMPHRIEIZTU AR U ESRYTHAE L
3it o StorageGRIDEERIFZ (A B S FREREMIFE - F8EWIHE © StorageGRID —{EEIPAEER
FM—BERZIE o

a %'@;E%ﬁiﬁiﬁifﬁ{ﬁﬂt “ AR I o AR~ F2RARESNMPRIERE SRR AER LS

b. EEAREEM St « FFREEt I FBEIRIRER « ABEEEL * REE * o A8 2 BIRTESNMPHRIETE
UERBAFRRYRIERZ UL UL B o

C. RERMRMEMENNE « FFEEGZINRVEIRIZER « ZARIER * 05 * - ARIEE * HE  LUERCER
BRUEHILE

d EEREE « FHEI SNMP Agent HEEERRY * 77 * ©
8. MNREEEMUSMERE « FREE THMAER) BERPH TUSMERE R3I11TH -

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)

|+ Create || # Edit || X Remove]|

Read-Only MIB

Username Niee Security Level Authoritative Engine ID
user? v authMoPriv
userd authMoPriv B3AT3IC2F3D6

® | userd authPriv 59D35ES01256

FERLLRSIEE A EREETAMbIHEWFEHABRIFUSMERSE -

a ?E%ﬁi’%‘ USM % ~ 5FEEEX * 1L * » AR ~ A2 RIRESNMPRIZRZNERPARUSMERERN S
B o

b. EEARIE USM A E « FENMEAERERG « ABREN * RE * - A% - F2RRESNMPRIERE
EREARUSMERERIFER o
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EZEEIRA USM EAENERERE - MRCEEZLEEERERME - U RBIRERE LRI
HIEFRE =M o

MR EAENRESIED « BRADRRE NEREE | BINARES R
() Frt - GESBIRENM SNVPRIEEMH < B8] « BIOHESNMPRIBERARS « Hig
BAERBIHS o

a. FEBER USM A% - sAREUEREIVETRIR « AREEL - B0 © o AREE * BE * UERLER
PRILEEAE o

@ INREREREAE B EERERRME B « G RRESSFRERIM « 1P ERFT
SNMPE[EE AU o BRI « BEEFSNMPRIEIZNARRRET « SR EEREER o
b. EEIRREE ;52 E SNMP Agent HEKEFAY * 77 * o

9. [[SNMPP&ERE B « start=0]]41REEE /R E AIM - FBEE THMAER) BERPH TREENM R

5506 B B 25 (12 e B EE— B 2 E B Avith « LU StorageGRID IR S@H o EENA SNMP {12
FETUAIEEEY * f#7F * BF - StorageGRID EHAEEAENABEEENEIM - ERMERERRSEEE
oo hEIHHTEMMIB-IER (FlflifdownFlcoldStart) EIEIZAERAN o

a. AEFMERMEENM - FHEIN B ¢ - AR - F2BIRESNMPRIZZINREATHIRME BRI ER

b. HEAREERME BRI « FHEIVERE RBIRGH « ARIER - RE * - A%  F2HRESNMPRIER
ERPAR YR G B Bt P BR -

C. EERIFRMBRIM « FHEINE BUMBVEIRIZER « AR * BhR * o AREE * BE © UHEREER
BRILE B B9 o

d EERXEE « FHEI SNMP Agent HEEERRY * 77 * ©
10. B3 SNMP RIER2 VARG « SBBEEN * fitfF * ©

ZEX MIB 1822

MIB 1EZ & S AMMERPHRNR EETRMNRBATHNERMNEN - KRAIUEFINES
StorageGRID #)#4+F17ENHY MIB 1£2 - BEEAEE A AN EEGRVEMS -

A2 "FHESNMPESIE" INEFZ AR SNMP 1 MIB 18RS ~ 5526 o

7ZEY MIB #8228
S EE

2. 7£ SNMP IR EE L « ENEE THEE
° NetApp-STORAGEGRID-MIB.txt : EZRAITEFAA SIREIR FFEEVE RKEA (FERH) ©
° ES-NetApp-06-MIB.mIB : % E RF|EREENYIMHFE o
° MIB_1_10.zip : &A% BMC NENEREEYHBEA -
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3. & A LUTE(E( StorageGRID Eifh FRY FHIMIEFE MIB 1828 | /usr/share/snmp/mibs

4. #BEY storagegrid RE MIB t§ZAJ OID :

a. Hyfg StorageGRID MIB iR E A9 OID :

root@user-adml:~ # snmptranslate -On -IR storagegrid

4R D 1.3.6.1.4.1.789.28669 (28669 7KIEZ StorageGRID HJ olD )

a. ABIEEERBIREEEPFER Grep ZKEYS StorageGRID OID  ({F 8L 3R EIZ4R)

root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669

@ ° snmptranslate SRR AHFZEEAANEER MIB o tbds <RI 7E1E1A StorageGRID EiEh L&

FH o

MIB $2ZARR

FREYIMEERIY StorageGRID OID 2R ©

itsaiE

MIB ¥4
WIS

activeAlertCount

activeAlertTable

activeAlertld

activeAlertName

activeAlertinstance

W4 ID (OID)

1.3.6.1.4.1.789.28669

W4 ID (OID)

1.3.6.1.4.1.+
789.28669.1.3

1.3.6.1.4.1.+
789.28669.1.4

1.3.6.1.4.1.+
789.28669.1.4.1.1

1.3.6.1.4.1.+
789.28669.1.4.1.2

1.3.6.1.4.1.+
789.28669.1.4.1.3

1.3.6.1.4.1.+
789.28669.1.4.1.4

A=
AT NetApp StorageGRID Ef2H7 MIB 1548 -

=R
activeAlertTable FEFAHETRHEE ©

StorageGRID F{EFHERAIRME ©

LB ID - EEBRN—EERRERPEM—RY

LTRHATE o

ELXETHNERSE BRI -

LTRBIEEN -
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tE ¥ ID (OID)

activeAlertStartTime 1.3.6.1.4.1.+
789.28669.1.4.1.5

BENFEE (FakH)
FrEEMEE =T varbinds £# :

e activeAlertld

activeAlertName

activeAlertInstance

* TENEREREM
 activeAlertStartTime
BENEny ¥ ID (0ID)
activeMinorAlert 1.3.6.1.4.1.+
789.28669.0.6
17Eh MajorAlert 1.3.6.1.4.1.+
789.28669.0.7
activeCriticalAlert 1.3.6.1.4.1.+

789.28669.0.8
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