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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036

BRIREREZ THEN :

* ERENREEFESRAS  FHANEREHE
* FRRBHRMIHE (BF)

R LUEBUE S RIS R A E K o
BERRAAEI TIENR
* HRBHHBE -

HC S3 kA ~ MRBBEHEEE MM - MELEE MRS FEER - IIgETR TAPHER) ~ MY
HAREL -

* HAFEEN « |EEFIREREMID  URBERBERIMER "“FaikiE" « "HASHE D HAIZRE" ~
AEtEFEIER"EY "S3 Select” ({25 ERARER) o

HERFEHEACRERE
MEFRAE EAERESTIEN
* HEIMHERE -


https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/using-identity-federation.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/manage-s3-select-for-tenant-accounts.html

IEERT EENYHERBHE - TRARRFFEEMHESRAEFEENNER -

- B ERERE  BANGERTANEHERE  URHBREHORBNES L  RESRIEEROYE
HhIE o
FRAR(EFE B 2IRIBAEITAR « LR FrIAE@iBIB - HliNStorageGRID ~ EHAF B4 L
(D) MR - BIERE - MRS DA - A IBEHIN - NEStorageGRID » A
SEBBAE « % 8 BAI LA o MMEMIRWLE  STARERRILES EE51Y
# « EEIEHHERAGAEAL - REEARHETARE 10 HEREREE -

* AREARABHZAEHXNHRIFE o
TR LG MR ABRER L« ISERZE RN A SSFHERRAETR] -

N [Buckcio6 914568 -

* EEHERGE B HEANITRBREREE - @EMHERNERHE - UASEFREBSRGE
H o

Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
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@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

EHAPIER

@ IEERAPIHEBE R THEMAPHEREER ZENRFEE o 35/ NOAREEERIEE - BHMIBRAERS
BRI EMER o
1. BEEVHTTPENMEULEEERFMAER -

2. FIERBEREERRTEHLMBEY « GIMIBHESERZEID - ARIUSELE - BERERELFEHTENAPIER
7 BEBUSFRERE ©

3. JIUFERTBBERBHABRA - MBR « R LU HE RS ERNER o
4. BRI o
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S IR EMIMENBEH « ARBEEXRALRN ©

6. EEHIT o

7. 1R EAEBUFIETERBE R ©
THE SIEAPINRAS S IE
A EIEAPHE AR EIERZIE AP EIESEN A4
BN ~ tERequest URLE5EAPIRRZ3 ©

https://hostname or ip address/api/v3/authorize

EETRERTESNEER « FIZMEFEIE API IEERRZAE - EETHERESNE SR « SEMERE
%API HURERRZS o AHEBVE E BIEMIEIRRLSGHE 1 - TS HIREB ARIRFT M 2 E R IR S APIR

APIEELEEY EfR7s SN
BIERRER 2.1 2.2
BERRAFHEE 2.1 3.0

B—RNLEE - D GRARMARAFTES EEAPI o StorageGRIDAR#StorageGRID ~ EfG X IBINBEFREFTH
AERRZSEF ~ IR el A B TZENEERRAVAPI ~ LUEIS =/ —1{EStorageGRID FRASHIZIBINAE ©

BEFNERGU T A NERR BB

* [CIfEIESEA deprecated : true
* Json[EIfEARN EE ldeprecated] : true

# &R B AR A SR LEAPIRR 2

ERATHIAPIEREE L IEWAPIEERRAHFE !

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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EE EFRBIAPIRRZS

TR AR S -IRIEEAPIRZ (/api/v3) SAREE (Api-Version: 3) o YIREEFHZHEEWEE - B
THREZEBERRBEE

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

PrEiEsusE RIS (CSRF)

1% StorageGRID BJ LA fEFH CSRFHEM 2R581 68 A Cookie BIEREETHAE ~ #ABNBA EREE UL B K
%3 (CSRF) K% o Grid ManagerfifiF éfﬂz‘tﬁ‘aéﬁm&%ﬁt#%mﬁﬁ HAPIFE
IHA IR R S EEAREE o

gﬂésﬁ_%* FREMERERETEMEY (FIYIHTTPREPOST) -~ FIREEEMERZT AFEAER CookieE HIFEE

F)FHCSRFHEM 17BNFHECSRFIKE o StorageGRIDEIFRF ~ 157 Cookie IR B KBRS E R FEPOST
X BHIWREA o

EERIFILINGE ~ 5B € csriToken 28E true FB:EHAR o TAR(EA false

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WRIEFE ~ BJAA GridCsrfToken CookieB UBEIEERTE « AR E AGrid Managerfll AccountCsrfToken
CookieZ UM ERTE - ANEAHFREEER -

!{D%Cookieﬁ&~ﬁl]ﬁﬁﬁﬂ1%&% MEARBERVESK (POST ~ PUT ~ PATCH ~ DELETE) ##%ES S T5|HP—

* ° X-Csrf-Token 1R8R * I FIRER{ER A3 CSRFH#EMR CookieBI(E °
* HitES RIS ERRMIGEL | a csrfToken REMRIFERANZH o

L ERTCSRF{R:E « sAfEA "HEREIEAPI" ¢ "THE EIEAPI" ©

@ BB CSRFEM Cookie EERIE R @& #1T "Content-Type: application/json" {EAE
KEVIZEE ~ MNRERIsonE KBRS M A EEINICSRFNERRGE

fE MM E B AR
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BREREEMERE

WRFHEP B ERAEKRRE R ELRVER « AIZHEPEREIURFE—(@ StorageGRID R4t1E
5|5 —1E StorageGRID #4% - #RHAF Z1& ~ MG ERIFEE P NEHEMEREE S
BT BrIIES

I PR StorageGRID 2R EHHER _ KIEAME - #85=FHF A StorageGRID A2 FH _ BRI
4B _ o mEEAIRSEEHERRIRS ID ~ %18 - 1A - EERENIERER - EENMELRYINEZE
root (FFIEZRN - MNHHMAEN ~ 5520 "HEERFER" Ml "EIEAFFEE"

FERERBRIRFEN "BERER" BE - EWEES LHEEERNEREENERE « JRECEFERE—
Aars R FERVRTRS A ©

tRAERER TIERE

MBEHTEEIES B * EREREDES * IR « HRETIERREE « BECIERITIE S BIEuEE « &
FREH S3 7BMSH o

Permitted .
o Sign in to tenant
tenant account on source grid
Yes,
tenant Using

o Configure same identity No

. <4 identity
source on both grids federation?
¢ + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid . users on source grid
source grid
StorageGRID imports StorageGRID clones
\—b federated groups to local groups and users
destination grid to destination grid
e Create 53 access keys 4—‘

Optional: Clone 53
e access keys from source
to destination

UTRIERZNEEDER

Q..

BAREAEE (RVZIIEFRRENR) EREARE

e T RT LUE R E & 73 58 Al Bk ER

MRECHEPIRA RS * EABCSHEDHAIHKIE * #IR - AIUERRBEEEMNERE « FARRMB AR
MRAREAERNS 2HEAIKE (ERERNRE) - RIFMEFERERERNS DHAIRER « TRIFEEERES
BAMERE - MBERET ~ F2R RS0 MG HE"
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e BIUBHEMERE

BiuBENERER « FHOERRRIFERFLG - EEHIEEHER « StorageGRID € B ERIEEREIBM
A% o

* YIRS 3R ER 2 T HEE(E StorageGRID R ERIARIRAMRE « "EILHEVEREHE" |5 D H 5!
KIREEA R -

* MREAERF ORI « "B AR AR "BEIAERE" -

o 17 S3 IFH R

TR "2 EECHEFNER" HE "B EMERAENFINER" ERIFER IR RN _ L EFEEZ A LR
AThS o

e TR LURIFER S3 FHER

MELREEREFAR L FNESERFEIEEAVETEE « SAEARER LB FEER « A% ER Tenant
Manager API & EfIFENERE| B BUMAIN o tNFEAERIET ~ 552/ "(EF APl 25 S3 [ZEIEiR"

WMEEREHE ~ EAEM 83 FIEIR ?

A2 RAE - BRARINAEE R AIRRRIIER B Bt 2 FEREHE « A& S3 FIEIR -

BRI RIRES LB EFE

EIERIRFIERE BRMAAR 2% « StorageGRID & B E#F CHE £ P RRAIR I ERIAEEFAE « BR
ZFE P BY BB o

RIGEHEREE R BB HERNGFEIEL « BH4ERERM S3 B#4HRA - NFRRAIET « 5525 &SSP ELEHE

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ B RIFARR LR AEEHER PRI ERERE - ST ZRERE B Rt EREHNAR
B o R ~ B EFERR7ERERE - MEERUERERPEREE

BRI LR UK ERE
B RIFANNE LRI AEEAAERT « StorageGRID & BEIZFEREEREIBRIMAENE o RIAEAER

HigEABAHERNES - ERERERK * HEEFN * RE - MEERE LERE—@ERE - MFEREET  5F2
B "EEAHERE" -
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BERLE2ZE - IRERETHATEREIBRIHER - MRAHEREREZFME AR LAY Tenant
Manager ~ RITE R iRFAVIRGERE L ATE BRIMER _EINE2ERENEN - MFBAERET « F2R "EEAH
fERE" -

Tenant source grid Tenant destination grid
Create local user —Jp» Local user cloned
Local user 5 Local user must get
has a password new password

ERIEHRAERS LRI E B EFE

BRREAKRFERNER "E—5A" M "S0HEE" BFNE « GERKFAER LAEAREIL (BA) pBER
BHEEEFENEIBRENR LRVERR -

EmEREEARENFEEL « BHEERM S3 BHERAY -
AP BIFAREBHENEREIBpMER 2R - AAERETUEE AR LEAER -

Tenant source grid Tenant destination grid
Create (import) federated > Federated group
group cloned

Federated user cansignin | g Federated user can sign in

S3 FRE R UFEHER
StorageGRID A& BEIES S3 7 &R « AASEMEE LAEFRNER « AtZE2HRFENE -
AEEEMEMEE LNERER « S URIT I EF—IR

* MREAFEHNSERBERERNZR - G 2B CHNERERE" & "B EMERENFINEE"
EEEMERL -

* MREREEMERER LERBRNER « SR LUTERIFEREE LBIIER « AR ER Tenant Manager API
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FHEUTIR "ENTH" EERMERS -

Tenant source grid Tenant destination grid
Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access
-

Create S3 access keys — keys with API

()  srauRBEREn S3EREREES - SRS S3 FRLBHTENT BOHES -

TERNEE Bt ERaEH AN ERE

SR ARREREITE R BV B RS ETER - MREEE P BRIER 2T SEABENERE -
StorageGRID & &35 518 B 48 S [OIE R R ZRIRHEH o

Tenant source grid Tenant destination grid
@ No change 4—— New useror group
® No change 4—1— New S3 access key

AREETIMPREVERAE ~ ERENENERA TR
REECEIMEHENERER « TE&TER -
REEE—E LAREMEREHE « ERENFNER - CHEERATEREIHthES -
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Tenant source grid

Edit or delete
group or user

@ No change 44—

Tenant destination grid

—t . @ No change

Edit or delete
group or user

fiEF API 185 S3 ZENER
MREHNFEFIRE BA * ERARFERELR * #R « Ll UERAAEEAPI & S3 77

BB IR IR IRARNS L ROTE P FEERE| B pothiEms LRIER -

FIsEZ Al

(D)  srauE@Eszn s ERLHE  EREMN S3 ERLBHEIEE

N E DN ERER
MREEEZFNREAS _ LAERRER « BRI ERE CHNFIER ©

1. ERREE LERAEAEER « "EUCEOHNEFNER" L TH .csv EE
2
3.

* HRIRF AR * ERMERERER " #ER -
© AENSEREREAREY  EGARE R EE
* EEIMUERE AR RFEEE LER EIEE STENEEEESR" -
* BB EANERERE "EEEECH S3 SEEIIRFAUER" -

* MRECEERARERENEFNER « ZEREEFENWEMBEL -

2?*0

1etE P B RV IRR « BEEGRRREIT « ARIEE C API XX+ o

£ S2 @R ~ BERU TSk

POST /org/users/current-user/replicate-s3-access-key

BHytIAS o

iR o

forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids.

~

£ * AN * XFEHEP - 1§ AccessKey 1 secretAccessKey HEHIIEEIAAE TEHMN * o csv* HEZEd

HYfE o
R E SEF ERRIES|5E o
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bod}f * reguired
Edit Value | Model
{body )

{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"

b

6. UNREIHEAMKEAHA ~ 55U 1SO 8601 BRI EIEILIIF B ~ i * Expires* BIEEHITEE B AEHA H HAFN
B (B8O ~ 2024-02-28T22:46:33-08:00) ° MREHWAZEHER « s58A * null * {EA * Expires* 18
BHME (Fh% * Expires* 1TRATERIESE) o

7. BT o
8. HEABIARRSSEIAEEEA 204 « FnE IR E AIHEAE] H HHAEH: o

EREMEAENTINEE
R EAMEREFE2FIMERRE LREEREFE « S e RZERENTFIER
BER
1. ERFEMAE LEREABIESS « "EUHEMFEREN S3FIEE" LT .csv i8R ©
2. T FBEIRERAVTELS « EEGREAEIT « AREERY * API XXM+ o
3. BSfEAE ID - CREEILERERAMERAENEFNEE
a. ft* EAE * BERH « EEUTSiRES
GET /org/users
b. B HE o
C. IEEEEHAFRREFEANERZE -
d. SR o
e. SREERNESBNERE « AB7E *id* MUPERZEF -
4. 1£ 82 BELAP ~ SEEU TR -

POST /org/users/{userId}/replicate-s3-access-key

I Jorg/users/{userld}/replicate-s3-access-key Clone an 53 key to the other grids. ii

5. BB HA o
6. 7£ * [E3% D" XTI « Bk EOHEMMERE D o

7 7E A XFHIRE i - BHITFEER M - MEEIREE - NEAIER « RAZERER * o csv*
EEPHE -

AR E TR EERES5E o
8. WNREMEANKIBE ~ 35U 1SO 8601 BERIFFRIENMF R « 1§ * Expires* RISEHIIEE BV ABHA B HAF]
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BERS (BIU0 ~ 2023-02-28T22:46:33-08:00) ° RSB FE

TEEME (S5 * Expires* 1T R&ATHEAIESE)
9. BEE T o
10. FEsR{AARESCIFEIE A 204 « RSB CMINESLE|BAIHAERE o

o

EEEERER
NRICHIE PR R R B BRI

I|\
0N

* £
BIE—{EE M 75 RETT ©

SRR IIERE

TERZERGL T EmEMERS LT 2 BREBERERNTR

HEAS[E) R AR * RER
B~ HHEP KRR _ERETESATE R B Ryt EETRE Z I B EHER Y -

~ SAEA * null * {EA * Expires*

/|\
JAry

_JLXTﬁﬁH ’:Tll\ﬂ*%?‘g
’51!\“*%@;%

MR MsRPRE LD R -

Tenant
user

Create versioning-enabled
bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Enable cross-grid replication
for only one bucket

Both

Enable cross-grid replication
for both buckets

v
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Grid federation connections

Q Displaying one result
" " Buckets with
onnection
=  cross-grid 4  Lasterror @ =
name . .
replication @
2022-12-07 16:02:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket' to destination bucket 'my-cgr-bucket'. Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
S3 Object Lock disabled. (logID 4791585492825418592)
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Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
autormnatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be

synced to the other grid.
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\iew bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
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Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

» Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror ® = Type® = URI®@ = URN® =

Mo endpeints found

Create endpoint

2. RV RRILURRL" o




Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

3. WIARRTRTE » IR REAR

HEES BT AR R BT IR EEE « RELELIEREER L  AbCFEEALRTas
S, o

4. 12 ™URI*) WIH ~ IEEIHBEAHE—ERHAFITT (URD) -
AfEA TIEP—ER -

https://host:port
http://host:port

MRIERIEEEZIR « QI EREIR 443 A HTTPS URI ~ WA%3EREE 80 FBFY HTTP URI ©

il StorageGRID ~ SE&HT | REREER LHFEERNURITIAER -

https://s3.example.com:10443

TEUEEEFIR ~ s3.example. com FRmStorageGRID ZiEE#IP (VIP) AIDNSIER ~ LUK 10443 FT_/in&
BT 83 in B R E FRAVERHR o
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()  cRz@mmEEE HA BRI BTHRE  DUBSBRSE -

EH ~ AWS HEEEHEFERURIAIEER !

https://s3-aws-region.amazonaws.com

@ WNRIFELAR CloudMirror #E RS ~ FB5701E URI B SETEEZTE o BRI LITE ™ URN*) 1

I INARTEERME

O WIAGBHIME—ERETE (URN) o

() mismss « CESERERL URN -

6. B A -
7. FECERRE AR A0E  RRBMA K LEPARIEIERER -
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Create endpoint

@ Enter details e ?ﬁlect.authentlcatlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous

THREEIRLARA BRI ERNE AR -




BrsEiRnY s s =t

E# RUENBENMNEREFR - EEANER EiE -
L2 MR IRES ©
FEER EFRAWSEIET R RERE L B RMBVER o FEXEIRID

- RIS

EAHTTP gmﬁﬁﬁ%wwﬁﬁwsﬁsﬁaWﬂzﬂ@%@ - ERERTE

CAP (C2SHEA GREBNSHRRBRENMES o  « HHEDBURL
4@
#8ss) - FBRESCARE (PEEIZ F(®)
* P /&:% (PEEfEZELE)

* BEmthE£iE (LEPEEE
Z ~ OpenSSLNIZEE I AR INZBIFA
H&iatgIl)

* ARRLAESIEMENE (ER)

8. BEE A" -
9. AV ERS AR AYEIRIZER « LUSIERETLSHIRRAESR AR -
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
BERRsR R )z
EAB:]CARE FHABETRZRR2MRE - MRCERILRE « BHERIAL E ™ CASREE
*] XFHIRPHIBTZ R MHTE o
ERIERRFCARE FEREERF L ZENTERGrid CARERREEFLR ©
ARG R FRTLSEARRV /R H KRBT o IERIBERZS

10. BEHERIE I R L IR o

° MNRAILUEBIEE MR ERRERE RS « AIFHIR—RRIIAE - KENEREESELSH—E
BNRLBREE o

| EIRESERIEAMES « WIS o MRORBEUHBLISERSR « SR EER IR
EHA © REEA BB R T o

@ NREHEFRIRPAREA TSRS « IR T XM - Bl & StorageGRID ERYARAE
BHES -

REMRZ & ~ S UERHEURNRERE T & IR
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"#% E CloudMirrorfE 8"

AT
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* R ERBEAA EERR
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RhRYIE
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BAREELE
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1. EEEERE (S3) >

EHEA IEFERVHEIR o StorageGRID

B ARFS tnRh o

ek ined) HEEBEENHIR « WERERENTaIRFREE
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3 Notifications

my-end point-4 S3 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® = Type® = URI® = URN® =
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

LB ARAY IR ©
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IR B R R EPEEN IR -

Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. EEE-AIEER o

° MNRAILUEBIEE MR EARERE R - AIFHIR—RRIIAE - KENEREEESELSH—E
BNRLEREE o

° BinAhER-E AW « FHIRERAR - MIREFEZEURRLUEERER « SFENER T EREM - A
BIER AW HFEE -

HREET B IRFS ImRS

A LAAREET & ARTSImRARVAERE LIS BEH 2 ~ URISVEMEFAE KL o 410 ~ AJHERR
ZEBEAEIEER - EEBURILUIER H{DElasticsearchZR5 | UEITREERHE - &
BIAEE T IR ImAAY URN o

B2 B
- CRERBEAREBER EOEE S .
+ R RE RSB IR SR EURR o

&u%
1. BB EERE (S3) >*FAiRFSInE o

EaRBins BEEBAILHIE « TRTERENTaRBIHEEE -
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

- EINCERIREVIRR,
IR A E R R EPEEN IR -
- EEERE o
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84

Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate




4. RBZLTIRFAOMER o

BImENE - CEDEEEIREEI URN o

a. AEL TRV ATE  SHENREERT # °
b. IRTJELEURI -
C. MEDE TR o
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* MEBEEAHTTPESSE .;a?‘ﬁﬁ?&ﬁ%ﬁﬁ%%%ﬁ o IEEVMREEIS WM AT « AR RREEER
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1 BRBE LEHRENSRIEE -
()  mABLESMAEAOpenSSLNEHE R MBI ABESIMR o

d MEEHERBARBOSE o
5. BB MR HERE

° MNRAILUEBIEE MR BERRERERR - AIFHIR—ARIIAE - KENEREREESELSH—E
ENRLEITERE o

© BiRRLEREERMET - GHIRHERAS o EOURRILUEIEHER - AREN AR L #EEE
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. FEEVEZMIFR S ERREBIIZE T IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERIEE o N EEESE A FE2BEMRNURNZ A  Hee
EEEMHRNENR © KELEERRER/FAIRIENTER © StorageGRID

3. EEEY: [EhiFr) > THIFRIRRS o

%Eﬂaﬁl‘rﬁﬁhuﬂﬁ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. EEMIERIRRL" o
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UN5R StorageGRID E&lHF & RS IREL @ EETRR - BERIRETEERE o

7£ TPlatform Services Endives] (FF&EIRFimEL) BEE L - RE—(AERHEUZIEHE
REAFEERZA o NRiHETENERERAR LR « B REEEREER o

o] P e S T

MRBE 7 RABEE AT EREHEER « AP BESERIRTETRERINE - BB E TFaRFEH
2t Bm - EEERAGEAEN -

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

ik EHIRMERSER T G HIRE [ FaRkFint BEER o SERAEFERERAR ¢

1. HiRELBER  EEVATHERIIRES ©

2. EiRRGEHAIER EE L « EECER” - LR |IRB R GRRIRRRITEERNHER « TIsHH#EREENRHE

BEA o aiexEREs € BmarxraE o

87



Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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FERAXFRERZIFIRIERMABXVL « UEASSERAPITIEENER  REXMLE :
° #5/EEStorageGRID ~ EXRVIE AR - E&RTStorageGRID ~ F3Z4REMA Filter FHATTE ~ A
BIEMPRIFRRAEIVES] - MNFTFHADE © 52 FIAmazonERAARESIM o
° (EFS3ETARIRARIURNIER BBV o
° BHEMHITIY <StorageClass> TR ~ WIEE FHIHH—IA
* STANDARD : TRRRGHEFEER] © MRICTE LEMERERIEEMFIER « A& sTanparD BEfARE

5l -
* STANDARD_IA: (FRZE-JFERFH) ILRHEFENERNRFIRRERE « BNEERERREFI
Bt} o

* REDUCED_REDUNDANCY : UL{#FEEREANIFRMRERERAELNER « HBEENER
STANDARD {17485

° WNRITIEE Role TEAHREXMLA ~ I EZBRILIEE o IL{EFHStorageGRID THIBEFEAA :

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. WBRRMGER * tRETRE © ~ SUEE * EEFEERM (S3) > S o
3. BEUKIRH#FEAHE o

g TEAFAER BE -

90


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html

4. BT OIRE>ER o
o. BErh * XRER - HEE o
6. FHERABXMLELEIXXFHRH « SARERCRHFEE"

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ

®

S{EFH 5 iR B EB%4 7B StorageGRID f# A Grid Managers{Grid Management APIFIEIE SR
BT aRT - MREEHEFABXMLEFE £ i858 « B4 StorageGRID BHEES o

7. HESDAEREREERE
a. R EGERERTFFHIEEZER BRMHE ERFFEFE
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ERTEFIREVEESIS « EERARER 120201 BRI
b. MG EEREBNMRHFE -
HIVNEYE - EREERRME TR

FERAER
"B T & BRFSIR AL

REE MR

IBEHIARTS B StorageGRID =2 ENT EIRTFEZ— o B BHEESEM ~ RiEEEH
HIFERAE B E X EAWS Simple Notification Service™ (SNS) BB AIHIARTS o

FRtEZ Al
* StorageGRID EEEEALENHEAIRFEATF SR
* eI —EEFEMABRIRE o
* IITHERESMEN BRI B EEFE « MAKEAERN URN o
* BEREBNEREEE SEMAFEIIEEREFEIER" - BEEREEERAEFEEEAREH#ER
B« BREEENRTEERRPIERSZE °

FAREETLE

REEMBENZE SEREFEEEPHNMHELIETEHR - MELEM - WEXEFABNMIRE,
BJSimple Notification Service (SNS) F#E - EERAREEEL « X BERINERBMEVERAEREXML © 38
FAEREXMLAZE #¥1E B Rt B BB R IREAAIURN o

MBEHBEARANFEIREN—RLEN « 5526 Amazon Xf& ° Y15 StorageGRID Y{AEF S3 f#fF @B AR
API BHERAE « B2REF S3 ARIRRAERNIET

MRERAESVHNREFERBEHEN  MENES HEHHEFENERRFAITHEIEEEX

1. BARR#EFENEN :

° AN FHRESBIASEMHENAENEMAERXML « YISIBEHNAPIFFIETE °
° REXMLES « s5EAEHENmREIURNIES BRIt T o
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o
e ERR TEAFEER) Bme
EE T ERE > EHEA -
B ERSEMEN REE -
- REERAEREXMLAE I F A 1R ~ ARIERRHFEE

:sgws-topic</Topic>
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Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

@ £{EFH iR A &84 ZEH StorageGRID ﬁﬁﬁGrid Manager‘}ZGrid Management APIFYEIE S EX
BT AR - MREFHFABXMLEFE L EER 55048 StorageGRID EHEIES o

7. WESRE MBI E ERE
a. BWRRHFEPFTSEEBENERIHFRITEE « MAHRBRXMLAFTRTE °
EHAF - SEERBRIUMME - MEEEFEMHEXN inages/ ATERS !
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b. e BAIGAE B HISNSEE o

BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXEFHMHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

YNSRTE B Rt W ENER] « KRB IR ERIRENLLLHStorageGRID # HE ISR o

g
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"($EFHS3 REST API"

"B B IRFS i AL
ERESESIRT

SR SIRFSEStorageGRID ZIRINAETERIT S IRTFS 2 — KR AR A LEARTS ~ T
17 ~ MRS B P EE R SRR « P EERHEXERMIES RG] -

CELUERIER BEERIGR T RS E A | HE5TStorageGRID HIBIABXMUEREMHEE -

@ AR ESESRFERYGTESHEZIZER M « FIEHABRXMUBES P EERENAERR
XML ° HEAHREXMLAER AR E 4@ FIRY_notificationfBEEXML ©

A2 "EFS3H P InfEAEIlRIE R MF T B5TStorageGRID AISfor Rest APIYEZERYEFARE #}

* MIBREFEE AL E R @A 4ERE
* EVfSBucketP A E B EI4HRE
* B R E R EM4ERE

1ERAE N
" EESRIZAREXML"

"RgEEREN R SR EER"
IS SEA RS ELRISON
"REESESRE"

"{FFS3 REST API"

BB AHMAEXML

ESESRFEERAPEIHN—HEREIRRE
<MetadataNotificationConfiguration>
</MetadataNotificationConfiguration> 1Z:C o SERBEFZIsEREBERHNY)
4+ + StorageGRID MK FEHE Y4 4 B RHMEX ZIHHE B rYh o

M Rl R IRV AT B ST TERE © AN ~ eI UEEABREBZYHNFPEEL inages E—EBD
s MR EBREBZMHFNFESE videos FIF5—E - BEEEREFTRVAAREN « IEXFZEFIEE -
Bl ~ EE—EFEFTYHRAINABRE test MEZERA - BREBFIERIYIY test2 FRFF o

B 3% B FIStorageGRID EAESE A IRSRIIN—ERIMURNRISE o B2 2 e ElasticSearch
B FERHZE FIER o
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
Metadata NotifyationConfiguration  FjA 5 E R E RHEER YA B A9t 2~ 3B B 2312
ﬁ&o

BE—HSERATE -

gLl MABAZRITEC « AR ERS P EE RIS =157E
5191 -

SEERAELAENAIRE o

B fEEMetadata NotifyationConfigurationJc & ©

ID BB — B BIRE o
BE1ERuUleTTEH ©

4RAE HREEFTUE TERA] 3 TEEHL o REtHEHN
R BIREE A4 TE o
S5 ERUleTTER ©
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AENGAEYN  BiEE—EZaEH -

BEERUETTES ©
=]k A BRI S B1FAC ©
B EERuUleTTET ©
urn EXYHPEBERNBEN 2 — o B

EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=(EITE °

* URNEMUERS|4ERE ~ EREPEAPESERN
{#1FE domain-name/myindex/mytype ©

inae EAEF EEENNER BEAPIRRE - EF
BRATIIER :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IR EEABTEIR AT AR REXML Z Fi (TR E ~ BHIAREEE
G BE 4048853 ©

BRErxE"HESum.

fER G RIARAARXMLREE R ZE G E 2 HIXML ©

BRARFIBYHRPEBREERAR
TEULEERIF « FREYG B R EE RIS FXEERE BRI o
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

TEUEEERIP ~ MNP EER G RFTEFMETT /inages EEXE—EBM « MGPESER SR BTN

T /videos HEEFE _(EBRIM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEREE R
"{#EHS3 RESTAPI"

"R LRI B RO R
S B A RS E £ HIJSON”

"REESEORT"
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RELSEGIRE

BERT - MERYMH - NEMRHEPESH IR « ESESRG SR FESTHEE
EERMERERS] -

BRtaZ Al
* StorageGRID EEEEALENHEAIRFEATF SR ©
* BERRILTERSIHASH S3 7T o
* TTERENSEARFENNEELET - MEKEH URN o
* BERAENERERE "SR A TR B SRFEVER" - ELEREEERAEAEEEAREMRER

i« BREENRHEFRRAPIERRE °

FAREETF

AERERFFREFENESESRBE 2R « BUMASEMFRPESTHERC - SRSV ESREXE
BEYtIRES - MIREHEESMHNITRBMBESE SRS « MIAEBSEXREMAREEEN - LA
EELERAYMN - URFRHEPEEHEMEERMNMIESERS| -

1 EANFRESEUMAESEARENTREEBRXML
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° A2 RERXMLIVERERUETRSES -
° REXMLE; « SFERAESESHRAIURNIER BRI

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

(EFLE EIRAER ARG (S3) > o
R ERRTE o

IR EER TEAFAER B o

BT AR RaEs”
o PRI T HRIE ¢
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

(D F{EFE F iR A EB4ZBH StorageGRID fFHGrid ManagerziManagement APIFEIEE A HEL
TSR - MREFEFABXMLE LR 5548 StorageGRID BN EIES o

7. IR SR SRR E EHE
a. RS HEEERXMLPIEE PEB FEEMZRIHE ERRHFE o

TESCRIFTREVEE I ~ M EHEFRIFTEYHH IS EE PEB LS -

b. RS PEBRIEL M Ison XA EFIE BiRE RIS ENES RG] o

FER &
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MBEKE ~ BRI UERTIE—RERERRFFENESES !
* B #TF (S3) *>*RHEFRE ~ ARBR ARSES  ZIEHR -
* MRICEZEMRS3 API ~ SAEAMERR R FEBERIENENX - F2RBEFSIARIRRMREAET o

HERIEN
"R S E AR

"RESESRAEBXML"
"f§EFS3 REST API"
"I B AR IRRL"

FIE SR AMRIEELAIJISON

BB RREEFENESE SRS - S3EIE - B G PE SR o R « 8g
EEA Json X4 X E B Bt s 2 o

It FIEERIsonZi Al ~ sZEEH A EEE WM EEREL sGws/Tagging. txt ERANERPEIL
test o o test (EEFEERBREA ~ At versionId fEAZ%EH ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

PSR B B H R
LEFRARY | HISONX HRFRE L - EERUSERAESEAREXEFMIRES o
XraiEESHEERM « M RERRAEID (EB) -

kY TEE # @R A
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key : ¥ EiR%1E versionID : HWRARZA » AIhRAIZEHRIB IR R

region fAI¥0 : Bucket&@ig RhEEN

‘us—-east-1

size ! HTTPRRIRAIRAIHR mds5 : ¥R
N (MULTT4E A3 B L)

EREPESN metadata : HROAMERALTEE (FRREER)

key:value

EE tags : FRERYHEZRNYHFIRT « BAZRERY

key:value
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£ o StorageGRID
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iz StorageGRID : RZEHTTP / 1.15HE ©
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"Amazon Web Services (AWS) {4 : Amazon Simple Storage Service AP| Reference"
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¢ key-marker

* max—-keys

* prefix

* version-id-marker

FREE AL
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X g StorageGRID
"TEETEE E1EZE"  ( Get Bucket #){4-RR7s)

URI B2 HMERIZEE
StorageGRID ZiBFFEINGE B2 HFEE B IEEK « i1 T7ZEIN2 8 ¢

®* max-parts
* part-number-marker
* uploadId

BSR4 3L

S
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X1 StorageGRID
"Bl Z{EE S EE"
"PuttBucketCors"

URI EFH 2 HMERITER
StorageGRID 3iEFRBINAE A2 HANIREE SHHHIEEK o

FsAZN X

StorageGRID 32#& Amazon S3 REST AP| T EERFIEBNFIEEREERH -
X HEStorageGRID

"TERTRE E1EE"

"PuttBucketEncryption™

URI EH 2N EKIRE
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* ServerSideEncryptionConfiguration

118


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html

°* Rule

* ApplyServerSideEncryptionByDefault

* SSEAlgorithm

2 t&StorageGRID
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"PuttBucketLifecycleConfiguration"

URI T2 M EKIZE

StorageGRID ZiEFTATHAE EFH 2 HAEE $HEIEEK o
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StorageGRID 1RELERAN XML 1F5
* NewerNoncurrentVersions
* LifecycleConfiguration
* Rule
* Expiration
* Days
* Filter
* And
* Prefix
* Tag
* Key
* Value
® Prefix
* Tag
* Key
* Value
¢ ID
* NoncurrentVersionExpiration
®* NoncurrentDays
* Prefix

* Status

A3 HEStorageGRID
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¢ Event
* Filter
* S3Key
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* Value
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* Topic
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"PuttBucketPolicy"
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"PutBucketReplication™
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°* ReplicationConfiguration

* Status

* Prefix
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* Destination
* Bucket
* StorageClass

°* Rule
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"TERTRE L1EZE"

"PuttBucketTagging"

URI &S #MERIZE
StorageGRID iEFRAIHAE E 2 HANIRGE SHHITEEK o

FAZE AL

StorageGRID 3232 Amazon S3 REST AP| B ERFIEHZNFIEEREEZH -
X1 StorageGRID

"IERTRE E1EE"

"PuttBucketVersion"
URI T2 M ERIZE
StorageGRID 3iEFRBINAE 2 HANIREE SHEIEEK o

EREEBH
StorageGRID 1 THIEKRFRELRH !

®* VersioningConfiguration

* Status

A~ HEStorageGRID
"TERTRE EEE"

"PuttObject"

URI EH2HMNEKRIRE
StorageGRID X#RFAIBIHAEE & A2 HAIRE SHEIEEX « ML F7IZESMEEE !

* Cache-Control

®* Content-Disposition

* Content-Encoding

* Content-Language

* x—amz-server-side-encryption

* x—amz-storage-class
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* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging
* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
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* MR T EER
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"PutObjectLegalHold"

URI EH 2 #ANERITEH
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A HEStorageGRID
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URI T2 ERIZTE
StorageGRID iEFRBIHAE E A2 HANIRGE STEIEEK o

57
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A~ HEStorageGRID
"f#F S3 REST API 2R&&RE S3 ¥ #HE"

"PutObjectRetention™

URI B2 HHMERIZEE
StorageGRID Z1BPFFEINAE B HAIRE S IEEK ~ 1N L HEEEIMESE :
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A HEStorageGRID
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URI A2 #ANERITE
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27,9

T LZIEERBAUNGEAESN  A2ETIIRA :
* "{EFES3 Select"
* ERYIERE"

" LB

URI B2 #ANERITEHR

StorageGRID ZiZRFTATHAE A2 HANIRE SHHIEER ~ ML TFHEHM URI EH2H -
* partNumber

* uploadId
MRS LEERIMV EE SKARER -
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
BRERAN
* THMNTEMER
A HEStorageGRID
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URI B2 HHMERIZE
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WU R S8 XA MV EESRARER

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

®* Xx—amz-copy-source-range

* x-amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm
* x—amz-copy-source-server-side-encryption-customer-key

* Xx-—amz-copy-source-server-side-encryption-customer-key-MD5
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"Location": "/testbucket"

3. EEMF o

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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* 7% Tenant Manager BIRETERERE o 552/ "EIIS3HFE" M "EH S3 W HETERRE" ©
© SHERTEEEY THEYMHHETEMAER) BX - LUSEFEREXMFEZ KRB EH -
MEYI 4 HEABRE

MAEYIH TR EXRARERERENERA S3 YHHENRFFENERFRERAMARMRELRRE - &
A LB RS ATER E RITRR IR B RRIE ©

BT RR A FEEE ITRE R » S EBTERMFBEN x-amz-object-lock-mode M x-amz-object-lock-
retain-until-date KIEE o TERRBEARAN B LLHER IF x-amz-object-lock-retain-until-
date KIERE °

SNRTERBEWI AR A 2 RIECKTAR R B ~ RIMIHhRARRE &L BHRAERSFE - BASERMIERRE
HAREHEtE o
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RAEER s3: PutBucketObjectLockConfiguration SERYUEEZEBVHERR ~ SERIRPIREBER ©

° Content-MD5 WAZB7E PUT ERAISEEKIZEE o

FRsREE P
LESEBI AT ZBATRERN A S3 MIIFIHE ~ MRTARMERINKRBNEER » URTARREHERS 6 F -

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

YR E AT RS FRRR IR B

AEYEfRFESSA S3MHHE - TEERRFEEEAMFRENME  FEATIHP—ESE !

* HHEPEESRPIRRATE c A2 "R1R S3 HFE" -
© B TEUSYIMFHEMERR) EX e

1=
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N

ap

[

S SR E AR

TEVSYIFSHEAERE ) ERFGREHERFERTERA S3WHHHE « MRERA  FEEREFER

AR RERIAMREHRRE o

0=
[}

BERE

TR FREN E BTRERF « EEHTERMFREIEI x-amz-object-lock-mode KRISE © TER R EEARI AR ET

HEIEHHA IF x-amz-object-lock-retain-until-date KI5 ©

W EER s3:GetBucketObjectLockConfiguration STREULTEZBIHRETR « SEIRFIRERR o
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FAsRE P

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[E1FEEE )

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

MAEEYHRIRERE

[e]

EXF S3 W HERITREATE SYIMHES « LAATNA S S3 MM HERERTE

(e}

A ERIRBRERMEM S3 RESTAPIEER » MR ERE G ERITIRINEMNTERFRERE

IR

EOI A EYHIEE FIRE :

c REEER ¢ L RRERETAE -

* * & IFAH * : #5%€ StorageGRID A BRBYIMERRAZ AR AR o
o ERREENTF « MRFEBEHIEBEBRARK « QIR UHEEYI4 ~ BEXENEMIEYIME - REE LB
LUEND ~ BEERD BRI RER o
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© AEENH - AARHERNERE FTUBSBMREERMIRE o MPIRTATEMHIRASEI R E RS
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* x-amz-object-lock-mode * AJUZERBREHAE (BOKRNE) ©

@ UMNRIEIEE x-amz-object-lock-mode » EHNABISE x-amz-object-lock-retain-
until-date ©
* x—amz-object-lock-retain-until-date

o {REBENIF HERENERART 2020-08-10T21:46:007 ° AHFAHEI « BRERZEIENE IS (ZF
TBRE) o AasFEM 1SO 8601 #&f -

° REBBIEHEARARARRBEA

* x—amz-object-lock-legal-hold

MRERAMEZEFE (BOXNNE) ~ AMHRERSZEFAZT - MR ERFREERHA - MRS REEM
BENRE o EUHMET T ER400EFHZRER (InvalidArgument) ##3R ©

WMREER ERE—EREE ~ FHIER YIRS :
* o Content-MD5 MIBEMER  BIERIZEAMERAL x-amz-object-lock-* BEXRIZEHIRE HE
Wl EXRHF o Content-MD5 AHRE MIEMH-ER) X TREIZERD LFE o

* MNRFHFEREASIYIGHEM x-amz-object-lock-* HIFERIZTE - {F[E]4001EFERER
(InvalidRequest) $£:% o

© THEYWMH) BEXRZEMEM x-amz-storage-class: REDUCED REDUNDANCY MUFIEHAWSTTE o AT
EVH R E B S3YI E E R 7Z &R StorageGRID ~ BI&— (T BT #EY

* & 4ErGetz{HeadObjecthR A [EIfE R B S 1288 x-amz-object-lock-mode ¥ x-amz-object-lock-
retain-until-date M “x-amz-object-lock-legal-hold (MRBRTE) UKEREXERS
B s3:Get* MR :

] LAER s3:object-lock-remaining-retention-days REMEHEIE - AIRGIMENR/NIRK DT
{REBHAR ©

INAERTA B RERE
MREFZENRREMHREN S ERBNRERE - IURT I FEREE

°* PUT Object legal-hold
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g%%ﬁﬂ’ﬂéiiﬁﬁ EERE - MR ERGZFAZT - IREGZFAES TR -~ AEERERESE

* PUT Object retention
* RLEAIURERER/NGE (BHAKNRE) o

o {RE2EN 1 B ERE MBI 2020-08-10T21:46:007 © AFFDEF) « BRREIENSKLIE (ZF
FBE) o NASFEM 1SO 8601 &= °

* MRMHRABERENEEGHRMRE  KREEEM - MBEELRZRRIEE -
fAIE AR IR
HAERERAE s3:BypassGovernanceRetention EIRAIMUBRBEASERA ZYMHRNIERATRERE (£
MR B RBIFEE L EE S x-amz-bypass-governance-retention: true BRIFHE | BLERE
REAURITELTRIMEE -
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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BB ERRERZ R MR TRAENL EaBHENX - R EEREE -
HEERERBAERTNESBIERERELSNREFERIHF testbucket ©

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

FEREENEREEEEEMNERERTE 5% [Get BucketEaniEHA1 2K - fig0

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUZHEEIE S5 LERI E R s BHRAER -

EEERERERE BT

TRIER L THREWH) « TRERYIM) 20 TEUSYMr) 2REs « HEE arBHRERE PR ZIERRI R R EAN
HEYMY - MRBEARA - EIEEEE Expiration IEHYHEIHARE RS EHRAINSE o

@ RAFEFEEEDBIHEEAILM expiry-date BRI EYEMIBRA SR BER o MNFTEFAHE
HSE LB R o

g0 ~ LEPutIFERZE2020F6 522 % ~ WEFHREYH testbucket 3} ©

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYINEIERTYIMHETE100K (20205108 1H) ®IBHA - BN S LA EHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ it MR BEXRZRAREISE—EY) 4+ EtestBucketi#FE&FRIPAEE K o
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* x—amz-copy-source-if-match

¢ x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta- ’ AR EEIEREERPEBS N RBERS

* x-amz-metadata-directive : JEsR{E%A 'COPY :REREMMH BB PEER o

CAILMERE REPLACE AITEERYMHERRANTEEN « B PEER

* x—amz-storage-class

* x-amz-tagging-directive . JER{EA 'COPY AIRCEEMEHFMFTBIRRG ©
RIS E REPLACE BREERMGRNIRARR « NEMITAC
* SIPHHEERITE !

° x—amz-object-lock-mode

° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
MREBR BB EERBENER MR « BIITREERARERE ANt ENHRAEX L REE RN
B - 55200 " S3 REST API R:&E S3 ¥IHHE" o

* SSeEKITHEH !

° Xx—amz-copy-source-server-side-encryption-customer-algorithm

° x—amz-copy-source-server-side-encryption-customer-key

° x—amz-copy-source-server-side-encryption-customer-key-MD5

° x—-amz-server-side-encryption

° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

A28 [EX AR RINZRIIRE]

PRIV ERIZEE

R THIERITE :
* Cache-Control
* Content-Disposition
* Content-Encoding

* Content-Language
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* Expires
* x—amz-website-redirect-location
EFEEREE

° x-amz-storage-class R StorageGRID HHFFHIILMIRRISE €ER ) oy i fEEEITA - Blg
THREKIZE « W ERFrEIIfYHELRHE o

* STANDARD
(fam) BILMRBIGERAEERIER « T EERDZE T ERREARE « faE S ERITHREEE o

* REDUCED REDUNDANCY
EILMFRA RS EIRATEIE « T EERRBIZEIIBEEAR « a8 BE— R HEEE

MR RN E RIS HE V#7Z& ~ BI'E R8N REDUCED REDUNDANCY 3EIHEH¥
() 7288 - MBOEEWAEREERIESNMEEE « AR REDUCED_REDUNDANCY EESS
EIsEis - 1T (TR WARFE  BAREHEARSEER - StorageGRID

T THEWMMH-ER FEMAx-amz-copy-KiR

MRKFEFHEFEENRIE « SBETIEE x-amz-copy-source 1Z5EE HABMIGENEIERE « RIEYHERINEZ
SR ABRM o

NSRRI B R AERT ~ BIZ BB x-amz-metadata-directive 1Z8EFEE A REPLACE ~ B ERAPIEH
B EERERBFYMEFIPEER o 7£517E B iStorageGRID T ~ EAEHHHBEWIH - SEMEEERRE !

c BEORER THEYH - B8 RNBREMMYE « NEFRAMHIMNE - NRITRM x-amz-server-
side-encryption 1288} x-amz-server-side-encryption-customer-algorithm 2
8BStorageGRID ~ FMEREKIIRE xNot Implemented °©

* FEERABEFILMRAIPIEENRMEITAEE - BILMALERS RILMERFEHHMEE - SHEMAEENY
FREUEETEREE -

UESEER)  AERIEATE - EMERIYHSRBEENNRENE « ERIEANERERIUE
ALk e

EREMRS IR IR

NREERARSBIIRNE » FHRHNEXRTRBCAI KRG ZENE « MREESEITEMEZ BRI o

* MRFEMGEEAFFIRMNER (SSE-C) ME -~ BwAT THEMMH-ER EXPEITI=ERF
BB ~ DUEMREYIMG ~ ARER

° x-amz-copy-source-server-side-encryption-customer-algorithm : ¥§%E AES256 ©

° x—amz-copy-source-server-side-encryption-customer-key . IEETERI B R E RFREMN
itk B

° x-amz-copy-source-server-side-encryption-customer-key-MD5 : IEEERIEREH RER
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HAIMJSHE -
* MRCEERCRUKEENE—SRRNZEEMH (BEX) - FESTI=@EFRE

° x—amz-server-side-encryption-customer-algorithm . }5TE AES256 ©
° x-amz-server-side-encryption-customer-key : {57€ BIEYIMHRIEFTINZE I o

° x-amz-server-side-encryption-customer-key-MD5 : FEEFINZEEIRAIMASHHE o

@ RN ES KBTI ERHET - MRECERMEBRIR - MEERKEOYE - EERAEF
RHUNTIBRFAE T ER 2/  FARRANZEFR ERGARSERME"

* WNRICAAE(EAStorageGRID A IEHR (#874) WEFSWRMZERMMYE (X)) - FE EYH-
B/H ERPINALAREE :
° x-amz-server-side-encryption

@ ° server-side-encryption ¥MFHVEEETH o AMBIER server-side-

encryption fEFEE x-amz-metadata-directive ! REPLACE ©

IRAEE

MR FEZEBHRAE ~ BB LUER x-amz-copy-source 2B MMM RITRE o EEEEMIMERES
ERRZA ~ A BEAPRIEEBENMARA versionId FEIR | MMRBEHEEEIRAL « BEERELRE
HHIRRAE x-amz-version-id BIfEFEEE | MMRBEMEFEENREREEE R ~ B x-amz-version-id &

B Mnully {8 °

HEREE R

“ERILME B4
"TEFEIZEC R B B ST X"
"B

BRGNS
&R LAfEFS3 SelectObjectContentZE K ~ RIREBERISQLIRIM IR EFESIIHFHIAR o
MEFMAEN ~ 5520 "SelectObjectContentfJ AWSSZ{F" o
FtA 2 Al
* fARIRFE B AS3 SelecttEfR ©
* 85 s3:GetObject MEEHZ YIHFHIRER o
© BEEHNYHFLERA T EP—EER
° *CSV* o AIKIEAR(ER « A BAEZE GZIP 3 bzip2 FiE °
o * HEMIAR * o FEMARMIFRVELMEESK ¢

. 28{%3 Select X & {FF GZIP 3% Snappy 1T T0E4E © S3 Select A% Parquet ¥4 2B
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* S3 Select AL IBFEMAREAL o ENBRELEINIEES CSV 3 JSON °
" RAKERARSBEER/NA 512 MB o
- B AR RIS ENERHEE
- (CESEE AR « JSON ~ BEE - FRIEL UUID #BEE4ERY -
* SQLEHEHNRARE#256 KB ©
* MASERPIEAZERARES1Emib o

@ A EMER ScanRange ©

CSV ZEKEA%H
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

PHEMIRE KR AEEH
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLE A
IEEHFEIGMN S ~ 2010F A0 ~ 201585t AD ~ UREBGABRNEETR N - EEPIFRECEHS
kel

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHEZAI%IT | SUB-EST2020 ALL.csv ™ W FFmR
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI {EF%Ef (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

BIHAEZREMEI2%1T - changes.csv > WITFFR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI FR&i% ( Parquet )

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B iEZERYFT41T - changes .csv ~ S FFAR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

S EMH LR
A E5HEAStorageGRID LEINREANAISI IR Z 810 L1BIFE -
T RIEER A S B LEFE
* CRFEBIB1 ~ 000 RFARISSELS LEEB—(HFE - BAHHZHEESH SRS LEEH0ERT
AEREEIRTRIER o
* S ETHHITAWSA/IRE o StorageGRIDS3FF i BE1E F5I%ER) :

o ZEMR HENEREISBENTSEmMIb (5 242,880117t48) 15 GiB (5 ~ 368,709,1201i7t4H) =
o

o BB—IDE5EmMIb (5~ 242,8801i17c4H) o

o —iRME - SHRTEREK  fIT ~ #HL100 GBYIHERS5 GBNEMH A/ - AASESHEERS
ME—B91F ~ FRUEREBARIZ R/ AJF#(E StorageGRID HF#EHFIEIEF

° BRVINISE GIBEVIF ~ 5RE BrUAIFS P LE -

* Y0R ILM RRAVER FEEEMRBIEEITA « RIS H S S ES AN SEE2ET ILM 5FE « It
EZEER D LB AR EYMHET ILM 54 - SRZERES SRR EMHNEMRE

° WNRTESIZEHN LEETHRILMBEEE  AIEZ A7 @RS DR « AIsEE AN S ER
BIILMEK o RIEFBREREAZSHEGEEAILMERM LTS « IHESBEEREMLE -

© SHETH0ILMES StorageGRID ~ BARIES A/ NTIIEMIHE A/ NVRERE o BRI BT U TE
RSB ILM ERIMIE o B0  MERBFSEFE 10 GBHFTAMIAERETZIEDC ~ TFFA
B \EEBEE7EDC2  BIFE1089 2 885 LSH0%S 1 GBIEEERS « MELEFIEDC2 - MHHE(EY
PETAEILMES « YIPEOFTE R EEBEDCT o

* FREMNZ a7 L E1EREZE StorageGRID A—EAVEEINEE ©
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* REE  ETUFERERSRIHNE R LEZEID - EEFHESSe (AR IHINZEEStorageGRIDEEE
i®) ~#BMA x-amz-server-side-encryption {21F ¥IR{EZEM D LE) EXRPERERIZEE - &

EfEASSE-C (EAEFRIENEBETRRSRMNE)

8 T EEZH) ZXRF - IEERENZENEZRERRE -

S ZEE D LE

ExEnZakin L&

EES4

JRCETTE T

TR EENMD LE

ik ZERMS £

HIHZF

FERAE

R

"R "

5 hZ(EERD EE

FHZ 80 EF) (FEEIHFEERFEETETHZEM LE -

XETFIERSH

* encoding-type
* key-marker
* max-uploads

* prefix

* upload-id-marker

®* Host
* Date

* Authorization

BIF
A2R T hZEED LE

2R "BEZ a5 LE

2R " LETA

HOH " AT

A2H TR EEM S £fE”

A0 o

 ERILUE TH9R{E2 800 £ EXRMRES

LAFrBAmazon S3 REST APHTRZREE - NBEE  "AHFT

‘A o
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hRAEE

ZHD LEESTENIEE  TARYBELE  JIH EERS « LEZH ~ HE LENSH « Ukl LEE -
EWITREN TZEMy L@ (FEE - AZRIYMHNIRER GER - BIAMRAESR) -

REhZakn £

M¥362E853 £fF ( CreateMultpartUpload ) 1 ( CreateMultpartupload ) {EZEEENY)
HIZE D E1E ~ WEE EFID ©

° x-amz-storage-class XIEENRIZTE o I2HIE x-amz-storage-class #ZStorageGRID E|TEHAEY
HARE ~ AN fREEMHE R ~ MIEStorageGRID MFHNFHERAREEEEARA (BILMARE) H o

MRFEHEBYMEILMIRAER MEEYTA) B9 TEEig) I8 - BJEFA x-amz-storage-class 1Z808F
EF

THERIBR x-amz-storage-class -

* sTaNDARD (FE%)

c BERX [ IRILMRAHETE TWERITAL B T8EBIRR) &EIE - IIRZYHEIEI S —EYHEDR « 5
SRUZMAENE _EEE - TRHESHEITENHENR (BERX) o 57 ILM B+ StorageGRID
SHEEEARBEEAREE NS RAPHNREET - MIFRRE - RIAEFEERAEMNERIEHRIMMH
&7~ A SEREMFFGREEERS

° *Balanced * : 18 ILM #RRI357E Balanced #18 ~ ] StorageGRID %17 BNELERRB IS EIFREE
7 ~ StorageGRID BEARENHEEER _ E S/ EMEERFRFEZ o

UNER StorageGRID BE£AIZ BN ILMIRBPISEIFFEMHEDLS (RPME) x-amz-storage-class
REEREER ©

°* REDUCED REDUNDANCY

° BHERR | MRILMBRBEERIITARIE EIR3IEEIA « StorageGRID B S EEEW 4R I E—RYA
EEA (B—RER) o

° *Balanced * : 1R ILM #3RJ$57E Balanced 18 - Bl StorageGRID R EE R A BIRIERR P15
ERFREERAE « 7 SFE—ERFRRZS - MREMBITRLHE « BIHEBEAR B EAR
£ - StorageGRID ° REDUCED_REDUNDANCY EfFS¥HMILMRAZI E—EREAR « RESHER
ggi%‘élﬁéglttﬁﬁqﬂ » #Af#f REDUCED REDUNDANCY RPFRIEERFEEYEEP RN EE L FNMIBREESM
SRS o

A3 REDUCED_REDUNDANCY FEEAMEN T Z#(EAILLEEIE ¢ REDUCED REDUNDANCY Y& /NFEENHAREY)
PFERHERBIERR o fUI ~ IR E—EX—BIRREFERAETILMAHMENEFER L - AIAEEERE

/|

ERAREEREIER—EEL « SEENEERXABERNER - IRIE—EMHERESE
@ £ IERFHMANERNEEERERN 2V TER - TARSEERFHRE  Cthalg
s R BV BITZEE o

$5% REDUCED_REDUNDANCY REREF—RFEMIGRFIRZIINESHE - EAGREEAPRILMERRIFHEY)
PR ERIEE R E « th A ERERHTFIEStorageGRID BIRERIE R UERIRIZH ©
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MR ERFY 4 HRENZE R S S E RYf#TF & ~ RIS HER REDUCED REDUNDANCY ZEIEE KA
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* x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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R

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

A
—BirE"
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% SR EREFENEE ) EXRARIOAE B S A E 8 &R SER L REFIEEE

®BS3 . GetBucketLastAccessTimetER ~ o @&k FrootEfR « 7 BESTRRUE{ESE ©
== E ]

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

[EIFEEEH)
B IR E St R ERAR LRI E A o

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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1~ REUAEE A ERFER RV ER ©
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* IS ~ ENISYIMH ACL ~ ENSYIHZRMNERYE ERA S T H L RFEER - F2BYHIEEMT
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

tEEEFI &= A EF &R _ERFEER o

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e
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A E
PR FRERIVESESRT -

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EX{SBucketP A& @ F14H RS
[Get BucketP#£E Rl BEAIAHREE K o] B CHEEVAEREXML ~ LR EEIEEFENESE

Pa
0 °

HES3 : GetBucketMetadatai@HIMERR ~ 2R Froot ~ 7 BESERULIEEE ©
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HEEREHEAN G ARNEHEE 2 P B REE4ERE bucket ©

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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ERREREERURS B - URERYGPEBEREXEMMERRS
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<MetadataNotificationConfiguration>

ID_

<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>

<Urn>arn:aws:es: region:account-

:domain/ mydomain/myindex/mytype </Urn>

</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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*urn:mysite:es:::mydomain/myindex/myty
pe
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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B ~ IRELWAZETFTE 400 Bad Request o $Ez2:E35Y | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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196

=
=

17

By



Ry :EA WE

IRt NERMERNYHERIRATE - HPEENEE ZEN
ZEHEER BRI o

AENGIAYN  BiEE—EZaEH -

BEERUETTES ©

=]k A BRI A BT AC © =RY
B EERuUleTTEF ©

urn EXYHPEBERNBEN 2 — o WA =HY

EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=EITE °

* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IR EE A BTEIR AT ARREXML Z Fi (TR E ~ BHIAREEE
G BERA404885R ©

BRErxE"HESum.

BRsA R
IEE AR TR B RHFENESE SN - FEILEFIT - PREYHEYIG P ESE RIS EXEIERN Bt -

197



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEFIG ~ MR EERN S EFIBEAER /inages BEXZE—EB M - MG PEZER S S5 ERE
T /videos BXEF _EBRM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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HESEAIRFEENISON

ECRRRFENESES
E BRIt ImES ©

ARFEET  SXHE « BRTSMERYI (P EE R SRECH © ERE EE JsonXX L {EIX

It FIEE R Isoni Al ~ sZEEH I EEE MM EEREL sGws/Tagging. txt ERANEEEPEIL
test o © test (EEFEERERA ~ At versionIid {E5AZ%EH ©

"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}
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Y THE TR siLPH

fEREFMEER PEEE key:value I EIPR A ERETEER -~ 85
TIBEACH

=5 1R5C key :value PHYIFERBIFREYIHRS ~ 85
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HEZCAEREPEE R StorageGRID ~ i HEAMEF UF R SIE MBI EX
@ ZEElasticsearch - HEREElasticsearchifEL-F B iRE A HEAEF « 558 EElasticsearchig
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“EREFIRA"

WSHEEREER

[Get StoragefE €1 EXRG SR EHEERFFIERBRERE « Uk HEZRA EREH
HEEFTFESE
REERNHEEREREMER - UEBEBRENGet Service (BXFARES) EREUF x-ntap-sg-usage &
2Y - FEENFERAESTEARBIENPUTHIDELETEER D FIEN o ERERAESTEEEERIFIER - FHR
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% ~ StorageGRID & EHARARIL & — I REEEERE ©

&HS3 | listAllMybopst[R ~ ¢ EMRFroot ~ AJLASERLILIEEE ©

FRsR &R

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

R~ B

HENSEYHhRAE BB ObjectCount M DataBytes EIEFFRIE o MERMELAEINEZE objectCount
Wt o
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ERREEINAEEIBE
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* "{§EFH S3 REST API ZK:&7E S3 ¥4 sEE"
s EAILMESIEYHT"
* "NetAppXl:[E © N{AIEIEStorageGRID XIEEERAIHE « :520 (AlHEXE"

BRI IRENK !
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SGCompliance XMLTTE BB © %AT « A LUEStorageGRID IWE R KB BHET TEMNA T EHXMLE
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s "BiBEF - BYYS Bucket JEFREE"

Get BucketHIRIMEER IR Tl « AT LUBEER L ER ISR A BRI S HE B BRI A RIEE
WIERTE o

* "BEEEF - FFS Put Bucket $RE&"

TRARER ) EREREREBE - N8 « GRILMEEFERILERREDCRAERERRBEREERE °
g ~ ISR LR IRARETRREN GAR ARG « SEERFERMRE -

BBk | RERBERESIUTEERER

SGCompliance XMLITE BB © Johl ~ A LU#EStorageGRID ItE RN ERN BT TR
ATERXMLERARH « UBIIFEERNHEEEK -

@ FRIRAHNAZIE (ZEAFEEK) 8t « IREBSIHEHERN ° StorageGRID
StorageGRID

“{EFH S3 REST API R:&E S3 ¥4 EE"
“EARILME B4
"NetApp#l:#E : WA EEStorageGRID TIEEEMNNHE A2 (HEEXE"

CECABEIRA NARENRE) BB - MREESER TERE EXIERUFTEERENR « LGB T
FEZER) 8 AgEOToHERAS -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

E3B8F . Get Bucket ComplianceEK

Get Bucket/ZRBBEKREBR o 7@ « EAILHEEFER I ER KA IR B EREES T
& BB MAVEREERE
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@ FRIRANFZIE (ZEARFEEK) et « IREBSIHHERN © StorageGRID
StorageGRID

"{#F S3 REST API 2Rz%7E S3 ¥ sEE"
“ERILME B 45"
"NetApp%l:#iE : WA EEStorageGRID TIEEEMNHE  F2H (NHEEXE"

8B S3 : GetBucketCompliancet#[R « S 2R Froot » BILASEREIEIEZE ©
ER A&
EEBHIER A B IERE R ANEFERIERERERE mybucket ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

[E1FEEE A

FEEIEXMLA + <sGCompliance> FIHEMAMENERBRERE © IEIREMBERHEEFEIEARBERE « H
PEEYVIHSRE—F (525600718) ~ EYIMHEREEIERRRELRE - WEMBRTRAERERE - SEAYWHR
TE—FR BB -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
atE SRR
RetentionPeriodMinutes MEEREFEZYHENFREHBERE (UDEREMN) - REHABER

VI R E AR AR o
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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ZEERH AN ZETRERNREHRE - REITRAZIEZE - &
BV ZME ~ RAsGNzE -

LegalHold * = ILREFEERERGAFANRE « FRIFBUHGARE « DRI
MIFRILETRE AV ~ BMERBEAREIEBEA

* R IEEBMIBRIRGENE o IWHEFEPHYIH AR E AR EIRR
fp o

EENTES * B ItREEFEPHNYHEERENBEIARESME  BRIFREFER
REERAMRRE

* & REBHIREEIER  ILREFERMHTE BEMIER - MRFEM
BRELEMM ~ B BAFEMFE LM -

HIRBEREN—RIERE R

ENENSHEFEAVARER/RTE « Wik TERREEFEEREME) EXKEStorageGRID ~ BRI ERHEHEE
MEREEFEEPEER - |RIBFAR - StorageGRID ZIEEA BRI —HERER « WREFMAEERROEE KR
BERHEFETEBSHNAEREHE  TEERIRERRET - AARAKREN—RIE -

UNER StorageGRID #A#Z S * s 2% * — 4B R ~ AAFREESNERPOILS NS EEEFEHEEEAE
F ~ BIEIFER HTTP ARBE1LHEZA 503 Service Unavailable.

SOREULEILEEIFE « RISEREEREIRS - URRAIRNAFIRFENBIREMY - IREREESELESHE
ihe FREESIRRFEIRS « RITSIEFIRE G Rt 5 —RMEER « 5| EEEARKBIENK -

@ PRIFCR MR A BRI ~ MEERERERERILERFISEEMNERR « TRIFF/I88 8k
S —RMERAT SHERREE
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BB EAREE SRuL 5 R StorageGRID ~ BHMAVAREERERIAREENNARRERT AERARE
R —BM% o ERRStorageGRID EFrA G SMFEEFRIRE AR » IR FENREESEREZERA—N
HURRTE ° A—EBVERE FIAE S SR IFFRRAMIETRAIRITS o BN ~ MRERAFEBEEN SEFAZT ~ MRkl
B—EEER - RIFEEERRBERERSRE (BIGAEEF) AESEEERETEHPOME EER - ALt ~ &

EEMEIERASRIEE*—BIL B « FFEHEL TPut Bucket Compliances (RAGEEE) B3R « MM L
Consistency-Control HTTPEXRIZEE « M FFA ¢

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

HEREIFE
* MRBEERIUANTEIERER » BIEIERHTTPIRAE AR 404 Not Found ©

* YN RetentionPeriodMinutes TEERA « HTTPAREERES/NMEEFEE B RIFREHEIR 400 Bad
Request °

FERAER
"BBF | RERREREARTEEREKX"

fEFEMEHEFIRE

ERETREM B EFEURA

% $&FEFHAmazon Web Services (AWS) [REIFES ~ s2S3TH A SESIEHI S EEER AN
FHEEMNYHBITFEY - StorageGRIDIL R EES3 REST APIRAIZBSHF
£ o StorageGRIDS3 APIFY7ZER B AJsonEE ©

FEURAIRE
Z1RMEFEURER]BME o StorageGRID

* BERERA - £ TRRERE) RAKRE - THMABRE) RA - DURMRERERRIS3 APIfEE © EL
RAISMINEREL « FIELERR IR E BTGB AR EiRP REMIRE FEERER B R E P
FH - BAIRAMEERN—ERE - AISEthERN S (@4 -

* BHERA ~ EREFR EEENSEF SEAPIETRIE » BHERBGIHINERS FRIEHE - RItELERAE
REDBAFXBHATFIAIRP IR ERNR - BHERAMEERR —E24E - FIsEtERARZSERFTFE -

() mamRmEEERNZEOEEFEEER -

RIEAMazonEERMFEEE « BUUTE(IMELBIRE o StorageGRIDEER B AERERE —4BRBIERE « SE R
#HESTITE -

* HIREID (Sid) (M)
* MR
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* ZENKRZETA

* BRIARER

* TEIKR1TE

* &M% GER)
[RBBR S A b AE B AR ERERR © TEE A <condition>H¥ » 1% 8l <effect> 7 5F/3E4B<Principe>#11T<Action"
SERATEEBARISEINGE :

pavE S 55

SID SidTTEREMRIER - SIHERERERPFER - E8R#GF
{BStorageGRID A E#WIEFE R RS ©

e fEFeffect TRIRETE RS REFIEBISEREE  LARAXZE
BYActionTTRRIRET - MBERET (TIEME) RIBTEESIF(EE -

HEANREFEA WRILRETERE « BHEAMRAFEREEERLERITIEEF - MREXK
PREESIFEL  AIAEESEAFT () #HEhE - MEREFN - RIE
Fas « RAroottk A ATUEFEGLIRP BEANER

CREEEEURAPIEEETETE - HREERRIMS « MINERRRE:

HEANZHERRTE °
BR/ARER BERTHEUHNBEFENYMG o Bl UEAAmazonEREHE (ARN) 2K

REFHBMBITREAN M RIREIR ~ LUGRBIEIR o

TEIRTE 780 M TR TRIEROWETH - ERHEERERE - RIEE
i ERAVTF ENRERR IR T BIEAE o BRIFICHFRIETREIR « DRIFENEEE
BISFI LA ABRMEEAR R B R H M RRIFAX FRIRER -

& IR TEBERER (KM ECREERN « LHERREERRE

EActionstEH ~ IERINEREBEAFT () RIEEFMBIEESIEEFE AN ~ IEBESLLEIS3 | GetObject
+ 83 ! PuttObjectf1S3 : Delete#J{F5#ER o

s3:*0bject

EERTET  CANERERTT () A (?) 2% () HOENEMFTAR B () HAE
g o

7 Principal TEH BT REELHISL - FRBEATT - ERHRRETSAEA A - CREAFT (
) BBHTEM -

"Principal":"*"
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ETHEFS ~ PULERNE MR ~ TEE) ~ 1178 M NER) T& o EHHIERTTERNBucket/RE
B HEA TR R KRIETERE (BIEER#H) federated-group/admin MUKRBAFEEEX
federated-group/finance HIHEPRE “s3:ListBucket EHRANFEEFE L mybucket F1TE)
s3:GetObject EFEANFRBEYIMH

"Statement": |

{
"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1y

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:: :mybucket/*"

HEFERAIFIA/NERZ20 ~ 480fE{7TAE ~ M B BHERAIFIA/NEFRZ3S5 ~ 12018 {LTAE ©

RAH— B HERIRRE

RIETER « CREHERAIFMERERREEHE - - —BEEERA—2 - RARAIRE - @Er]scRELR
SMEDIEA BEER - IRIETRRR ~ EHEMRRBIFMSRIEAER « REUERFT—H -

gﬂu?ﬁ%ﬁ?ﬁﬁﬁﬁﬁﬂuE%ﬁﬁ’\]—:‘é&’lﬂ%ﬁ o BN ~ BNREEE  LAEARBREEEMRA - FHERE

FUEERT ~ EAILERRE Consistency-Control s TRARENL RBIZRPHIIRE  SifEMR TRARENL
—EME) BX o SBEULERI—BMEEHIF « G AER* all *E - MIEHEAREN—BMEHNRSFRE ° 1R
T TRERR—BMER) NREPEE T AEM—BIHERE « AIRERSHIERE - MRS TRAEL
FRAIZRIEEEMEME « HIEREZE - ERFERA—HZ% « HRRERRIIRE « S ErRIAEFELRINTV AR
A BEAERL o

@ MREHR —RMEEBARRA2E « LRI REERIERENS « AHO TR ERE
RIERIEREIERIAE - TR ~ FRERKRETIEEREFGEA* all'RE °
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ERAEBAREAARN
E/RAIZEAS - ARNAREBMERTE ©

* ERALLEEARIERESIEIRARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* AR ERIEES D HAERARN (EREMEHE)

arn:
arn:
arn:
arn:

arn:

aws :
aws :
aws :
aws :

aws :

HthEZ8FE :

iam:
iam:
iam:
iam:

iam:

raccount id:root

taccount id:user/user name

raccount id:group/group name

taccount id:federated-user/user name
taccount id:federated-group/group name

 WEIUEREN () MABAEFET  ULEEYGSERANSERZEFT
s AIUTEYIHE S B PISENEMEFIT « FEEAJIson utf-88Json \uEEFEHBEITHRIE - FXIERDLLERES o

"RFC 2141 URNZE X"

PPUT Bucket/R A EZEMHTTPE RIS 4B charset=utf-8 31 T4R 05 ©

ERAPIEEER
FRAERF A UERAERTRRIEE AT IEEERNFFEZMM

* BERDZHEEFEERTTE c TRAIP ~ BIEELUITERMN Resource @ NotResource HEff o
Bl LUEASIERARNIRIEEEIR o Hin :

"Resource":

"arn:aws:s3:::mybucket/*"

TR ATE VRS A e A IR B2 - flin -

"Resource":

"arn:aws:s3:::mybucket/home/${aws:username}/*"

BRERLISE R I AERRAFF AR EFERHTE
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HERAPIEE RS
fEAERRTR KA R BB ASTARBENERIVERE - BHEERIRS -

* BRGNS ERIEZRTV AL EETE - BHERRPRIRAIERRAREE Principal 7T ~ BAEHE
WIRARZSERS o
* FERAH ~ RAJEL TERB) 5 MNotPrincipall FERT ~ UHHRIREA] o

* RABE DR AERIDHARNIKRISE -

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

LEEBHIEATE A IRAID 27233906934684427525 « HAR B Z R Frootfltk A RRVFREEAE !

"Principal": { "AWS": "27233906934684427525" }

* CRBEEEIRPIREER

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* BRILUEERERNBBEERE ( TAlexs )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEERERMEREHE ( TE1E) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* WRILUEEERERS :

"Principal": "*"

BTBRES ~ EALUERAMEAEUUID » MIEERERTE !

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

* FREFAMEE R EFERAE R ARFEREHE/ERERTE

ERAPIEE IR

FRAIF « FEEAActionTTRRASFAEBERIVER o SR UTERAIPIEE —4B#IR « LTE&E TAction) &R~

FELL TNotActions FTBERERR o SETTEEH BRI ERIS3 REST API{EZ

BLERMINHEREREFENER « UREREYHRIREIR -

®
®

EA

THERR

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

ERTEERVREIR

FERVE

B 2 A
filFxBucketMetadatai@*
fBRBucketPolicy

fpRHESHERS

GetBucketAcl
GetBucketCompliance
GetBucketConsistency
GetBucketCORS
GetEncryptionConfiguration

GetBucketLastAccessTime

ERAPUTERIRAER « GRITHIFR -

S3 REST API{E%

N

illERi5324

MIBRET ER P AR B LB A4 RR

MpREEGLRE

MIBREFERAE R

EY{8Bucket ACL

RRERBZRERE (BB

ESE—EE

EREMRESR

EX{8BucketilZ

VS BT B b RAF AN

Amazon S3IFTEEFS3S : PuttReplicationConfigurationtPR 3 H{TPPUTHIDELETE Bucketi& &
Ei1E o st EETENER FREINER « ZHFERAIAmazon SIFMEIERT © StorageGRID

& 5UStorageGRID

{ELAfEERE
% Ay

=28~ A TR
&1 M TeR 9

SR ERERR
=1
S
ZH
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FEMR

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:7

S3:

S3:

S3:

S3:

S3:

S3:
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GetBucketLocation

GetBucketMetadatai@ 4/l

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy

GetBucketting

GetBucketVersion

om

Get4dp BHRAERR
GetReplicationConfiguration

ListAlIMybi#

listBucketMultiPartUploads

listBucketVerions
PuttBucketCompliance
PuttBucketConsistency

PuttBucketCORS

PuttEncryptionConfiguration

S3 REST API{E%E

EiSEANE

EV{§BucketP A E Rl @ AN 4HAE

BUSEfFAEEA]

ESH SHE ARG

BISEFEEBR

S AR5C

BSR4 E1E

* VIS ARTS
* BSRFERE

* Get Bucket (FH¥115)
. &3
* POSTHIHER

* FHZEERD L1E
* POSTIHEIR

EX{8Buckethr s

MEERRERE (BBF)

BREA—E

* MFREIEE
* BMAEAL

* MIBRBFERINER
* ERBERENE

& &UStorageGRID

{ELAfEESEE

=

R ~ BERANEUS#

HREEDE



1R S3 REST APIfE% & #iStorageGRID

{ELAfHiEEsE
S3 : PuttBucketLastAccessTime 1B RIR T R 1B AN =1
S3 : PuttBucketMetadatai@X] RE R P E BRI ERS =8
S3 : PuttBucketNotification T s B A A
S3 : PuttBucketObjectLockConfiguration * RiERIE—H#E x-amz-bucket-
object-lock-enabled: true EX
1Z5E (thEES3 . EIFER)
* WEYMHHEEASE
S3 : PuttBucketPolicy BIRREER
S3 : PuttBucketting * MIPRE(IIRE
© BEAEIES
S3 : PuttBucketVersion BABRRRAEE
S3 @ PuttFt% 254HAS * MIBREST & 4 AniEHA
* AE £ AniEHA
S3 : PuttReplicationConfiguration BABERRER =W FEHE TR
&1 M TRk 5
BER ERER
EREMHRIER
RERR S3 REST API{E% & HUStorageGRID
{ELAfHEEE
S3:FLEZEABLE * RIEBERD L
* POSTHIHEIR
S3 : BypassGovernanceRetention * BRI

* MFRZEY¢
* IREYIMF
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1R S3 REST APIfE% & #iStorageGRID
1ELAfHEE

S3 : kR4 * MBI
* MRS EYIMF
* POSTHIHEIR

S3 : filFRObjectTagging BRI 12 S

S3 : flpRObjectVersiontZs RIERY RS (R4S E AR ER)
S3 : filBRObjectVersion MBI (14RO E hRZS)

S3 : GetObject * ISt

* R
* POSTHIHHEIR
* ER MIHRA

S3 : GetObjectAcl ESHFACL

S3 : GetObjectLegalHold EMHEEEE

S3 : GetObjectRetention SRS

S3 : GetObjectTagging BS I Rs

S3 : GetObjectVersiontZa BSMHRse (MBS ERRES)
S3 : GetObjectVersion Get)t (W4avsERRZS)

S3 ! LB EZTH LEZH FIHZH - POSTHIMHHEIR

S3 : PuttObject * MEYHT

© MEYF-ER
* POSTHMHIEIR
* BEZEML L
* STREEMD LE
© LEZH

© LETMH-ER
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1R S3 REST APIfE% & #iStorageGRID

b fitsese
S3 : PuttObjectLegalHold B REABEE
S3 : PuttObjectRetention =B
S3 : PuttObjectTagging BEY GRS
S3 : PuttObjectVersiontZ3 MEMHIEE WIS ERRES)
S3 @ PuttOverwriteObject * MEYH =0

© MEYF-ER
© EYHES

* MERFAREC

* STREEMD LE

S3 : RiE¥I POSTHIHEIR

fEFPuttOverwriteObjecti#fR

S3 : PuttOverwriteObjectf#[REE& StorageGRID AER I SEMYIM 2 (FEBBEIINEE  ILERIRTERE R
Fine B UBRYHNER - EAEERIPEB ISR °

HEHEPRAY R BERR E B4
* RAFF L BRIHEAUBRYMN - EETARRE °
* R BRIREEERYMN - 584 BB B - PuttOverwriteObjectfEfRAVEIF A TNAIT -
° MRER—BEXRIREYMG -
" YERER ~ EREEZPEEB R S3 M RKEEER °
* (EEPEITHRBRE R G ECH « WEOFERR o

" MIRENFASIKRAEIE - Bl B4 REAMLE IEMHEC) 3¢ TRBRMEERL) (EEERMH
KEIEBRIARZAHITagSet ©

° MRHAZIRAYM « IERBAEENR -
* BEUILERAEFER « MRE TR5F) REMEE -

MR EBTH) S3 FAIASER « T PutOverwriteObjeot HIRMREAIB/E « BIFF ML BRI
(D) wEk - EREERREEN AR - L5 SR - ZIERARER - BB (-
MRS > ZRMRTE > ERAYY ¢ ) -~ BIEZREEEERE PutOverwriteObject #RAVEEE ©

TERA RIS E IR
FHEERRANENERE - R EEEEFNSBERLY -
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FHERSIRERHETE o RETRUUEIZERN « MASERGRIUEISESRELY  FER
ERTIIEI :

Condition: {
condition type: {
condition key: condition values

£ F5EEHIF « ipAddressi& A Sourcelplf £ o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

b
S ERNEHERT
B EETFRIDENT !

* FH

2

* ME

* P fifdk

* nulli@®E
BHEBET Btz
HINEEER RiETEMERT (@oXNE) ~ BEiREFREETILER
#EENNotEquals RESELEE (EoXNE) ~ BEBHATREETIER
StringEqualsignoreCase RIEZTZERTNER (REBANE) ~ BT REETTER
StringNotEqualsignoreCase RIESELLE (BEEANE) -~ FEBEaTREETIER
StringLike RIBETEER (E9ANE) ~ FEigHFTREETIER o AfUEHE

?BEFT
StringNotLike RIBEEELLYE (E9AXNE) ~ FEREFREETILER o afUABE
?ERFT -
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IR EREF
DFE

il

NumericNotEquals

BEER

NumericGreaterThang Equals

2=FLessThan

NumericLessThang Equals

ol 1w

[Pt

NotlppAddress

null

SEREG SR

#871

PERE AWS : FEHp

HRI5 A AWS : EFRE 28
D REREEM S3 : IR

S3 : listBucketVerionst&
PR

=R EH

RIET2ENTNGER - REREREETER -

RIFESERILLY - S IREBEEITIER

RIE

RIR

RIE

iR

TRRS) L~ BEREBEEITILR -

FRREFR LE¥ ~ S EIRAMEETIER -

DG LB~ S8 BUEEITLLE -

DNREERS) EE¥ ~ IS RIRAREETIER -

Mrue orfR') EE¥ ~ IR ERBAMMEEITLLE ©

EEEE S B PSR IP AL SEE] o

RIFERERLLE « R E5RE P IP A SEEIEITEEE o

BEGRHEBESFENBENERRES

BANRGER 55

i BRI EREIPIUHETTEEER o RIS

R o

“BysE | UNSRSIE R E B EIERRLN B EIRL_ LAY
BHTERRHEE  AiESHla T ESRRE LE

BYIPAIAEEITEEER o

izt : MREAE =7 « NEANEFH T - E

EbEez & 8 F 28 BYIPdt o {F{a] Xx-Forwarded-
For {ZEER WA - AAELIEEEB MM o

2D NERIVEIR /SRS

FLEE TGet Bucketl 3¢ 'Get Bucket Object
versions] EXRFIEENDIRFTRSE ©

oG LEREBXERERERE - IEFEEEKR -7
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g2l EANRG SR Sk

S3 . BEREEM S3: &i& LR FEEER 'Get Bucket) 3 'Get Bucket ObjecthiZs
ERPIEENRAEHBH o

S3 : listBucketVerionsiE

IS

S3 . REREFEM S3: &R ZLEE TGet Bucketl 3% 'Get Bucket Object
versions] EXRAIEENFIEFTTEH ©
S3 : listBucketVerionst&

R
S3 : PuttObject S3 MHHEEREMFER HEPISENFREHELEBHALEE x-amz-object-
' lock-retain-until-date ERIZTENEETRETEER
REHARETE « URELET N ERNAFTEHE
[z
© MEWMMY

© MEYF-ER
* B@ZEHLE

S3 : PuttObjectRetention S3 : ¥ HERIBKMRER 2 MEYMHRE) EXRPIEENREERIEBHET
= EE#R ~ U RETEAFTRIEEE A ©

ERRIPIEEEH

AT FER B EREE ~ TR BEREARBER o S UERFERARBES Resource FRTTEMFH
EE#X condition JTZ ©

TELLEEBIR ~ B S {aws:username} BEIRITERN—ES :

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

TEUESEBIR ~ B2 S {aws :username} BIFHFEIRPRFEN—E7

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"
}o
=t0) :RER
5 {aws:Sourcelp) R RIp S A IR AR, o
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=2

S{aws:username}

${s3:prefix}

S${s3:max-keys}

${*}

${?}

${s}

B RS HREENRRA

Sk
£ UserName & & AR (HAYE 2L o

ERRBGEBNR BB ERRHIER -

ERRBFEBNRAZRIEARMHENER -

BHRFTT - ERFTHMAXFFT

BT o ERFTHAFE ? FT e

BHFTT - ERFTHABXFSFTT

ERMERA TSRS AR « UEEEHITIEE « FlinEERE NrootEAE - T/REIE:S
HAR ~ A& Amazon - StorageGRID #11T 23ES3 REST APIJ BIPRHIEL ~ B1E/R B L EARI EIRERAE ©

[RBAIERAR [RAI$ERY Amazon{T4
$E4Brootik B BYE(AIHEFR i) B H&E « {BrootEHEIR

ég%@%ﬁﬁ%%ﬁ%ﬁ%ﬁﬁﬂ% 248

gg%‘F%%BﬂlE)ﬁ EHHEAEARE

iE=

FEFIMNERIR P rootSl (EFRE
BEMER

=}

{’E%J-F’éﬂﬁl)\%ﬁﬁ ENITFREE

i =}

1EXEPTA NS FRESHFRVEIR  §E3)

FREBFASHEFEIRAIESE
HURER

B EES

EMHER

B~ BRE AR ~ FAES3
HEERAEENEREZE
B IRAFHMER40555) 8

%bna

B ~ BFrES3#EEFEEEIE
MRS EDERAIRE
BRAEREER RN 40575
£ $EER

B B5a ~ BrootfEAE MR
FREFASHEFEIRAIESE
HERR

E{EH T StorageGRID
GElE

I

B~ BREASFE - FABS3
HEERAEENERESZE
| TRAFFER4055%]) &

%‘é

B

B

B
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[FRI5RER [RR$EE AmazoniT# E{EH T StorageGRID

FRENFAENERENEE #3) EHBIER B
BRENFRENSIHHTFE 248 BY GG

FheR A EHE #E =} EHHER B

R TFIERERE (B #E3} BY - MItHRBUERFE B - MrHEEMEEEIRE
ERiRF) BEYHHIER B BEURAANER - B 5 - BREAEER

EiR P RERYHFACLIRR
BT ENAERR o

—REALE (WORM) 1R:E

TWAILEBII —RBAZREN (WORM) FEFE ~ UREEH - EREERIMHPEER « USSR
&0 ° IEAIAREWORMBEFE ~ UAFFRILMYMN « LWHLEBRIMFIRERAR SRR ES—E
F3iE e

AT HEARBRKERIER » G

* #& Grid Manager #ZE * 4888 * > * 2% * > * L2MRTE * > * ARG * ~ REEIR * ZIFAR KSR
* RZENT5 IR o
* ERTHFRAIAS3EA -
° #PuttOverwriteObjectiEABFEFILESIRA ©
° RMIBRMIHIEBIEREIIE ESIRA ©
o WG TARTREYIH) EEES3EA o

@ EESSRAIPRMIBFRBIELRE « AR GEEFE B0XRREFETHEAE) FHRAE « HLEILMMBIER
Yt o

@ BMEERTFABLERAIMRA - hEEMSEILITRA G2RIBRA) - cfIEEENLES
TRBER GF2RBERB) o

BRA L EITRA (RZFRE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 -—————- > OK

BB EETHER (FhE)

220



/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

HERAEER
* "YNqErF B ILMFAR B 2R E IR 4 Storage GRID"
* "BTREIRAIE G
* "EFARIR A EEH)"
s “FERILMEEYH
* “EREAIRE"

BTRE/R B S5
ERZAETFRVEER] - ABTEEEIL StorageGRID ZEURE] ©

HEERAZIEEFEIMMNEEFEFEER © #FERDE(EAS3 PuttBucketPolicy APEEITERE © s5 26 "
TEETRE HE%" o

RIETHE< ~ AIERAAWS CLIREMEFEERA

> aws s3apil put-bucket-policy --bucket examplebucket --policy
file://policy.json

6 . AFSEARBFIEHEFR

USSR « BEAN (BEESR) WAL HFEFETHYE - TEREHEEFRIFRBEYHHIT [Get Objects  (
ESYf) 185 - FRAEEMIEREREIE - iR « EERAASLERFHER « AR TIRPRESZRZN R
BHMABAER ARTIERVER -

"Statement": [

{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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FUEFEAF ~ HEEERS PRSEABAUSEEZRREEFEFE « A —EEERS FRSEARFES HXf#
F& ~ MBI FFERIYHHITGetObject{F2 shared/ MHEIRAIEHS ©

@ TEINAEE F StorageGRID ~ JFEREIRFFMZIINYMG (BEEERIRF) - HIREEEERR
A - EURRBERNEEYG -

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
b

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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P . AFSEARBEEFNEEFE - LHRIEEREETTEEFR

EULERF - BEAN (BEESR) MAILGILRHEFE « TEFEEFEPHFAEYH LHIT [Get Object
%) 6% « MRABBREFHERIERE Marketing TEIEEMNIRF S « RFFEERFR

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

g6 - MRARHANIPEE - Al AFSEAENRE ARFENFIE

81

EUEAF ~ BEAN (BEFER) HMELFHFHFE « LEFFEEFHRAEYH LITEADHEE « FIRREE
KIKRBISEWIPEE (54.240.143.0554.240.143.255 ~ {854.240.143.188F%5M) o FREHMIEX£E G ERIE

A8 ~ T EIPEEEILIIMIFRA EREFEEELE o
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TELLEERIA - BERE A& AlexAI T EER examplebucket EFEREYMY - FREEMERE - G1F T
root]  ESEERFEIEMBFIAIEE o FiBFEIE ~ oot KIERGHWIEETFEUER RN E/EIS/MIBR
BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

FEUIL#I Deny PuttoverwriteObjectFIDelete i HI3 RATHZEM A BEE B ERMISMHAER « (BHEE
TP I RIS ZT -

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BHAER B EEA

ERARETFRVEER] - AEBE4HZEE StorageGRID ZFEURE] ©

EHERB SIS RAIFTMIIN 2 B¥AHAVFEUEIR © 278 Principal REIFNTE - ARERERSH o BHERAIZE
fEAE R EEENSHAPIRRE ©

P . EAAFEEENRTERHERD

B, BRSPS SREEHER « LOEIEHERRA] « LFVENLEHER SR ER L S3 ZEUER - 2
B "#S3THAEILEHE" -
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

P AFFRHEMEETFIFIAERTE

TEUEEERF ~ BRIFEIRERRBAREIELE « DRIBHERFIA SRV S3ERAIMERFEVE o fIg0 - LEEHETH
ERE RIS LI REW B R  REERIANIR -
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

6 AFFEHEME R AETEEFIFEFETR Molder”)

FEUEEEGIT « BEME RAEERRENRFEFERI L REFNESEEMK (ZREH)
REFRAERS - FEE B HEMBERAMFFERAMNFIER o
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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1. &3fIStorageGRID EIURLLGETTIZAINetApp SwiftZpE :

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/info
capabilities

B RLAIFISBISWIfER B R T EBEF - E2REFEMAIE—TAFEIIKRFAE

2. BRS¢

touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object
--object-name test object

3. S AL ¢

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. MR -

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object
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swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container
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https://FQDN | Node IP:Swift Port/auth/v1.0/

SR REPRIHAIRAID ~ EAEBBMERFRSH x-ruth-User M X-Auth-Key ZXRIRER ~ M FFIR

X-Auth-User: Tenant Account ID:Username
X-Auth-Key: Password
TEERIRERT

* Tenant Account ID jeStorageGRID EIISwiftfiERFAIEASIERKIIRRID - EEEREIEEBE AR
H_EAEREAIREID o

* Username 2R EIERRXNFPRERINELFREERE o ILEAEXLBEI AR Swift AdministratorfEfRHYEE
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ERENAS TS o Fl -

X-Auth-User: Tenant Account ID:Username@Domain Name

* Password =P ERENEE - ERAERNBEEE,R EEENPEIKEER
P ThER 5 B2 RV EIfE & FRIHFURLAMEREER ~ M TR !
X-Storage-Url: https://FQDN | Node IP:Swift Port/vl/Tenant Account ID
X-Auth-Token: token

X-Storage-Token: token
RIETERR - N BEERREE24/ NRRE ©
FHEREEPIRP EEEN - —ERF A BENILRIZEEREFRS —EIRS °
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{#FURL
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https://FQDN | IP:Swift Port/v1l/Tenant Account ID

[/container] [ /object]

X-Auth-Token: token
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* X-Account-Bytes-Used
* X-Account-Object-Count
* X-Container-Bytes-Used

* X-Container-Object-Count
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¢ Account
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* X-Auth-Token
THZENEREASUAERER

* Delimiter
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* End marker
* Format

* Limit

* Marker

* Prefix

R EIRF BRERBNURBRFERTH « RIBITEFEEITIIRER THTTP/ 1.1 204BAR ) [EFE ; MR
IRP ERRBERIFERD ~ BIEEE THTTP /1.1 200 OK) [EIfE :

®* Accept-Ranges

* Content-Length

* Content-Type

* Date

¢ X-Account-Bytes-Used

®* X-Account-Container-Count
* X-Account-0Object-Count

* X-Timestamp

* X-Trans-Id
BATEINRA
S B SWIfthE B FENIR S SRS R o
FETHERSH :
* Account
BETHIERIRE :
¢ X-Auth-Token

BINBITE(EE T5AZEEE « WEER THTTP /1.1 204 RS [CIfE :

®* Accept-Ranges

* Content-Length

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id
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®* Account

®* Container
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* X-Auth-Token
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* Content-Length
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* Marker
* Path

* Prefix

RINEITEE L THIESE « WEET THTTP /1.1 20058Th1 =X THTTP /1.1 204\ A AR [CIFE :

* Accept-Ranges

* Content-Length

®* Content-Type

* Date

* X-Container-Bytes-Used

* X-Container-Object-Count
* X-Timestamp

* X-Trans-Id
EENE
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®* Account
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EETHERIFE -
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* Content-Length

* Date
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* X-Timestamp

* X-Trans-Id
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¢ Account

* Container
EETHEKEE -
* X-Auth-Token

FRIIBITEEE TFIREE « WRER THTTP /1.1 2012831 5 THTTP /1.1 2B#%1 (WMRILRA TERF®E
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* Content-Length
* Date
* X-Timestamp
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¢* Account
* Container

* Object
BE TIIERTE !
* X-Auth-Token
FRIhEI T fF (0] 5l fEAZEEEL HTTP/1.1 204 No Content [GIfE :

* Content-Length
* Content-Type
* Date

* X-Trans-Id
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Gett)tF
LEEZE S REEYIMEAS « LEStorageGRID —ERFEUSMIHFRAEZ K o
FETINERZH

* Account

* Container

* Object
RE THERITER !

* X-Auth-Token
LT —ERIERITER !

* Accept-Encoding

¢ If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

* Range
FIN#ITE(E([E] T54E5EE HTTP/1.1 200 OK [CIfE :

®* Accept-Ranges

* Content-Disposition  {2TEE4RHEN] Content-Disposition BREFEER
* Content-Encoding ™ EEEERMEM Content-Encoding BREHREE R

* Content-Length

* Content-Type

* Date

* ETag

* Last-Modified

* X-Timestamp

* X-Trans-Id
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®* Object
RE NIERITE !
* X-Auth-Token
FYINHITE & 754858 ~ WRER THTTP /1.1 200 OK) [EIFE :
®* Accept-Ranges
* Content-Disposition  BZTEE4RHEN] Content-Disposition BREFHEER
* Content-Encoding ™ EEZE4RHER] Content-Encoding B EHPHE R
* Content-Length
®* Content-Type
* Date
* ETag
* Last-Modified

* X-Timestamp

* X-Trans-Id
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* X-Auth-Token
U RERANEKIZE .

* Content-Disposition

* Content-Encoding

BNERADHR Content-Encoding MIRERAEWHRILMRRSRIBA/REFEYM « M AEREEEEAE
THE (BEITANTEZERER) o

* Transfer-Encoding

BINMERARGES DRI A X Transfer-Encoding MMREAEYHBIILMRBSRIB R/ REFEYH ~ A
EHERERRSNE (FMEITANTEHIEBEEEE) o

* Content-Length
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* Content-Type
* ETag

* X-Object-Meta-<name\> (#IHFHERIPEER)
MREEER * FRECENEILRE * EBIBEMHA LM FHEWRE R « AN B ZEREFETERANERE
TEFIZIEH Xx-Object-Meta-Creation-Time ° HI¥0 :

X-Object-Meta-Creation-Time: 1443399726

IEHAIB1970F1 A1 HilEstEAIE -

* X-Storage-Class: reduced redundancy
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* Last-Modified
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* Container

* Object
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* Content-Length
* Content-Type
* Date

* X-Trans-Id
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Swift REST API_L#iE 7 45 E StorageGRID WX RFRIIEZE o
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HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
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X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site
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PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587b£fa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com
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The total number of metadata store
queries for this Storage Node that failed
to meet a specified consistency level.

Metadat

Consistency level fallures occur when
too few Storage Nodes have metadata
store services available.
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