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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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3. HifEAzure Portal ©
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Active Directory
BER
1. 4 TIHAEREB—BA, BE - REVEEM S hiyEst o StorageGRID

HEURLTTAE B27E* Federation service name* i {i &g A F{E o

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR

3. BEMSTITHUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ENEEE
EIRERAAVRIB T RIRS « AREEVE A" o

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. B AICAVEHER (5P B R IBANZRDS -
° WIRSSOBAMBHIEEMT » M LIRS o

+" Single sign-on authentication and logout test completed successfully.

° YNRSSOEEARRI) « EHIRIERAE © HIEERRE « BRI E2RAICookie ~ AEHEF—R
o EREBELESR BB SEEEMRNSSOELR

Azure

TR



1. gifEAzure \O4BIAR) TEE—F A BH@E ©
2. A b rEmE o
3. BARBRFERAENREER o
° WIRSSOBAMBHIEEMT) « M HIRHINAL o

+ S5ingle sign-on authentication and logout test completed successfully.

° MIRSSOEEAMIN « GHIREERAS o HIEIEME » B2 ERRICookie « REB/H—R
4. EREBELIR  BREPERDESESIEMRMNSSOELR o

PingFedate
BER
1. %% TIHRERE—FB A1 BE * EEUVFAER S R E—(EE4S © StorageGRID

—JOEEIL A — (B4

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. BARIBERENDBEL o
© MBSSOBAFIBWIFEMT) - G HIBLIHAE o

+ Single sign-on authentication and logout test completed successfully.

° YISRSSOEEARRLN ~ EHIRIERAE - SHIEERRE « BFRBIEERAICookie ~ AEHFH—RK
3. BT —EEL « BE RS EEEARISSOELR

MREEER TEEmBH) S FEHESTER [ E—F) %l - AREMIEGVEER

BAE—EA
BRI UEASSOE ABEEIREIET « MR MU % EStorageGRID ZIERFRIASSO °
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* MRECEFHEUSTERAGAGERE « BT A _LEZEStorageGRID ZEENEHETESE - B EE
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ELfE B AR Windows Server 2016 AD FS o YR FERAMZEARERZASBIAD FS ~ EEF 2 RNEF ERAAGE
2 o iNFEMIREE « 552K Microsoft AD FSX 1

{EFIWindows PowerShelli2 I S BB 51T
&R LUE B Windows PowerShell|RiRE 17— ZESFBEHAEASE ©
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1. #WindowsBRtATHAE RS ~ LUB B AERPowerShellET ~ ABIER UAAEIEEEDHIT o
2. ffPowerShellss S IRTFITHAA TGS ©

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° R Admin Node Identifier F -~ BABEMEMNEREAMIE « T2WE E—E A1 HEFR
Tofdl~ ~SG-DC1-ADMI °

° RIS "Admin_Node_FQDN' ' ~ B AR EIEERAIT MR o (MAKE « ERILICKAER,
BYIPiAE o A58 ~ YIRISTEULEBAIPAIUL « 55 R ~ MRZIPAIUBEREE « S BB EREIL
IEERERIRAGIE <)

3. ftWindows Server Manager -~ 3HY* Tools > AD FS Management * ©
MEENEE/RAD FSEIETH o

4. 3EEY ™ AD FS*>*ERBmRmEEE o
IR g HIRERAEEEE -

S. FBFEUEHIRAEREIULNEHEAEREANGE :
a. HHERIEIIASFERGRA ©
b. EEELIE—TBEAGHR - ABERREFIUEHIRA"
C. EEENFEUEHIRA o
d. #EE* TApplyy (EH) -~ RBEN TOK) FEE) *
6. AR B R ERBEIINEEA 5T -
a. RHERIEIIAEFERGEA ©
b. LUBEGRIE—TMET « ARBEIREFNEZFEA" o
C. EERHTIERA o

d. £Select Rule Template (GEiEfRAIEHA) B L - {E/FEFER” Send LDAP Attributes* (HLDAPJE
MEEABR) ~ ABER Next* (F—%*) o

e. 7 TRERA BEEL ~ BALRAERGTE o
%40 ~ * ObjectGuidZEName ID* o

f. $HEEIEFERE - EEA Active Directory * o

g 7£ THFE) REH TLDAPEBMEL B - A objectGulD* o

- 7E THRE) REH MEHBERER WP - T HBERERRRID* o
LR  RBIEIE TR o

7. FESRHPAEERIERTIEEA ©
a. EBAEELE—TEEGRE - BRERS -
b. HEREIEAIREE « *HBIE L R IRE LRI o

0
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MERAPEBERIER « AR ERPEERILIERE - FEEAE o
8. EEELESP I « AStorageGRID EHNEEA AT HFIE SEMIRERBHEIE
9. ek ~ s5R[EIStorageGRID M&EE) MRIHFIBEERAGANGE - UERERTIER - A28 "#HA)
FaED UESAERATE T ©
HiBEARBEPEE IR KB L EE
SR F NS E EEMHEASAMLAREE R « IEASEEREAEENE -
TER
1. TEWindows Server Manager ~ #E* T A* ~ 7R BEE* AD FSEIE* o
2. 7£ TActions (EN1E) 1 F ~ 3EHY M Add SIXEB A Trust (“Frig{SEBA
3. FEUIEm b - 152 ClaimsRA* ~ JABEEHY* Start* o
4. BV EEALR FEERRE A AR ER - R4S ATEE EAVAEREE R o
5. EEA AR RMINE (EMBMEIURL) *H ~ AL EIREIZMISAMLPE B RIS :

https://Admin Node FQDN/api/saml-metadata

B " Admin_Node FQDN T ~ M ABRI ERERMCREMELE o (WALE - 0] LUK A ERLRYIPL
it o i@ ~ NIRRT AIPALLL « FHEE ~ MIRZIPAUHEREE « S ABHSERE L I ERERAE
ANEE-)

6. 5em TERAEE) BE  RFERAEET - ARBEERBE -

@ B ABTGEE - BEREIEMMEEA M - MEANREIESN TE—8 A1 EEL
FREERBY—H% o B0 ~ sG-DC1-ADMI ©

7. HIEERIEARA |
a. DUBBEARIR—MEE - AREIREFREER
b. JEIFHTIEFRA

C. 7£Select Rule Template (EiZFRBEEA) BE L « {HEFER* Send LDAP Attributes* (#&LDAP/E
MEREAER) ~ ABER Next* (F—%*) o

d. £ TRERA BEELE ~ BALRAERGTE o
%0 ~ * ObjectGuidZEName ID* o

e. HHBEMHFME&E - A Active Directory * ©
f. 15 THFE) RIEH TLDAPEM ] #H - & A* objectGulD* °
o 7 M) REHY MEHBRERR) WP~ T HNBERERRR\ID*
h. 3= STRL ~ RBIEEREE” ©
8. HERPEEREHINEA
a. EBAEELE—TBEGRE  BRERS -
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10.

b. FESREEA IREE « AR FE R RS IRE LAIRAL

NRFPEBREEK ~ FHET AR PAEBEHMUILIER « SIFBBRAE -

EHELEDER « AStorageGRID BB ERRTHAAEEHMREKRBEHIEE

ST ~

IRV UBUSAERET ©

FEEEIUMKBELEE
INREEEREARBSTHHEENER  CRTUFBRALE o

TR
fEWindows Server Manager™ ~ ZEEV* T E* « JARIEE" AD FSEIE* o

1.

2
3
4.
5

-

lActions (BhfE) J T -~ #EHY M Add SIK#B A Trust (CETIE{=HBA
- EECDET L~ 82 Claims/REN* ~ JA1RIEEHY” Start* o
A FEE A KBS R ER « ABERT—%*
. SERERRRBEEERE .
a. WAL EIEEHEAIFETRETE

ARG  AEREEMMNEEA A « RERSIERMN E—8A) BEELRERN—
Bk o U0 ~ sG- DCl ADMI ©

- BHBREERENINZEEBHITER o

7£ T88%F URL J EHE L ~ Y * BYF SAML 2.0 WebSSO iR EIZIE * #ZENG IR o
A B IEEEEISAMLARFS IR ELURL -

https://Admin Node FQDN/api/saml-response

i8R [EIStorageGRID MER) WAIRFMAEHERFEANGE « UHESTHRELEHE - 52/ /A7)

FEAH " Admin_Node_FQDN T ~ EA]\mEEEﬁQEE’J BiEeE o (MAKE - EeI SR ERLAYIPAL
HE o AiE ~ MREFEULEAIPAIUE ~ 5T ~ MIRZIPAMBEREE « S AERSEREIUERE

BBEANEE)
£ TREMAE BEL -~ i5EEREEMRAYSHET HAS .

Admin Node Identifier

FﬁﬁA Admin Node Identifier' T ~ BABIEEEMEIREAAE « T2WE TE—F A1 EEF

ol ~ > SG-DC1-ADM1 °
BEIRE ~ FFEREAEAGE - REEERE -
IEBRFE IR T4REEAFIZEERE ) HEHIR o

(D) mmsEssreR  AUBRERE—TEE  AREREEBTERRA -
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6. BERE TEFGRA FBE -« SFE TImgRAT
a

. 1£Select Rule Template (GEIEFRAEEA) B Lk -~ BB HEE Send LDAP Attributes* (#§LDAPJE
MEIEAER) -~ ABER Next* (F—%*) o

b. £ TREMRA BEmL - BALRANERGTE o
40 ~ * ObjectGuidZName ID* °

c. HEBMENE ~ ZEH* Active Directory * ©
d. £ THfE) FRIEHY TLDAPEBEL P ~ A" objectGuID* °
e. £ THfE) RIEH MELFEFERE) #P - K ThUFEFERLTBID o
f. BEESERL ~ ABEEREE
7. EREAEELE-TBEGHE  RREAS
8. £ Mm%k FSIZHLE « REE—FH (SLO) MRS

a. #E$E* Add SAML (RIISAML) * o

b. BEIE IREAEERY > SAMLE ™ o

C. 3#Z* Binding (#3%E) * Redirect (EEM*) o

d. 7 MSEMURL] I ~ MALLEENZARE—EH (SLO) BIURL :

https://Admin Node FQODN/api/saml-logout

RS "Admin_Node_FQDN'F ~ A BRI ZEMELTE o (WALE S A AEIRSAYIPALIL o
;f;ﬂ) NREEMEAIPALL ~ 5FEE ~ MRZIPUMHEAEE « CHEEMNEMEILUILEREAFRARE
a. IEREFFEE" ©
0. B RIIRH L ~ EEEREEHEENERES
a. MEEE]&SE !
* NRIGH LEEStorageGRID ZINFERI BT EIRRE « FHIEIELRE o
" MRELBEBER « ASABIEHRS - Bi1E /var/local/mgmt-api BIRENRAAIE &R ~ ARG

custom-server.crt /RESIEEE |

Byt - MERAE IR TERREE (server. crt) FEZEMFH o MR BIEEREE « BITIISERS
B« REEMEETRRER - ERREENKRBELEE -

b. 3=EHY* TApplyl (ER) -~ 7A%IEE TOK) (FEE) *o
REEH B S HEEFEILRR

10. BHEELDHE « AStorageGRID B ERRFHIFTE EIRMRREKBEHEE

1. SRt - HEEEIStorageGRID NER IAEFTAEHMEARISE « WRBHRTIER - FH25 )
R USRI -
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£Azure ADREI TEEHER
A LAfEAAzure ADARSF NS ESIZEGNEEL T EERRER

FRtEZ Al
* [REFAREStorageGRID BE—& ANSELAR(ER ~ MEEFE* Azure *(EASSOFERY o
* £Grid Managerfy ME—&A] BE LER DOFEER) o F2RE ERDEER"
* BRSPS EEEHREA L EERERLTE o [KoLli¢StorageGRID EIESEIR) FHAERIRPE
BUSLE ~ KRN MREBE—FA] BE@ -

@ T 7B #StorageGRID R RGNS EEIRNRGZE T CEEAREN - AEEEEHIRTE
TERARER - TRFREAEZEMEA RS HEREIERHRS °

* 8B TEAzure Active Directory s 7217 1t 2 fE FRFZ L AYARES o
* IE—BAzuretRE ~ BEBEMIVETR ©

* {&fEAzuretR AP FFI{E—MAE : Global Administrator + Cloud Application Administrator * Application
Administratorg¢ fRFS FBEENERE ©

7ZEXAzure AD
TR
1. & A "Azure Portal" o

2. BB = "Azure Active Directory" o

3. EEEY "EEFEAREI"

B EERAER T #77StorageGRID ] 5EHYSSO4HAE

HETE StorageGRID H{#7F Azure B9 SSO #HARE « T ZRIER Azure R EEEIRHMREICEEARER - TR
HAzuretR B ERFP AR B RIURL ~ A8 AL SIStorageGRID MZIRE—F A1 BE EHEN BEPEZRURL H
fiI °

1. $2HEEESIEHEEE YT -
a. E£Azure EnterprisefEEE N E & H « AL AR ©
b. FEEEI B CHIERREL ©

- YNFE%7E « F51EStorageGRID Data Name (EIESHIRE) | FABHRPBATERNEEEHRRE
&M (32X) ~fiIft DataFlash (3#X) 1 EEL °

d EEBACHEBERHRAINTMEMERRER GEBE) *EEikit -

e. #Ei8* Create (Eir) o

f. A 2R APTVEAS - REB—BA AR~ UENC BRI E—BAEL o
g $EEY M SAML*) Al o

h. 8 EREXIHEBPEERURL ~ AJE* P53 SAMLEE/RETHKRE -
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https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
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https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
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https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/

. AifEStorageGRID MEMBEMNE—F A HE * ARFURLALE B PEZHURL RN ~ bR A1
EEERN EERERRERTE

2. £RE FSEBEIBEHEMNE BB EIURL « WHSSOMBEETAREEMNEEE 2% « 55T StorageGRID
TIEE—F A Bl EER M#EEFE o

THEESEMEINSAMLIFEE K
#1FSSO4HREZ 18 ~ IEAILI%AStorageGRID M AT SESIRE L FTHSAMLAAE B RITER o
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1. HEEESIEMLEEE LS o
a. WEIPHIZEE A StorageGRID ZIEEELNAE o
b. BEfE*4HAR > FEUESI*>*EB—FA* o
C. EEEVIREE « BNA] FH SR EMBAISAMLE 4 E R o
d. #EFEE FEEAzure ADMIIEZEE o

HSAMLAAES N HEESETERAER
T#HSStorageGRID 1B TZIEH R EIREIEL ) HSAMLAPEEBERIER 2% « s57EAzure ADFHIIT IS ER :
BER

1. 3R[@Azure Portal °

2. s EECEERERENERELESR

() cossEsnzE eERmRt) 55  USBENNNEEERNRRE -

a. gIFEXERAERAN TRE) BEm-

R RERKERAS (RECEERREER

AIEE—EAEME °

SERSAMLARRE o

e. JEE HEPEERER %R - ARENEAHENEIRE THNSAMLAEERIEE o

f. BANEZR  EE lSave" (f#1F) ~ ABIEE [ X*) LIRARAEE o E#FiRE] TEHSAMLEREE—
Al EME e

3. BEREHNSERET AN EEL AR sERRREN -

EPingFedate P21/ [RFFHFER (SP) 4R

&R LUEAPingFedate A R AP SE S IEEHEE T IRFSMHER (SP) ELR o AT INERIE
% ~ {181 StorageGRID S{&#8 & BRE ASAMLAEER] o

FAsAZ Al
* B E StorageGRID E—& AME(EA ~ M EEFE* Ping federate*{EASSOLERY o

o

.Q- 3]
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* 7£Grid Managerfy TEE—& A BE FEWN DOFEETN] o B2 FEHEVFEED"

s BHRFDESESIEEZEEA SPELRID* o KA LITEStorageGRID EIEESEEHEER) RN IEEE

Al HEEHREIEEE-
* BETHAKPSESIREREN SAMLPEE R o
* [&{EPingFedatefAlAR#3 LI SPEFAVERE S °

* &3 A https://docs.pingidentity.com/bundle/pingfederate-103/page/kfj1564002962494 .htm[" RA B IEE S

Zi5/m" WA PingFedatefaliR28 ° PingFedate X R s AR ZR S 15 AEREA o
* & A PingFedate Al RESAI E IRMERR o

RIRERI(E

LU R BB N faT#&§ PingFedate Serverfs10.35 ij%StorageGRlD SSOtFER U - MREERNES

—{EhRZASHIPingFedate ~ XA AER BREIE LIS © 552 BPingFedatef@BREE X4 ~ UBUSHRASRYZF ARG ©

SEEMIPingFedate A & 1§14

EEIE AR StorageGRID ERERISPELR Z A ~ KBS IEPingFederate e A ER TE © 52 E SPEELRET ~ &

R EERAEEL RIS

i ErH#EEE[data-store]

QD% VRARBIZERERE « FERIBMFHE - FPingFedateE 4R EAD FS LDAP{EIARSS - ERGFEANE"

S E B0 A B ER " TEStorageGRID

* 58 . H# (LDAP)

* * LDAP#EE!* . Active Directory

s TEUBMRTE | ELDAPEB MRS 2 LA objectGUID* ~ SE2UNEPR/T ©
B R EERREE R R A [ HE BReE Es]
MRTIFRE ARV BIENEREER -

* 58! | LDAP{EE&E LB EIEREEREER

c BERMHEEFE | ENEEINERHEEE o
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