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View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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A Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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e The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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&) o SwaggerFHE N EIRHEEEAPIEEMN TR FMBRIA XK o

© R "REAPEEEARNARAEER"
EEEFEEE EEAPIFISwaggerS fF
1. FAHFEERR -
2. TP EIRERAVTRLS « EEGREAEIT « FAREER * API XXM+ o
APIfEZ
5 BIEAPIG A AMAPIEREARBAR T RER |

*riRE D BRIARIRPRIEE - BERGREEREN -
© *BRSE ¢ L ITERE LIEREEREREERIIEEE o
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TP EIEAPIST IR A ENEREHE - HNAREA ~ KA UEREERNIsonBERTIRHERELE - &
EAMRAID (FL2 POST /api/v3/authorize) o MNRFEABECMINE:E « BISELOIZ2 MM o It
RN BERBAPIER ( TR | AEERL ) BUZEEAEH -

MEAEEEZ NI  F2RH TILEELEZREE"

@ YN:RStorageGRID BYA T E—E A (SSO) Ihik ~ B AHITARNEED I - F26 "
HMEEAPIBYfERAERA" o

© *HHRE ¢ D HIEPEIE AP EmiRAFARASAERIRIIESR o GRS L AR AP SR Y mn AR A0 E ZAPIRR

* A€ 17 S3 ETHEEN Swift BES LHITIEE o
* *ERINEE *  WRAECFRAMBENIEE ©

© imEh L BIRIRRERVIEE o InRL Rl AESETFEE A IMEBARFE StorageGRID 2R3 1TCloudMirrorfE 5% ~ BH1TY
BEEs.

FFIERA
CERBRER | PERBSERNERERERNEE -
©CEBHE BRI R BHERAEINBE 2R ARIRAEF A AE P AR AR R (EEE o
* BOHEBIRR  REIMBEDH KR RFEED ERHERERAESTNREE -
* & ¢ D ARTEEER StorageGRID RARED B ML BIFAVIRIE o
* 81 EEMEAEAE S3 FEEMmAEE -
* S3-object-lock : &1 S3 W HERE LRIEE « ANZIRAIREE -
cERE AR EEERERENIEE -

SEFEEN

ERESMEAPHEREE « RAIUBEIEHHTTPENE « iRB5URL ~ EAIMNESGERSHRVEE « EXRAXHEN (17
BE) -~ LURAJEERIEIFE -
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Parameters

Hame

type

string
(query)
limit
integer

(query)

marker
string

(query)

includeMarker
boolean

(query)

order

string

(query)

Responses

Code

200

EHAPIEK

O

TR
FEEHTTPENEUEBZERFMEER -

1.
2.

3.

B ERESHREH

1SFrERAES -
EEREHIERA - IRZ

7 HE
FIERY

fRE <R
BERE

Description

filter by group type

maximum number of results

marker-style pagination offset (value is Group's URN)

if set, the marker element is also returned

pagination order (desc requires marker)

Description

Example Value Model

{

"status":
"apiVer=ion":

CERAPIX BB RITRIEAAPIER R 2RI EE - 55
B HEMER -

4 BB EA o
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"responseTime" :
"success"

S8

Response content type

applicationf/json

"2018-02-01Ti6:22:31.0662",

way a

A

INOARESEERIIE T  ERTEMIPRAERE

o Ll\
ILJ\

PIMNEHAEEEREID - ARISELEE REALLEAERIAPIENR

~ /|\
00

S ET DUSE R B SRR S ER ALY/ K o



S IR EMIMENBEH « ARBEEXRALRN ©

6. EEHIT o

7. 1R EAEBUFIETERBE R ©
AR SIBAPINRAEIE
1P EIEAPHE A RAS BIE R TR AP ETFEER A 4K o
N ~ tERequest URLE5EAPIHRZ3 ©

https://hostname or ip address/api/v3/authorize

EETHERTESNETER « FIENELEIE API NEERRE - EETHEREANEEE - IEMBELE
z%A | WRERRZS o HARVETE SIEMME RSB o T3 IR FIIRIEF MY E B ERR RIS APIIR
APIEZTEHRR EhRas #rhis
EBAEEIRAER 2.1 2.2

EBIEERRAFHER 2.1 3.0
F—RLHEFF - IEERMRAEAIFES EEAPI - StorageGRIDA#StorageGRID ~ BT EINAEFAREFIN
RERRZSES ~ & AT ABABTZENEERRIVAPI ~ LIBIS E /D —1EStorageGRID RRASHISZIRINAE ©

BRENEREUTI AR AEBE -

* [OIFE1ZEEA (deprecated : truel
* Json[EIfEARN B E ldeprecated) : true

FERr B ATiR s Sz 32 HLEAPIRR ZS
A THAPIERFELIZIEAPI T ERRAEE ©

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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e ERERAPIRRZS

eI LUE R BRI 2 BIRIEEAPIRRZS (/api/v3) BUREE (Api-Version: 3) o MNREREFHEMEMEE « A
REEEBRREE -

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

Phefis it EKk{53E (CSRF)

& StorageGRID 7] LU B CSRF1EM 2R 581 5 B Cookie BFIEREEINAE ~ 17BN EE 4L 2K
f4%5 (CSRF) X% o Grid Managerff A EIEE X BENEALLZ 2IN5E « HMAPIE R
IR AEIEE B EEAREA o

;%%%Eﬁ%ﬁ%ﬁ%*%xﬁ#ﬁﬁﬁ (BIMNHTTPREPOST) - AIREGEREREAEAERICookieZE BT EE

F|FICSRF1EMR 1#7BNBh#ECSRFINEE © StorageGRIDEIARF ~ 47 CookieFIA B AR S E IR EPOST
EXBHEHIAR °

EERYAIETHEE ~ S5 E csrfToken BHE true BREHIR - ARES false o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIAA GridCsrfToken CookieBAMBIEERE « B E AGrid Managerfll AccountCsrfToken
CookieZABEHERTE « ANEAHFEERER o

WNSE Cookie?F7E * BIFFB RER R AEARBERNER (POST ~» PUT « PATCH « DELETE) #W/ES S FHEF—IF
* o X-Csrf-Token 1288 + W IZTEER A CSRFER CookieHIE ©
s HNMESRARIEEEMIRE, © a csrfToken REFBEERAIREY o

EERTECSRF{R:E * FAEEA "HREEAPI" 8 "THREEAPI"

@ BB CSRFH#EM Cookie EFE Rt & 58H|#1T "Content-Type: application/json" {EAIE
KAVARER ~ WREKRJIsonE KBRS A LRIMICSRFBIER;E
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E A E R EAR

BRI P EHENERE

WRFHEP B ERAEKRR R ERIVER « AIZEBP TR E—@ StorageGRID R44E
5225 —1E StorageGRID #4% - #RHAF Z1& ~ MG ERIFEE P NEHENEREE S
BB BRIMIES

RYIEEITHER StorageGRID Z4tEHER _ RFEAANE _ - BEFB StorageGRID 24 EHEH _ Ay
g _ - MEFRAIIRSEAEMERBNIRE ID ~ 518 ~ 208 - FEFRENIERNER « EENERRYIEE
root EFAE NS o WNFEEFMEN AR "HESIRAER" M "SEAFHFHEE" o

FEENBEAIRPEN "EERER" NER - EMEER LEAEENEREFENERE - FIRFRICFERE—
AatE R FRRYRTRS A1 ©

tRAERAER TIERZ

MBS EIES B * ERAMEREES IR « BRETEREZE « SBCRRTILS BAEuaiE « 6
REM S3 IS8 ©

Permitted -
o Sign in to tenant
tenant account on source grid

4

Yes,
e Configure same identity tenant Ll No
source on both grids

-+ identity
federation?
* + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid ; users on source grid
source grid

StorageGRID imports StorageGRID clones
federated groups to local groups and users

destination grid to destination grid

° Create S3 access keys 4—‘

Optional: Clone 53
access keys from source
to destination

UTFRIERENEEDER

Q..

BAKFERE (ROBIBERNMER) ERERIRS -

9 T Ay LU E & 7 p! Bk B2
MRECHHERIRFRS * EABCHEDHAKIR * #IR « JUERRREENERE « SARKEMBRIMIES
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tRPRERRNE DHARER (ERERNRE) - BFRIEMEMARERBRNE 2R - TRIEEERREH
EHAMGERE - MFBERIET « 526 RS0 MR HE" -

e BIEENERE

BIBHENERER « SRR BRRERFLR - EEHTEEFER « StorageGRID S ESIREEREIBR
A% o

* USRS 53R B G ER 2 #HEE(E StorageGRID RFEHERIARIRAMRIE « "BILHHEFEHE" |5 2 H5!
RIREARBEEAE -

* MMREAERF DB « "I ATEEE" AR "B AEERE" o

o #3783 FHE R

AL T E B AERE R NE R E M ERENERE R RN B LR
BB o

e AT LUEEER S3 FHER

MREFZEWEEE LENAEEERFINERITE  SAERRER LRIFIER « AR ERA Tenant
Manager API & EFIFEIEREI BRI o INFTAERIET « 552K "/ API 53 S3 ZELER" ©

snfertESeEsAl ~ FEMEM S3 TR ?
A2 RIZANED ~ BRARIIAITERE P ARIRAEARANTE P B Ut AR 2 e REHAE - EAEM S3 ZEEER -

BRTERIFANE LRI B9t BHAE

EIBERIRF ISR BRMAAR 2% « StorageGRID & B E#F SIS EH P SRR ER AR « 2R
ZFE P Y B BYHAERS o

RIGEHEREE R B FHERNFEIEL « B4R S3 B¥4ERA - INFERAIET « 5525 "#S3HRELEHE

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ ECERRES LRI AEHERFIERERERE « A ERERE B EREMAR
oo R ~ B A AR ERERE - MEERERERIEIEE
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BRTERIFAER LRI RAHERE

BIRTERIRAENS LRI FERER - StorageGRID B BHENEZERAEEHE BRIMAAE - RIGEAER
HEARFHENEZS « £AEREK © BEFN - RE - MEERECBIRE—ER#E - NFERET - F2
B "EEARERE"

BERNZE2EE - PREAEBHBAGERE BrVHER - MRAIEREFTEFIERIMER LAY Tenant
Manager * BIfE R iR P EVRFERE L ATE B AUt LIS ZERENEE - NFAERET « 2R "EEAK
fERE" -

Tenant source grid Tenant destination grid
Create local user — Local user doned
Local user 5 Local user must get
has a password new password

BETERIFAN LRI AR BEAHAE

BRREMARFEMRNBR "E—EA" M "'S0HHE" BRE - GERRER LBERREYT (BA) RIS
EHHE BEMERE|BRMER LRERR -

EmEREEAERENFEEL « BEERM S3 BHERAY -
HEFEPBEIFRREBHETEREIBpEA 2R « AAERETUEET AR LEAER -

Tenant source grid Tenant destination grid

Create (import) federated |_| ) Federated group
Eroup cloned

Federated user cansignin | » Federated user can sign in

S3 FEERAIUFHER

StorageGRID A& BEIESR S3 7l &R « AASEMEE LAEFRNER « AtZE2HRENE -
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AEEEMEER EERER « S URIT I EP—IR

* MREAFENSEERERBRNZR « S BB CHNEFNER" & "B EMEAENFRER"

TEE®EEL -

* MRCEEEMEEE LERERNERE « el UTERIFEANE LB EE - R1BFH Tenant Manager API

FHEIUTR ENTR EERHES o

Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access
—p

keys with API

(D)  srenP@RERED S3EMSHN  EREMN S3 FRSHHEELT S 0HS o

TEERTEE Bt EREHENERE
SR ARREREIE R BY B RS ETER - MREEE P BRIER BT S EABENERE -

StorageGRID A g5 L 18 B R B [E]F8 A 1R ©

Tenant source grid

Tenant destination grid

—  New user or group

—  New S3 access key

RENMIPRREHE  ERENENERIEER

REECEIMEHENERER « 7T E#&TER -

MRCAEE—RR LREAMPFEAE  EAEWEFNER - CHEERA SRR EMAENR -
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

{8 APl 12! S3 FENE iR

MREHFRFIRS B * EREMERES * IR  CoUERBEEEEAP S35
ER SR ICRARAS _E 0T R FEMEEI B AUH 4B EEOTRS o
FYaZ Al

* HRIRF AR * (ERERERER * #R -

* HEMREREREARAY  EAGRRE A BER - o

* ERIEREARP AR ENEAEIES "TIENEEERE

* BB AENERERAE "EETE O S3 ssEmiRFEUER"

* MREERRAKERENEFINEE  WZERAEEFENREMAS L -

(D)  srEnRBEREn S ERERE SRS S3 FRLBHTIEERHMIES o

HEE ENERE R
MRCHEBFRTEEE L OARGEE « BTSN E SHERRE -

1. ERRER LERAAREER « "EUCECHNFNER" LT csv EE
2. 1EFE R EIRERAIEI « BERGREAET « FAREERL " API XX * o
3. 1 82 BEZHR ~ IEEN T FIumRAS

POST /org/users/current-user/replicate-s3-access-key

~

T_ _T__ Jorg/users/current-user/replicate-s3-access-key Clonethe current users 53 key to the other grids. [

4. EimeEme o

S. £ * AN * XFHIRF - & AccessKey # secretAccessKey FIEIFIITEE VAR TEHN * o csv* FEEF
BIE ©
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Grid federation connections

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)

O\ Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:
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o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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LDAP service type
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Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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Cancel Test Connection

30



o YNRFBHBTEBN « AIEHIR Test connection Successful GRIsREARAIN) 1 A8 o ZEEY* MSave (
#1F) 1 *LUGFLRRS o

c MRBFHRTE  BEERELBEATAHAERELBNZHEY « AEHIREZRAS - BRAEM
72~ ABBEICRIEER o

SRS R BRE S
RS E D 2R B & 755 3RV B A AN £ E - StorageGRIDIIR TR ER IR B IRFIEAE#E
IR ~ AILGERREIR D -

1. pifE TEOHEAEE) B -

2. EWHEIERAT RS FEAREE" o

RICHIRIRME ~ AP RIEEF s R E— LR o

@ NRED RRIER B 5 755l 2RIRAV B R R A (E A B R LR ~ RIS MR35 5| R )
TRIBRBEMT o

(B R pa il

R LU E#‘Eikﬁ\{ﬂﬁﬁﬁﬁﬂﬂlﬁﬁﬁ%E’ﬂ%ﬁ%ﬁ%ﬂﬂﬂ%iﬁ o (S & 7B B StorageGRID ~ A EEREMNG S
AR BEITEN - T8 ~ CERENTARTEESMHRE TR  BICHRAIUEREMBAS 75 HE
R BIET(F

EIEREDHEBE A« SREETSER

* BERFREREEEA o

* BRIEE AR A& $7EStorageGRID E T ERSENBIAZ ARG HIL R ARIFEVE « BELERSEA
BINEEEA

* FEEFES RREG DHAFRZEETEY - StorageGRID th A EHE HKRFEL NIRF HHETHE
T~ ©

* IR EIEESE (SSO) =REE Enabled B Sandbox Mode : BJ22F Enable identity Federation (3%F3
BMEE) *EEIE. E—8 A1 EEMNSSORENELEH « AEEHEE 2 HAIHE - F2H =HE

F&A °
IR
1. BifE TESHAIEEE B o
2. BUHGE * BB 2 #4585 EE * AR ©

2 EOpenLDAPEIARES AV

MRIEEFEAOpenL DAPEIARESETTE 1 s AlHkEE ~ BIAZRTEOpenL DAPfAIARES L REHFERE °

¥123E ActiveDirectory 3¢ Azure IB 73 52KIR - StorageGRID A& EEhxJiH S3 ¥IMNMEH
@ gﬁﬁ%ﬂ’ﬂﬁﬂy o HEFIH S3 1FEY  AMIPRERBENEM S3 £ « HAEREMFAEEHETR

31


https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/disabling-single-sign-on.html

memberOfflirefert® &

FERIFAmemberoffirefert®E & o MNEFME « sF2RAPHN R EBEHAM S EREETS
Rhttp://www.openldap.org/doc/admin24/index.htmI["OpenLDAPX 4 : 2 4Rk EIEE$5r"] ©

L]
T RERIEENRS I RIRF KR E T5)0penLDAPEX :
®* 0lcDbIndex: objectClass eq
®* 0lcDbIndex: uid eq,pres, sub
* 0lcDbIndex: cn eq,pres,sub
®* 0lcDbIndex: entryUUID eqg
tESh ~ SEMERE (LR E BRI BRI B 2L RS « LERREMEE -

A2ETA R R SEHE R B ERAEEME Fhttp://www.openldap.org/doc/admin24/index.htmI["OpenLDAPX {4
| 2ARREBIEEIEE"

EEEREE

%S3TAF EILBHAE

CRTLAE AR BR A+ AR B IR AL AN B 4R ~ ZRETES3EMB BHERIIER o
BtA = Al

* EREREARREERERN SZENEERES" -
* BERAANMERERAE "root ZEUER" -

. gg%@%-l-%lﬁ)\lﬂﬁ‘éﬁ#ﬂ CERMERT "ERENS 2R BERENS D HMKFEFEFERER
* MREWIAFIRF AR * ERMERFERER * #R - CERRNIIERENEE8FR "EXEREHENERA
&' ISIRE AR R BRIFAEE

FEGEILBHARE
B—HEHEIN EIUBE BE -
1 BRI EE > A o

2. IRERBPIRP AA * EAERERER * IR  AHEDHIFEGRIE « RRTEILER L2 p0MEHER
TERFERFEMBR LORE—ERS o RKERILER « SR EEEATEFBEBIER -

32


https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other
grid.
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deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have

already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1 =

Buckets > bucket-01

1 (7 bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space

Name Last modified on
used
2021-12-03
@ 03_Grid_Primer_11.5.pdf 2.73MB
09:43:26 MST
2021-12-03
@ 04_Tenant_Users_Guide_11.5.pdf 1.07 MB
0%:44:24 MST
Select an object or
@ 06_Tenant_Users_Guide 11.5.pdf 125MB ik folderto \.ri:'w its
; N B N 09:44:27 MST
details.
. 2021-12-03
@ 08_Tenant_Users_Guide 11.5.pdf 1.25 MB
09:44:27 MST
2021-12-03
@ 09 Tenant_Users Guide 11.5.pdf 1.25MB
09:44:26 MST
2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects
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A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

-

Display name @ = Lasterror @ = Type® = URI® = URN® =

Mo endpoints found

Create endpoint

2. BRI ImRL" o
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Create endpoint

. uthentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel
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https://host:port
http://host:port

MRIERIEEEZIR « QI EREIR 443 A HTTPS URI ~ WA%3EREE 80 FBFY HTTP URI ©

il StorageGRID ~ SE&HT | REREER LHFEERNURITIAER -

https://s3.example.com:10443
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6. JIBHA o

7. FECERRE AR A0E  RRBMA K LEPARIEIERER -

Create endpoint

@ Enter details e ?ﬁlect.authentlcatlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Create endpoint

Display name @ * Llasterror@ = Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urnisgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2

EICE R R BRI IRES
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Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. s -

° MNRAILUEBIEE MR EARERE R - AIFHIR—RRIIAE - KENEREEESELSH—E
BNRLEREE o

°© BimrbasE KWE « FHIRERAR - MREHFEENRILUEIEER « SHEICER WBHER - 2
BIEE R (HF B

AREET 5 ARTSImE

R LUAREE T A IRTSImERAV4ERE ~ S EHAT - URIZVEMMEFAAER o a0 ~ ERFESE
EEINEIANEREER « i@EFURILUISMHEDElasticsearchZ& 5 | LIEITRTRTZHE o
HEE BT SIRFEIREEY URN

ez Al
* ERERAEARREERN SENVREEEE
* BERAANERERE "SRR IRFEER"

TR
1. BB RERE (S3) > TEIRFIHRES o

EaRBim BEEAILHIR « TRTERENTaRBIREEE -

83


https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html

84

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

EICEIRE I IRR, ©

IR A E R R EPEEN IR -

- EEERE o




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. FEEVEZMIFR S ERREBIIZE T IR

NREMERERPBIT SRS InEs ~ RIERIRR N EITREE S (F AR T S iRFS o ([
@ MR E R ERIEE o N EEESE A FE2BEMRNURNZ A  Hee
EEEMHRNENR © KELEERRER/FAIRIENTER © StorageGRID

3. R TEE*) >* THUBRIRSEE*) o
%Eﬂaﬁl‘rﬁﬁhuﬂﬁ ©

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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6. BRRABXMLALEIXFHIEF « REBEERGFEEE -
Bucket options Bucket access Platform services
Replication Disabled ~
Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.
& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.
Enable replication
<ReplicationConfiguration>
<hole></Rale®>
<Bule>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ
IIII#HHHEHHHH%%’III
@ ’éﬂiﬁﬂ)ﬁ iR B &R 7B StorageGRID fEHGrid Manager:EGrid Management APIFYEIE B R
TSRS o MNRIGFEFABXMLEF LR « 55048 StorageGRID T EIES o
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o
e ERR TEAFEER) Bme
EE T ERE > EHEA -
B ERSEMEN REE -
- REERAEREXMLAE I F A 1R ~ ARIERRHFEE

:sgws-topic</Topic>



Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

ZNotificationConfigurations
<TopicConfiguration>
<Id>Image—creacedd/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>
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BN ~ ARG B pYth B2 EEEH TAWS Simple Notification Service (SNS) L ~ BRI EARFSITE

MIREREXEFHMHGE -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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* URNEMUERS|4ERE ~ EREPEAPESERN
{#1FE domain-name/myindex/mytype ©
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRI AA A MIFRA

TEUEEEFID ~ MG EEN S EFIBRAERT /inages BEXE—EB UM « MG PEZ RS 55 ERE
T /videos BEEF _EERM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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MBEKE ~ BRI UERTIE—RERERRFFENESES !

* B #TF (S3) *>*RHEFRE ~ ARBR ARSES  ZIEHR -
* MRICEZEMRS3 API ~ SAEAMERR R FEBERIENENX - F2RBEFSIARIRRMREAET o

HERIEN
"R S E AR

"SR ARHEBRXML"
"f$FS3 REST API"
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HESESIRFEEERNISON
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EEE Json X L {REX ZE B BYMhimaEs o

It EEFIRE R Json&E B ~ ZEHIRIIE A A S EE R ESL SGWS/Tagging. txt FRAMNBEEREIL
test © © test (EAEFERERA ~ AUt versionId {EsA%EH ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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