ERAESEEE
StorageGRID

NetApp
November 04, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-117/admin/grid-federation-
overview.html on November 04, 2025. Always check docs.netapp.com for the latest.



Sk

fERERRERE
HEEE&RESE ?
HEEENREEER ?
AR TERRE
NI BRI E S TR
HEERIRAERN ?
RE B TIETRIE
Grid BT {ERTE
AFHHLIRE TERE
HEEEERER ?
BEREENIIERRE
BARERINER
BARERNEESR
EEER AR E = 1 CloudMirror 185
BAENRERER
FIgELR
o4
BRI ELR
[[edit_grid_fed_connection] 4R$E48+& [F1ERE4R
[[test_grid_fed_connection] ;s 48+& F1BRE 4R
TEEERRE
[[remove_grid B&%% _connection]] #5488 EI A ELR
[[force-remove_grid 8&3% connection]] 3&HIFE FR4A1& F R E 4R
E12 Grid Federation B 72 5FHE A
BIAFRIER
BRI
AREEAFTRVFE R
B R EFROFE A
[[remove-grid-Federation #FR |] % b1 FA4BAE [F) BREARE R
R HI TS BRIERR
RS HEAR AN E] B EE TR
[[grid-Federation $&5% ]] Grid BER AR LR EER
IREERTER
BANRERE R HNiER
AN EHRBAIREEE
FET R SR EAMEREEER
ERKMER
EEEREARHY

o N O o oA W W A2 A A A

W W W W N N DN DN DNDNDDNDNDNDNDNDNDNDNDDNDND=22 2 A A A a
A W =2 2 00N O OO O W WN -2 2 A O O © 0o o o b~ W -~



ERMERE S
R 2

ISR E AR RS RE NI, « WEM{E StorageGRID R4z EEREEYIM « LUETTX

BEIE -
1+F?ZEZH$§|__IEE 1\7??

MR R ER =R EM{E StorageGRID RFREREFMEEN 2 EVED « SEMLZRELR -

A& EISEIN T{ERIZ

TERIZ B ERPATE MBS Z R E A R R E RV BR o

Perform prerequisites
on both grids

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid admin

Grid 1
Add configuration
Download verification file

v

Grid 2
Upload verification file
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot

Rotate expiring certificates

StorageGRID generates security
certificates for each grid.
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Grid
admin No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

) 4
Yes,

Configure same identity tenant Using No

. < identity
source on both grids federation?
¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid
\ 4 v
StorageGRID imports StorageGRID clones
federated groups to local groups and users

destination grid to destination grid

Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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Space breakdown Allowed features Grid federation
q Displaying ane result
Connection name 3§ Connection status @ = Remote grid hostname @ % Lasterror @ =
Grid 1 to Grid 2 0 Connected 10.96.106.230 Check for errors

3. (FJiE) I%¥ZE *Grid Federation (4ERHE4ER) * BEIEF "SR EAEMREIEEELR" o

AmEE L ETHVAE
MRCHEBHEELS * ERERFRES - RROEME « HUREN—RIET REHFRR" TR THER

* MRBEFEE * ERAERREER * #IR - KR LUEERTPIE—ERGEEHEPFAFF - 78 « TFEsy
IS BHRAGEREEMAR - IRECRETWPRZEAFRGEFFATHRRY - Al REMERS LET
MEEBIHREE o

* RETRRE ~ SECRBR  ERERERER - #R -
* RETRRE « CEAENTRNERREER o

22


https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/editing-tenant-account.html

xR EFRIFE S
MREHEBIRAS * ERBRFRRES  HRNERS « BEEN—RIET BISERIRS" LR TIEE

* EIEBERARES _ERRISIER Z Al ~ IS RSB IRIRIRERS LIRP RIFRARTES ©
* ISR ERAAR _ ERVE SR Z A [ ZRSTBIR B RIMERS EiR R BIFRARTES
* MREHBHRRGERNERF ~ MIZIRFREEZBAREERER -

* MRECEBRRE LNRBHEP ~ AMEAEREBpBtERNEREE « ERENZREBFERE
£ - eI URIBRERMNES « IEZETCEEACHEHE « FHAE - FIEHRMiTESE

* MRCEBIRE AR LRERERP ~ MR EHENERENEERGHEAP, - G HEERER -
AERREBLEIR  FBABRER ERAERERERIER - BRELLABMERES

[[remove-grid-Federation #[R 1] #8FR{E R 481% [F) R AR R
HER IR ERAEERELR « M ERER * (FRAARFRER * #8 -

Grid1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant

BIRE R ERRARERERNVERZA - FHEETIIFEE

* WP BER * ERMRARERER * HIRE—IRXAMENF - MEZEMEABILARFBIER -

- RIS MR RRBESER  MIEEBI - ERPRRRES R 5 IR WEKERIE
BRSNS -

* BhR [ ERMRERER ) R - TAERREAEEERZEERNIER © M « EEEE ﬁAﬁﬁﬂﬁlﬁlﬂ
B ENERERE - AN - MASERREPEREIEE—BEPRER - MREMPFELEEREE « &
AFEUREMESBFMEREF o

Az Al
* BEANE "IRIVERRIERS" -
* CHEA MERE B IRTFEERR -

FRERITENER
BT EIFAMBARITRINEERER -

TR

1. RE—EMEEE « REESIEERZ A Grid Manager ©
2. 9B HARE > RAR > ABIRERER > o

3. IEECEARLTBURE R EH S EER o

23


https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html

4. 11 * AFFRVTER * RIIRE L ~ HIEHA B R IEEERAER -
o NRFIHAR - FFIERMF EREERER" BRANERTMEES LPRERTE o

MREAEF TR CRAEERER  AIEARE * ERMERREER * #R - AR XLEEW
fE#E L IERERFRINEESRES -

bR F HERR
(EREPITREMNEMARIER 2 % « ST RRTE S £ AR E BREARAVHERR o
TR

1. REESIBEZE A Grid Manager ©

2. #¢ T Grid Federation 1 BEEZ 051 EEBRIER o

EEEREER
a. EEFE ARG >t R > EREE - -
b. BEEVERLBUBREFMEENER -
C. £ * nAFFRYVEF * RE L  EEGE R RVEIERE
d. EEY * BRRHER * o

HAEE
a. JEECHER
b. FEEVE AL BB RHEERER -
C. 7f * HEMREGER * RSIRE L  BECERBVEEIRIGH o
d. EEY * BRRMEMR * o

3. HRBIFESRDE R IR RE S « RBEEE * BBER - o

° MMRERAILEER ~ CEREFAEENER « RTINS o AR EEABERMERRERER
° MR—EZERFITRMBAEBERER « IIGRRIER

24


https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html

Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
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S LlrootBE AR « RTEREE s E 4 o
. 7£ audit.log FIEE CGRR A8 ~ M FEABZRATAREEER
Bl ~ b S BERE 30 DIEANAFA CGRR HEIRM Greps - MFMATEIZRATA -

# awk -vdate=$ (date -d "30 minutes ago" '+3%Y-%m-%dT$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

i L AR IEES) « HhEE75E CGRR :ABRIER - EHAIF - FiABRERERERBEEE—

AefEeR « A EAER - M= EERERN ERWHF) 1Fx - RBE=EIEREAN MERMFE F

E 3

o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNQ3MyOxMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTglIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXxMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwWQkUENFQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
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TES Y1 BIRRZS 1D

HR HHERAEE o IRBERER RN » RIIERS T—ARiEsR) -
Bl KHpER
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* BEEYHEMBENERIRATRE
* YNFfat ~ fEA Grid Management A% API o

TR
1. % Grid Manager TEIREEEGRABEIR ~ FRATRIEEN * API XXfF * ©
2. EEEY * RiTEFAE API XX * o

@ ErA [ 'private | BY StorageGRID AP| in2EINBE ST « BARBITEM - AR E R
ZERBIAPIRRZS © StorageGRID

3. £ Cross-GRID % - advanci @E&H « EEEVT51imE, -
POST /private/cross-grid-replication-retry-failed

4. B Ao

O IE * AN * XFFHIRH ~ & * hRAs ID* BIEFITREENLA audit.log BIRRZS ID ~ FZhRZS ID BAEFRAVEERE

BEREK -
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6. BEEB{T" o
7. HeBARRESEIRERE S 204 « RTMARMSMEREIRIARE « WEREREREE PR o

() WERTEREERERERIEEAITILET RS o

EiIrEREARH
RSB E R  DRRHR -

@ MR ER — B TR E AR S EARERS o
R T SIS AR E R -

* {FH S3 "IZEEY)H" o "EUS (4" ERsA o [BIFEEHE StorageGRID #/& x-ntap-sg-cgr-replication-
status BIEZEEE MHIHEP—EE !

HKiR * RN BRI e
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c R ERRMERERN - ERELARRILIES o

Byt *EAR YR EIRIRERER o

* YNFREt ~ A Grid Management A& API o

1. 7£808 API XHHRY * BEHERRRTER * B  EEUTSiRES

GET /private/cross-grid-replication-object-status/{id}

2. EEE e
3. 7 28y BEH ~ MAKEPFEANARE ID cross-grid-replication-retry-failed Fgh °
4. BT o
o. HERN AR A (AR 200 o
6. BEEENRE « ERETIHEP—IE !
c B I YIFERER ©
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