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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

ViMware SEH.'HEES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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a. MIATS&H< . ssh admin@grid node IP

b. B AFFRFIHIEERS Passwords. txt &5 !

C. A THE L U Eroot © su -

d. B AFFRYIAEES Passwords . txt HEE !
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2. {FIEAMSERFE LB R ILHTHVECERTE © service ams stop
3. EETHLauditoghi® « BEFREELIIENSENSRERIERE -

i audit.log EFTEpH AME—ARSEAVIER RS o HIU0 « #F auditlog HEEENE B 2023-10-25.txt .1 °
cd /var/local/audit/export

1 =l
mv audit.log 2023-10-25.txt.1

4. BIERENAMSHRFS | service ams start

S. BB ~ B REIZECEMEE N EER MR ETR LAY A{IE | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRIRREF « B AadminBYZHS o
6. WRFABTEZECIRE | scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIRGERET ~ B AadminByEHS o

7. lrootEH © exit
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NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recaover a failed primary Admin
Node
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a. IAT5E< | ssh admin@recovery Admin Node IP
b. #AFFRFIHIZZEE Passwords . txt FEEE .
C. BA TS U Eroot : su -
d. B APFTSIHZEHS Passwords . txt HEE :
HMUrootEAZE - IRMEREE s E 4 °

2. BEMPLEFEZIERERE | cd /var/local/audit/export
3. BHRBHFEIZCIREE R EIENEIEEIRL | scp admin@grid node IP:/var/local/tmp/saved-
audit-logs/YYYY* .

HIRIE TR ~ B AadminBYZREE o

4. BTLDER « FEEIEREREZCRIINEN SRR 28 « RSN ER SRR E LR o
S. BHEMIEEIRENRL LREZAC BN FEREMEHERTE | chown ams-user: bycast *
6. DlrootEH © exit

T REREZI BT AERE B P iREEE - MFFEEN B2 "SERZARIREFE

e E SRR EREEMIEE

MREEEBEFERELMENTESIENN LFEEEMABYE - ERMERHNELE ~ &0
BEREEHEERE - HBStorageGRID ENASRE R S —EEIREELEF « A HEEFRILE
EEE -
FsaZ Bl

- BERENHITERNEIEER o

* StorageGRID Z#ZE VB MIE SRR, o

s @A Passwords.txt 1EZ :

c EE R EBRAS o
RAMNEETLE
NREIREHHE « EEEEEHMENEFNELENSZESL - ILENEEETIIEH !

* BRECER

* EIRECER

* BEREBMEN S>> TAS>ERAE EENE RN FHREPER

ENEREENHME - WRELXEREFEEERNVGBRM LB —EZONEEHNRERE - 18 « fiEHEEES
BRIBR R —E D R EE R RERSBMNARFE

MRITIERT T EIEER « StorageGRID BIENARA S —EEIREE « LRI EEHMERERIFEERE
EnZL (SOURMK} BIRENRL) EREIMENTEERMR « LUERELEN - IREHNAKIABETEZEEMEL
RS R EIRER B RS o
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1. BARREIREE,
a. MIATS&®< . ssh admin@grid node IP
b. & AFFRFAYERS Passwords . txt 1B !
c. AT d< U Eroot ¢ su -
d. A FFRFIAIZEHS Passwords . txt HEE ¢
2. ERFEIRERLZLEMIBRTS ¢ service mi stop
3. AR EIEMEE L BIEEARERNE (mgmt-API) BRFE | service mgmt-api stop
4. EWENSIRENEE R THISER
a. FAMENEIRERE
i BIATSI&H% . ssh admin@grid node IP
ii. BARFRFIBZES Passwords. txt HEEE ¢
iii. AT ERSUTIREroot @ su -
iv. B AFPRSIEIZES Passwords . txt HEE
b. {ZIEMIBRFS : service mi stop
C. {F1Emgmt-APIRRFS | service mgmt-api stop
d. BESSHFAZERHEESSHIEREZ o BA | ssh-add
e. B ARFRFIIISSHIFEVEHS Passwords . txt M85 !
f ENENRREREENEERNEIRER . /usr/local/mi/bin/mi-clone-db.sh

Source Admin Node IP

g HIREETE  FHEDCEEREMEESEMNI LHMIBERE -
BHEREELENSRNIMEN SR - BRIFETHER « 15T REIMERNEENR o
h. EEFBRERBHEFIHEMMAMREEER « AUSSHAREXBIRIAZEM o WA | ssh-add -D
S. EMEENSRIREIREE EAARTS ¢ service servermanager start
18 = EIRENRERT « 55I2/RPrometheusisiz

& ~ ol L Prometheus# BN E S HIRRE T AN T E SRR L o
BStorageGRID ENAARE ZH—EAEIEMER « 78 LJ,_\Prometheus?Eﬁ o
FtEZ Al

* BEREWHITERENEIRERS o

* StorageGRID 2 E/V B MIE SRR, ©



* {C¥ER Passwords.txt B2 ©
c MEERACEEAEE o

FAREETLF

MR EIEEEE - BEIEERE EPrometheus BRI ERFIHEENEEREERX - ELMIEEIRMHMELET « LR
REFEEIFBIPrometheus B E » FEMIEMN EERMRREEE - EEHIER - MEBLEEHITStorageGRID &
HEERER ML T4 -

MBTBER T TEIREIEL « StorageGRID BEMIEstringR 45 A F—EEIEEEL « A LUi§Prometheus B Kl EE
JEFEBEIE ((SOURUSERHIE) HERIMENTEIEEHE « LIERETISE - MREHNAKRIEFTEESE
B2 ~ B)EEIZIR Prometheus BHIE o

@ B PrometheusBERE R AR E— /U LRI - BIRFFERIFEEIEENZ _LF LR 93 Grid
ManagerLhSEf A (ER o

PER
1. BARREIRERS
a. BIAT36< | ssh admin@grid node IP
b. & AAFFRFIAVES Passwords . txt 1B !
C. AT <L U Eroot : su -
d. B APFIFIAZREE Passwords. txt FE2E &
2. REREIEEELE EPrometheusfR¥S : service prometheus stop

3. FEIMIEMEIRERE e TP ER ¢

a. BAMBHEIRERRS :
i. BIATS®H% . ssh admin@grid node IP
ii. ¥ AFRFRFBIZEHS Passwords . txt 2 !
. & A58 < A Eroot ¢ su -
v. 8 APPSR Passwords . txt HEEE ¢
b. {Z1EPrometheusfR#5 : service prometheus stop
C. #SSHFAZEIBIILESSHRIETE o BIA © ssh-add
d. WA FRFRHIFISSHZENEHS Passwords. txt M85 :
e. f¥Prometheus B BN SRR EIRERLE R MIEN SIRER

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIRRRET ~ 12 Enter *HERLEHR MRIENERHR ERFPrometheusERIE o

[RIBRIPrometheus B E R HE L BRI SRR ISR EIREHR - BRFETARE ~ 5B IR NE
AUEIRENRS o ILRFERRR FAIREAE

BREEER - [ETERERE
a. BEETAEREETIHFIHEMFEIARSEE « AESSHAEERBIRTAE LR c WA | ssh-add -D



4. ERREIEEE, FEHEEPrometheusfi#5.service prometheus start

WIEE ZEEEREPIIE
He S B RRE S ¢

AT T IR ~ AR IEE B EEMANEPME - —(AEEHREFHHEREIED
B (CMN) BRT - AT EEIEME o AT IS ZEEIEER « 85 StorageGRID
EZERFEE T (AT EEIEHA - FFAHMEEMRIIAIFT EEIRHAS -

W PERYIF T B E IR AR A ZEC ik

INRECAESE AR BRI E G GCE: « AIEREELERE « LUEEERINARTEH
MEEAEKE: - KAINUEEMERNIFTEEENMBBLRITZE - RIRBERTEILCCEER

ELHIR

IERE SRR ECEME I RN B IR R E R EE R M EIRE LR ERAIE - A% - BEREREZEEM AT
BREZRHEEME - WA S BEBERETN SRR o

RBFAERME « ERIBEE AR IE EIRMEE NG L e - MRHER A —EEEEHE - AIRENSIEERE

SEMBIZEBERET « FERE e BIEECE - MR RN ERIEER - MIRMBECLITSEETEDHR
TR S —(E IR e R IS FEIZ O i%

@ MRREFREERENEIRERE_ FFEREZECER « G SE R ITHBFEUS LEECEE ~ HIMNTEEH R
Bz’
1. MNBAIAE ~ FEEARENEIRER - TH) « BEA T EEEMMNEMBIRESHE (BF) -
a. A%< | ssh admin@grid node IP
b. &5 AFFT5HIEHEE Passwords . txt FEZE !
C. B AT an < U Eroot © su -
d. A RFRYIEEERE Passwords . txt HEE :
B lrootB AR - RTEREE s E 4o
2. {FIEAMSERFE LB R ILHTHVGCERTE © service ams stop
3. EffitnfhauditloglE® ~ FHAGERNIIMENEIENMNBERRAER

% audit.log EffTan R AME—MRIEARIESEE R  HIU0 ~ 1 auditlog 1EEEM %4 2023-10-25. txt. 1 °

cd /var/local/audit/export
1ls =l
mv audit.log 2023-10-25.txt.1

4. BIEENAMSHRFS | service ams start
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S. BII B ~ AT B EIXC R EE N EE R EIE IR LB AAIE | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIREEREF ~ 8 AadminB9ZES o
6. EBIFTEFEXECERIE ¢ scp —p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIREERET ~ 8 AadminB9ZES o

7. DlrootEH : exit

WX EEEE
AERMEIFETEEENF « T AKERERERERE -

TRIUERER—ET & LATHIFE R EEMAREVAH RN FE 2 EEME ATV Mware EHITHY
FEXEEIRERL « AR Linux T ERBAIETEEIREME - BIRTERBRERARE LNFFEEIRHE,

AERAEAMAMERRTENER - TREMEREr (BRNFIAMEEL) 2%  ZE2FR5I1E5E
TIFEEEEMAERN T -

BaTa 2
VMware "EiaVMware i EL"
Linux "EEHALinuxEIEL"

SG100£2SG1000 RFSFEFEEE "EIRARTFEE R E"

OpenStack NetAppizAIOpenStack E itk s g ZMIESHBAB B ERE
¥ o YR ITEEMIETEOpenStackEFE R HTHENEL « FF FEHBEAM
ELINUXTEERFRIESRE  12E - BEREER "5 Linux BiZL" o

#ZEEY TStart Recoveryl (F%RIRR) URTEIFTEESIEENR,

BIHIET BB % -« SHBFEGrid Manager®#EEY Start Recovery) (FARER
)~ REETENRLER TE A IR ENRARYEHARRRS o

Bta AT
- (R ERBAGrd Manager 'Sz EHMEE 253" o
CGAA T S TR TEERHR o
© AR E BRI -

* CEEEILR TR -

e

1. #£Grid Manager®3%##* maintenance > Tasks > Recovery* °
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2. 7£ TPending Node) (HIEHR:) HEPENEERINERIFIRER o

ERENER G HIRERER « BB AIENGE - HEINMENLREL EHFMESRL -
3. MAELEBNE" o
4. BB BAYAIRIE" o

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name LT 1Pv4 Address IT State IT Recoverable ]
® 104-217-51 10.96.104.217 Unknown v
Passphrase
Provisioning Passphrase | sssses

Start Recovery

o BIEIMIEARER R PRINIEERE -

() EEEERSTEN ST ER RO - WHEHR—EHER R
MRITERIL - BRLGRISE NRE IR o

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

MRECBEEREFRESME QB ERNRERETATZEAGAR « LOTFFR -
° *VMware* : MIFREEIZNEREBER - AR - ELEBFEMAREINER  SFEMBBELHE o



° *Linux * : TELinux T EBITIHE AR S LAEFENENEI®L | storagegrid node force-recovery
node-name

c FEREE | MRCHBEEREFREAER  AXN BRI TREAREMHAERATRT LMK
sgareinstall TEEIRE L o 5E2H "EEREBUEMLZE (ERFEEH) "o

6. YNERStorageGRID EMZIBAMEAAE—Z A (SSO) - BEMNE 2 EIRMEMKES SEEREARE
REREENERE « 58N (BMRRENREIL) &i%iTEActive Directory Federation Services (AD FS)
REVKRE S B o AT EIEMRNERE AR E £ TERFIRSRE o

@ EERTEEBAEE A2E "REE—FA" - EEEFEIFERERINERE  AEATIEEHE
MaE < Shell o BiifE /var/local/mgmt-api B&E ~ FABIER server.crt EE .

EMIERIF X EE IR HIBRIEZC iR

INRICHESEKERIIFE B ERMRREIEIZEC R « UEREEEFEIZECEREN « Y
R EHERICEMENIFETEEIREHR o

Az Al
* BRRINITERNEENES -
* ERIGEIEEHFKAN 2R « LER B EEREIEMIE -

RNERI(E

MREEMBAN » REEALSEMMPEIZECHAISETER - LA UREEIEN EEMAEREAGCE  ARR
BERIZGCEEREMENEIRNR - LIBRERIER - RBIEME - AIseE AR SRR RIEZT
B o EEREIEN T ~ MRHEAZEEIERHE « TAIUES —EERHRMIERE L - AR EERE
FRE EIRENE, o

MRRA—EEEME - MEEACHEHRERELCE - ERNEEDNRERER SR
& mMBEhRE—% -

WAARIRINEEIRERL ~ A REBIRECERINGE ©

RIETER ~ EREN S EEE SR LAVTERECE - MR TIE—RER « TERIUBHEEL
TR

@ * CEREIMBsyslogffRas » FELCERIRTE G F X EsyslogfAlfkas « MIFEIRERS
* CRAREEE XN S R EELE B LS NARER L -

H2H "EEZA S MR B Rt ARG EER

1. BAMIENEIRERS

a. A T56< | + ssh admin@recovery Admin Node IP
b. & AFFRFIAVERNS Passwords . txt 1B !

C. AT GmSUTIRZEroot © su -
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d. BAPRFTSIBIZS Passwords . txt & !
HrootB AZ#% - IR REWEE s E 4 ©
2. IEMLERIZIERERE
cd /var/local/audit/export
3. RREBRIREZCIER RIS R EIRERS
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIRVE TR ~ B AadminRYZ5ES ©

4. BTEEER « FERSEMEREZCHREIMENERHR 2R « HIERERERMERE LR °
o. BB e ERMR LIS EER R EMBERTE

chown ams-user:bycast *
6. lroot&EH © exit

Tt BRIRREZEBINEREEE AR IREEE « NFFASE  A2R "SR EEZARPHFE o
RRIFFEEIEMER - FEREENEENE
MREEEBEFEREQENIEFTEEENE LREBRABY - ERMETNELEH « &0
MRt EEIEMRREIEHMERE o
FsaZ A

* BEREN I TERNEIRER o

* StorageGRID ##ZE/VEEME SRR o

* {C¥ER Passwords.txt B :

c MEERAC BB o
R EIETTIE
MREIRERNIE - RETEEMHMENETNEFENRZEX - LENEEF THEN -

© ERECER

* ERECER

* BEEBMEN > TASEIRAE EENERNXFHREPER

ECEREEHE - WELZEEFETERNGBR LB —EXTONESEHAERE - 18 « e EEES
BRIBR AR D B HEMEA Rk MR E -

MREBFIFETEEIZHE AR EENMBENECTESIEHT (SOURDEEIRENRL) BHEERENR,
LUEIRESEE ©
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@ EREIEMRER ERSERER IR - ERFBFERIRER_ LR « #59Grid Managerfi

RERF AL o

1. BARREIREE,
a. MIATS&®< . ssh admin@grid node IP
b. & AFFRFAYERS Passwords . txt 1B !
C. BIATFEn L U Eroot © su -
d. A FFRFIAIZEHS Passwords . txt HEE ¢

2. RRRERHEMIT GRS o A% ~ MREIRRET « BABSRAECEEAZHE © recover-access-

points
3. RREIRERHELEMIARTS | service mi stop
4. RIREEHHEILEHIEEATEXNAT (mgmt-API) BRFS | service mgmt-api stop
S. EIMIEN BIRENRE FSER TFISER
a. FAMENEIRERE
i BIATS#< . ssh admin@Rgrid node IP
ii. B AFRFRFIBYZREE Passwords . txt FEE -
iil. B A THER<S U Eroot ¢ su -
iv. B A FFRSIBYEEE Passwords . txt HEEE !
b. {21EMIBRTS : service mi stop
C. {Z1Emgmt-APIfRFS | service mgmt-api stop
d. ESSHAAZESHFIEESSHAIERER c #A : ssh-add
e. B ARFRFIIISSHIFEVEHS Passwords . txt M85 !
f HENENRREEEENIMERNEIRER . /usr/local/mi/bin/mi-clone-db.sh

Source Admin Node IP

g HIREETE « FHEACEEREMEESENI LAMIBERE -
BENEREELENGERIINEN SRR - ERIFRTHE  IFLBITRESINEN TR, -

h.

3

EABREERZHFIEMMARSSR « ARSSHRERZEXBIRIE S c WA | ssh-add -D
6. EFRENREEIREE FHRTS © service servermanager start

BIRIET EE IR Prometheustsig

5E ~ ERILLRPrometheus £ R E SR BURREBERMHIIFE EEEMEL L -

ez Al
* BEREWHITERNEERER o
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* StorageGRID Z#ZE/ VB ME SRR, ©
* I®¥EH Passwords.txt 1EE :
s BB RICE @A o

RIRERI(E

MR EIBEREGNE - EEEIRS _EPrometheus B ERFrAEENEER TEX - BERINEEEMRER « ERE
EFEEIUFBIPrometheus B E o FEMIER EIRERRENE - EELHISR « MEBEEHITStorageGRID &
MEERERMEL R 1K -

MREBFIFEBEIZEMR « TRILIEPrometheus BRI ER T EEIRER (SOURUSEIEHIRL) BRIIMENE
EBERL « IBRESLIER

@ E8Prometheus B ERAER E—/ R LB - ERRFEEREE IR EE1EEFF ~ 39 Grid
ManagerIhREdE A/ o

1. BARRERER,
a. MIATHE< | ssh admin@grid node IP
b. B AFFRFIMZERE Passwords . txt FEE ¢
C. A THE L U Eroot © su -
d. BAPFIYIRIZERS Passwords . txt fEE ¢
2. R R EIEE A= LEPrometheusfRTS . service prometheus stop
3. EIENEIRERE FSER TP ER
a. HFAMENEIRER,
i. BIATH#< . ssh admin@grid node IP
ii. ¥ AFRFRSBIZEHS Passwords . txt FEE !
iil. A TFEL U Eroot ¢ su -
v. B APFIYIBIZEERS Passwords . txt fEE ¢
b. {=1FPrometheusfR#S : service prometheus stop
C. BESSHIA BB ESSHRIEIZT o A © ssh-add
d. WA FPFRFIFSSHIZEVE RS Passwords. txt M85 :
e. #§Prometheus ERHEN SRR EIREME N FIIEN SIRER

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIRIRTREF « 3% Enter *FESRIEEHER MEMNSIEEEL) EMETPrometheusBER}E o

JRiaRIPrometheus B E R HE L BRI GENEIEN EIREMR - MBRUFESTHE ~ I5TIHERENIE
AYEIRENRS o ILRF SRR FAIUMRAS

BRI EEER - [ETEREIRTS
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a. BEETERERTBEFIEMMAMRSER « SAUESSHRIEREXBIRIAEZEI® c WA  ssh-add -D
4. ERFEEIRER FEHEEPrometheusfi#5.service prometheus start
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