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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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BREME -

Dﬁ/laﬁ
"ARCT : BRiEN E iR B H#EE"

"ASCT : FRiEHEEIRE"

"RE . ILMEEIMIFR"

"SDEL : S3fIp&"

S3 PUT : se#RIIIIRR 5 ~ AR FB9Y4ak

B

%wiftﬂﬂ']ﬁ? SCERARTHEY AR 2 ARIBRI G A

Swift Get : sCERAIIIANEZ 5 ~ MHREA 1505

HA PR o

SwifttRER : SCEATIIIRR 5 ~ UIBEMHEE

REEE o

"SGET : S3EW{§"

"Shea : S3BE A"

"SPUT : S3"

"WDEL : Swiftffilp&"

"WGet . Swift Get"

"WHA : Swift7]J58"



12U aEA B2

WUT Swift PUT : sCERRRIIEYARR 5 ~ UEBILFEIYIEF "WUTT : Swift Put”
BT

° audit-sum TERTUBITFIIEE :
* BRIBANSYERAERVREAZECER o BIUD
audit-sum audit.log

audit-sum 2019-08-12.txt.gz

[ERFERIEZEEZE - HIA0

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*

* BRRBEENRA - AIERICEARENTALRERA grep SpLHEMTTE o FI0
grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

TR ERBEEZMAEERA - EEEIEREER  ARIEZLBRHAHSTISIE 5
M zcat FEBEERMNTA - HIiN :
<:> audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

AR L IEE « RFFE LAEREYM LREESREE  SkFEFERR « KEHM N BRI
ASHEDAE - IREFER « HEGRRER/) - RAMTIRERRE « BIEEUER size (-s) BE - HAREE
WFERIN ©

fEF help (-h) EIBUEETHREE o FlM0 :
$ audit-sum -h

BER
1. BATEEIEREHE .
a. BATH&S | ssh admin@primary Admin Node IP
b. B AFFRFAVERS Passwords . txt B !

C. AT GSUTIRZEroot © su -

10



d. BARFIFIIER Passwords . txt T .
EELUrootE AR ~ IRTREREE s E 4o
2. MREEFTEABA « RRER MR EEMRRRIPIA AR « SBIRIBETIID R0
a. BATH&HS « Ef /var/local/audit/export/audit.log KREEDHIERLBMMUE !

$ audit-sum /var/local/audit/export/audit.log

HEEEAIEERA—ARHILE audit-sum TR © IEEEARERERGEFRFAERIRRE

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

7EUEEERIF « SGET (S3 Get) 1EXFHEERIE - £1.13%) « (ESGETHISPUT (S3 PUT) {EEEREET
H491 ~ 730N RFREIRERRE o

b. EEETRIEH10EHREIERE « FAEACrepin L EEMSGETHE « ARINERAHIER (-1) FEE
YK

grep SGET audit.log | audit-sum -1

HEROIERE (MMREER) NRE - ARCAEZ AR REERSEMH BN EMA R ET
Grep °

11



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ FEEEAEHE P « SR UBR=ERIEMS3 Get (BUF) 1 ERZHEA/)E5 GBEIMH « LEEMH
RE% - RABAIRRABNEHEEIZSHREE o

3. MNRTAAEF| B BN AR AREANRI SR/ ~ SBER TR/ EIE (-s)

audit-sum -s audit.log

12



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

TEUEEEFIH ~ SPUTHYT M4 K/IMER2.5 MB ~ (ESGETHTHR/NMIKIES - SPUTHEHNEEES
IASGETEERIEE « RWAEBD R KIET SHEEY o

4. INREREHERFRIENNEE T EIE

a. EEENFEZCE LGS « ARER MKREFRIDHE) I (-gt) -~ IZE2HR (Fa0 ~ 15M ~ 1H
+108)

grep SGET audit.log | audit-sum -gt 1H



message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

B4R R EA/RS37E06:00F07:00 Z BRI E  TEELERR « RAFFHEFRE L ABIEN - MEAE
MEESTEULINMZ LN - ERTASEEBBEENMNE « AW NAAREIEERFES °

b. HEHIERER S/ \EFREERIMIE R/ ~ 5ERMIE TR/ 3EIR (-s) @9 !

grep SGET audit.log | audit-sum -gt 1H -s



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

BLAERET  EERBHITEEIRAMGEH « R4 —LIFE KAVRER
. BEETEFELHMEN  BER EIGREIAE BB ANFAE SGET 1F£ !
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
UNRAEZEHETLITHIGrepH < ~ SAHNIY less BT » —REN—H (—EE@) WRBZICHERS o
5 WIRICEEHEHEE LHSPUTIEER T LEYFMISPUTIERIE
a. {EfEFARIYA -go BEIE ~ AT DB IIHEERIFEMAE DA ¢

grep SPUT sample.log | audit-sum -go
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message group count min
average (sec)

SPUT.bucket 1
0.125

SPUT.object 12
0.236

AEREET ~ BARETIERSPUTIRREYFRISPUTIEE BB FRIFMEERIE -

b. BEHEMPLEAFENSPUTIERRERIE « BEA -9b BIR « JRHEFERAS A :

grep SPUT audit.log | audit-sum -gb

message group count
average (sec)

SPUT.cho-non-versioning 71943
1.571

SPUT.cho-versioning 54277
1.415

SPUT.cho-west-region 80615
1.329

SPUT.1dt002 1564563
0.361

0.047

0.040

0.011

1770.563

1736.633

55.557

51.569

c. AEFEEFFERAARANSPUTIIAR/ « SBRIKEA -gb Ml - EIE :

grep SPUT audit.log | audit-sum -gb -s



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

Bz BRI

FEZEN ST | REE

TS AR AR HRIFEZEN S StorageGRID BEPTA N SBAMNIREEN « UKREAFTR
SEHEBNRERS

MRBEENRHFRM TEIZERA" M EIZEN TRARRE - A2 RHUBREPIERIZA SN —RER -
LUT R igtxsciz g s el s HERAITE LN S 88

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64) :1405569047484627] [ATYP (F

C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

SERZASHEE—BBIETR - BEFRMULSEMEE ([ 1) ~ BFRTNSEBIETRAR TR

* MESERF O]

* HF 5% AuDT > RNFEIZE
* AERWEIR (RS EIRBER)
* DURITFETLE \n

BETHRBEIBIEAE - BERHER R TIRINHREHE !

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

17



AEFHBETRMBEANAESNEFEE - BETERAGUEAREIRFSIH -
TIEERPABMITER !

* ATTR #AFTREBIERIINEF TR - BLEBERFIBREZASMEMSESHIERBM -
* type RENENRFTEREERNIEFTH RIS ~ FIMUI64 « FC32%F o ILERBILUEINFERE () °

* value EBMNAS - BERHEUXFE - E—RERE—EDRZRE (:) - BRRECSHETUE
SISREEE " e

B4R
AENE AR A AR B A EEZAEF o

3ol 2B

uI32 |ASREEY (32i7T) ; AIfETR0E4S ~ 294 ~ 967 ~ 295MEF o

ule4 EAOREREH (641iyT) ; RIRATEOZE18 ~ 446,744,073,709,551615HF o
FC32 MEFTEE 5 32 TERREHME « RTAIE ASCI Ft ~ filin TABCD § ©
iPad FARIPALE ©

CStr UTF-8 Froiy el & RS o AT THIEHIRERFTT

* REHER

* BIEZE\r

* 552\

C YT (1T B

* FRAMABEAAREMNSFRFTRIRA (B A\hh « ERhhEERF T +75%E
fiufg) -

EHHEEER
B HFERRNSEEZN S A IS ENRRAFHRIER -

FERR [(auDT: RIS AZHNALSR - T EBEEREEZASFIAEHHEFNEREN - EEBIEETE
TSR RBET -

2018-12-05T08 : 24 : 45.921845 [AUDT : \[RSALT\ (FC32\) :SUCS\*\[Time (UI64\) : 11454\[SAIP\
(ipad\) :"10.224.0.100"\[S3AI (CStr\) : "4196920499*
Stls6400c64T64"S=Cs=S64T64T1T64"S=Cs=Cs=S64T64T1T1T64T64T64"1T64T1T1"S=S="S64T64"S=
Cs=Cs=S64"S64T1=Cs=Cs=C64T64T64T64T1T1T1T1T1T1="S64T1=Cs=C64T64T64T1=C64"S=Cs="S
64T1=C64T1="S64T64T1=C64T64T64T1"S="S

18



o ATYP TR (FEEAIPMLER) AIEBIEEMSHEH o ILHEAFHFS EIE "Shea” ABAREE ([ATYP (
F RINEZHAINE S3 REBEERFIELE ©

FC32)

FERZEN S B —ARTT

. Shea)

=

FREREIZNSHESBATE -

2%
e

ANID

ASQN

ATID

ATIM

ATYP

RIS

RSRLT

Pl
FC32

U132

Ule4

ule4

ule4

Ule4

FC32

U132

FC32

s AH

B4R D : MBI 1D BIHET MBS o BRTEERLA S
RRABES -

ENELID © fEIRAGEE B Z ARFFRIAEMRERRAID o S IRARTSTEStorageGRID
%**ﬂtz% TEERME « G oE—EM—pImAIS © It ID FAE

FEZ T EREERERIES @ TEERRT ~ IETRIGHERBEAER « BIRRMAY)
YR1ERVETR] o LR RIERRAIEENRBFERRRNR (1970F181H8
700 : 00 : 00 UTC) LAZRAYHHED o

VAR UIETREBRE - FELRAERZAES

BB | TESTAIRRA T © ISt S HEHARERE (ANID) EEEEE
BUTEIZEI BIELE « MERBENMEBRERSE

VER IETEREBE - AELIRAERZAET
IBHEID : HE—EHAEE SR AR

BFRBIET © MR REIZETE MBS M ELERRE - UM AN - BIEERAR
HA (00 : 00 : 00 UTCRA70FE181H) LUKREHE ° 55 R ~ iR REBceE
AR BRNRENASH R IASEUENAERE

FIREEEE A IS LRV RIBIET o BEREPIEZN S REI A LEr]:E
BFRS audit.log HEZEREISO 8601 NMIATIMEBE - HEAMB R TA
YYYY-MMDDTHH:MM: SS.UUUUUU ~ Hf T AXFFHRFTT « R HEIR
& ERRIBESE o vUUUUU BAIHED o

EMHEE | PSR MIEETFTHE - SERBAEN BUREH
RS BSNEE -

R FEZERSRIRRES © BEE BRTARAYS IRERES ~ FThRBIARTS A SE S TEAE
ZEREHPIAFINAE o StorageGRIDLLHE (I FIFEAMSARFS L FE M T4
B~ UEREERRBIAE

HER BN IEFRIRENER o ﬁu%iﬁiuﬂ%ﬁ%\@%@ﬁﬁa&ﬁ%ﬂ
B~ MAZFEHASUCS » Rl AGEIMFEANS o
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RS
TR IR AL E i EEFHAE - FrETEIZN S EERAERNEI

W T R2rISEHIREFRIEAIFEZNE audit. log HEEE -

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDFEF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID (UIb64) :1579224144
1025304357 ]

NS B ST E AR E N « UAAEZAE S EAE
ARSIV ES  SFSHRATYPEE (RBFETNT)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYPEBMRIEASPUT o "SPUT" X3 S3 Put X5 iV HEEGCEREIHFE o
Ty BN EERHRBNEEES

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381a87d6cc216adcd963fb6£95dd25a38aa2chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q2"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb64) :

0] [AVER (UI32) :10] [ATIM(UIG64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UIb4) :157922414

41025304357 ]

EERMRNE SH SRR « AERZNERES MEAMRRRE (UTC) RFREEET © IERRBIZNEELEH
ATIM BRI ALERTBRRZS
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

ATIME 2 &R UNIXEHCRAIALORAVEFE (AT AE (L) o BFIFEIE 1405631878959669 22201457
B17HEH8AP921 : 17 : 59 UTC °

ez S Ean B HA

IR EEFEILENE ?

BRRAE ~ RREEMIERY(ES ~ BT EERILENE BRI LIERRIRGE RPN HAPISE
(S3ESwift) FEIZFE ~ LERAIELERS ©

XS BB B S E S E RS E A IS IRELS o

FHiRE 2B

HE4ES3EE S3BK (BTEZ) - S3KY ($8Rt) smE
HEESWIft{EZE WCON (&2 -~ WOBJ (%) sim&
BENIEE CBID (W{RIRERRRIEE)
ez E AR

RN 2 MR EE R ~ MR RERIEEER R « FRIRFEFTEE BN SIER A se L34S B &0 B PR
AN EE2 N E

EREENRG

BRIZERR T ERMEXEINRERFRRBMELEN —RIIEZAR - BEAFEHREL - RRRBESCMT (
FEEMHRER) S - MESHEYHENNESERESSE - EEATCE (BEMHEKERIR) MASCE (8
EMHERERER) S o

BRI ENR I N ERIE R F R AR BRI EEN—RIFEIZNE « EREFEHREL - EFHHSERREAY
MU ERHEARELEARCB (FRIEMIHRENRE) MArce (BREMIMHEREVER) S o

ERIE AR N ERIE R R AR BRI R FrEE N — RIS  BREFEREL « R T2BSrem (1)
HEREBSR) S - MESEMRERBEETAREM (REMHBER) AL -
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P REENZ 7
CRILURHAPIEE (S38¢Swift) E1ZENE ~ TEEZECER A B P IR fRENAYAL 5 o
TR AT B HREEENFRERIZAL - EOSBHERSRBORL o

SIFEENERIFEIZNE
2IHE &iE 28 BH A2
SPUT S3ARSE  S3 M&AL REBEMII5M °© CBID ~ S3BK  "SPUT : S3"
~ S3KY
ORLM HEYHERD  EYENLIVMEREERE > CBID "ORLM : FF&YHRA"
TRIERHEENFEIZETE
2B &iE Bk B A2
WUT Swift PUT3: 5 Swifti g ARIZRZZ B RIh5ER © CBID ~ WCO  "WUTT : Swift Put"
N~ WOBJ
ORLM TEYMLEHEE  EMENILMERREERE - CBID "ORLM : RI&¥I4#R A"

) : SIYHHHEEY

T —RIERAS ESIAR R HEERFEHR (LMRERTS) B - FREE I #FERZCHRIERAR
ghl -

FEULABAIER « BN ILM RBIEIERLE 2 15 ILM 5281 -
() SUTEARERTI S R AR A AR « S5 LESIERRS (SPUT) HERIEYIER -
I EB IR AT BRI SIHTFE o

SPUT : S3

EESPUTHIE « RREEHS3 PUTR S ~ UWIESENFEER PRI o
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : fF5¥14+538)

ORLMFAERTUIEMHERFSILMEREE] o L ES3EMHRICBIDFERIILMAR B4 FE o
HRERZNYH ~ LOCSHEAIE YHEFIENLMREIZEIDFIVolume ID ©

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] ]

HIIHRRIEYIM « LOCS M BIEHRRISREE ID MIHRREIEEF4E ID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

BRI ISIMFEFEEMEERE « SiSwift BSMEEN « RIEAAPITIE °



2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]
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TRILGRHAPISE (S3FISwift) LS « LG AITEIZEC B F RV R 53 ©
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MRFEFERAAS - BRIHAIUELBEERYG - HEFRBRIRPFIEANRFEFEEINYMNG - BIZAEESE

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

REMHEAERRIRFHNENR - WELERELEERMBEIRANENX -

ETYEGIREF - BRIHSHEHHEEFEE CAEANREEETRYMG « X TS 3K - SAIFSbushY

B CREUEEENEFIRE DS « EES3AIFISACCHEERMITE A IR IDF A A iHmEERE o

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]
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S3IFHEE R ERE LS

25 &8 Bk Bt A2
SUPD S3AEBKIE HSIFALIEMMEEWIMRT CBID ~ S3KY "SUBPD : S3H44E k2 B
B HBERIEESE - « HTRH
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B IR ERIRA S P EERIFIATHE 5 o
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SUBPD : S3H#EE I EH

S3AFIHEHEIEEFEERMER (SUPD) (x-amz-meta-* (S3KY) o ELLEHIF « ERIFEEES
R - AR CEREABZERHERR (AR >EEIE>ERERRCHRAERSE) - F2H "REEZ
S FECER B A" o

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x—amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5vI7mgioJwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0t"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

B R

Bz E C BE

LU R i s lsR PR R B EIRTEILEN S - BEBZNSEE I EREF « LKA SR
RRAVEENERR R AEAERAEN S o ELEBHER N BRAREZBVEBNRE « DU IERFRRAVIE
ZA S ER AR TR AR -

Bz B U ERENEAFTHRBENFRIRFTIL - LF&FER RS EMNSREME
AEREANEEF TABREZAEPHATYPE « Y FFIEHASFR -

2014-07-17T03:50:47.484627
\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\

(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNT] [ATID (UI64) :94457363265
00603516171

MBEREBIZNEER « SECERERIM - LUREERIMNE Syslog AR REVSTEZEFRIEREN « 52H
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