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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAE,
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHED": "FEABAES1-534A-11EA-9FCD-31FFEACIB056",
"PRTH™: “source”,
"META": {
"HASET: {
“"PAWSS: =27,

MHEERE (REERR) =
7R LNBRBETFRED AN ERE - M FREUESREERRE
EENRRSEHF OO EREER - MEERE RN B> N> HER G EE RS o
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Current Online

Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) %6.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 M0B Wo% No Erors e
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Overview ' Alarms \ Reports | Conﬁgurathn\

Main

Updated: 2021-11-11 07:12:00 MST

@ Configuration: LDR (.~ w ) - Verification

Reset Missing Objects Count O

Background Verification

Venfication Rate | Adaptive i

Reset Corrupt Objects Count 0

Quarantined Objects

Delete Quarantined Objects O

Apply Changes *

D i rmmE 85 TH)  SESENERNVPR (BEF) EXEH-

6. — T EREE
7. RS RRRER o
a. W EIEN > (IR N> o
b. E MBS BERT - BeiSHBY RIS R BB B0 o

MR SERERIRRIENESTYHER « *RIEMNObjects* EEZIEY « StorageGRID MSing@ ERRE
ﬂqﬂ?ﬁﬂyfr%ﬁ%ﬁ%ﬂ']ﬁ% SR -

* SNER A LRI S BE ~ StorageGRID BIE BEIEM YA ERIVFEZ o FrpIEAR]
f£StorageGRID &R FILMER R AIith 75 31T o

" MREERBAANE (AAEHBERE) ~ IR * T Unidentified* 838141 EE - WAHEE *
I Unidentified Corrupt object Detected* | ({&RIE] * RBBIMERIBYHEF) LR o

C. YNRIFIFPIBMERMHFER « FBHHARIMTSIREFT ~ UHIESRIBIRARER o
8. BEITIHEMRIS YIRS RERREAER o
MRS =EHERREREEMEERNSIER & ~ AMERZISEN R RBMEIRIE - ZR—EREFMNE LS
%ELEBE?EE’JHEQLXP‘IE o StorageGRID
a. EEU RS> T AE> A iniE o
b. 8812 ME1ZEIZL_>* LAR*>*MIFR4RES*) o
c. 7f MEEsB4ER1 R~ B5iF MERIRISIENREL (ECCD) 1 Bl o
9. BIFERFZBEHERRIENYIHStorageGRID Z & ~ sAERBRIBHWIHE o
a. EEUZIES T A EginiE: o
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b. JE1B TATFERES_L > [ LdRJ > [ERiE) > TAARS) o
. JEIER BRI B o
d H—TEREE
10. INRATHES TR EIRBRECE « FTLUSEMIR o
() DRmEmEsETmEE GERMM) G RTEARE S UG IR
I ~ DB AR B SRR o
a E > TR o
b. JEIE TATFEPES_) > [ LARJ > [ERE) > RS o
. JEER MIBRPAREEOYILE" o
o METERSE o

TERMHFERE ?

M FERE R SRR TN LREF AR E S MHRRE R R - MHEFERECGEEYHER
75 (FRBETRE) - MEREREREFEETRENGZ LHERIRENERMEEEZEENT
R o

HBEFETHRESEAR - CORAFHREMAFEREIE -

VI FEIRE §:REXStorageGRID HFEVHHHISEVHRPEE R « WEREERTIHERNHRREERN
YR ERREFE o HERNERE U TG EE

- MMEOHIAS | RGN ERANE « StorageGRID AIS BIBVE SL G ER GRS MM AR E
S o AT ENESRIEBILMATE T A « LUAERI Y R AR & B AILMER] « Ea5 D 2 —(EE
& o RBAELHEHIEA LIS ZRAIEARILMER] o WATEAR 7 BRI B AR
FHLE -

* RIBRARESEY R R - U RMIBRARESIIHRY R BYIESK ~ StorageGRID BIERAHEFNR E - BBIE R TR —ER
PR EEEEROA K - IREZEZERNVAR (ARERNREXE) - LM GEASHMGNS—
B8 « URAREERBIHRRER &

BT EERE

B—RABBIUMG AT —ENHFERE L F - ERELTFR « SFENCERSENFEFHRMNEER - &8
BUER TRy —EIEIERIE ©
ez Al

* T ERE AGrid Manager "z iEHVAEE 2| EEE" o

* WEA g 5 R FEUER -

* BEHGERENFEFEMAE LR - BRI LURREIRRR - FRECERENVMARLEERER
ERETR -

* KERAFATNREFR R ECERENEHR LT !
° MERBIRTTLARTIE (HF AR,
° REFEREUHEE
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° ISR HEIRE

° RIE A B IIE R AR IR TR A RS
° ECEHM T

° FEFSEEERIEHR

Mt FERERE AT EEEFETHRRMEREN -
BRERIIF

RIBER PRI E  ENREFERMEIRE « LUREERI—REESTE « M FERETFRIEREERX
SBCBRRF A SESTER o E—RRBEAIT—ELIF « B UEFRPENSE#TF R HEIRE o

5
1 B> T (> AR o

2 BECRIUT(F o RIS TIEEMEHE -

3. EMOANERE MBS - BEEIFTALS T  SEIEIERERN - R U o

TR LUK ENRE R L S TS o
CEREBURER E R RIEIRS -

4. FE e -
O. A BEPHSENRIEN—HZEMRE - S0 AR FERE R ER A BRI SHIRE

AERCENNESEHMENPTAHIRE « SFEEUREED * RFHIRE * 518

6. BEE R -
7. AN TR —ERIEER) o

—HIMEERIREREMH P EERNEND R - BIYIGEERE -

° * Stronglt5* | B—UAAMMIEREEREZ o
° BRIE | BEME AN PEBEREZ o
°*Al (2E) * (FAR)  SELSHFE = ERESEHEZ -

F—EMPERIRREAR N « S RIRBE A o

8. BEE A"
9. RN EREE (CRVEEE - (MATLUEEC E—E - BEREN L —EDHR « LEMTHEEE -

MHEEFERELFEEELHIT - HRIRETHHP—IE

o TE5ERK ©
o AU E{EHECET(E o LRI UMECEEMNIIE « BEENECEBCHR I (E

° TYErplf - @M EEREEFLEET - FERHHERFIEENELETH o
° TIRKM - @MU EERERBET - FEREHHERFHEERNEETS
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o IR TARFSECAMER) = TS AARaSEER

() #%= . cEbEe MsEE) HEEE  ASEELUEEEETIE

10. ETERITE  FRAMERPTE RS IRE - MR MIAZIRERMAEAE -

IERR—RZEER R ROVERY M HRRES Y AERE B -

NRERFRERYHEEBEARI100 ~ AR FEHRNFEFRE IS EEME -

HE o —niEE  ENMEEEmMEEREITET(E -

these volumes.

"Mlssmgob|cctcomc-5dercctcd 9o o |

Progress:

Pause Cancel

Volumes Details

Selected node =

Object existence check

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on

Active job Job history
Status: Accepted
Job 10: 2334602652907829302

0%

Selected storage volumes

If you have questions about running object existence check, contact technical support.

Consistency control @: Al
Starttime @: 2021-11-10 14:43:02 MST
Elapsed time @:

Estimated time to completion @:

Site &

DC1-51

DC1-52

DC1-53

0,1,2

0,1,2

0,1,2

Data Center 1

Data Center 1

Data Center 1

N. TEFEmi® « BERIEREMSETS

* MRRAZNMHESERSZT « BIHAEE

© MRERZHMHERABRIANE « BREEWHERET  RASEEFIAERNES -
EEEERERRERE « LUBRYIHERRRTIE o

° MRERZIHMHERBERARE

flosz4% o

o fRE]LU(FEF Grep #AEX LLST F&1ZENE ~

R o MR IREVEAITE) o

- HEMEEMHERET  MIENBEARERERE

IERR P ERREF AL SREERNYM  BESHHTESIYIMHEZ LusT MIF oLsT °

12. IRERTIEEEF 7RISR D —BIMES -

HiRRE E B RFITIME ©

AR

o Bjki&i

RBETERIIHIEA | grep LLST audit file name°

A=A « MEUSPEEH - - ABTEERSN
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EITILT (R - ERREALFRASEMRHEREERPEBEH - « ERPITLIFA S BMRE
ORI ED « R TEERFIREHMYIAHEZ - StorageGRID
a. EE e > Y EERE > TRER -
b. FIERL TIFEEBIF EEMNIT
EEEERERE M « = ERTITRIIIE -
ii. FWHYELETIE  FRHE—EIHERI « HHRIa e R E
C. EhEBMETHSEMFENEIEE - AREE rerun

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
Ifyou have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
|l J
—
Nodes (valumes) Missing object Consistency . )
JobID Stat - — e Start ti End t -
= e o IR = -] copiesdetected @ ~  control - i@ S L it & J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
DC1-53 (2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) [i] Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d EEMPITIIFEET « BRFTEMRMEIRE « DUk —BI% S o
e. BENEBIFERIITIIER « FEICEMNIT -

MRS HIREA R TERSI1RE o AR TIEER G AE — TR ANEMBAT » MLGRTVIE SR —EIHE
HIEHRIT o TEFAER BRPIEBEIFERUESHRETENIED -

FERKTE
MRBENHBERTREEBEARE « BRI > TA>@RRE> e > #FaR > LdR*>* 58 >"4H

B> 8 WREHREER - ARBEIREMEREFNYTERN RS ER « MEEHREIMMEE - FIR
B IMAEEEERE « AR EBERERER

SEHHE S3 TR RNRISARKRL W

NRBFERPITER S3 X/ EIR 5 GiB RIFFZERRD THEWMH 5% « mMEHHE S3
BRI TR
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FIYAZ Al
* IS (EF% AGrid Manager "Sz U4 E 2| E 28" o
s BB "SEEFEUER"

FIERPLEFE R ERAARS 5 GiB BU¥ ~ LUEBHIMI o

1. @=L E * > BT~ > BtRMH SRS ~ o
2. MRARBRBARBER « AP IFEZECER |

a.
b.

C.

BiA ssh admin@primary Admin Node IP
B A FFRFIAYZHEE Passwords. txt REZE ©
BATSEGRS U Eroot © su -

B ASFRSIB9ZHE Passwords . txt TEE

BIELrootBE AR B RBREE s E 4 o

BAA cd /var/local/audit/export
R RLERE P E ARV KBS 5 GIB ©

i. 8IA zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]*[5-9][0-9]{9}"

ii. $HEERPHSERBZNE « F52H s3a1 BULURERFRIRE ID o A SRR MR (53] &R

R -~ BrREAIYHEARY 1P {idt

AV HiAA

SAIP *R 1P

S3Al #E ID

S3BK §E3}

S3KY Wt

CSliz R/ ({urchB)

* FerxECEAE REEH)
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3 MRARIRBARER  AERAETHTER ID ZR#HES

a. X support > Tools > Logs ° WWEERHEFERNERIENGE - IEEE AR 15 DiE °

b. fRERAEIEZRIAIE bycast.log :
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. S50k method=PUT MR HIAFIG client TP MR ©

* #ifjl] bycast.log*

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S$CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. HHFEE ~ RRHREBWMHA/NS 5 GB ~ MBS LERR KR 5 GiB B o
o MREARAELEE  FBRETR—BE -
S PFRRERMBERNMHER
SEHFABERMBERNYIGER © Bt

YN ERENREEZE - SE AP RERAEIENEX  RRYHERNE =R
58~ ILMEFEHE « UK ERHTFHRERABERYAEER -

RSB ERYE P EE R R EEFRF B ZRETMEL BRI o StorageGRIDINRIETARAN B A E¥4
EA ~ G ESRARFEPEMUERBYFNS —EEE  BRRILMERRIESZIMENZSEYHESIR

El
SNRISTRFRENALL) ~ StorageGRID RULERAMEMABERIMHEL « TRIGEEMIHERET ~ WTFHR

* BANERIES - MREZHENS—EEL - MG ERAER - TERET -
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© BWMIFRARESHIEZS - !ID%ﬂﬂ/ﬂiﬁ‘EHHME?EHWEZK~E'J1§5E'J§|J%§¢EEI’\J?EZIS (ECOR) BMEEESKH
I B RREVE AN Z ATIELE —2R o MR AZIHMEL - BISHEH LR

W BNRERA MHERET « UHENERVIRARE ~ MBS EFEN BERE B R A ERRA
TFENELEERIEENRS S5 2R "REERIIM o

MR RBEENYHEREER « AIRBAMERRSE - T8 « GAER NEKYIM 5t8Es  UMIEERIRYE
KBS EMHBVERMG o F2R "SRIERERIIFE"

AEERIYIH

MR ETRE « BRLERE - WERZEMHRIEREN « TWHHERITZIE
#BFT o

FtaZ Al
RN BFERE AGrid Manager "z U4 B2 B85
© ERB R ERNEEER ©

* I[RAJBEER Passwords. txt 2 .

RAMEETE
HIE R E MR StorageGRID ~ Sures3 A MEEHRBEMHIIEZL - EREREEXKAEK °

Y EAEERIMHET o ErRIERERETE « BRE—PHNERER - TRELEFRT « IRECRIUERT
B ~ AIRERJLUERIERRIM o

1. EEERRL o
2. BE TREFEE_>H o
3. 1B M8 RIRPETRERYEH

HEEF R AR EIRL (A ZIZ B StorageGRID {FERFHIERAIIMH4EEL o ILERELDRMDDSARTS
&~ BRMREFETHERYA St EERIAER -
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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 1B/s
D.800 B/s D.B00 Bfs
0.600B/s No data 0.600 B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

0B/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: @ 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4. eEIRENRL « FEVEZSCEY EEXEMES [ YIHEX ) BETRAMRIME—#AES (UUID)
a. B AHIMSENRS |
i. BIAT#< . ssh admin@grid node IP
ii. A FFFRSIHZEHS Passwords . txt 3
iil. g A T3 an< U Eroot ¢ su -
v. 8 AFRFRFIHIERE Passwords . txt HEE | B MUrootBAR « IRMBREBT s E 4 o
b. BEFREIZFCIRPAERIBER c BIA | cd /var/local/audit/export/
C. fEFAGrepfBEIMHER (OLST) FEI%AE o WA © grep OLST audit file name
d. FHEEAEHEZHUUIDIE o

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- f£F ObjectByUUID 83 < ~ MRS (UUID) SHMH « REFEERESTBRERE °

a. LUBIEE Alocalhost 1402 fZEXLMR LS o

b. #jA . /proc/OBRP/ObjectByUUID UUID value

EIEE—E#F « 2EENYHE UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 § AL
:%o

ade 12448208

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {

: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-ACT2-

"BASE (Protocol metadata)": {

by

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D

OxBAC2A2617C1DFFT7E959A76731EGEAFSE",

12T719:16:10.

12T719:16:10.

by

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
983000",

"MTME (Object store modified timestamp)": "2020-02-
983000",

"ITME": "1581534970983000"

"CMSM": {

12T19:16:10.
by

"LATM (Object last access time)": "2020-02-
983000™"

"AWS3": |

by

"LOCC": "us-east-1"

"CLCO\ (Locations\)": \][
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\ {

"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EE B « BEYYIY vUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FKRHIBIERIIE



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. 1% f/proc/OBRP / ObjectByUUIDRYEIL ~ AR IKEVEERITTE)
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FRiEE R i)
HAEMH (TEEsR1 1) ORIAEM ~ RSO MEERR 1) B -

R ~ CRAIIER BRI BIETE  LUBRRE TR « 82D
MR R L EMIBREY o
fIE>0 RBEFHETUE ~ B MFER) ERAIERIRER °

FESD I TFTE o EFR B Y HAYERRS DANTESRRRIE ~ WD IHAE
EIRFRFMLE o

(B2 "EFEIE S A AEER B 1 SRBFUN I R ENREIDIR S IE
FERY TR ERRE © )

MR ~ BRI UER BRI BT  LUBRET ©
IE=0 NREBHPRTHERNUE « KT EIREER - TAIUER E=

WEERYIH B St A USRI ST 3R BRFT o

iz A\ERIRE G EXREFER SR EEETHNREMERR -

AZEHMERAE A Grid Manager ZFEYIGER" F " Eik
BIREREFHIRE"

=B R A AEE SRR

TR HEIERMAES NEXYMHF (GBX) Tnilr MHES) Byt - mAK
Baal% TrIsEER] B o

FAtaZ Al
s BBEBEEERYMHER UUID ~ dNFRFrat sHEE R o
* {C¥ER Passwords.txt B :

FAREETLF

CRAILUETELLIER ~ IR ESHERMANERES - EASEIERT » IHAZEKEMF - T8 -
ARLEFERT - MREEWTIRATE  AISEEREINERERNERYMT -

()  wmiREHE) - AR RSB o

1. EEREMRIESIELECH « AR UE ¢

a. B AMEMEENES
I BIAT36< | ssh admin@Rgrid node IP
ii. 5 AFRFRTIRERES Passwords. txt HEEE !

iii. & AFEERL U Eroot @ su -
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V. BAFRFRFIRZEEHS Passwords. txt 185 | BIELlrootB AR s BREREE s E 4o
b. BFEEFEXECERFIERNBE: ¢ cd /var/local/audit/export/
C. {£F Grep #EX "TEIZEBETERYFERIRNE" WA HEXERHER c 8A | grep uuid-

valueaudit file name > output file name

B0 -

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. EAGrepfEULEHIER PR MIEEK (LLST) 1 FEZER o WA | grep LLST

output file name

fugn

Admin: # grep LLST messages_about lost objects.txt

LLSTHE#ZA S BERGEEENAE o

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

e. ZELLSTEAE S+ PCLDHEAIFINOIDIREAL ©

MNREFTT « PCLDRYERHIE LIERERYHERITERE - NOIDWER A A EIHEZHILDRER
BEID o

MRILBMHEUE ~ R R] LUS R o

a. SEIL LDR 8125 ID 1BRIAYHEIZENRL o TEGrid ManagerH ~ AR 2 38*>* T B*>* Grid topology © 72
BEEE ERAO S EFEIRE_>* LdR*) o

LDR ARF5HIEARE ID i Node Information  (EIRSEF) FRARH o 1RRSEMEFERAVENR « E2IHE
HHILLDRIEFEIREZSLE ©

2. FIERFEIZEN B iE MR LR S FEYH ¢

a. BAMERENES

I BIAT36< | ssh admin@Rgrid node IP
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ii. B3 A FRFRFIREES Passwords . txt HEZEE !
iii. B A TF5ERS U Eroot & su -

v. B AFPFIFIBIERS Passwords . txt HEE .
EEMUroot B AR ~ IRTREWNEE s E 4 ©
b. B HIERRREEFE ©
HRYIHHIE RIS  BEALLSTREIZNEPHIPCLDE ©
flan ~ WA

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG"

() sBaEsmo LSS IREE A RRIE - LR EMEHTT -

* MR ~ R EIER - EIAERIREFER o BHERMIE -
* MRBLEMHRRE  FBEE T o ERILEEIREIRI) 18R StorageGRID [al[g3 o

3. MRHFMHIRE ~ HERYHE/RStorageGRID ETFIER :

28

a. fEE—EfEFER, - EEVIHERIIBERE - UfEStorageGRID HXIEHFIEITER ° WIA | chown
ldr-user:bycast 'file path of object’

b. LUEEE Alocalhost 1402LA7ZEXLMREIES o BiA © telnet 0 1402
C. 8 A ! cd /proc/STOR

d. A . Object Found 'file path of object'

fan ~ A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6"’

21T Object\_Found L ERYIGHIIEBNAERE - et EEEFAPHILMERR] « KR RAPHY
EERMEE L o

SRR 0GR EVRBEAS: © (TLU I B E AR EOREIZENRS © ISMIIEIRIESS

()  LesmasEfivariocalirangedb B8 o #4% » Bfi Object\ round #% » B
SRR A o

 UMRAESRIEIR « A Object\_Found R9KH o BHERITIE o

* MRV IhE R StorageGRID Z¥)5 -~ BISRETRAINENE o filin :



ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’
BET—F o
4. IRV RLIHIB R StorageGRID EYM4 AR EBILINE ©

a. A . cd /proc/OBRP

b. #A . ObjectByUUID UUID value

THEFIZET ~ UUIDA926026C4-00A4-449B-AC72-BCCA72DD 1311 BV B MBI E ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by
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5.

30

"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. BFHLIREER o BIA | exit
%Eﬁﬁﬁ%ﬁ%&ﬁ%&%ﬂﬁ s SHRUEMHFRORLMIEIZAE « UEREALMEREE (ILM) EREEHRE
a. B AHIISEIRS
.. BIATS#< . ssh admin@grid node IP
ii. #AFRFRSBIZEHS Passwords . txt R !
iil. & A T5d< AT Eroot @ su -
V. B ASPFIFIBIZERS Passwords. txt HBE | EELUrootBE AR « BREBRET s E 4 o
b. BEEIEILGIRFIEMBEE | cd /var/local/audit/export/
C. {EFGrepi S AERAMVFEIZN SN EEIHAER c 8IA | grep uuid-valueaudit file name

> output file name

fian



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. fEAGrepitiEEE LIERMINT SRR (ORLM) BIRERZENS ° #IA © grep ORLM
output file name

fign

Admin: # grep ORLM messages about restored object.txt

ORLMTEZEBIEREEEHEAFS -

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZENE FEHHLOCSIRIL

YNSRTFE ~ LOCSHBICLDHERN A BRI DA I Y44 B9Volume ID » LB RERILMEER « MAEB
AR W E (L BRI B8 -

6. "ERIERMERBFEHE” £ Grid Manager H o
BERERMBERIYIGE

7£5A7E StorageGRID SEE(ER AN FESRFI A eIV ERY G IR ABERH B BRERZE
&R L& Lost Objects BMREERAT ©

FItAZ Al
* IR ZEEE AGrid Manager "SZiEHIATE 2B 25" o
© AEREBE R ERNEEER ©

FAREETLF
TAINRETIE—EEER DEXRYMt) T8 -

© S TR BRIER> A RS> R > > £
© BB TR BRI A > (I ER_> DDS > BRI E> e > LB

BERPBERKE BT > EEE ERER#ES -
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1. RS> T A> 4Ets iR o
2. Wt BAAYHER ETRRERETHRHEFER ARG > REFHR_> "B REE > ERE -
3. BEEERERMMH

Chverview Alarms Reports | Canﬁnuration\,

fvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes *

4 B—TEREE
NEXRYT BMEEERA0 Y MFER) B NEXR) ERAEK « ErETEXDERRMHE -
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Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
A Uised: 171.12 kB
25.00%
Replicated data: 171.12 kB
i 4 = Erasure-coded data: 0B
= 2490 1440 14 = Totak 310.81 GB
== |lsed (%)
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Nodes
View the list and status of sites and grid nodes.
Q Total node count; 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
StorageGRID Grid 61% 404
A Data Center 1 Site 56% 3%
DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ ocisn Storage Node J 1% | 3% 30%
€ Dci-sn2 Storage Node 25% 3% 42%
& bCa-sN3 Storage Node 63% 3% 42%
& Dci-sng Storage Node ‘ 65% 3% 41%
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Storage Options Storage Options Overview

1 - ) - -ET-E
Pl Updated: 2021-11-22 13:57:51 MST

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

| Description ettings
Storage Volume Read-Write Watermark Override 0B |
Storage Volume Soft Read-Only Watermark Ovemide 0B

|_Storage Volume Hard Read-Only Watermark Override 0B f
Metadala Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083

SEHPHARHTIRE (8STS) &R
MRFEFEHRATAERRE « I E\EHEFARE (SSTS) Em ~ UHMHRHEEZA -

FAYaZ Bl
S BFERE AGrid Manager "z 12 HI4H B2 B85 o
* BB YIENEEER o

FAREETLF

EREFNRTESEMREN A AEEEENFFHRERA MR TR (BE>"RE>HEFEERY) ER - 871
BHIEARAEIESSTS (FE7FARAR) B o
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

40 ~ =& Storage Volume Soft Read-Only Watermarks& %10 GB « SR HTE:R(E - MR FHFEHE P AYSE R
FHARERYRT AR /DI010 GB ~ BIEEESSTSE T « MNRIEMAHIEEE 10 GBUA LRI AZER - BIF S#gE

ERo

NERAEEE 7 SSTSE R ~ IERTLUKER T5 2 BRI EE ok A BRARRTRE o
T
1 ER SR> ST (BhR) >*BRIER o
2. ¢ THR#S) P ~ BEEUEASSTSE BRI ERIAIL ~ ERREF AR o
LR EHIR TGridthtx) Bl -~ TER) R3IERGRTAENRNRBNIERRET -

| overview I Alarms ',Li Reports || Configuration |
= al !t i

| Main History

. Alarms: LDR (DC1-S3-101-195) - Storage

Updated: 2018-10-08 12:52:43 MDT

Severity  Attribute Description  Alarm Time Trigger Value  Current Value A
insufﬁmBm Free 2018-10-09 tnsuﬁ'lmem Free Insufficient Free
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3. BEEHEEM T AZERAA « F5EE LTR*>* Storage*>* Overview * ~ A% S Total Available Space

(STAS) Bif -

| Overview h\.

Alamms Reporis

Configuration '

Main

v

Updated: 2010-10-00 12:51:07 MDT

Overview: LDR (DC1-81-101-193) - Storage

Storage State - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB___ = |
B e LB B
Total Usable Space (Percent): 11.937 % S L]
Total Data: 139 GB B

Total Data (Percent): 84 567 % B
Replication

Block Reads: 0 o |
Block Writes: 2.279.851 |
Objects Ratrieved 0 |
Objects Committed: 88,882 b |
Objects Deleted: 15 =
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Object Store Volumes
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-S1-101-193) - Storage

R - " MOIMMIDD HHMMSS
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104 51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104 .20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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& Privacy error 5 B
« C v A Notsecure | adm.sg.example.com/grid/#/server—certificates T 6

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Hide advanced

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network

errors and attacks are usually temparary, so this page will probably work later.
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

F#E5% Nginx) IRFSIETEHITH # service nginx-gw status
[[use_lumbjack_to_collect_logs - start=9] f/A Lumbjack ZRUKEDEE & #
/usr/local/sbin/lumberjack.rb

MNERIB A EERRLM AT LUER—startfil—end Lumberjackis < HE R IERIS E B EWRRIEHE - 1NEE
LEEETERVEFAAE ~ A MIumberjack -h ©

R imiR AV E L S5 LR ERE B R R EIfEEE ©
[[Review_logs - start=10]#EI ~7!)508% :
° /var/local/log/bycast.log

° /var/local/log/bycast-err.log

° /var/local/log/nms.log
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# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml
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a. MATY&< | ssh admin@grid node IP
b. & AFFrFIMZEEE Passwords . txt HEEE

C. BATFEL U Eroot : su -

d. B ARFRFIBIZENES Passwords . txt HEE !

o

EIEUrootE AR~ B MBREFE s E 40
13. AT ENE_ EMITHIFR B ARISARAE | storagegrid-status
FBFEEIdnt, acct, Nginf® FlcassandrafRFSEBTEHITE ©

14. ERPER £ Lumberjack iS50 E: M REIECEH: LIS IR _ERISCER °
15, MNRITEERARIRE « BHHAERMTIRERFT o

RS EINEE SRR AR STIRA B - 55R2H "SLiffE2Z" o

FEARENERE
7f StorageGRID #iEEFH4k 2 % ~ Grid Manager 5f Tenant Manager F9{&£ & 7\ [ A AE £ 4 AN TR ARG [BIFE o

1. FREELEANE ZRENEERESE" -

@ 58 StorageGRID ik A# A LU BRI EAR 71 - D ERRERIESR StorageGRID hR7s
527

2. B ERIEE 23 RER o

BPRIRING 2 ERE R StorageGRID FIEFHEIR « L AHERENMEBREMENE - (NFEERET - F268E
BB SRAVEREAS o

53


https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html

HAERANEERNR
MBEERAOSSESRH « CEIUER S —EERHLIREE R0 EEREEAIRE  StorageGRID

FtaZ Al
WA RERERFEER -

HER

1. RETANEIREE, « FERAZE AGrid Manager "z 1EI4EE 2B 23" o

2. EEC SR> T B> g o

3. BE N> \EFEANSIEHE > SES> IRE > RE>FE*) o
4. SRS TNot Running (R#1T) 1 ERIRERERAEGENARTE

[ overview \| Aams |

| Idain

Reports ', ! Configuration \

Overview: SSM (MM-10-224-4-81-ADM1) - Services
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Operating System: Liruix
3.16.0-4-amd64
Services
Audit Management System (AMS) . NG 0.043 % 9357 MB
CIFS Filesharing (nmbd) 2:4.2 14+dfsg0+deb8u2 Rumning EJ® 1 [H0% S55MB I
CIFS Filesharing (smbd) 2:4.2 14+dfsg0+debBuZ  Rumning E4@ 1 BH0% 5 145MB 5
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10.4.0- i =
NMS Data Cleanup ka4 0333 803cqe1  Rumning B 22 m0008% E524M8
NMS Data Downsampler 1 e 4 0333 p03cgay  Ruming @ 2 [0049% [5195MB
NMS Data Downsampler 2 4 0333 80%0gey  Ruming H© 22 F§0009% H157MB
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

5. JIiF R B OABRET o
6. SEIREVE R THRARARIE o
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SRR HEAR AR ~ IR e F S RIRE
SR LITZIETME « LURBNHIEStorageGRID & PER RIRIRIRER IR ©

“422 : Unprocessable Entity” $£:%

g"EJ*lEb% 422 : EARIENERAEERARNEREMEE - FEEHERAE « LHETHRHEZ R ARREER

MRECEHRHREERAS 2 — « FERINEERTE -

fRERENE IR RE EEE1TE
WNRITTEFE A Windows Active Directory (AD) :RES
422: Unprocessable Entity DHEBIBERRT I [MERHEL2M (TLS) 1 TRE

fEFATLS] #EIH « BAISEF HIRLEAR -
Validation failed. Please check
the values you entered for AL RER" [AMERTLS ) EIRRIEECRITLDAPES
ENADEARSER © S EEREAARTTLS EIR
S EFLDAPSHEIEREATLS o

errors. Test connection failed.
Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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HEERANS RAEREEMEEITEN
MRECEAERIZIENEN « RERELZ2E

422: Unprocessable Entity (TLS) #E#F1¢StorageGRID ZIBEHIANZB R4 - HiZ
E)=20s %ﬁfﬂ']Hﬁﬁﬁﬁ&f@ﬁ"ﬁﬁ%ﬁﬁﬁﬂﬂﬂ@%gﬁ%%ﬁ ~BjE
Validation failed. Please check HIRLEERE o

the values you entered for ..
BEIMNBRMIRMNE - RV ACRES—IA
"StorageGRID ZigHIZHE" HHMELAY TLS &E4R ~ W

Elease welliy yous ‘E12 StorageGRID BIIETRFAT ©
configuration.Unable to

errors. Test connection failed.

begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

[[troubleshoot MTU _alert]] Grid Network MTU RABFFE T

EGrid Network/ Y (eth0) BIRAEEHEN (MTU) RETEBPHZEEE 2 BARBEBRAEE - M
Grid Network MTU mismis* &7 o

RIRERI(E

MTURREREZAISENRE D (BIEIFEER) ethOMBEREREAERER - MTUX/NFBRFEIEARR
1000 ~ FIREE BB ABER AU AERTRE o

1. B FrE BB _EethOBIMTUERE ©
° fEFGrid Managerf i {ftAIE ) ©

° BIEZE primary Admin Node IP address/metrics/graph %A T5E:H :
node network mtu bytes{interface='eth(O'}

2. R MTU R7E" #FEMRFTA SR ERAERERNE (eth0) 1R - BRFEZMUFES

o WA LinuxFlVMwareBUEREL ~ s5EHA 3@ < ¢ /usr/sbin/change-ip.py [-h] [-n node]

mtu network [network...]
&l . change-ip.py -n node 1500 grid admin

M‘J‘.:?E ELinuxBETRE £~ NRBB[AMEBFAIEOMTUEBBRI RN E LERENE « BORTREEN
RERFITBBIMTUME ~ AR EMA change-ip.py IESIHREE RSB P HERNIMTUE ©

FE(EA TS| R E K LinuxsVMware BiZs_ERIMTU o

ESIE 55t EA
mtu ERTERIMTU o ENT1280F9216 2 ©
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&SI s5tER

network BEFRAMTURAEE - B1E T —Ea @R iaE
g
- B
* BRI

+

BRI Bz

-h, - help FETERAAEN S A5 R o

-n node, --node node BRRL o FARRK(EARHERRS o

AERRIZUREESR (NRER) E#R

HEERIEINEEER (NERRE) Z/RAJHEEStorageGRID FHMHPEEIAY  FIUNTEEIZ I S4B R R RSP S8 AL R o
FERELERT - NERRERIERAIUERTFEIN ANER TER o MRIERLEEMR « SBREURENITE o
RIREIET(E

NERRERZ A SERE A T5&E4F StorageGRID R E SRR RS RIREFTEEL ¢

© REEXERMELE (FEC) ~ BEARER
© HABEIHBHINIC MTURTF

© BEAEERR

* NICIRIREE &

\

1. SAMKERICAVABERARAS « SHENERRERETHFIA R SERE - BERHE RS
2. {FHERREME ~ FHIIT IR
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FEC 487
(D) EesmEmnmi SorageGRID AR E b FEC TABRFTEAMAY NRER i3 -

a. @& EEStorageGRID EIITHYE MBI SHIARZEIZIBHIFECHRAE o
b. IBBENREIIABRVBRERTEML

C. MNRTAEEEE FEC R TUEH AR NRER £/ - 55chESI1E StorageGRID FERE BRI
By TEAE4ERE) BEELE - CREREERTA * B8 B GERREREENRA :

= "SG6000"
= "SG5700"
* "SG100 £4 SG1000"

d. SEIBRBIFIE PR FEC RIE ° YIRAJAE « REMEFBEFREBHFECRE ° StorageGRID

@i A7E StorageGRID FEFAEE FRE FEC RTE R - EARESERRRL R HFTERE
ZRIAFESEIE FRIFECRRTE o UNISRHERRRIBZE25-GbEEL100-GbEXERRERE « RZHAZRHINICRI5E
A ERIERAMFECRKRE » NRZABANFECKTE ~ R EEE] Mno FECI 1 « MNRKEK
F FEC - BIERER SR EFHAFTIEHNIERTE -

@ StorageGRID FEARZEE 1% Firecode (FC) #1 Reed Solomon (RS) FEC -
thR24% FEC °

HABHEIFENINIC MTURRT
YNREEFRRE TSR ERIRHINIC MTURTIFTIER ~ A8 EHIRL LRENMTUR/NE S E IR E R
IBIIMTUREAER] ©

ENRE_ERREBIMTUA/NRIBE/VIR BNRE PRI SR 2 3 HaR B 1R ERIRRIE © YISRStorageGRID R B4 512
WHYZ KEREEERTSEMTU (WABRERIBER IETHAE) ~ RIRTAEEIRENERRERE R « MIRERDRE
BEERIBR - 5/FREStorageGRID IRBEHIRFEMTURIBIRETE R « BB AR ERIBHIMTUNRT &
ZABERSTEIMTU ~ 3¢ E StorageGRID ZABER/TERIMTUIART & IR EIRIR o

AEEREMERMAE « FAEEEEERFEE EGrid Networks/ Y E L 32 E B LIHIMTUE © TR

@ &5 &3 2L _EGrid NetworkIMTURR EBREEZE & ~ BIZ#FEE* Grid Network MTU
mismis* & o FRERLEEAY MTU EEAR—EHERE o 520 5 EFHEGrid Network
MTURHERTE TR UIEESE o

BHESH HEMTURE" -

SEATRRE
a. BRFFEC (BMKEA) -
b. FEREHMERERME RIT « MEKRBIERERETRE o
C. WRMBRUTLERIRE  BHARIAMTZIBERPT o

() maserEs  EEFRAREORESD  HRERES -
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https://docs.netapp.com/zh-tw/storagegrid-117/sg100-1000/changing-link-configuration-of-services-appliance.html
https://docs.netapp.com/zh-tw/storagegrid-117/sg100-1000/changing-link-configuration-of-services-appliance.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html
https://docs.netapp.com/zh-tw/storagegrid-117/commonhardware/changing-mtu-setting.html

NICIRARAR & (& i il
NRFERENICIREEFE IR - BRI M TR EBPT o

ERERFRIEMARSEMR - EREBREPLIRBZIMER « RRETEAIEEEEE
{iIStorageGRID °

3. BARRMIE %  FERERHYES -
a EEUEES TASBIGIER -
b. BB LA > BN "> SES> ER A>T o
c BB ERIBRIRI Y  RER— T EARE -

TERAERR
"EReE (BERM) "

BFfE[E) 0 thER
(R AE BTEMBIS B B RIA S BORIEE -

MREBEZFERD MEE « FHELEEEEE D EESMINTPRIR « SERIFER R HIEE SN EFHIZEER
i B FrESMBNTPIRIRERE EE(F « StorageGRID B RJHREHIZ IR ENRLTFEX ©

ATBF "FEEIMEE NTP R BAIEREEE R StorageGRID Z4E ~ 5577E Windows Server
() 2016 24189 Windows Bz LRI Windows 578 (W32Time ) B o BERRWindows EBOBSRIAR
PSR ~ Microsoft Rz $E1EStorageGRID =R ERIERFEA ~ FI40 :
Linux : 48E&E4RMRE

& r] SE g 253 StorageGRID LinuxFE 1% _H 3SRV Z 8 MR ENRE RV AR PR EB AR REIRE o
MAC{i 385
FERLBERT  AIERAMACHIIE MR REIERE - MREERANEER TN « SAEMMARERRSESE

BREIMACHIIHE R £ IRERS Mtruel o IEEREZ{#EStorageGRID RS2 BB ESHIMACHIIH A FHAIMACHL
Ht o BEEIENBAAREIEE « FHZBRIMIET "Red Hat Enterprise Linux2;CentOS" 8 "UbuntuzDEBIAN" o

BB AERERAE  HLinux EIEERLAER o MR StorageGRID Hypervisor EREUHR
(D msst  AlELinuxER IFEABRIZ BILTIASH Container L EAARIAAIRN T ~ ATAEEEEL
TR -

UNERNE MAC E2AVEHAER ~ 5528945~ "Red Hat Enterprise Linux@CentOS" 8% "Ubuntuz{DEBIAN" o

IR

MRIEAREFER MAC (IHHER ~ MEFZEAFFIE T EEWHEEH MAC (&R ~ MIE Hypervisor I6EH
il ~ FEEEERBNEREFHEARANZE2MASTE HEERL « TMAC (utEE) M HMEEEEH)

A 1T Y o BRI LR ENEHERRHEEANEERR - BLFERAREMERNREEMER o

MEFEREER RSN « 5281915 "Red Hat Enterprise Linux2{CentOS" 8 "Ubuntus{DEBIAN" o
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Linux : EREEAKREZA THNAL]

BRI AR AR B Linux B BL3E  FRStorageGRID  ~ #£4l|StorageGRID EiE5 A 2589 FN I IRFS N 2 B0 BE BRI AV &R
BRESVERE - STEIETEEAER TIET

RIRERI(E
YNRLinuxERREEIREEE I ANILAREE ~ G

* BECERPES A ERNAE o

* EREMRENENRL o

s MBENE « s5{FEAContainer Enginefh £ RK{EIHIRAREELASE o
* EFRRENENES o

1. B ERFEENINLERAEE « EEESHPRNERIGFERERIAE
2. Kroot& i fEFA A A SudotéfRAVIR A B A EH

3. HIT TGRS - EREMENEE ¢ s sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

YNRENEEZANILAY ~ BUEIFER

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux{ZLEContainers | ZF{E{A1Z 4 storagegrid BiEEFER © M0 © sudo docker stop --time
secondscontainer-name

BN “seconds’ T » WIAKLEFRFARFLNMWE (BER150ENERE) - flg :

sudo docker stop —--time 900 storagegrid-DC1l-S1-172-16-1-172

S. EFTRNENRNES - storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux . SREEHEAZIPV6SZ1E

UNERIZEStorageGRID LinuxEi% 28 7 H1EIPveRIENE: ~ M B EEEIPve it s R UNTEERTS R4S BN
2% ~ AITSEEEEZOFEUBIPV6IE ©

RIER I
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1&EILATEGrid ManagerfY AL EEE Ba kAR ENREAYIPVE L

* EEUCENEE ~ ARIEENENRL o ARTE THEED) AREL L  BE M IPAY) RV TRREZ) *e

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information &

MName: DC1-52

Type: Storage Node

1D: 352bd978-ff3e-45¢c5-aacl-24cT278206fa

Connection state: a Connected

Storage used: Object data % @
Object metadata 0% [~

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

|P addresses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethi (Admin Networik)

Hide additional IP addresses ~

"~
Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Network) fd20:328:328:0:250:56f-fe87:b532 |

©ERU RS T A>T o SABEEEY [HifL_>* SUS*>* Resources (*EIR) 1 ° MIREIEKIPV6(L
Ht~ BUETE MERRMUNE) EERAY TIPvefitit) T7AEFIH ©

MRREETIPVEUE « BEIRERRTELinuxER L ~ SHKREB TP BREZOFRABIPVESZE o
1. Rroot& D fEFA R A SudoERIIRE B AT o
2. Y17 FHEL | sysctl net.ipv6.conf.all. disable ipv6
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

LERFEAO

net.ipvé6.conf.all.disable ipv6 = 0

@ WRERTZR0 « F2REERFEIFLIRRIAEE sysctl RE - AR FBAREEE
FHOFBHEE -
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3. # AStorageGRID THi25A 8351 | storagegrid node enter node-name

4. HITT3I8< | sysctl net.ipv6.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

MERER -

net.ipv6.conf.all.disable ipv6 = 1

(D) mRERFR1 - MERETER - BERiE -

O. HERAER | exit
root@DC1-S1l:~ # exit
6. rootF1p4REE F5#EZE | /var/lib/storagegrid/settings/sysctl.d/net.conf ©

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7. HTIIWIT © WABFREEARTEC o ARFFLRARAIESR

net.ipv6.conf.all.disable ipv6 = 0

net.ipv6.conf.default.disable ipvée = 0

8. BT TFe < U EMRIENStorageGRID IEEA S :

storagegrid node stop node-name

storagegrid node start node-name

HEBRIMaBsyslog AR 2SRV =
TRRIASNEBsyslogFIAREEERNE « LHIHETETH -
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RS
HORRRIT TR

BIEIE

FHERER

SREAELERITE
& A syslogfAlAR23 %A BIF QDN AR 23 IP{t o
1. BEEEANEHETE - MREEA P (i - FREECEEXHN IP
fifk ~ A WXY.Z ( TBEp+&Hl) ) RERT o
2. BB DNSARBIVRTE ST IER o
3. FERESEERLER FT A 7ZEXDN SR AREFAYIP AL o

1E#BHsyslogMARESAITCPELTLSEEAR o FHERITCPETLSEIZIRAIAER
BRESARTS ~ SRR NS FIBERSSHTFEN o

1. BELRE BsyslogfAARESEHI A IEFERFQDNI P « EIFBFE
BIHE o

2. RS RARACRIRES R M EAE RIS R B O RGN -

3. BESEH L S L PR Bl syslog FARSS PRI IS IS AU TCP/IP A4S
77EY ©

syslogfalikEs A EEZMINNAYFHEER L - BREAZEEERICMPHERSE « &
ARG S )Y BV R REEE X B syslog R ARES °

1. BELEH AR syslogAREsFQDNZ P LB T IERE ©

2. $HH5HAYSEEES - & Grid Network Subnet List (48#& 488 748
BBE) - BEIEMEERFAERBERMClient Network Gateways (FA B i
MERRE) o FERELRTERIBBTEIANMARAEMEFE (Grid
+ AdmingiClient) ~ & iERHREEXEsyslogfMARES °

syslogfalRES NI EIEMIINAY F48E8 (FRYEREEA R EGrid ~ Admin
K Client IPAIILAYF4EER) L - BIZAEREXAEAE « BRUkEEt
$isyslogfAlAR2EMACTIIHERIARPZE R [O]FE o

1. BEEE A syslogEARZ3FQDNEL P E T IEFE ©
2. BEHITsysloghlRFFHI T4 2T ERLE °

BEEHEITTCP/IPEL « BRACERFARBI REFERKENEFEIMRE o 7
FERIRHRER « M NEEFAFXEALENER TERRE (B
FA#ERR) o

1. E R A BsyslogfEAR2sFQDNDY P it 2 & IEF# o

2. $HE5) HASEETES « #REGrid Network Subnet List (4318488 748
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