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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications; 1 @ 3 A

Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard

Crarview ' Performance . SEnrage . ([N . Hesdes . + Add tab
Tab name
Qverview
Select cards |
5 M L M L XL
Health status @ Data space usage breakdown @
3.50 ME (0% of 3.09 TB used overall
License
1 Sitename &2 Data storage usage
Data Center 1 0%
Data Center 2 0%
License
* Data Center 3 0%

-

Usedspace & Total space &

LTI MB 12478
S2L11KB %26.62 GB
TH0L.21 KB 926,62 CB
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Nodes

View the list and status of sites and grid nodes.

earch Q Total node count: 12
Name 2 Type = Objectdataused @ 2+  Object metadataused @ % CPUusage @ = 8
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaaB-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Metwork)

Show additional IP addresses w
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Alerts
Alertname % Severity @ 2 Time triggered 5 Current values
Low installed node memory [
o Critical 11 hoursago @ Total RAM size:  8.37 GB
The amount of installed memory on a node is low
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

AEETARNEERER « FENBRNEIR LS HHEP—EZEFIR o SRIUERRVNE ~ 13X ~ 1850 1E B /Y
A ARERREN  ShaIURE BT RERE « UESE QMR EEE o

HEEE CPU EARMEIREEARNFAEN  SHRIFERESERRL -

Memory Usage ©

100.00%
2020-05-20 14:08:00
75.00% = zad (%) 44 . 70%
Used: 11.30 GB
S000% = Cached: 6.55 GB
- Buffers: 14256 MB
25 00% = Frea: 7.28 GB
= Total Memory: 2528 GB
0%
13:50 14:00 1410 14:20 14:30 14:40
== | [ged (%)
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° *eth* ! 4IMRAEER « EIRMEIR A P InAEER o

° *hic* ! R LAVERS10 ~ 2551100 GbEZEIRIE Y — o IELEBIFIRAIEETE—IE - W iEIZStorageGRID
ZE &AM (eth0) # TAFmAER] (eth2) o

° *MTC* : SR LERE1 GbEERIEZ—© —1@‘2%’71IEMT01|\E'§‘1¥,%  F2AStorageGRID ZiE%iEH
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DC2-5GA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10z f0890e03-4cT2-401f-2e92-245511a38e51

Connection state: Q Connected

Storage used: Object data ™9
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2dd)

IP addresses: 10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses ~

Interface & IP address ¥
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) feB0::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity a =2 Time triggered % Current values

ILM placement unachievable 5

© Major 2 hours ago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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DC3-S3 (Storage Node) &
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% 1 L
25%
S e
5% 0%
14:00 14:10 14:20 14:30 14:40 14:50 1400 14:10 14:20 14:30 14:40 14:50
= Lltilization (%) = Used (%)
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StorageGRID Appliance

Appliance model: @
Storage controller name: @
Storage controller A management IP: @

Storage controller WWID: @

SG5660

StorageGRID-5GA-Labll

10.224.2.192
600a098000a4a707000000005e8ed5fd

h“'\.-v-"h'hh.-u-\,qu,wwf“uw-rﬁu.. .

Storage appliance chassis serial number: @ 1142FG000135
Storage controller firmware version: @ 08.40.60.01
Storage hardware: @ Nominal ||| j{
i
Storage controller failed drive count: @ o} ||| }
Storage controller A: @ Nominal il f
-]
&
Storage controller power supply A: @ Nominal ||| f?‘
Storage controller power supply B: @ Nominal ||l 3
Storage data drive type: @ NL-SAS HDD
Storage data drive size: @ 2,00TE i
Storage RAID mode: @ RAIDG E
3
Storage connectivity: @ Nominal 1
Overall power supply: @ Mominal ||. i}
Compute controller serial number: @ SV54365519 Ii
N
Compute controller CPU temperature: @ Nominal ||| ¥
Compute controller chassis temperature: @ Nominal | I 1 %
3
J
]
i
Storage shelves l
Shelf chassis serial 3
S Shelfp @ = Shelf status @ = IOMstatus @ % 3§
number @ }H
{
SN SV13304553 0 Nominal N/A i
b
3
ki 55 AA
FEFREEE T Itt StorageGRID FERZEEERYRLSEIN SANtricity OS Ffik ©
EEIEHI23E SANTtricity OS FREETRAYILE StorageGRID FERIEE 4TS o
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BRI 1 AE

B RHE BRI

e

EHEHSPERIREIRESIZE (BMC) EEIRIIPAILE o ERI LU
FRLEIPEARZEBMCAE ~ MBI R2 iR EIFERS o

HINAE BMC RUFEREEHE « RERRILHMIL -

BEIEHIZRHIFSR o

BEIEHIAREIRAIAR - MREREENI R RINERERENGST
fEhe ~ AU RN ZRERILR(L -

EHIEHSRCPURLREARE o

(upy

EBIEHIZRAREARS

G
HAFIBABRIR S -
HTFIEEO B BT o

* 99 RETFIER S THAR
* 0 F—EETE
* 1 B ERETEAE

*MizE  *IEFTAEEBEANSG6060 ©
RIFIERIEEREHRAE o

EEEFTARPE A LEAR (I0OM) RE - FEA (MRFEER
' o

TP

(EEFEEIRHEARREEIAE

C

EFEPREEIRRE - TERNREERSEE -

(EEFET S AN E R BV ERSIR RS o

(PR AR IR AR S -

BRI AT VR -



EF RSP siLPH

B RIHERR AN {EEFER—EEFHEERE IR R o
TRENREBRAS {ETF R R IREX VR R E o
TRERBARRE A\ TR P B/ MREERR AR B A/ o —ART S ~ IREXBERR IR B A/ VAT AE
EE
AHRSIAR {ETFIRRVABRSAARS -

a. HEUPAEIRESR M%&) o

MRRERZ (& -~ FIRREMBERER o SHAILUIERSANtricity TTHEESHAREERER XK
RABRRRIE LIRS EE - A2RREREERAREENRA -

4. FERHER USRS ERRAEN
MR EERIEHERERRENHE

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/s
550 kb/s
500 kb/s ' - e ==
450 kb/s
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 1:00 11:05
== Received Sent

a. F2RH MER S E —f e

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

TRE UERTE KRB Speed HARIE—IEEMEA « LUFIEFEAEE FAY10/25-GbEMIRREIZIER
BRESEREBMHNEIVEILACPER o

()  =rmETmEBRERT 2HmEE -
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HELEED BEHEDR BEBIHICELSIRE (hic1 TEHBAIMR/ B B ik4A8IRIR
* hic2 * hic3 - hic4) E (eth0 - eth2)

Aggregate LACP 25 100
EE LACP 25 50
EE fERT/HERD 25 25
Aggregate LACP 10. 40
BEE LACP 10. 20
EE ERTED 10. 10.

LR T ERELE TR 10/25-GhE EIBISAANEA -
b. SR MERIEN —# o
MEKFIGE) FRET OIS EMR LBRRIEES D TRTIEE « RS SHES o

Network communication
Receive
Interface @ 2 Data @ =2 Packets @ = Errors @ % Dropped @ = Frameoverruns @ < Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =%
etho 3.64GB 1k 18,494,381 1l 0 1h 0 1l 0 1k o il

S. W MMEFRE afRER - UETYHERMYGPESHBEREEANFEFERER DL « MUKHRE
B MR eV FRERAERE -
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Storage Used - Object Data @

160.00%
T5.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
2E AD% = Used: 171.12 kB
= Replicated data: 171.12 kB
- o = Erasure-coded data: 0B
D a0 T 120=iulih 310.81 GB
== ||ged (%)
Storage Used - Object Metadata @
1E0.20%
7o00%
2020-08-04 14:58:00
50.00%
= Used (%) 0.00%
— Used: 539.45kB
E = Allowed: 1327TB
= Artual reserved: 3.00TB
0%
14:50 15:00 15:10 15:20 15:30 15:40
== |zed (%)

- A TES MRS EVolume VI F BRI BRHERE -

BEIRH 2 IR A TBERRT S TE SANtricity OS HEfRIE%E Volume AR (ERZEEAEEREFEHIZSNE
IPEREE) BEFREETRAYEIE Volume #HBIEE (WWID) o

A7 BT HEEIRREUR B A LR M SR AR RS BN  THREE) R 2E R (B
_sdc_~ sdd ~ _sde_%¥) FETHIBEE 0 G THIRE) ®&* TKE") HPERNEREFT -
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

ARSI B E IR R RE AR AV AERI E A

ek BEEYHRBREIMEMEN - WkESEESEENM a2 RFEAEENMEES -
TR R EMERER - ST UEEIECIREE « FFEERE « MRER - MR  ERAE - UM EmE

NN
<

pg
1.1t TEiR) BHE - ENERREEEMMSRARERENR
2. FEEE o

MEER) RIRHR MEREN BREBTEHMNEESR - fIINENR5EIRME « 83 « IDFEGRRS - IP
IEEE S SEMUANNERE ~ TR
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o * adlib*F0* adlli* : ETREIERARNEESEAEE/FHHELS
° * oth* | AFRAEER - BIRAARR A P iHAEER o

° *hic* . 5 LEYERS10 ~ 2554100 GbEZEFIR Z — o BELBIFIRAIELGTE—IE - WiEFStorageGRID
E &M (eth0) M TARmMAER) (eth2) o

° *MTC* : [ER%E EHERER1- GbEL&iEZ— o —EHZEMTCHEE R « UM EERERTE
(eth1) o ERIUNFRBEMMTCAE ~ [BERHFOBIEAM A S E RS IEELR o

10-224-6-199-ADM1 (Primary Admin Node) &2 y

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

MName 10-224-6-199-ADM1

Type: Primary Admin Node

I0: Gfdc1830-cada-4493-acdd-T2ed317d35fb
Conrection state: Q Connected

Software version: 11.6.0 (build 20210928.1321 66ETeed)

P addresses: 172.16.6.199 - eth0 (Grid Metwork)

10.224.6.199 - ethl (Admin Network)

47.47.7.241 - eth2 [Client Network)

Hide additional IP addresses A

A~
Interface ¥ P address

eth2 (Client Network) AT.47.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl A47.47.7.241

hic2 A7.47.7.241

hic3 A7.47.7.241

TR REIREN €T BREBEREHMIERERFER
3. EHHERS B ERMEMAKERNMEN

a. @tRCPUREARACIBRGEIR ~ MAECPUMIRAREARME L - EERNTREIEEREMRE - -5k
B R ER _EHREP—EEHIIE o SR ERVNE ~ 12X ~ 1B 1E A ] ARERRE o £t

AIAERE BT R EIRERR ~ LUEIEE B AR SR E6E o
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Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
9% m
o AN AN |+ ==
0% 0%
17:20 17:30 17:40  17:50 18:00 18:10 17:20 17:30 17:40 17:50 18:00 18:10
== Utilization (%) == Used (%)

b. BTHEBLIGHREAERENTHR - LRESHELE « B3 © EH2RFIBRAE « LURSETHRREE
FEHM o

StorageGRID Appliance
Appliance model: @ SG100
Storage controller failed drive count: @ 1] |||
Storage data drive type: @ 55D
Storage data drive size: @ 960.20 GB
Storage RAID mode: @ RAID1 [healthy]
Storage connectivity: @ MNominal
Overall power supply: @ Mominal |||
Compute controller EMC IP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Mominal |||
Compute controller CPU temperature: g Nominal |||
Compute controller chassis temperature: @ Nominal | | '
Compute controller power supply A: @ MNominal ||l
Compute controller power supply B: @ MNominal ||l
1R st PH
FEREERHE It RBIELSEStorageGRID ©

BT SR TE AR H B REB R -



kA

EFE IR AR

HFE IR AN

F1ZRAIDIET

EESERILAESS

EEIEHIZZBMC IP

BEIEHIER TR
ERERE

EHEHISCPURE

BRI SRERE

a. EUPAIREISR M%) -

=R EH

J)*E% SEB AR EERY « BIi0 HDD  (FBRE) o SSD  (ERERERE
—(EE A B AN ©

FEREBERRAIDIESR ©

EmTFrE TIRHREISAIREE o

BEEITHIR P ERIREIEESI2S (BMC) ERBBEMIPNE o B LUE
FILEIPELAEZEBMC T ~ UEEHE L ENEF L BfERS o

HINA T BMC HIFEAEEKE - RERRILHLL -
BEIEHIZRAIFSR o
BB 2R HERSATARAS o

EHIEHISRCPURREARE o

lTIT

BRIEH R EVR R

o

MRRERZE 2% - FEREETERNET -

4. FERCHER R SEMRREN

AR EERIEHERERRENRE

650 kb/s

600 kb/'s

550 kb/'s

500 kb/'s

450 kb/s

10:10 1015 10:20

== Received Sent

1 hour

1 day 1 week 1 month Custom
Network traffic @
10:25 10:30 10:35 10:40 1045 10:50 1255 1100 1105

a. FH2H MERAmEm —& o
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Network interfaces

Name @ =  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic4 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

TRE UERTE KRB Speed HARIE—IEMA  UFIEFEAKE ERIIUE40/100-CbEMEREZ
B2 ﬁiﬁﬁﬁﬁi@]/%ﬁﬁ‘tjmcm&‘t °

()  #ehmevEmRER T 2EmEEE -

R BEFREN ERIHICELSERE (hic1 TERRAEIE/F P iR EER R
* hic2 ~ hic3 - hic4) E (ethO : eth2)

Aggregate LACP 100 400

EE LACP 100 200

EE ERTR/EHD 100 100

Aggregate LACP 40 160

BEE LACP 40 80

B BRI/ 40 40

b. 526 MHERREHI —&i o
MZEWANES) RRBETEESEMAER LREMEES MITENRE « UREMREAEHES -



Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1ls
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ils 18,494,381 ils o ik 0 il 0 1l o ik

5. 3EHY* Storage *LARIRARTSIERIE B R B EAIAERAE A -

DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks

Disk devices

Name @ = World Wide Name @ = /Oload @ = Readrate @ = Writerate @ =
croot(8:1,sdal) N/A 0.02% 0 bytes/s 3KB/s
cvloc(B:2,5da2) MN/A 0.03% 0 bytes/s 6 KB/s

Volumes
Mountpoint @ 2  Devie @ =  Status @ 2 Size @ 2 Available @ =  Write cachestatus @ =
/ croot Online 21.00GB 14.73GE 1l, Unknown
Jvar/local cvloc Online 85.86 GB 84.63GB 1h Unknown

e
"SG100E1SG1000RTEFEHEEE"
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A8 s ZREIRH

Mg REIEBFRATER « BRLER SR LA RN E L BRIRAEER

MEes) R5IBBRGETPIANE - SEWS REEES -

EERTAREEER « SFENERIER LS R ER—EZERIE o SR EER VN « 12X~ 1B 1ER K
A ARERREN o SR ERE BT RERE - UESE B MR EEE o

HER - RN E) REHESEMRBRERERENENENR - MREARREHESEMRBZNAEEE
£~ U2 CIRAVE 5t AR a0 A E K o

DC1-S2 (Storage Node)

Crverview Hardware HNetwork Storage Objects ILM Tasks
1 hour Lday 1 week 1 month Custarm
mectveork traffic 1@

E50 kbi's

00 kbi's

550 kbi's

Bl kb/s

450 kbi's

1005 10:40 10:45 10220 1G5 10:20 10:35 054D 1S 1059 10:55 11:00
== Racsived == Serd

Network interfaces

Name @ = Hardware address @ = cpeed @ puplex @ = Aute-negotiation @ = Linkstatus @ =

athi 00:50:56:4T:ER:1D 10 Gigabit Full Off Up
Network communication
Receive

Interface @ = Data @ Packets @ = Errors @+ Dropped 8@ 5 Frame overruns @ = Frames @ =

stho 3.04G8 1l 20,403,428 1l o ik 24893 1l o ik 0 ih
Transmit

Interface @ = pata @ = Packets @ = Errors @ = Dropped @ = Collisions @ = Carrier @ =

ethi 3e5GE |l 15,061,947 1, o il ol o 1k o 1k

HERIE
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"B MR RR AR BN AE

AR TR RS

IStorage (f#fFsrfl) | R5IRBMEERBRHEFIRAEMEMBEEER
FrAERs - SELAREEMESEET H#F) R5IRH -

EFERNEIR

AR - BELEREEMES « [#7F RIIBRSETIHFERNYHPEEN—RESE LR ERRH
FREERK -

@ SR ARIEREERE © FINEA AR SR ENERIRRRRT « R E B I gE A AR IS
SMEREEt 2N - IMENEREMBZE - FEFHNE BERETEK -

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 manth Custom
Storage used - object data @ Storage used - object metadata @

100% 100%

75% 75

50% 50%

25% 25%

0% 0%

15:30 1540 15:50 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20

= Lsed (%) w= Used (%)

MR E « HIRENYH ERFERR

HICPRAHIRL - Storage (f#7F) 1 RIIEREIEHR LHIREENMHEIRRAVFESY - HMREEFHH - ™)
HERE) ®MSRESEFFHIREREREN -
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Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s

Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled

Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs

HERAEN
BEHEEE

fEA TTfE1 &5

T{E) &5
% o

FEtAZ Al
* IS (ERE A Grid Manager "SziEFU4EE 2B 28" o

IR E R AR BN
SHRORCEMAEEINAERS o ILRSERPIAEER TTIF RS

=
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MR EENRRRTOM FEETIEE

° NRILMARAETE MEER ] AUEIITA ~ SURABEE TF#) « MESEIRRIME L ENE
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* IEFIBEE EdF StorageGRID HERARAENEER « 7 ERITRLERR - AINE BEGERNEREE
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@ EiR/ D EE N StorageGRID T ~ R ERBREXEN HEEX IS FRARERLRINT
HY o

pg

1. SRR o

2. EEVCEENEMBOMENRERRS -
3. BEETIFR5I1RHE -

Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

4. FEZ B o
PEENEE T FERDE RE /T 1R ©
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Reboot node SGA-labl1l X

Reboot shuts down and restarts a node, based on where the node isinstalled:

s Rebooting a VMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,
* Rebooting a StorageGRID Appliance node reboots the compute controller.

Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select OK.

Provisioning passphrase
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NetApp-SGA-108 (Storage Node)

Overview Hardware Network Storage Objects ILM Events Tasks SANtricity System Manager

Use SANTtricity System Manager to monitor and manage the hardware components in this storage appliance. From SANtricity System Manager. you can review hardware diagnostic and
environmental information as well as issues related to the drives.

Note: Many features and operations within SANtricity Storage Manager do not apply to your StorageGRID appliance. To avoid issues, always follow the hardware installation and
maintenance instructions for your appliance model

Open SANfricity System Manager (4 in a new browser tab.
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Data space usage breakdown ¢ w
1,97 MB {096) of 3.09 TB used overall
Sitename 2 Data storageusage o Usedspace o Total space 5
Data Center 3 0Fo 621.26 KB 926.62 GB
Data Center 1 0% T98.16 KB 12478
Data Center 2 0% 552 10 KB 92662 GB
Metadata allowed space usage breakdown @ ._"
2.44 MB {096) of 19.32 GB used in Data Center 3
Data Center 3 has the highest metadata space usage and it determines the metadata space availablein
the grid

) Metadata space Metadata used Metadata allowed y
Sitename = = = -

usage space space

Data Center 3 0% 244 MB 1s.32GB "

a. 5iC MEfFRBIERE R EERX o £ TREEER

Storage overtime @
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StorageGRID Deployment (Grid) & X
Network Storage Objects ILM Load balancer
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 1210 12:20 12:30 12:40 11:50 12:00 1210 1220 12:30 1240
= Used (%) == Used (%)
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Object Store 0 Object Store 1 Object Store 2

Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2
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100.00%

75.00%

50.00%

25.00%

0

14:30

== |lsed (%)

Storage Used - Object Data @

2021-03-13 14:45:30
= Used (%) 0.00%
- Used: 17112 kB
= Replicated data: 171.12 kB
il = Erasure-coded data: oB
a0 T 120=iulih 310.81 GB
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Ivar/local/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes
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Storage Used - Object Metadata @

100.00%
75.00%
2020-08-04 14:58:00

50.00%
= Used {%): 0.00%
I Lised: 539.45kB
#300% Allowed: 132 7B
= Actual reserved: 300TB

0%

14:50 15:00 16:10 15:20 15:30 15:40
w= Ised (%)
B2 (%)

IERFER L EERZ AP EENZRBE DT -

Prometheus 51% | storagegrid storage utilization metadata bytes
storagegrid storage utilization metadata allowed bytes

BfEA
IEHFER EEERZ AFFHREEN EM(ITE -

Prometheus Al | storagegrid storage utilization metadata bytes

s
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Prometheus Al © storagegrid storage utilization metadata allowed bytes
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Awaiting - Client vs Time
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90,0001
80,0001
70.000T
60,000
S0.0007T
40,0001
30,0001
20.0001

Awaiting - Client A

10.000T

0 >

| | i | | | | | I
1215 12:20 12:25 12:30 12:35 1240 12:45 12:50 12:55 13:00
Time (minutes)

MEG-2R ) BRPIOEFRIERIEZTRAN - BRMRER LERREERERN - MBXERETE « RIER
RRESHRTEAWEN | ESMREHE - HEWRILMRABEHRERFKUE  AIFERIEREES -

TRILUER TENRL) BEEE—SBEEILMTE)
1. SEIEERE o
2. EEBE IR > ILM * o
3. WHEMIE ILM {THIER L ~ BN eI 7EIEER IR EE T B ERIE -
° HEATRINME CREAFPIHEE) | BAAPIWEE (FIUIREER) MEFILMHEMNYIHRE -
° HEATHINMIE (CREFFBE1EE) | SREILMHEAYIFARE
o WRHIRE (M) RIS EILMAPRIEL HEA TSR E o
o FMEER (MHEUR) | IRBERPRILMERRFHGEYIMG B RRRE o
4. 7£ TILMITZ) BEEHR ~ EETHIBME o

49



() MBS R EERREE o LEAR GRS & S BRI LMZE R L o
© R | AR I MR TR ERER -
() seEREITRBLMEEREREWY -

- BEHRER | EEAERENNYMHERIERRR - SBRAFHMESEESEIEMAE « st 8m
TIELE o IIRERITE: « SRABRBILMEESELEE -

() meEEEzeEssR - BENEEETESERES -

EREESEERTFHMEREEIMENEER « SEBMEERER - IRESANEERHMEFLLIEM - MAE
FERTE R « BIRTRHEE A REE TR ©

BNRLAIuL & Z PRV e MEMSER « U ERMESERIEIRERE - SRAREEN
B o

BRI ERR AR A

MREHNENESEREE (ILM) RAERRMHIESERFRENSF « LG ZHERERIMN - AEREE
LEHERMRES RV ~ FRE AR ERAENMISERMATRIEE - IRUGE 2 BREREEER « EREEXS - 34
BIERARE « RIER D ILMRRAIAEECER IR EE TR E - B REEERHERKR (B4 ILM REEIRERE
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DASHBOARD

Nodes

ALERTS &
Cumeng View the list and status of sites and grid nodes.
Resolved
. Q\ Total node count: 14
Silences
gles Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
NODES StorageGRID Deployment Grid 0% 0%
e ~ Data Center 1 Site 0% 0%
LM
0 DC1-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME 9 DC1-G1 Gateway Node 10%
0 DC1-51 Storage Node 0% 0% 29%
2. BRI « REERAROIL A SARENRL  ABRERERREI1EE o
AR EEREMBERERE - BRI OIS RN ERARRERE -
1 hour 1 day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 Kb/'s
550 kbf's
500 kb/s
450 kb/s
10:10 1015 10:20 10:25 10:30 1035 10:40 10045 10:50 10:55 11:00 11:05
== Received Sent
a. WNRMGER T AR ENEL ~ SR T HSLURREERN MR EH & -
Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
eth0 00:50:56:A7:66:75 10 Gigabit Full Off Up

b. B ERRL -

Nz S REETEESERER LIZEMEE

A TEBLIRRERR MERER B -

DMITTHEMNEE  UREMZERNERES -
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1L 0 1l 0 1k o il

3. ERERENHRAIEMNEEREGEERRE
a. EEMERSER > RE N
CRENMIRA) BEEMEENHIER « XRPEFHIRERIRE -

Traffic Classification Policies

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove || Jy Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223b0chb-6968-4646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.
AR R ERRMERN 2 AR EENER « FFERRAARIRVEIRR « A8 — T Metrics *
b. 1ERIEI R AR AR R AAERAR AR TR E o

MEBREDLEIRR 'JEDXD+%JIEBE%U,.\HE§/;|LE~ FOITRERRAVER « WRERNZSFHFENTEERN
Ko FBf » "HRERBESERESER"

$HE§§%H

n\

"B R ARIA RS

BIEEMRERETR
BIEERMERER - IgEHERERE - IREAHERHE AR EESHA T SEATUEE -

TR
1.1t TEAR) HEERERL
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2. Y THERR) RSB CPUBRAEMEIERERRNER °

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
“ L 25%
meUUW qﬂ [wa\
0%
14:00 14:10 14:20 14:30 14:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)

3. EERTARMNERRER « FEIERSE R _LARE A —EEFIE o SRRV 13X~ 1B51ER
AR AR REIRIFRE o eI ARE BETRREIRME - LUESE B BAFKEEEE o
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EEREMEMARRERITTH -

FERAER
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"IRRE AR E BRI B ERE R
EEERPES

Fra S3 0 Swift AP ik EEN#EREL StorageGRID fHEMRF ¥ERAN: o SRR Grid
Manager 2REFFRE P SIS ER A NREFERERAERRE o U EBEZEC TR
Grafana &&RMRRUETR F NEFEA StorageGRID BYsFAHE M ©
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SEEFHEYHEFERESEZTRH  BCEFHAX « iCBNYHEH - WRKRABAREAEE  AIRCEFERE
MECREBAU ST ESWITTE (&#8212;) o

() CREmEAmEEE - BEBEEYSHEREE « ARSI MBERENTE -

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

neor 0 Q Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00 GB 10%  20.00GB 100 <1 0
Tenant 02 85.00GB 8506 100.00GB 500 410
Tenant 03 500.00 T8 50%  1.00PB 10,000 41 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

3. W AILURIER AEREREATRFIRE 3] 72 * BA /8% URL* i o

4. A LUsRIEE S URL E4E « AR B AEEN URL|_|:| 7E * BA /5 URL* 9 o

5. (AIEE) EE* EHE CSV UBBMEY .csv BSMMAHFERENEE -
AR GRTIERRE#E csv 8% !
RS .csv EEEEREGUATEHA :
|Tenant ID Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) Object Count Protocol
112659822378459233054 Tenant 01 2000000000 10 20000000000 100 53
199658234112547853685 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
|§I42513&598?5'6‘3885632 Tenant 04 4750000000 95 140000000 50000 53
[3B521587546685565123 Tenant 05 5000000000 Infinity 500 53
eI ABHRY . csv A EREARIPERE - NEEHEPER -

6. IIRRBHIBERYIMY « FHEEMEZEE * BN1E * > * MIPR * RBIR—HZEEF - FH2HE "MFEFIRE"
MRIRF B SEAITRENEES « AEEBIREAIRE o

ARERS

TR LSRG EL P RIFFHAE K o
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1. ¢ AR BEPENERRE o
IR g BRI ER R o

Quota utilization: 85%

Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:|
Protocol: S3

Object count: 500

5o I

Actions w

Space breakdown

Allowed features

Logical space used: 85.00 GB

Quota: 100.00 GB

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

o

bucket-01

Bucket details

25%

@ bucket-0z @ bucket-03

50%

Q

100%

Name @ 3 Region @ Spaceused @ % Object count @
bucket-01 40.00 GB 250

bucket-02 30.00 GB 200

bucket-03 15.00 GB 50

2. BRI EEIARATE R 4R o

sHHE M RE NS EE RIRHE R REEN - QAR NS - EefRRAE - AEEZHMEER
E o

3.t * =R * RIIRE 165 - ERVEFE BR -

tEEREETRPIBES S3 Brf8 (8¢ Swift Container ) HIARZERIERE ©

MRBEAIHAFRERREE - WEUNFEREFERAMNTERNEREEZ (F90~ 85.00 GB of 100 GB used
) o WIRKRREEEE « BIFAF AR ERACE - BEXFESSEFERNERE (B~ 85.00 GB used) ©
RIEEZETESEFEEN AR TEIET DL o MMRAFBARKEREE1%ULE - MEZE/M GB ~ BIER
GEETAEACKEABEESRE o

CRILGREFE TR IRIGE L - UEEBEREFRIASERNFEERE - CALWRHEREIRAERER
£~ UEBRERRFECRRE o
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Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining (15%).
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Grid federation
You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

RREEERERER

1EEI LAER Grafana RRIEEHERER BRIRKIZIR Prometheus TEEHEME _ EEEERERIERRETE ©
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Overview Alarms Reports Configuration

IMain

Overview: ARC (DC1-ARC1-98-165) - ARC

Updated: 20150515 15:59:21 FOT
ARC State: Online 29
ARC Status: Nao Errors =
Tivoli Storage Manager State: Online 3?
Tivoli Storage Manager Status: Mo Errors =Y
Store State: Online 3?
Store Status: MNo Errors = )
Retrieve State: Online 3?
Retrieve Status: Mo Errors =%
Inbound Replication Status: MNo Errors 3?
QOutbound Replication Status: Mo Errors =9
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Alert Rules

Alert rules define which conditions trigger specific alerts

B Leam more

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

= Create custom rule | =
Name

Appliance battery expired

The battery in the appliance’s storage controller has expired

Appliance battery failed

The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient

learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing

expiration.

Appliance battery removed

The battery in the appliance’s storage controller is missing

Appliance battery too hot

The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity

There is insufficient cache backup device capacity

Appliance cache backup device write-protected

A cache hackup device is write-protected

Appliance cache memory size mismatch

The two controllers in the appliance have different cache sizes.

2. RETRARPIVENR
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Conditions Type  Status
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
- - - - - Default | Enabled
Major > 0
storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}
Default | Enabled
Major =0
storagegrid_appliance_component_failure{lype="REC_BATTERY_WARN'"}
Default | Enabled
Major > 0
storagegrid_appliance_component_failureftype="REC_BATTERY_NEAR_EXPIRATION"}
= == = = = = Default | Enabled
Major >0
storagegrid_appliance_component_failureftype="REC_REMOVED BATTERY'"}
Default | Enabled
Major > 0
storagegrid_appliance_component_failureftype="REC_BATTERY_OVERTEMP"}
- - - - - Default | Enabled
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}
Default | Enabled
Major >0
storagegnd_appliance_component failureftype="REC_CACHE BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Default | Enabled
Major > 0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
- - - - - - - - Default | Enabled
Major > 0
storagegnd_appliance_component_failureftype="REC_CACHE MEM_SIZE_MISMATCH"}
Default | Enabled

Major =0

Displaying 52 alert rules.
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Create Custom Rule

Enabled |«

Unigue Name

Description

Recommendad Aclions
(optional)
Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v

3. BEENE/BFR Enabled 1ZER75 1R ~ LA B AT 2SR IEE RRA o

70



MBEALTREL  AIRTIHEHESER « A ZHERER
4. HATHIEN !

1R st

ME—% 18 IERRRBE—5 78 - EIRAILEEERE TEm) BEELE - thEE
BHBENNES - EMRRIRREEIUNI1EI64EFTZAE °

S5 EA PREE ERTRERYEREA © SR TGS ~ BniE MEm) REMEF I

‘AR - ERRRBERAR N1 E128{EF T2 M ©

EE1TE tha] DUEEZAG S ILE R IR R1TE) - LA FRARZNEE
Fﬂ(ﬂﬂ%‘ﬁbﬁﬁ%) o BERAIEZREFRITI0E1,024EF T
=] o

5. 7 M&HF) BEH - IA—RSEETBRELRERKHIPrometheus BH ©
HAZEXBERAUTER
[metric] [operator] [value]
EEAATURERERE - BEHREFERENENETL - EVEE—@EEHEN
INREEELRENRAMABE/LFL24 ~ 000 ~ 000 ~ 0001iI7T4H (24 GB) ~ BIEMHRER
node memory MemTotal bytes < 24000000000

HEEEANEELRFEPrometheusER I « FFERGRRET @ LKREREERAPIH EE) BERE
REIETT ©

6. 7 FERRE R - BABRERZ AR U AR EA MRS « AR BRI REL o
BEERGEBtruel i AAGRER - BRA0* o FHIGHNLLE « UPA LR B REEER o
FAR(ER571E ©

7. EEMRE o
HEES BRBERNRARA « VBT ERRAGHIREE RARES -

HREEE ARA

"‘_Jl/( ARIEE TR RSB - S BFTETARR ~ LRI LIEFRRIHE « SEAK
RAVENTE o

FItAZ Al
* IS (ERE A Grid Manager "SziEFU4HE 2B 28" o
s oA TERER & MEER FEVER -
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FAREETLE

ERETARETRAE « IS ERE - TEMAREROVENT - URFERRE - BCREBRTERRAE -
tha] LUREEAR AR ~ SREAFIEZRVEN(E

@ REAREE TR RGO o MRS THIE « AITEEETTHRARIEEZA « AIEEZERE
ABTERE o

TR
1. ERETR>FRA

IERr & MRS RARAEmE o

2. ERIREREE Y LR A BEIERE o
3. FEIEEREEHRA o

MRERA HWEEHRERANELIER - ILHARTRERE TR « MME—RME1 ~ TERA) A TEZEiE #i
EJ{".T_"% N nn/inﬁiﬂ °
Edit Rule - Low installed node memory
Enabled |#
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
|
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linuk host. Check the threshold value

for the major alert to dstermine the default minimum reguirement for a StorageGRID node.
See the instructions for your platform:

« Viware instaliation
» Red Hat Enterprise Linws or CentOS instaliation
= Ubuntu or Debian installation

Conditions ©

Miner
Iajor node_memory_MemTotal bytes < 242823080820

Critical node_memory_MemTotal bytes <= 12808050304

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.

Duration 2 minutes v

=31 1

4. ZEEXEERR Enabled 2518 « UHE BRI 2SR L ETRIRR
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MREFERAETRA - AIFEFHMEEERL - A EHEHETR -

() wReEmEEETHETRL . CUESERHE  FERFBETAERRET

C) —MRME ~ FPEFERARE TR - WRETRAEEA » AEEASTHRBIEFEZAD
CRIBEA SRR ZIEERE -

o MBHEFTETRA - FRBEEM FFIEH ©

(D) emxEmmeeTRRmnLER -

1R s

ME—% 18 LEFRRAIRIME—2 48 - ERRAILEERRE S BEEL - HEE
BHRNNES - ERRABNBERIUNTI1ZEI64EFTZAE -

s FiTEt ERTRERYEREA o SR TGS ~ BniE MEm) REMEF I
BAIFR - ERARABERBAE A1 ENM28{EF T2 M ©

&7 thA] BUSE AR 38 I B R ZER NV IR SR 1T E) o I F 3 A 2R RV EN{F
%ﬁ%ﬁﬁﬁ%)°%mﬁmm$u@¢TﬂFﬁM0%@%mZ
=] o

6. 18 MMitr) BEH « MASEH— NS ELETRELERIPometheus BE o
() wRrEEREEENERETRRNEEERERAE RIS AN =L -

Conditions @

Minor
Major node_memory_MemTotal_bytes < 24088086880
Critical node_memory_MemTotal_bytes <= 14000000028

]

C) NREER ERIERAYRA  AIERRERIBRG 2R - CREEAIEFRTEE - TRETS
MR E R — BT « BN E RREFRE

BEAERRERAUTER !

[metric] [operator] [value]

EHAUREARE « ETHIREFERAENENETL - EVEE—FEER ©
MR EHEELEMRAMBE /D224 ~ 000 ~ 000 ~ 0001iI7c4E (24 GB) -~ BEHRETR o

node memory MemTotal bytes < 24000000000
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7 EFHER RS « MAREETZAR O AERERTA VN EE « ARENEFEE -
EERMERtrueRr I AIAHE LR » FRA0* o SFIBNLLE « UP IEERIE B REEER o
TAR(ER57E °

8. BERTF ©

MRECHRE 7 ARE TR ARG HIREREET - IREERERIBIERR RS HRE
AARE* R o

fERETIRA
TR ETER N BT E R AR RS AARS -

FtaZ Al
* IS (ERE AGrid Manager "SziEFU4EE 2B 28" o
TR TEEER) % MEERR FEUER o

RIRERI(E
FRETRAE « FAEHMEEHERN - A EREER -

@ —MRME « TEBEARRETIRL - MRETRAEFA  RITEEZTHRABIEREZA « 7]
FEAE R ZBERIE -

1. EEETR > FRA o

LR HIRETRRER o

2. ERGEERRAAZETRARERZEHE
3. BEEMREEARA

MESEARAN) WA IRREEILE o
4. JEEYSE% Enabled HEVSIE « LML E 3RS R L ETIRA o
MBEFETRA AR EFEDESD  th A BBEHLT o
() wRemEEETHETRL - CUESERHE  BERFBETAERRET
5. BB RTE" o
(SR HIRE RS B o
BIREFTERRR
MBEAEBERBTETRARA ~ TR ERPR o
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FIYAZ Al
* IS (EF% AGrid Manager "Sz U4 E 2| E 28" o
- fomER TEBER) o NMEELR FEVER

1. ERETR>RA

LR g HIRERARAEm ©

2. EREERIRZ BETERRAIAERZHE
CEZABRIERNE TR -

3. BEEVBFREETRAN o
PEENEEFERDE R /T 1R ©

4. FEERRE UBRETRA
ETREMFRPAITEIEE G E 10 SERER

ERLNEH
RESNMPETEA

tNER {48 StorageGRID BIF & RIS 4 BHEESNMPIEAN ~ R4 7B StorageGRID 1EI
AE ~ W8 E —1E ok Z{E [ B Ryt o

&R UERGrid Managers B9* 4B R&*>*B515*>* SNMPHIEFZ U218 « 5 2Grid Management APIFYSNMPix
25 ~ ZRENFA Bes& T StorageGRID SURE SNMPUIEFET - SNMPRIBFZ N ZEFA A = AR ABISNMPEEIFE ©

AERBIMARESNMPRIZRRT  A2H EASNMPEE" -
R E StorageGRID 5ESURE SNMPHRIEIZIE ~ B AIfEIXmiEE S miEsl -

* RMEE SNMP RIERVEEREN - FTEEEERFETE o B REERMAE StorageGRID 5L
BN TEE ~ FIUNEEER - SNMPHIFRA = ERRA39 2R AR/ -

* SBAERLLIER - EREERRMER o IRSNMPRIZRAE—EREARKEIRDAE « BIGEREE
B~ BRI S SERIRAERESLE ° ZESNMPv2cHIV3FRZiRIEA]

EERBRENEREETRRNBFTERE « SiEFEEHNEN - SZREETAISNMPER « KA RREET
BUERE - SR2R "HETTEA" -

UNRIGH StorageGRID HE B L EEIEE « AT EEIEMEEERER ~ AutoSupport 2 ~ SNMP 5%
FEFER - MWREBRETENNEESTHE - NIRRT ECEMMELFER « AEMSIEHISHRHEXREMN o 3
2R "HEEEEME?" o

REETEFEFEAN

MREVEFETEERBEBFEHAHEN - LR RRHEBREHSMTPEARESAVEN
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T B ATRENRAEEFER AL o

FIdaZ Al
* {EHEEFAE AGrid Manager "Sz HEHUAHE 2B 23" o
s s TEEER) o MEERR FEUER o

RIER I

HRETRNETRERINAR « AItARERENNBEFEHRENEANREREMMAutoSupport [E1#R:H.E
i ~ SR RAERIBYEF B R ARER SRR IEFTA AN o

SRR StorageGRID HE R = SEEIERS ~ A EZEIRERAZENIER » AutoSupport FUS » SNMP 52
faFEA « URERETBNNEESTHE - IRTECEMHRRAER « W EMSIRHMSEREXEMN o 57
2R "HEREEMRE?" -

TR
1. BEE* alerts >*BFHHURTE °

LR HIR TEFEMA®E)] Bl -

Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipisnts.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm nofifications and AutoSupport See
Managing alerts and afarms in the instructions fer monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. B MASFEHMAEN * ZEU5R - RREHEEEERENRENEMERSXENEFIHYE

IR IR TEFHMHE (SMTP) EARe: ~ ME@MEZ2M (TLS) 1 ~ TEFEBMEMuL) M MEmEEss)
BER °

3. & TEFEHMH (SMTP) fAAR2%I &EE - #iAStorageGRID FEERISMTPEIARESFAEAIE o
MREHISMTPRIARZE R SRS « K ARR R HERE LB

1Rz WA

B EIARes FEEMERTE (FQDN) s(SMTP{EBRZZAYIP{IiL

BIRIR AR EFESMTPEIARESATZERRIR © 7B TH12]65535.
fERERE (ER) NRIEHSMTPEIARSS TERRE  FRAZRENERERTE -
ZH5 CER) INRECHISMTPEIARZ HREERE  FIMAZRREES o
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Email (SMTP) Server

Mail Server @ 10.224.1.250
Port & 25
Username (optional) @ smtpuser
Password (optional) @& | swseses

4. 7 TEFIMHLL) BEP - MAFHENSARAENEF IR o
a. HCHFHEEFE Gt « SFIEEA RN E FE MU EAE RBEMF &t -
B30 : storagegrid-alerts@example.com

b. £ TitfFE) BRTF - BASESTIMFBENETIMHEL « NERETRRERNETBHFIA
E o

SEEVINSRET 4 UFTEURHE o

Email Addresses

Sender Email Address & storagegrid-alerts@example.com
Recipient 1 @ recipient1 @example.com x
Recipient2 @ recipient2 @example.com + X

O MRFEFHEREM (TLS) AREHASMTPEMRRIEN « FEEHEZEME (TLS) BRPENFE
TLS* o

a. 7£ [ CAZRSE*) WM ~ RRIEAMNEREESMTPREIARES HAIRICARSE ©
TR AR A B W ALZIEEMRL « S8 T BEEESE o

CARREE—ER - HREIRAESEPEET/REREEMN (CA) BERE - BXEEBESLUREREIR
Fr BB S EHPEEARISIICATREIEEE

b. YNRITHY SMTP BEF B ARBFEEFBHFHERMAPIRRFLOETRE  FER * BXARRK
AREE * AZENTTIR ©

C. E*ARPRAE MR - IREBEXESMTPEIBREZHIPEP-4RIE A A in/&K:E ©
TCRAIUERAB ARSI « SR 3 B A BERUEEE o

d. I FABRER AR ~ DIRINZBNPEMARNSHA R i RGN E SR o
TCRAIUERAB ARSI « S8R 3 B I BERUE S o
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6.

78

G m=

CEZREEFHERE © FENMEERUERULHEAIL -

Transport Layer Security (TLS)

Require TLS @ [«

CA Certificate @ -----BEGIN CERTIFICATE-----

1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJELMNOPQRSTUNMWKYZ1234567898
-----END CERTIFICATE-----

Browse

Send Client Cedificate @ [

Client Certificate @ ----=BEGIN CERTIFICATE-----

1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXY 71234567898
-----END CERTIFICATE-----

Browse

Private Key @ -----BEGIN PRIVATE KEY-----

£ TRl &R

BEM
RE~ TE - HE

EX B

E[REASE

1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse

 ENEELESFHHBNNETRELER  FIFREETNRAIER

7y

Fw I
e

ENAETRRANRE - TEHRMBROGE - IS EEEFEHE

SR EE MR EZNRRRE - MBEEETIIHE

GHHERBEREEEA -

%llﬁz-

[AEEMNFAETRANABIRGE « 7 GEXBFEHEM - FEEHE

REFFEEREEEA



Filters

Severity @ ® Minor, major, critical Major, critical

7. EEEEFARTTHRREN BRI TSR
a BB WEURAETHE o

BEENFE ST R « RMEEXAEHBEF MG -
b. FEFAABFEHMWAENRME « I EWEAHEFIHE

Critical only

@ R DEBRKRWEBFEHE « EEBFIHHBENKYET  FRELCHRE ~ AR

BE—% -

C. BAMRMEMEIRER « AREXAHEF A LIEEFIA LS REREES ©

@ A ERENE « T EBASEEIRMR SRR EREES] - BHEBIE AutoSupport FLE

MEBERETEBNT AR A BRSNS ERPEXAHNE TG -

8. BEIBRTE" o
EEARBF B LA BT CHRTE - CAUEREEE o

TP HEREREE o

ETRETFHAENFREIHEN

RELFSMTPE FEHAARES 2 & ~ FRIFETRAFEIF « TRISERELRE « REFEHFBNEIXGE

ERWHE - SF2R "HEETEAN" -

EFHMENea TIER
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered
Jobh

FriJun 28 14:43:27 UTC 2019

storagegrid

Service Idr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered
Jah

Frilun 28 14:43:27 UTC 2019

storagegrid

Service Idr m
Sent from: DC1-ADM1-225 \-—/
123 SR
1. LR - BEESILE TR ERFRITERHE -
2. LRAGIREA o
3. LT AIRREE o
4. SEETRFRPRITERNFMAEL - EEZHENSHENLS - ERBREN « BRETRI
BIUTCESE ~ KRR R ETFMRFEN R o

S. BB EIRERE 2T o
ETRMDHEA

gTﬁ%Eﬁ%ﬁ%ﬁ\ﬁ%‘%i@%ﬁ’ﬁE%ﬂ#i@%ﬂ » StorageGRID FRXER—@BMF « HMAEGEARZEE TS

A2RIT & « BA#StorageGRID BRAMNAEEFE BN PR SEE RO ERIEEG

80



1%

SEETENEBERANGEEENET o RFERE
i’;‘?ﬁﬁﬁl%ﬁx&ﬁ'ﬂ%ﬁ' Al S EEMEE FEHE
] o

HIBEMBNFEST  MRETEB—EREM
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F—REFLREFStorageGRID ~ RANAIBFE 5C
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: Z R ~ StorageGRID BIg# AP HIBEE RS
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Qﬂﬁﬁﬁﬁé%—@%%ﬁﬁﬂﬂ’] & » StorageGRID BIJfE

EEIRAZ A ~ HER10788 - BN EREFE
ERFETR (BRIEARFENET) -~ BAIREEEE
MR BEIRE °

MREZEEMETAAEREELE - BHP—EETR
BfR ~ AT EREMRRIER EEMHIRERE -
FEEEBYEA

= ﬁ@/?ﬁﬁﬁﬁzmﬁﬂﬁ@ﬁa_iﬁ%ﬁgmfﬁE'J SAREZ
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RAEEE
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1. BRsRERIRRE ©

a. BE1E* alerts >*EFIHRTE ©

ERF2
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Silences
You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.
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FEFREEE PRV E S EH 23ISR o

storagegRid_applie_fred_disks
HNERAREPRFEFIERRMS « MIREHE RIEE -

#7718RID_applie_storage 1% 23MEAEIAAE
B PATFIET SRR RS AV B AR AR ©

storagegRid_content_bucks_andZ& 2§
It REFERERNBSIHEFEIMSWIft S 2R4E 8

storagegRid_content_objects

IEEFEIRA B AAISIFSWIft SRR EL - StBUEBERN AP IREARERFIEIINERIMY  EEERH
FEiBS3TSwiftEd A M IEE o

storagegRid_content_objects_lost
%EE?%@?ﬂU?'JStorageGRID HHHERE RERFPER  EEREUTEIZRFEMERREE ~ URESBHEAIHEMR
"REEEBHRIERANIERNYIGE R

storagegRid_http T{EREEREAE
ERFIHEAENHTTP TR ERAEE, -
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storagegRid_http TEFEER{E ABY_current_Estimated
s EBRITERR (AR HHTTPIL{ERSEEE -

storagegRid_htt_sessions_incoming_f5

R HTTPE R IUIEER AR R F R R M E AR N TERBIHT TP TEPE FRARER -

storagegRid_htt_sesss_incoming_Successful

ERINSERRAIHTTP T ERSER4R 8 o

{#7ZHERID_ILM_waiting™ =414
IEEREE_E E R HETILME Y 488 -

ETFMERID_ILM_waiting B B iR E14H 8 pert)
IRIZUEERES EAYILMR B &4 AY B B EREE o

#7ZHERID_ILM_waiting A B 414
LEERE FERFARWEE (BILNHEEY) ILMETERIIH4RE o

storagegRid_Im_waiding_total_objects

ERFILMEHERHAER -

#7ZMRID_ILM_SCAN_objects_perf}
IEEREEEE A B e (TS ILMAYERE ©

#FMRID_ILMFH_HAR_TRfL_7niE
SERCLEERRE SR ILMARHERY TR AR o

fiEE L ERBEET A REILMEER E LR EENRE MG -

storagegRid_load_T-f] 23in%_certBHARE
BHTHRRIRENEIHARR « L —FHARMBEREMNTE o

storagegRid_metaZ{#Z&4_average_dimetime_m=7}

FBICARF H A P EE R RE TR A TE MR FI96RE

storagegRid_network_receiped_bytes

BZELIRIERHIE RS

storagegrid A& {FE#HAI I 4H
TRBEENERLES o

{#77MRID_node_cpo_utilation_Percentage

HEARTS B A E AR R FACPURI I B A LL o 35 ARFSRIITERZE o Rl ARCPURIEEEURIN AAREZHICPUE

=
E=-°

#7ZMRID_NTP_chosed_time_source_offset Z#)

FAR{CHR SR PR R 2R PR BV T ] o 2 B iE RS R AR AVAE R LA B R AR EZN TP A3 P i i R BV B Rl A

—HE - EERARS -
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#7F1/8RID_NTP_Locked
ENELRHE EHEERREERIBE (NTP) AARSS ©

storagegRid_sm_data_Transfers=_ingfed
B L REXRBELUIR ~ S3AF IR E IL#FMRINEREE o

E#iEstoragegRID_S3E&E MR TTAH
B ERERBMHLUK - SSEPIRRILEFE RN EREE -

storagegRID_S2_operations% 8
SITEELMIVAEE (HTTPARAEEE4xxH5xx) ~ NEIFHSIRIELMFTIEMAIIEE o

storagegRID_S2_operationsf{Lf
FRINSITEERVAEEL (HTTPIRAEEE2xx) ©

storagegRID S3{F¥ FIEZHE
R BT R B AU S 3 EZE AR S o

storagegRid_servercert_managementsH_cert_expire_days
BIENTH/RFBHRRE

storagegRid_servercert_storage_API_Enders_cert_expiry_days

MIHEFAPUSRRIBHARIRE

storagegRid_service_cpo_seconds

BZEELIR ~ AR E EACPURI RS REE -

storagegRid_service_memory_usage_bytes
LEARFE BRI AMNEIEEEE (RAM) o IHEELinux TopA R EETRHIRES.

storagegRid_service_network_receiped_bytes

BZRELIE « IEARFBFHZREVERIAEE -

storagegRid_service_network_forted_bytes

IEARFSBIERERHEE -

storagegRid_service_restarts

ARFS TR ENBIAERE -

storagegrid_service_rid_seconds

LREIRFNITRIMEARSRE

storagegRid_service_upde_seconds

B EREMBEARTFE LR ~ IR —ERERITRUARRF -

storagegRid_storage_ista_current

EFIRFEEERIRRE - BMEERRE -
* 10 =RE4R
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* 15 =HfEcE

20 =M

* 30=fR Lt
storagegRid_storage_STATUS

#FARFSHY B RIIRAE - BIEERE !

* 0 =R

* 10 =EHfarh

* 20 =R]BERTE

* 30 = Volume R AJ F

* 40 =$85R
storagegRid_storage_utilization_data_bytes

Talh#FERL_ SR BMIHRRISY M E R BB R -

storagegRid_storage_utilation_maddenta_allowed_bytes

BEFFEIRBYVolume 0 L AFFRARYIHPEERIEZER o IE—RERER _ EAFESHHRBNERE
B~ AR ZOEREFE (FIMNEETIER) DURRRNERMGREEA REE SO REER - M
BRI AR R AERI R R E -

storagegRid_storage_utilation_madda_bytes

RE72Volume O_EEU4HEch L8 ~ DUTTTAR 23 811 o

storagegRid_storage_utilation_total_space_bytes

NEEFIEYHEREN#EE[GE -

storagegRid_storage_utilation_nJF ZeRi{irc4A
M REFEENERIRE - SHE A ZERHENR LFrEMHFEREN T RZERME—HmE -

storagegRid_swift_data_Transfers=¥£i_ingfed
B ERERBMLAR « {ESwiftFl B inHEE R L FEN BRI B R4S o

E#fHstoragegRid_swift_data_Transfers{i7t4H
B EREZBMLK « SwiftFA B it b EEFE LA B RHEE o

storagegRid_swift_operations5<
Swift{EEELBAILEEL (HTTPARAEFCEEAxxHN5xx) ~ AEFESwWIftiZ S BRFE R BI R

storagegRid_swift_operationsfi{/]
FXTISwiftfEERVABEL (HTTPARREUAE2xx) ©

storagegRid_swift_operations k&S
EIRHER BT R RS wWift{ESRABRL (HTTPARRRURS401 ~ 403 ~ 405) o
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storagegRid_enture_usage_data_bytes

HRFTEYHFRIEE A/

storagegRid_enture_usage_object_count

HARNYHHE -

storagegRid_enture_usage_quotafi7t4H

HEMH R BNRAESETHEE - IRKIBHECEES AT BEZEBAR ©
ESFBIEIRAE
[[Obele-all-argems] BEEVFTEMNET=/5E « s5EH Grid Management API ©
1. # Grid Manager TEIREEGRIBETR « AR EEE * API XX * o
2. P IEIEAEE o
3. $11T GET /grid/metric-names =& o
4. THHER -
BIEETR (BRH)
BEER (BRHK)
LERAABEXRLR « o] AZRHRE R EFHIE AR S & £ 1 PERL © StorageGRID
() BAERETAGDIESHNE  EETARTIRHBENGE - R EREREE -

LREER (BE&M)
BIRETA B MEETERNETRERNZ— -

* 518 StorageGRID AP IRMTARER « FAER - T8 « KANBEBERE B ETRKERAERE
MEINAEH# o

* BB ERE BT StorageGRID BERMFIERE 2 FrARBIVGIREE o SRR 2E BT ERRER
FARET o TR MURIINEEBEFTER « S EiEStorageGRID ERMER B TR RFARTURREBRE
g o
LREEEE (BERN)

EStorageGRID R EEMZERERFER « MEREBEALT ERIEHEF]) MERBEEMSFRIEST
s - ZERSENFHEER Btrue ©

ElgN B¥ LRBRESE &
r =E P MR CEREER « BFEEFSENER - T8
IEH{EE -
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Eiy B¥ LTREEMS &
g el RE R EEREER « BFEEERIR  AIEgRER
REVESR o ICREZAE UM LEIRER
O YA FE R BEREER « EFEEEFENREENK
Mo BREVEEE « LUBRIER
o FIN) 3k A BEREER - BFEEERENRR « BFLEEREF

% o [CREZILBNARRILRIRE o
TRAIUSESEREBEREE EEMENHENRFE - SEEEH LHINMSIRF S RIEERENEFER
BEIEERNEMNE - ERETETRE AR BENEEGFIAIEEAS
AR s BEMFRA TER) TAEEEET -

BHESRESZBIEEENERAL NAEETHE - ERAEGRTIIEFZE - USkF—EETE
T EZBEEERMBAER -

1. 2 BTET « HETRERENRERER TESA

2. EERERENERET - RERERER TEBAM

ERENETERNFHEEMABMENERZE - NMSIRFB R E7E:2485PaHE - NMSIRFFS A & #E EH (R
BIRIRFBYEERETHE - RER « MREEBEERANEHBTET - NMSIRBREREZEBTER

RHEBIEE - FEHETARET - Bt - EMABENERE RN SEEL RAAENRG - BFEEE - K’
#EMBREBENEEEIER (AHSRERNT) - FEHEBEMER - A SEEEREN -

N
TR LUE AR L EE R B AR AN (T A 2% 2 I B s T E A TR E M
E TSGR - BERBEEBFIET - TESMBBTERET » ITFRFAR o

EHBEFIERRFE (BRA) ERErRAME (BRA)
AR >= 1500 >=1000
RE >=15+000 >=1000
FE >=150 ~ 000 >= 25000

SNRBIEEZ 100085 T51E ~ RIFEREBEMETR « W ASEEEA -

EEEFIEREBIRNRTERET o (10008 X EE 2B R ARESFRERE - Bt - EREREH
SHERIES ©

FLAFEGZ% ~ MRER T2HE]) €7 IR SEEMEE - RSN ETRBRZA - B AENTEE
HiE -
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=R T2EB5] Emiy « EfTEEIEER « SRERRETHNERFERILELEE - ERERSREENE
RET ~ LEXBFEHEBNIGIEEAS °

HEBREENET
MEERBENMESHETETAEFHERNEEN « Mg THEMT BRIEFRHEER

BN ~ MRUEMPEZE50MB ~ BIE#FEE—EE TR (= 50000000) ~ BFREHEHTHNETR (<=100000000

Global Alarms
Updated: 2018-03-17 18:05:31 PDT

Global Custom Alarms (0 Result(s))

Additional

Enabled Service  Attribute Severity Message Operator Value Recipients Actions
¥ |S5M | | UMEM (Available Memory) x| |minor | Junderst |= | [500C | 7000
¥ |S5M =] | UMEM (Available Memary) | |minor | Jundertoi |== =] [100C | 2000

MRETEEK ~ BUEMRZE100MBE « 2 E—EZR (<=100000000) ~ BEARSZHBHTHIMNER (=
50000000) o

Global Alarms
Updated: 2018-03-17 18:05:31 PDT

Global Custom Alarms (0 Result(s))

Additional

Enabled Service  Attribute Severity Message Operator Value Recifiients Actions
M |S5M x| | UMEM (Available Memory) x| |minor | Jundertor == »| |100C | 2000
¥ |SSM =] | UMEM (4vailable Memory) x| |minor | |underst |[= =| |s00C | 2000

Default Alarms

Fitter by | Disabled Defaults | »

0 Result(s)
Enabled Senvice Attribute Severity Message Operator Value Actions
Apply Changes *
pEpal

B GHREFELTHRBAEEERER - ERBENFIEEE FEFHSNMPEE o
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T BREEIETTEAERELSEETNEN « SREBENEMNETBEEMRREETEREN - IRRE
BF  IIFFREE—T1TE) - ERTENMSIRFGRIESRZERAR « REEF —RERBUENEREMFRED
LRMER o INFERNATAFIBIERIMERSE  IETRENTEE - U EEXNHPEN - EFERINEES
B ~ EHREWRIE o

RSB PEREZEE R AAZ =/ NS o AL ~ 1.99990MBHESHEEHERE/NR (<) 2.089
ZR s BERBENEEEBERERS20
HrARFS
PEE FriL I ROAEIR BN BA T UL & RFTILARTS « ELRF T EATERE MBI BETER o

LRELRAE
RPETHETBERIERARBRER o EAHBREHIERSIERET -

Flgn ~ FRETMERBRRIRIEE (VMFI) ZR o (F5EE* support*>* Tools > Grid topology ° ZA&35
BY M#7FEEE >* SUS*>* Resources *] ©)

EETBUER VMFI 55T  BUBRIBRREEMAN VVMF 7 (BHNRELTHReUGeIETERET) ; &
B ~ CEESAREE NI E T  SED—(E VMF SRETAREBRLT « MR —ERHREEE o

TN T

Volumes

Maunt Paint Device Status Size  Space Available Total Entries Entries Available  Write Cache
/ sdal Online 55 & 106GB 7.46GB X & 655,360 550263 9 @ Enabled
fvarflocal sdad Online 5§ ) 634GB 594GB 1§ & 3932160 3,931,842 5 ® Unknown
farflocalirangedi0  sdb  Online 25 &) 534 GB 534GB [ @ 52428800 52427856 [ @ Enabled
Narflocalirangedb/!  sdc  Online £ %) 534 GB 534 GB T % 52428800 52427848 T ® Ensbled
marflocaliranged’2 sdd  Online 5) @) 534GB 534GB T & 52428800 52427856 T & Enabled

0 e

e BRINETR (BERH)
%%ﬁﬁ%’l&%?ﬂ%ﬁﬁ%ﬁﬁﬁ C EEEERLET c 3E  IREBERVNERELREE « GO LIRRELEE
FRtEZ Al
* BABEERE AGrid Manager "z HERVAY B 2| B 25" o
* M RRA THERER) R o
BARIEIETIE

MR ERETRARERERE - RItEBERENRNETR « Bal 'SR BEELNERETFEMRTEN - &
BEAUNBRER (ARETRAREEFHRRIRSR) - EREDER -

@ gE  ECR2ERELTARE « LI UERSEERET « UHLEERERE « WITEEER
%/‘T‘\E’J o

IS AL RE « ZERAEBY)EGrid Managerfy TERIZE R BEELE « BRIEZETREE T —ERELRE

== RIAVY

g BRIZE TR SRR B REE -

() BAERETAGDIESHNE  EETARTIRMBENGE | 2 EREREEE -
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B
1 EECRE>ET (BhR) >*BAIEmR -

The alarm system is the legacy system. The alert system offers significant benefits and is easier o use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:30 MDT

| | Show Ackncmdged Alarms

Show | 50 ¥ | Records Per Page Refresh

{1 1uf‘F]

2. FERIEPIERBRTERTE o
IEFRHREERFTERTEH [Em) R3IRE (E>*TR>YERAE > IR > IR _>EmY) o

Overview \\ll Alarms \| Reports \\l‘ Configuration \.l

Main History ‘

" Alarms: ARC (DC1-ARC1) - Replication

Updated: 2018-05-24 10:46:48 MDT

3. JEREIRH) * 3BT * AT NI — T  BREE - o
ERFBURERRRS (BAET BEL -

SR FEELETE - ZRATFENIEMEREE - Bt - NREREMEIREHRAER
BRR ~ AIAE BB R FRPIER -

4. BRBHHERETHER -

a. FEEUIE>ER (i) >*"BRER
b. BEHERERERDNER"

FRE BRI EREGRRLR
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.

Current Alarms

Last Refreshed: 2020-05-27 173858 MDT

¥ Show Acknowledged Alarms
:lﬁ' . ﬁt m _ I' -F-'E! =

|
|

Show |_50 v | Records Per Page

| Refresh
BRERETR (BRHK)
SR LURARFT B TRV EE L RIBES
FtaZ Al

1S AZBEERAE AGrid Manager "z HERV4E E 2B
* RAEREB R ENEEER ©

®

" s

HBARERE TRRAMINITERZIE - BETRRAIREEE N - MAEAEREER -
pg
1 ERC SR> Em (BhR) >*&EER -

2. SHEEREGG  EECBERS B E
3. HEFREAESE : +

4. 12— TA75H U SIL* Enter * o
HIHPIATERME T °
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Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

ute Severiy
Default Alarms
Filter by | Attribute Code v | equals * | 9
221 Result(s)
Enabled Service Auribute Severity Message sty ale: [t
[Q5Z (Number of & _
v Objects) Matjor Greater than 10,000,000 = 10000000 ?‘I
1QSZ (Number of i) - :
s Objects) Minor Greater than 1,000,000 >= 1000000 j‘l
@S2 (Mumber of )
v Objects) Niotice Greater than 150,000 >= 150000 ?‘I
XCVP (% =] Foreground Verification _ :
! Completion) Motice Completed - 100 f“
v  ADC ADCA (ADC Status) .;ll'f;inur Error = 10 ?‘I
] ADC ADCE (ADC State) “NJotj-ce Standby = 10 4 “
ALIS (Inbound =] -
v ADC Attribute Sessions)  Notice el 4 tue ? ‘I
ALOS (Cutbound i | : :
¢ ADC Attribute Sessions)  MNotice QOver 200 = 200 -?“

BRELETNETRER (BERR)
SEREHFARRIRERT « (CRILURBIB AR ER L ROVER -

RG22 Al

* IR ZEERAE AGrid Manager "2 1EHIATE 2B 25" ©
© BB ERNFEER ©

() BAERETAGDIESINE  EETARTIRMBENGE | R EREREEE -

TR

1. BERE TSRS — RN AR A E AE

a. BEUXE>EE (B >ELER -

b. HITFIHEP—IA !

* B—THEHP—{EREK -
* MABRHE - ARE—TBIEH" ©
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2. FERETIIDR « BRETEEEBIEAER o
a. JEEV SR> TRE> BRI o
b. FEIEENRERL_ > BIRFF ST _> R EZRC R o
C. {EBEHRIENEL -
d $ITTHHEF—IA:
* B—THP—{EREK -
* MABGTEE - ARR—T B &M -
BEETELERIERBIEFSIL
e AEIRE MERESESCE BAR AE—T ELEEk -

BUZHBEIER (ERHK)

Eol B EAERAGN B TETRERSENGIESRER - 2B TEREEAEERERETNETRSE
i~ WEEIERETERERHBME o

FAtAZ Al
* IR ZEEE AGrid Manager "2 1EHIATE 2B 25" o

* RAEEBRIEEEVER o
@ HABRETRRARNMIFERIZIE - BETARIRHEENR - MEFHERERR

PHETETEBERERET - RIHENKE « FNCTRETERLETE - BREEHELLT  CTERER
BT AR B AR o

@ NREEEFETRE ~ sAHBLIV0 o BN ~ INREEINERRERFE « AR A RAEEER
B o FEFLETREZA © sAREKIEASF RERZENEE

1 BEUCEIE BT (B >*RHET -
2. $FH—5IE TREEITER) R
- EBIHNET  BR—TEE P MMBBEE—TH %' nsert (EA) @
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Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

W [ARC ] [ARCE (ARC State) ~| M [Notice ~] [stancoy [= =] [0 | 7090

W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090

~ [ARc ~] [AROQ (Cbjects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | O30
Default Alarms

Fiterby | Attribute Code v | equais |AR" 2

9 Result(s)
F  ARC ARCE (ARC Stats) o) Motice  Standby = 10 2@
F  ARC AROQ (Objects Queued) S Minor At lzast 6000 >= 6000 gl
F  ARC AROQ (Objects Queued) 2 Motice At least 3000 >= 3000 gl
v ARC ARRF (Request Failures) & Major At least 1 >=. 1 y‘
v ARC ARRV (Verification Failures) & pajor Al least 1 >= 1 2
¥ ARC ARVF (Store Failures) & Major At least 1 = 11 d
F NMS ARRC (Remaining Capacity) % Notice  Below 10 = 10 2l
= NMS ARRS (Repository Status) & Major Disconnected = 9 f‘
F NMS ARRS (Repository Status) ) Notice  Standby <= 19 2
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r Global Alarms
Updated: 2017-03-30 15:47:43 MDT

Global Custom Alarms (0 Result(s))

m A0
Default Alarms
Fiter by | Aftribute Code | equals |U* Y
3 Result(s)
= SEM UMER {Available Memary) ® Critical Under 10000000 <= 10000000 ﬁ"
¥ SSM UMEM (Available Memory) L Iajor Under 50000000 == 50000000 _?“
r SEM UMEM (Availlable Memory) 2 Minor Under 100000000 <= 100000000 ;?“

Apply Changes *
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: Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Servce  Atribute Severity  Message Operator Value oo Actions
[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30
Default Alarms

Fiter by | Disabled Defaulls »| gig

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions.
Apply Changes *
4 BT EREE
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BFEENETR (BRE)
NRAGE T ELR « [CAILUBIRE ~ MIFEESE o
FtaZ Al

* IRWAZBYER Passwords. txt FEE :

FREMEMBILETHNEBEET « LAEBRFET - FRBIHEEER - ERRgER o ErIUREZRET - 3E
MRECBEBURBRET - MIFEHFBMEESE (ERETREEE)  AITLUSRMEIEAET - MRICEEIL
EIBMREEBERNET « EXBUENELNEEEE (PIMARREEYE) - CAEEESERAEY -

1. EHEER-
2. ZATEEIREER .
a. iA%< | ssh admin@primary Admin Node IP
b. i ARFRSBIZZEE Passwords. txt HEE .
c. AT UIEroot ¢ su -
d. #AFERYMIZEEE Passwords. txt FE2E !
B Uroot B AR IBMNBREFT s E 4 o
3. EFREINMSHRTS . service nms restart
4. ZFHEIBEE | exit

LREBR o
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Use these settings to define the email server used for alarm notifications and for AutoSupport messages. These settings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshooting

StorageGRID.

a

Email Server

Updated: 20180317 11:11:88 PDT

E-mail Server (SMTP) Information

Port |

for =]

Username: ;rnot

Cmdemats  Password: [aescsnne
From Address |
- Tcs:i
Test E-mail
I” Send Test E-mail
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BEXRRNE 5 EF AL
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You can configure SNMP for read-only MIB access and notifications. SNMPv1, SNMPvZc, and SNMPv3 are supported.
For SNMPv3, only User Security Model (USM) authentication is supported. All nodes in the grid share the same SNMP
configuration. The following MIB files define the objects and notifications for StorageGRID:

B /ETAPP-STORAGEGRID-MIB.txt: Defines the alert table and notifications Itraps) accessible on all Admin Nodes.
B £5-NETAPP-06-MIB.mib: Defines objects and notifications for E-Series-based appliances.

E MIB_1_10.zip: Defines objects and notifications for appliances with a BMC interface.
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AEAP BRI A TESNMPY1 B SNMPv2c RETTH B B BREE  BEMMIANEA SNMPV3 ©
@ IR CEBIFTRRBILEF BB ~ WRSREEFNA G BBt ERER BTt B F &R -

7. MREEEMAIFRNAL « FER THMER) Ry MUIEER It R31RH -
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Other Configurations

Agent Addresses (2) USM Users (2) Trap Destinations (2}

| & Creats | | # Edit | | ® Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 LUDP Grid Metwork 161
® | |Pv4 UDP Admin Network 161

ERILRS IR AIEE—NZE rTEﬁﬁﬁthJ o LUTFRSNMPHRIEIZTU AR U ESRYTHAE L
3it o StorageGRIDEERIFZ (A B S FREREMIFE - F8EWIHE © StorageGRID —{EEIPAEER
FM—BERZIE o

a %'@;E%ﬁiﬁiﬁifﬁ{ﬁﬂt “ AR I o AR~ F2RARESNMPRIERE SRR AER LS

b. EEAREEM St « FFREEt I FBEIRIRER « ABEEEL * REE * o A8 2 BIRTESNMPHRIETE
UERBAFRRYRIERZ UL UL B o

C. RERMRMEMENNE « FFEEGZINRVEIRIZER « ZARIER * 05 * - ARIEE * HE  LUERCER
BRUEHILE

d EEREE « FHEI SNMP Agent HEEERRY * 77 * ©
8. MNREEEMUSMERE « FREE THMAER) BERPH TUSMERE R3I11TH -

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)

|+ Create || # Edit || X Remove]|

Read-Only MIB

Username Niee Security Level Authoritative Engine ID
user? v authMoPriv
userd authMoPriv B3AT3IC2F3D6

® | userd authPriv 59D35ES01256

FERLLRSIEE A EREETAMbIHEWFEHABRIFUSMERSE -

a ?E%ﬁi’%‘ USM % ~ 5FEEEX * 1L * » AR ~ A2 RIRESNMPRIZRZNERPARUSMERERN S
B o

b. EEARIE USM A E « FENMEAERERG « ABREN * RE * - A% - F2RRESNMPRIERE
EREARUSMERERIFER o
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EZEEIRA USM EAENERERE - MRCEEZLEEERERME - U RBIRERE LRI
HIEFRE =M o

MR EAENRESIED « BRADRRE NEREE | BINARES R
() Frt - GESBIRENM SNVPRIEEMH < B8] « BIOHESNMPRIBERARS « Hig
BAERBIHS o

a. FEBER USM A% - sAREUEREIVETRIR « AREEL - B © o AREE * BE * UERLER
PRILEEAE o

@ INREREREAE B EERERRME B « G RRESSFRERIM « 1P ERFT
SNMPE[EE AU o BRI « BEEFSNMPRIEIZNARRRET « SR EEREER o
b. EEIRREE ;52 E SNMP Agent HEKEFAY * 77 * o

9. [[SNMPP&ERE B « start=0]]41REEE /R E AIM - FBEE THMAER) BERPH TREENM R

HRIAEMM RS IR EEEE—ENZE B M - UHStorageGRID HEHEa @0 - EEEA SNMP {12
F2TCAMIREY * (7% * B « StorageGRID ZRIKER B4 EETEA B AN c ERMERERFGERE
o hEHEHELZEAMB-IERE (FlNifdownFlcoldStart) {HiXZAERA] o

a. BEEMILRIEERM « sAEEEN * B ¢ o A% SRR RIRESNMPRIBIZ R ARG B eIt D R o

b. HEAREERME BRI « FHEIVERE RBIRGH « ARIER - RE * - A%  F2HRESNMPRIER
ERPAR YR G B Bt P BR -

C. EERIFRMBRIM « FHEINE BUMBVEIRIZER « AR * BhR * o AREE * BE © UHEREER
BRILE B B9 o

d EERXEE « FHEI SNMP Agent HEEERRY * 77 * ©
10. B3 SNMP RIER2 VARG « SBBEEN * fitfF * ©

7ZEY MIB 1822

MIB IEZ B AR TPRENZEEERFNRFARHNERNEN - KoIUFNER
StorageGRID #{4F1BE1HY MIB 182 o ZLEAEZE ] AR ES IS RIAEME o

B2 EFASNMPEE" IR EZ B SNMP 1 MIB 152HNEH « F2H °

7ZHY MIB 1822
1. BEERRS > B> SNMPHEEFRER: o
2. 7£ SNMP REREEE L « ENEE THEE !
° NetApp-STORAGEGRID-MIB.txt : E&AIEFE EIRERL EFINVERKMBAN Fap) o
° ES-NetApp-06-MIB.mIB : % E RFIERIEEMYHFEA]
° MIB_1_10.zip : &85 BMC NEMNEREEYHFEL o
3. A U fE 1A StorageGRID EiZh EFIFHIBETZE MIB #2828 . /usr/share/snmp/mibs
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4. #EEY storagegrid 3RE MIB #&EZA OID :
a. HY18 StorageGRID MIB iR B#RJ OID :

root@user-adml:~ # snmptranslate -On -IR storagegrid
AR .1.3.6.1.4.1.789.28669 (28669 7KiEE StorageGRID #9 olD )

a. ABERERIREBPER Grep 2KEXS StorageGRID OID (5 BL L 2RIEEAR)

root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669

@ o snmptranslate SR ATNLEEAANKEER MIB o thes < RI7E1Efa StorageGRID &4 L
Mo

MIB #EZEAA
FREYIME RIS StorageGRID OID Z7F ©

MtLiE ¥ ID (OID) SR
1.3.6.1.4.1.789.28669 A NetApp StorageGRID B8 MIB #&4H o

MIB #74%

itsaiE ¥t 1D (OID) siiPA

activeAlertCount 1.3.6.1.4.1.+ activeAlertTable F{EFAPERIEHE
789.28669.1.3

activeAlertTable 1.3.6.1.4.1.+ StorageGRID F{EFFERIVERLE o
789.28669.1.4

activeAlertld 1.3.6.1.4.1.+ R ID o EEBRIMN—BERERETHER— o
789.28669.1.4.1.1

activeAlertName 1.3.6.1.4.1.+ R TE o
789.28669.1.4.1.2

activeAlertinstance 1.3.6.1.4.1.+ EXERNERLTE - B2 iE -
789.28669.1.4.1.3

TBETRREY 1.36.1.4.1.+ BROBEY o
789.28669.1.4.1.4

activeAlertStartTime 1.3.6.1.4.1.+ B S B B BAAN AR o

789.28669.1.4.1.5
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BEENZER (FER)
FrE@iXEE = T3 varbinds 485 :

e activeAlertld
e activeAlertName

e activeAlertinstance
C ITEEREREN
» activeAlertStartTime
BENsERY ¥ ID (OID) A8

activeMinorAlert 1.3.6.1.4.1.+ BREME/NNETR
789.28669.0.6

178 MajorAlert 1.3.6.1.4.1.+ BEREENER
789.28669.0.7

activeCriticalAlert 1.3.6.1.4.1.+ BERENET
789.28669.0.8

W EE HithStorageGRID Y&}

ERER

& BT P Bl 2R AN 3R 5 SR Ba = Storage GRID BB RMRAIARAE - T SRR HFARRIRE o

El=iER
B RIEE A E StorageGRID HYTHAEME ISR B IERIEE -
Grid Manager &R & 2 ERBFERNSEEL T BREFZERTR -
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Data space usage breakdown ¢ w

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the met t blein
the grid
: Metadata space Metadata used Metadata allowed £
Site name = i - - —
usage space space
Data Center 3 0% 2.44 MB 19.32 GB

HREESRERR LN TREER) EREETTIRE !

* HHRERAMETEE (S3) HA! (Swift) BE
* ARBRARRBHEZEHN NI RIFE
* EREERE « MRERTEAER « AISERTBRERNEEN T DL
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036

IESh ~ StorageGRID FIfEEIFA B EAM & > TRA>* AR EE « BISEREERE M SN S IRIE RN E
MHEE -

B, A UEER .

* * GrafanalBlX* : MEAEYE A » Grafanal@ &R ] ARER Prometheus I EFIERVE o HIU0 ~ TREFED
21 A EREE >R RS IIER B SRR REMGrafanaB 3k ©
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Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
meswork traffic @

E50 kb's

£OD kbi's

S50 ks

500 kb=

450 kby's

1005 12:10 10:15 1020 10:28 1034 10:35 HEAD HiEAS 1053 1655 11:60

m Received = Serd
MNetwork interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up
Metwork communication
Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =

sthi EXTTel-T | 20,403,428 1, ol 24,808 |l | 0 th
Transmit

interface @ = pata B = Packets @ = Errors @ = Dropped 8 = Collisions @ = Carrler @ =

ethi 365GE 1k 15051947 1l o 1l | ol a il

(D  crmnaExtaaERERENBRRL TR RE> TA> SR EENE o

* TR IRERE IR SR> TASYEREE EEEIE GENEXRET o TEMEZR) -~ £RAR
B8 [E|2R#8%¢StorageGRID ABBUENSERIEE (FIMINTPIERREYE « LBEEDZ—RE) - BEERRE
HS  RENEEEU—REXEEER (FiE) ReR -
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT

29.24
2923
2922
2321
23,20
29,15
29,18
2917

NTF Frequency Offset (ppm) A

29.18

29.15 I I | | |
16:33 16:43 16:53 17:03 17:13 17:23

Time {minutes)

* BEE - IRESRMEEN SRS TASERGR EREIS CENERET o TEMEZR) - BEEE
RAREHRERBEHE « HINMHBERFEEEE - EEREHLIERE « BERTHENLZBRER - B
ERFEHR - RENEEGL—REXRERER (B8 ReR -

Service Load @9 vs Time
2010=07=19 140502 PDT 1o 201007 =19 153002 FOT

0,050+

L]

0.0854
0.0804

L

0.075+

0.0704
0.065-

0.060

0.055+4

0.0501

| I | | | | | |
14:06 14:16 14:26 14:36 1446 14:56 15:06 1516 15:26
Time (minutes)

* FEBXREUFARRENERERET i LERAFEEI
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1 hour 1 day 1 week 1 month Custom

i P
From: | 2020-10-01 2 | 45 PM | PDT
L L
Eal e
To: | 2020-10.01 01 10 PM | PDT m
v v

Lost Object Detected &

in

0.3

o - - :
12:45 1230 1235 13:00 1305 13:10

== Total

2

CRREE - PRS- TASYEREE EEEE (BENERET i EERHEZR) ~ REERGARER
BEE - BEBMEERKRREBGRE « FIMNE L - FFopsiRERIIARTARS o IREEIRELIRE « BEFIRE

TEER ; UIEEGE—ERREDE S —ERRE -

LDR State vs Time
2004=07-09 164022 10 2004-07-09 17:17:11

s tanflb?' B . . - » "
Offline

1641 1645 1649 1653 1657 1701 1705 1700 1713
Time = Minutes

e
"tR8 TENRL B

1717

191



"HEAR GridFR R A 18"

"R S R IEIR

EESE
ARERERVEFENEEARRESE

#5l B&

— RENBEESERRRERRER -

i ERERNEgaRERTZREEENNERESTEE ~ B8 Ta4f X
r INRBEIRE - REARMETIHE - SKixeBERARDAEANRAEN RN
B - ZBREEZANREBEER « LIsHERER -

- ZAEE (RENREN) RTBEEREER BRAURESR - REmRGBHE
BEPES « RSB MERIRFSARETE
REBRERTERNIBONEIBEERKERE « ERRBERRIIRE « FrX
B RIREE o
REBEZRTERNFDONEHEEELAE - ABRESBENRBEUAEER
TURARA °
REHEEARTAESRTERNNIBREEREE (ABRFBENRMARE)
MmEMBIEERANE « AARSBHENRFREREREMmEIR

RS

MHEEHESCRERFINERNER - UEZERFTFAENREEZ R - TREEBRT « LHRERMIE
BEER « GRIMER SR> TR >k inE EERFIEME X -

FsAZ Al

& AZBFERE AGrid Manager "2 HEFU4H E 228" o
1. BRI ENRL* o SATRIEENENES ~ WHE A -
2. EMEERREENNRSIER o

BLERI|EHB S —HZEGrafana@ElR « Bl BRERPrometheus;BI 2 EHERIE o HIU0 ~ EIELAY*EREL*>*TE
2R 5[ I2R B EM{EGrafanaEl#*
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DC3-S3 (Storage Node) &

Overview Hardware Network Storage
1 hour 1day
CPU utilization @
35%
30%
25%
20%

14:00
= Utilization (%)

1410 14:20 14:30 14:50

X
Objects ILM Tasks
1 week 1 month Custom
Memory usage @
100%
75%
50%
25%
0%
14:00 1410 14:20 14:30 14:40 14:50
- Used (%)

3. A LR IRREER L - UEER

Memary Usage ©

EF R EFMAE o

100.00% e
2020-05-20 14:08:00
75.00% = ized (%) 44.70%
— Used: 11.30 GB
SO.00% = Cached: 6.55 GB
= Buffers: 14256 MB
25 00% = Freg; 7.28 GB
= Total Memory: 2528 GB
0%
1350 1404 1410 1420 14:30 14:43
== {Iged (%)
4. RBE  CERETUETREBUYEXESENER o € 8% EEORET « EIERER i BEREN
Al o
() urFaEENBESEES -
#ifi1 SEHP ~ O LUERNERET ) IEERFHMENPESEHRER
D@nvu\ﬂ ©
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- Reports (Charts): DDS (DC1-51) - Data Store

= : YYYYIMMDOD HH:MM:5S
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: |2021/08/24 13:24:01 |
Quick Query: | Last Hour v [ Update | Raw Data: O End Date: |2021/03/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 132401 MDT ta 2021-09-24 14:24:01 MDT

32,000+

o 31,0001

(%]

L=}

3

w

w

L

5 30,000+

o ;

o

™

°

=

29,000+ | | I | [ I
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)

(&
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Reports (Charts): DDS (DC1-52) - Data Store

Attribute:

| Total Queries - Successful

v

Quick Query: | Last Month

b

| Update |

Vertical Scaling;

Raw Data:

O

Start Date: | 2021/08/24 13:15:45 |
End Date: |2021/03/24 13:15:45 |

YOO IMMOD HHMMSS

Total Queries - Successful A

15,000+

10,000+

5,000t

Total Queries - Successful vs Time
2021-08-24 13:15:45 MDT to 2021-08-24 13:15:45 MDT

\ 4

Aug 25

I |
Aug 259 Sep 2

|
Sep 6

|
Sep 10
Time (days)

|
Sep 14

|
Sep 18

|
Sep 22

b

gHI2 - it TEEFERE BY T &5

> Grafana[@ %X °

Object Counts

Total Objects
Lost Objects
&3 Buckets and Swift Containers 1

BRESP ~ CALENERET i 5 —REEREZINERYG
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1 hour 1 day 1 week 1 month Custom

. A
From: | 2020-10-01 12 45 |[Pm | PDT
W W
u .
To: | 2020-10-01 or |:[ 1o [[rm]roT (IR
b v

Lost Object Detected &

0.3

12:45 1230 1235 13:00 1305 13:10

== Total

2

S BERT TEIRS) BELKRETHNEMEER  FERZE > TR > @RaE- -
6. BEHEVEIRENRL > TSRS _>MEE B o
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I Overview l\ Alarms Reports :Conﬁguration

Wain

b
l_i' Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Vendar Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB

7. EIERET 2 BIESH

BTEHTEHEES RE>BX Bl - BREBTEBMEEE—RIER -

EEEx
EXRGUBFANERBEERHE o LRI LEREERFOIEE ~ FAEEIE « ToHSRT -
FRtEZ Al
* RAJEFEE AGrid Manager "2 1B VAT E 2B 25" ©
© MRS E RN EUER o
B ER
1. BEE 2R > T E> g iaiE o
2. EEARENRE > TR > RS> ER o
3. 1t T THBREPENERSHENY o
4. BE0AT Y ISR « FERR * EEAEM * ZEU5IR
5.

AETEBMEARE  FENR C REEN * ZIE KR - AR EREIAZRS (/NS (FIN - §8
MmRERBDLL) ~ FER  REER * ZET5IR o
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6. 1t MriEEH THRFERENZREHIRE o
EE TB:TEH) EEDUERSTERMEE -
BxREELDERLIR - FEFEFHDE - URERKHELEIRS
7 MRECEE TBEIE#H -~ FRA RGBSR B RETERNFREE

fEM&TN YYYY/MM/DDHH: MM: SS ZBERS o MBI AR EZUR AT o HI02017F486H7 : 30 : 00
ESSHORAN o IEFEMRTNA - 20178E486H07 1 30 : 00 ©

8. BEIEEH o
FNREGELERR - FEFHNE  URFRFHHELENRRS - REEAKENRERE - §ETRRAEX
FHREARBXFTRS ©
ERAXFHRE

XFREGETNMSIF ERIEZ BHEEFHENXF 2R - IRBEFRSHEE - §EE
MmERARRE | —ERNREXFRS - —BRANEEXFRS -

RIEXFEHE
RIEXFHREGETFIEBERFHAER

* WREIBFRE - NMSARFSRRIZE M BRI S AERY AT B HABLRRA] -
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Text Results for Services: Load - System Logging

2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received
2010-07-19 15:58:09
2010-07-19 15:56:06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45:50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-1915:39:40
2010-07-19 15:37:37
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 15:31.27
2010-07-19 15:29:24
2010-07-19 15:27:21
2010-07-1815:25:18
2010-07-1815:21:12
2010-07-18 15:19:09
2010-07-19 15:17.07

Aggregate X F iR

Sample Time
2010-07-19 15:58:09
2010-07-19 15.56.06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45.50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-19 15:39:40
2010-07-19 153737
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 153127
2010-07-19 15.29:24
2010-07-19 15:27:21
2010-07-19 152518
2010-07-19 152112
2010-07-1915:19:09
2010-07-19 15:17.07

Value
0.016 %
0.024 %
0.033 %
0.016 %
0.003 %
0.024 %
0.016 %
0.024 %
0.032 %
0.024 %
0.003 %
0.016 %
0.024 %
0.032 %
0.032 %
0.049 %5
0.024 %
0.016 %
0.003 %
0.016 %

AggregateX FHREGLLREX FHRER—KRE (@FEA—B) BREN - SEEEEHEHANMSIRF T —RE

B RSEREE (BEENESE) BEIE—REPR « TRESERITEHTHEE  RXENR/IVE

BEREBEERT FIER ¢

* Aggregate Time : NMSPRTS=42 (I&) —4HBEFEMHEN LR B RABRRE o
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s
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Overview Alarms | Reports || Configuration

Charts Text

!‘I_ll Reports (Text): SSM (170-176) - Events

Y IMNDD HHMR:SS

Attribute: |Attribute Send to Relay Rate V| Resultz Per Page: Start Date: |2[]1[],f[]?;19 08:42-09 |
Quick Query: | Custom Query v| [ Update | Raw Data: End Date: |2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 05:42:09 POT

1-50f254 i
Time Received sample Time Value
2010-07-20 02:40'46  2010-07-20 08:40°:46 0 274981485 Messages/s
2010-07-20 033846 2010-07-20 083846 0.274939 Messagess
2010-07-20 0836°46  2010-07-20 08:36:46 0283317543 Messages/s
2010-07-20 08:34:46  2010-07-20 08:34:46 0274982493 Messages/s
2010-07-20 023246  2010-07-20 08:32:46 0291646426 Messages/s

2345 » Next

MEELFHRE ) REMEARER « BEmikE o
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U
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Verification
Status: @ Mo errors ils
Percent complete: & 0.00%% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ 0 il
Object verification rate: @ 0.00 objects | second ils
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second ||.
Missing objects: @ 0 il
Corrupt objects: @ 0 |II
Corrupt chjects unidentified: @ 0
Quarantined objects: @ 0 I|I

* AERELEHRARISH R EREREE © SFEN [AFER_ > ILM Y1 ~ AREE TMIFRGEISRE) BR

REYEE o

Erasure coding verification

Status: @ Idle lll
Mext scheduled: @ 2021-10-08 10:45:19 MDT
Fragments verified: @ 1] |i|
Data verified: @ 0 bytes li I
Corrupt copies: @ 0 il
Corrupt fragments: @ 0 H.
Missing fragments: @ 0 I||

ZEENFEIE @ EE MR IBEREEREANF ©

2. B FERE TR
a. EEFEEE > Y EERE > TRER -

b. i5H# MEAZEKAMMEZ ) WL - MRAEFITIFEE 100 B LEXRYGES - BFET * U4
BR LT SRBAE RIS ER AR o
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Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
defined by your ILM policy, still exist on the volumes.

=

e S L L Ll o el L L g W L

Active job Job history

Seard Q

‘ Delete

/ g
JobiD @ Status 2 Nodes (volumes) @ (Missing object copies detected | @

15816859223101303015 Completed DC2-51 (3 volumes) 0
12538643155010477372 Completed DC1-53 (1 volume) 0
5450044849774982476 Completed DC1-52 (1 volume) 0

DC1-51 (3 volumes)

DC1-52 (3volumes) |
3395284277055907678 Completed \0

DC1-53 (3 volumes) —

and 7 more

\_

e S e gt e S e Y Y

BEEMN

AT AR BN RN RI 2RV @?ﬁlax%Lﬁfﬁuﬂiﬁusyslogﬂﬂﬁ%ﬁﬂ’]%#ﬁﬁkiE’JE
5] © Grid ManagerPEERIVERE—BIFHAE « REEHFHFES

R EHHEHSE /var/local/log/bycast-err. log sCikiE © SARMH "SLitiES

SMT (S48 EmrmAEREE « FEXARSEEEEHIE - AHREAETRHEMEN  REERE
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1. A BN RAE

o IR > TR > OISR -
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TEREMH BEFTEGRRER "ERIGR" - BEEE ¢
d #EeEEn EREG -
e (&) EFREEHBIFE
f. BT o

E g
Overview Alarms I Reports | Configuration

Charts Text

ﬂ‘l Reports (Text): SSM (170-41) - Events

T NDD HH M SS
Adtriouts; ILEST Event _:J Resulls Pes Pags: (20 = Start Date !2D¢9fﬂ"-"15 15-19°53
Quick Query: |Last 5 Minutes =l Updale |  Raw Data: ~ End Date: (2009/04/15 15:24-53
Text Results for Last Event
2009-04-15 15:19:53 POT To 2009-04-15 §5:24,53 POT

1-20r2

rey : hdc: task_no_data_inir stabus=0x51

2008-04-15 15:24:22 2009-04-15 15:24.22 { DriveReady SeekComplete Error }

2009-04-15 152411 2009-04-15 152339 huc.task_ro_dstainlr: sthis=51

{ DriveReady SeekComplete Error )

B B5THsyslogE4

B AR EH B R syslogRREFHIFABZD ~ 1B E « SERNEERREREEFM - B I FHIARERE
A BREE (RMEERARLZE2EHNERYE) -

FRERLIIF
pERBIUBEMN « UEEERELENREE - TZEFRERANEIEMS -
* BUBISEMHZE SREENEHNIREIEE -
* RIBEPHRIRFEIIBEIEN /var/local/log/messages 5 « ELEEEPMNIEHRNER
° BRRILESE
© R ENEAERENEHERNEEEREE

“MfEE - *WIFFRABVIRBEMES /var/local/log/messages BRIFEFRMT G EMER « TR ZETILY -
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Events
Updated: 2021-10-22 11:15:34 MOT

Custom Events (1-10f1) i
Event Actions
snutdown 7090
Show :10 ¥ |Records Per Page | Refresh |

Apply Changes ”

4 BECEREE -

5. (BB > T "> BRI -

6. BB UBIRETE > SUS™> " o

7. 1E TR FAGTRHM TEITEM) BE  ABEE CountHfE -

NRETEUEM ~ CIEREENEIFHM S EXARER LA -
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I Overview | Alams |  Reports Configuration |

Main

Updated: 2021-10-22 11:18:18 MDT

Overview: SSM (DC1-ADM1) - Events

System Events

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service Events
File System Errors
Forced Termination Events
Grid Mode Errors
Hotfix Installation Failure Events
IO Errors
IDE Errors
Identity Service Events
Kernel Errors
Kernel Memory Allocation Failure
Keystone Service Events
Metwork Receive Errors
MNetwork Transmit Errors
Out Of Memaory Errors
Replicated State Machine Service Events
SCSI| Errors

Log Monitor State: Connected
Total Evenis: 0

Last Event Mo Events
Description

(M1
(AN

=
2

a?

gy W

HEIEHHERST

MREROHB BFIFHERTHER - BISAEASupport (X&) WAERFMIGrdIRERR °

EXRTHSREEE TN F—EEHEE - ARt - X
Eil
1. EEC SRR > T A > Mg HRiE" o
2. FEEASENEE "> SUSS>*E > R > E B o
3. BN BFTEM) B9 BER * AU
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Overview Alarms Reports | Configuration '||

Main Alarms

Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 r
Account Senice Events 0 r
Cassandra Errors 0 r
Cassandra Heap Out Of Memory Errors 0 r
Custom Events 0 v
File System Errors 0 r
Forced Termination Events 0 r
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-

functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of

metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

o hitps:i

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cross Grid Replication

Cloud Storage Pool Overview
EC-ADE

EC-Chunk Service

EC Overview

Grid

ILM

ldentity Service Overview
Ingests

MNode

Node (Internal Use)

OSL- AsynclQ

Platform Services Commits
Platiorm Services Overview

Platform Services Processing

Replicated Read Path Overview
S3-Node

53 Overview

S3Select

Site

Support

Traces

Traffic Classification Palicy
Usage Procassing

Virtual Memory (vmstat)
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O Enable query history

| P

Execute - insert metric at cursor - r

Graph = Console

Element Value

no data

Add Graph
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Remove Graph
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

¢ Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a

diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
" Cassandra commit log queue depth v

2. AERABBRESM « 55— TR EAIE
T T R H B RS RFHAE R - THIRFAER

° ARG  EESERRY B RTARES EREEE

° * Prometheus query* : W1RARZEN ~ IR EEIREENPrometheusiBHET ©  (MIFFFAZERERE
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CPU utilization ~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status Maormal
Prometheus sum by (instance) (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)(node_cpu_seconds_total{mode!l="idle"})})

View in Prometheus (4

Thresholds Attention == 75%
@ Caution >=95%

Instance 1T CPU utilization i}

Status ~
DC1-ADM1 2598%
DC1-ARC1 0.937%
DC1-G1 2.119%
DC1-81 8 708%
DC1-82 81429,
DC1-83 9 669%
DC2-ADM1 25159%
DC2-ARC1 1.152%
DC2-51 8 204%
DC2-52 5.000%
DC2-83 10.469%
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *

Graph  Cansole

- 1h L “ Until » Res. (s) O stacked

JE '”ﬂn” IJ!!MJ1H it »ﬂ‘ﬁ'% i

i lji‘”ﬂ¢””¥%ﬁﬂ“&ﬂd J'w"m |

—_—-
-
-ﬂ

E

——.;

“1 lJl H’Jn wmal %,

mmmmrmm NTTIATRY, mmﬂf fm Y]

Remove Graph

Add Graph

B BRI EAE

& B] WA fEEFAStorageGRID Grid Management APHRERITHAER KR B BTN E I EER
MERMR o

WRICBEEEFE Grid Manager IREEE L RETHEE » HEEES StorageGRID 2L BETERMR ~ 01U
£/ Grid Management AP| 2&& ) StorageGRID E£

el LUERYIMIFESIE T B (fli0Grafana) EHiEfFEPrometheustSiZ o FERIMNE T AR « SN BE HENELS
12/ B i /&s5StorageGRID ~ A BE:EEEE TEAMZ 2 o 52/ "HN EEStorageGRID IIFEAIERBA" ©

ERREERAPIER - BIEAAEENTEAE | HAIEGd Manager * {t HERREIUAMBET « AEEH
CAPIXCHE < > BT o

220


https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/index.html

metrics Cperations on metrics v
i Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
m /grid/metric-names Lists all available metric names ﬂ |
: Jgrid/metric-query Performs an instant metric query at a single point in time ﬂ |
m /grid/metric-query-range Performs a metric guery over a range of time ﬂ |
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account -1552139138

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAE,
"HAME™; “testobiect”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHED": “FEABAES1-534A-11FA-9FCD-31FFERC3B056",
"PRTH™: “source”,
"META": {
"HASET: {
“"PAWSS: =27,

M ERE (FEHERE) 8=
HFEH LNERBERE DAY FHRE - MHERE N ERREFEIRE -
TR LUER SEFFAHRNYGEREEN - M FRERRE B> REFR > F R A EEES -
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online =]
Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Tolal Usable Space (Percent) 96.534 % mMe
Total Diata 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratrisved ] =
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
o002 107 GB 107 GB moB moe 0% Mo Emrors oy
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Wit ~ UGB EEERREN E S ERIRE -
a. JEEC IR > T AR>S kiR o
b. ZE4F NMEFEORE_) > M LR > MEEsE) > M4HRR) o
C. ZEEMIBRIBRERIICF
d EECEREE

HEEMHFERE ?

MEEREAIRRRIL LREEN SRS TEEIAR - ST s TR A
x5 (SERECRE) | MERHBIEEEERERNSE  LHERRREEER B R T @k
BB o

HESETEREERNR  COAFBRIMAFERELF -

W FERE GBE StorageGRID FENHFRISEMABIPEER - TEERRE BRI REIE
Wt R BRREEFE o EMERNERHEIEU T AERE ¢

* ERNER  MRRDERYEERIIIES « StorageGRID HIE BEEHNRFERGHMM S NEARE
ISR - RFEFEASERILMHERITRAESES « DFEEYHEARBF S BRNILMERR] ~ ARG 5—E®
7 o R G ELEWREMBES « LURERFERERAPFILMIRRA] o SR SER SRR FERERAIE
EfE o

* MIBRARESHY A ER - SNRMIBRARESHI(HEY R ERIELK ~ StorageGRID R FRAEGNREL - BBIERER—EH
FHIR EERIERNA R - MRBEERERNRER (ARERNREXE) - ILM EEASHYMHHNS—
B ~ LR ELMAVHRARE R EL

HITYHEERE

B—RABBIUM AT —ENHFERE L F - ERELTFR « SFENCERENFEFHRMNEER - &8
l,(iéHRIT’FE’J—:XZ MEFERTE

FIYAZ Al
* 8 EAE AGrid Manager "z HERV4H B 2B 25" o
c MAH T4E) o ME) =ZEUER

* BEHGERENFEFEMAE LR - BRI LURREIRRR - FRECERENVMARLEERER
ERETR -

* KERAGATNREFR R ECERENEHR LT !
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1 B> T (> AR -

2 BECRIUT(F o TRIMGIFEGE) TIEEMEILE -

3. EROANERE MBS - BEEIFTALS T  FEIEIERERN - BRI o
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CERBEBURER E R RIEIRS -

4. FE e -
O. #ABEPHBEMNRIEN—HZEMIRE S0 R RFERE R ER LB RIS SHIRE

AERCENNESEMENPTAHIRE « SFEEURRESR * RFHIRE * ZET51R

6. BEE R -
7. AN TR —ERIE TR o

—HMEERIREREMH P EERNERNDR - BRYIGEERE -

° * Strongit5* | BE—UAAHMIEREERIEZ o
° BRIVEN | BEME AN PEBEREZ o
°*Al (28 * (FAR)  SELSHFE =ERESEHEZ -

HE—EMEERIRREAR N - S RIRBE A o

8. BEE A" -
9. RN EREE (CRVEEHE o [MATLUEEC E—E - BEREN L —EDHR « LEMTHEEE -

MHEEFERELFEEELRIT - HRIBETHHP—IE

o TE5ERK ©
o IR E{EHECET(E o LRI UIMECEEMIIE « BEENECBCHR I (E

° TYErplf - @M EEREEFIEET « FERHHERFIEENELETE o
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o IR TARFSECAMER) = TS AARaSEER

() #%= . cEbEe MsEE) HEEE  ASEELUEEEETIE

10. ETERITE  FRAMERPTE RS IRE - MR MIAZIRERMAEAE -

IERR—RZEER R ROVERY M HRRES Y AERE B -

NRERFRERYHEEBEARI100 ~ AR FEHRNFEFRE IS EEME -

HE o —niEE  ENMEEEmMEEREITET(E -

these volumes.

"Mlssmgob|cctcomc-5dercctcd 9o o |

Progress:

Pause Cancel

Volumes Details

Selected node =

Object existence check

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on

Active job Job history
Status: Accepted
Job 10: 2334602652907829302

0%

Selected storage volumes

If you have questions about running object existence check, contact technical support.

Consistency control @: Al
Starttime @: 2021-11-10 14:43:02 MST
Elapsed time @:

Estimated time to completion @:

Site &

DC1-51

DC1-52

DC1-53

0,1,2

0,1,2

0,1,2

Data Center 1

Data Center 1

Data Center 1

N. TEFEmi® « BERIEREMSETS

* MRRAZNMHESERST « BIHAZE

© MRERZHMHERABRIANE « BREEWHERET  RASEEFIAERNES -
EEEERERRERE « LUBRYIHERRRTIE o

° MRERZIHMHERBERARE

flosz4% o

o fRE]LU(FEF Grep #AEX LLST F&1ZENE ~

R o MR IREVEAITE) o

- HEMEEMHERET  MIENBEARERERE

IERR P ERREF AL SREERNYM  BESHHTESIYIMHEZ LusT MIF oLsT °

12. IRERTIEEEF 7RISR D —BIMES -

HiRRE E B RFITIME ©

AR

o Bjki&i

RBETERIIHIEA | grep LLST audit file name°

A=A « MEUSPEEH - - ABTEERSN

237




EITILT (R - ERREALFRASEMRHEREERPEBEH - « ERPITLIFA S BMRE
ORI ED « R TEERFIREHMYIAHEZ - StorageGRID
a. EE e > Y EERE > TRER -
b. FIERL TIFEEBIF EEMNIT
EEEERERE M « = ERTITRIIIE -
ii. FWHYELETIE « SFRHE—EIEERI « HHRIa e R E
C. EhEBMETHSEMFENEIEE - AREE rerun

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
Ifyou have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
|l J
—
Nodes (valumes) Missing object Consistency . )
JobID Stat - — e Start ti End t -
= e o IR = -] copiesdetected @ ~  control - i@ S L it & ]
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
DC1-53 (2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) [i] Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d EEMPITIIFEET « BRFTEMRMEIRE « DUk —BI% S o
e. BENEBIFERIITIIER « FEICEMNIT -

MRS HIREA R TERSI1RE o AR TIEER G AE — TR ANEMBAT » MLGRTVIE SR —EIHE
HIEHRIT o TEFAER BRPIEBEIFERUESHRETENIED -

FTRLE

MRBENHBERTREEBEARE « BRI > TA>@RRE> e > #FaR > LdR*>* 58 >"4H
B> 8 WREHREER - ARBEIREMEREFNYTERN RS ER « MEEHREIMMEE - FIR
B IMAEEEERE « AR EBERERER

SEEPER S3 TR/ ISR KL W

MR ERPITIEER S3 A/ EIR 5 GiB RIFFZERD TREWMH 5% - mMEHHE S3
AEMHARKR e

238



FIdaZ Al
* IS (EF% AGrid Manager "Sz U4 E 2| E 28" o
* &8 "EEFEUER" ©
FIErHPLERR R EA AR 5 GiB RO ~ LUEE A o
IR
1. EFE ~FE * > B> B MAFKHFERSES ~ ©
2. MRARIRBABIESR « sAEEFEIZCER |

a. B A ssh admin@primary Admin Node IP
b. & ASFRFIMIZRRE Passwords . txt HEZE !

C. A THan S U Eroot © su -

d. BAFRFRFIEIZRS Passwords . txt HEE !

B Uroot B AR IRTNEREE S E 4 °
€. BA cd /var/local/audit/export
f. SBIELEFR A ER MR 5 GIB °
i. 8IA zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]*[5-9][0-9]{9}"

ii. $HEERPHSERBZNE « F52H s3a1 BULURERFRIRE ID o A SRR MR (53] &R
R Rig « BB MY ERRY IP (3

AV HiAA

SAIP *R 1P

S3Al #E ID

S3BK §E3}

S3KY Wt

CSliz R/ ({urchB)

* FerxECEAE REEH)
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3 MRARIRBARER  AERAETHTER ID ZR#HES

a. X support > Tools > Logs ° WWEERHEFERNERIENGE - IEEE AR 15 DiE °
b. fRERAEIEZRIAIE bycast.log :

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. S50k method=PUT MR HIAFIG client TP MR ©

* #ifjl] bycast.log*

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S$CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. HHMES ~ RRMEYMHA/NA 5GB ~ WS EH2 LEARAR 5 GiB B
o MREARAELE  FRBETR—E -

REPHERERNYGER

SEHBHRIERNBERNYEER | Bt

MR RS ST - SIEERS RERRGENER MRS 2R
B ILMEREFE  URAERFEBERBRBERY (T EE -

IR ERYH P EE R PRI EE R RF 2 MEN EREE 4 o StorageGRIDINRIETREAMI B AW
?EEJZIS F A EER AP HMUERBYGNS —EEE - BRRILMRRIESZIMES S EYHESR
I\I °

INSRISTARAEN ALY ~ StorageGRID RUILE A M TEVUERBIMIHEZS - TRIGEEVIIHER BT  WTFATR

* BNERIES - MREZHENS—EES - MG ERAER - TERET -
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* HIRNMIBRARISEVED  IREZNTERERIES « RIEAZIRIBAEDS (ECOR) BHEEESNKHE
I ERREE A Z ATIELE —2R o MIRHAZIEMER ~ RISHHRHLER o

I EAEFME MHER ST ~ MFENERNIRARE ~ LHE RS TNEFER RS B EAERNE
FEIRASUERIEENRS - SH2R REERIME" o

MEREESIYHEREER ~ ARBMERRSE - 7B « BURER NEXRYM) 5188 « UBLEEXMvE
KBS EMHBVERMG o F2R "SRIERERIIFE"

REEKRIG
SR Y)mEk) Z3}EF > LETERRE - WEREEHRNE MRS
3E o
FtAZ Al
* IR ZEFERAE AGrid Manager "2 1EHIATE 2B 25" ©
* AEREBSERNFEEER ©

s CWAZBIER Passwords. txt FEE ©

RNERIE
AR E AR StorageGRID ~ SuresR A HERFRAEYIHRED - BRIAREEKAER °

Y EGREBERIMHET o ERISERERIITE « BRE—PHNERHER - TRELEBERT « IREREURTIT
8 « AISERI LUERIERRIIMH o

1. B EIRE o

2. B2 MHEEFEHRE_E o

3. 1B MR REPREETRVERMMAE

IEEF R AR EIRE (A ZIZ B StorageGRID {FERMAHIEKRAIIMHHEEL o ILERELDRMDDSARSS
&~ BRREFETHERY St EEsRIAEA -
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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 1B/s
D.800 B/s D.B00 Bfs
0.600B/s No data 0.600 B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

0B/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: @ 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4. eEIRENRL « FEVEZSCEY EEXEMES [ YIHEX ) BETRAMRIME—#AES (UUID)
a. B AHIMSENRS |
i. BIATS#< . ssh admin@grid node IP
ii. A FFFRSIHZEHS Passwords . txt 3
iil. g A T3 an< U Eroot ¢ su -
v. 8 AFRFRFIHIERE Passwords . txt HEE | B MUrootBAR « IRMBREBT s E 4 o
b. BEFREIZFCIRPAERIBER c BIA | cd /var/local/audit/export/
C. fEFAGrepfBEIMHER (OLST) FEI%AE o WA © grep OLST audit file name
d. FHEEAEHEZHUUIDIE o

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- f£F ObjectByUUID 83 < ~ MRS (UUID) SHMH « REFEERESTBRERE °

a. LUBIEE Alocalhost 1402 fZEXLMR LS o

b. #jA . /proc/OBRP/ObjectByUUID UUID value

EIEE—E#F « 2EENYHE UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 § AL
:%o

ade 12448208

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {

: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-ACT2-

"BASE (Protocol metadata)": {

by

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D

OxBAC2A2617C1DFFT7E959A76731EGEAFSE",

12T719:16:10.

12T719:16:10.

by

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
983000",

"MTME (Object store modified timestamp)": "2020-02-
983000",

"ITME": "1581534970983000"

"CMSM": {

12T19:16:10.
by

"LATM (Object last access time)": "2020-02-
983000™"

"AWS3": |

by

"LOCC": "us-east-1"

"CLCO\ (Locations\)": \][
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\ {

"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EE B « BEYYIY vUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FKRHIBIERIIE
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. 1% f/proc/OBRP / ObjectByUUIDRYEIL ~ AR IKEVEERITTE)
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HAEMH (TEEsR1 1) ORIAEM ~ RSO MEERR 1) B -

R ~ CRAIIER BRI BIETE  LUBRRE TR « 82D
MR R L EMIBREY o
fIE>0 RBEFHETUE ~ B MFER) ERAIERIRER °

FESD I TFTE o EFR B Y HAYERRS DANTESRRRIE ~ WD IHAE
EIRFRFMLE o

(B2 "EFEIE S A AEER B 1 SRBFUN I R ENREIDIR S IE
FERY TR ERRE © )

MR ~ BRI UER BRI BT  LUBRET ©
IE=0 NREBHPRTHERNUE « KT EIREER - TAIUER E=

WEERYIH B St A USRI ST 3R BRFT o

iz A\ERIRE G EXREFER SR EEETHNREMERR -

AZEHMERAE A Grid Manager ZFEYIGER" F " Eik
BIREREFHIRE"

SRR A SEE R

TR g R EREE HEKYM (8% Tmir HER) Ersvyft - mAR
Baala TrIsEESR) B -

FsaZ Al
s RIEREEERYER UUID ~ WIHRFRt AT E 5" o
* {C¥ER Passwords.txt 1EZE ©

BAREETLF

CRAILUBRILAER ~ ERRNEMUESIRERYIERESR - ERZHIBRT « ARERBMM - 7B
ARLEFERT « MREEWTIRRTE » AISEEREINERERNERYMT

() oFuEFoR  ARHERITEE -

TR
1. RREBEIIESIEZECER ~ I RTRER IR ¢
a. B AYINRERRS
I. AT < | ssh admin@grid node IP
ii. 8 AFRFRFIBYZHES Passwords. txt HEEE :

iii. A THESRSLUTEroot @ su -
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V. BAFRFRFIRZEEHS Passwords. txt 185 | BIELlrootB AR s BREREE s E 4o
b. BFEEFEXECERFIERNBE: ¢ cd /var/local/audit/export/
C. {£F Grep #EX "TEIZEBETERYFERIRNE" WA HEXERHER c 8A | grep uuid-

valueaudit file name > output file name

B0 -

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. EAGrepfEULEHIER PR MIEEK (LLST) 1 FEZER o WA | grep LLST

output file name

fugn

Admin: # grep LLST messages_about lost objects.txt

LLSTHE#ZA S BERGEEENAE o

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL

SM]
[ATID(UI64):7086871083190743409]]

e. ZELLSTEAE S+ PCLDHEAIFINOIDIREAL ©

MNREFTT « PCLDRYERHIE LIERERYHERITERE - NOIDWER A A EIHEZHILDRER
BEID o

MRILBMHEUE ~ R R] LUS R o

a. SEIL LDR 8125 ID 1BRIAYHEIZENRL o TEGrid ManagerH ~ AR 2 38*>* T B*>* Grid topology © 72
BEEE ERAO S EFEIRE_>* LdR*) o

LDR ARF5HIEARE ID i Node Information  (EIRSEF) FRARH o 1RRSEMEFERAVENR « E2IHE
HHILLDRIEFEIREZSLE ©

2. FIERFEIZEN B iE MR LR S FEYH ¢
a. BAMERENES

I BIAT36< | ssh admin@Rgrid node IP
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ii. B3 A FRFRFIREES Passwords . txt HEZEE !
iii. B A TF5ERS U Eroot & su -
iv. B A PFTYIAYZREE Passwords. txt B2 &
BIELrootBE AR B RBREE s E 4 o
b. FIEMIHRIRERREREEFE °
HRYIERIEZRERE « (AERLLSTEZNEFAPCLDE
fBlgn ~ A

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG"

() sBaEsmo LSS IREE A RRIE - LR EMEHTT -

* MR ~ R EIER - EIAERIREFER o BHERMIE -
* MRBLEMHRRE  FBEE T o ERILEEIREIRI) 18R StorageGRID [al[g3 o
3. MMRMEMHRRIE  FEARYHERStorageGRID ETFIER :

a. fEE—EfEFER, - EEVIHERIIBERE - UfEStorageGRID HXIEHFIEITER ° WIA | chown
ldr-user:bycast 'file path of object’

b. LUEEE Alocalhost 1402LA7ZEXLMREIES o BiA © telnet 0 1402
C. 8 A ! cd /proc/STOR

d. A . Object Found 'file path of object'

fan ~ A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6"’

21T Object\_Found L ERYIGHIIEBNAERE - et EEEFAPHILMERR] « KR RAPHY
EERMEE L o

NSRBI R AT AR RIS R B E AR LAV TE 08 - IS RTERR
()  HerEmEssERariocalirangedb B o A% + B Object\_round #% - (A
SRS o

* NBRYHERIER 55 object\ Found SRR o BRI IE o
* MRV IhE R StorageGRID Z¥)5 -~ BISRETRAINENE o filin :
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ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’
BET—F o
4. IRV RLIHIB R StorageGRID EYM4 AR EBILINE ©

a. BA . cd /proc/OBRP

b. #A . ObjectByUUID UUID value

THEFIZET ~ UUIDA926026C4-00A4-449B-AC72-BCCA72DD 1311 BV B MBI E ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by
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5.

250

"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. BFHLIREER o BIA | exit
%Eﬁﬁﬁ%ﬁ%&ﬁ%&%ﬂﬁ s SHRUEMHFRORLMIEIZAE « UEREALMEREE (ILM) EREEHRE
a. B AHISEIRS
i. BIAT#< . ssh admin@grid node IP
ii. #AFRFRSBIZEHS Passwords . txt R !
iil. & A T5d< AT Eroot @ su -
V. B ASPFIFIBIZERS Passwords. txt HBE | EELUrootBE AR « BREBRET s E 4 o
b. BEEIEILGIRFIEMBEE | cd /var/local/audit/export/
C. {EFGrepi S AERAMVFEIZN SN EEIHAER c 8IA | grep uuid-valueaudit file name

> output file name

fian



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. fEAGrepitiEEE LIERMINT SRR (ORLM) BIRERZENS ° #IA © grep ORLM
output file name

fign

Admin: # grep ORLM messages about restored object.txt

ORLMTEZEBIEREEEHEAFS -

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZENE FEHHLOCSIRIL

YNSRTFE ~ LOCSHBICLDHERN A BRI DA I Y44 B9Volume ID » LB RERILMEER « MAEB
AR W E (L BRI B8 -

6. "ERIERMERBFEHE” £ Grid Manager H o
ERIERTEREYIGH

7£:i87&E StorageGRID TEER G L ERFT AN ERYGE KA BELAN R RERZE -
&R LU#E Lost ObjectsBIEIEERAS o

FsEZ Al
R JBfERE AGrid Manager "2 EHIAIERIE2E" o
* BEBEASERTFIER o

FAREETLE
TR FIIE—EEER NEXRWF) sH8Es -

© B TRSHBIEIRE > A R R > £
© S TR BIIER> ThA_> HFE% "> DDS > R E> 85> 5"

BERPBERKE TBER#E > EEE ERERT#ES -
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1. RS> T A> 4Ets iR o
2. Wt BAAYHER ETRRERETHRHEFER ARG > REFHR_> "B REE > ERE -
3. BEEERERMMH

Chverview Alarms Reports | Canﬁnuration\,

fvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes *
4 BT EREE
NEXRYH) BHEERA0 - MMHEKR) BmM NEK) EmEkk « ErlscR B0 BRI o
5. BE ~ A UTERREX Y HRIBIEF « ERAIERIENEMERELE -

a. FE NhE_ > HEFEHE_ > LAR>*MBR4RIE>*4ERE*) o

b. BEEY* ISEGEINKKTEL 1 IEREATINEIBEATE ~o

C. B— T EREE -

d. g MG > HEEE_ > LAR*>*ER:E > 4HRE ) o

e. R E ARSI E R BABRI I B o

. MREFEETTERRERYIG  BTLGER * MIFRIRREAY4 *
ERSREHERIBNERYHEAR « SRR - EAZEIE NStorageGRID T ~ R
PREGEERIYIC ~ B ] BENERAREIBIVMIM © (B2 ~ IRMBEMFEX ERIEXRET  BiiZEB AR
OIAE G AR E 1 ENRRE R ©

9 B—TEREE

BT TERZE) 2%  tkERZE—ERERERBE o

SR EYHERRETFET

MEMHFEREE) ErgEEsEREFNR LIRARREEDHERZER -

FIsaZ Al
* & EAE AGrid Manager "z HERVAH E 2B 25" o
* &8 "NEEFEEUER" ©

BAREETLE

252


https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/admin-group-permissions.html

=z iR LR RESHRIERY M BRI ER T mRRRARE VR P —IRR R - e EYFER

#FETR -

RIETAR ~ BULRETERtruelf « FBREERER !

(storagegrid storage utilization data bytes/

(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

FUEBRT

storagegrid storage utilization data bytes EAFMRER M SARBY BRI K/ RITE

flfE
storagegrid storage utilization usable space bytes RIFFMMINYHHTFEREE -

MRBREBAHREBYHEMEFET « CEZBRATIRTIET ©

1. TS E AT o
MR EEREANEHIER o

2. RETRP - REEMHERMEFEREE (BEFTE) -~ ARENCERENET -

@ EIVER ~ MIFETEHERIRE -

3. MBI S IRV EER - WERTIEE
° fE R
° IEEMERERI BT
© WETHWEEBRIE
4. FEER > RTEER A > MHEEF o
o FIEREE EERNREEER - WHERL BXRL-

TR NAUE
cBA (%) ERYMHERNETREMASET -
° BRI ARYHERNETRZREE -
c ERER | ULER © ISR LEERYERETER
° SHEMRISER ¢ LLEDRS « IS B LRVIHERIRIEM T BRI ETA(L o
° #BET © LLERRS - S EER LRI A ERSE - ERNES

storagegrid storage utilization data bytes EE-
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Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
A Uised: 171.12 kB
25.00%
Replicated data: 171.12 kB
i 4 = Erasure-coded data: 0B
= 2490 1440 14 = Totak 310.81 GB
== |lsed (%)

6. EENER LA RIREIERIIR « DR R ER R RETFER B o

EE-REBANREEREBR « AMRNERETEENRNREERBERE LR ETRAMRRIERE
FIRIAEREE S REFEARERM ©

7. T~ EIEEE R ETRIAE
ERILRAEFHEIRE (LUN) EERANHEEFESR « el DEmERHFEE o

()  wmssman - 80 EEREEEDE o

FERAEER
"SREEHFRETIIRAE (SSTS) &m (BhR) "

SREPHREMETKNEBERER

INRIGEEARETFVolumeFREBVBET(E - AR SER B AR ZRBIR T o MRA]
fE ~ MEZEMASR - URIAERREEHE -
TESERIBIRRAS ~ B =B "7 Volume T 85" RBIMRENH8212 ; SEMKFEHN LNSEHFHEEHTER

TERIRE o WEEZEERNHEIIET « SRR RRETEHMIN AN EEENEREE  HHESEMFEHIEE
RIE(CELEF 2 o StorageGRID

E1EFHRE StorageGRID 11.6 SNEShRAE « RIE{CHVMEETER FKENE BB EREMARFHIRE - FRIE
TIE—EAE !

* BNRABREEERE - MRERARE(CRFEKED » MEAIEZIEN o« FILERT ~ FEEFEFKNE
7E ° StorageGRID

* BRI EREAHEEF VolumeF iR B E © HIAERARECHEERR BFIF/KEIRE ° StorageGRIDAF

iBStorageGRID ~ MRIEHIHTFVolumeRTUMERF/KEN B TEA/) ~ AR AE SRS E MR K ENEIRE
N o©

BRRE R

MRITH B TEARFHEFEVolumeZE, ~ BRI Se & #H I — (B S AR A B MR IR E IR SR o
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HEHRE A SEEAFR (BBEH) -

A0 ~ RIS ER REFHIEE RN MERT R R E/5 GB  HE{RRStorageGRID ~ #HHH{H#FEIRLARAIT
BfEFHERE - BstEH T&EEE !

Volume 0 12 GB

Volume 1 12 GB

Volume 2 11 GB

Volume 3 15 GB

HFEEAG MR EMEEF K Eloverroverride *&7R ~ RAGHEETEKED (5 GB) /IR ZEEE P EHEER
BRINRE(EE (11GB) -~ MIRTEBFERETRTE » BRI EEERBNZREPIIT - ABRAELZEHEBIAE
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Nodes
View the list and status of sites and grid nodes.
Q Total node count; 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
StorageGRID Grid 61% 404
A Data Center 1 Site 56% 3%
DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ ocisn Storage Node J 1% | 3% 30%
€ Dci-sn2 Storage Node 25% 3% 42%
& bCa-sN3 Storage Node 63% 3% 42%
& Dci-sng Storage Node ‘ 65% 3% 41%

4. MNRFIANFEFEREAREATE (FIW « FRE RN ERMEEREI80%) ~ ERILIFRRERAERR
TE ° AIE [fEAR(ECATFKED] o

BIE— AR —EISMER o Bl  IRILVIRBIERRSNEETTS « RERENHESE
() s - CREESEHTROSE (AR L0 TAE M FECR S U ERRE
BT KEN) o

o MRBA—(ERFEFMRHRATE « FIITHRHND R AR EEBVRETZKEN A FIETSE S rT A ARE
{ERYFIKEN] ©

AR R E{CRY TR Z KED

fEAM{EPrometheustSiZ AR EE EL #1477 VolumeBR U M E I Z 2L FRr st BRI R(E(E(E o StorageGRID{ AT LA
BRER DS EFFENSNR )N RARELE -

HER
1. BRI > T B >*151Z* o
2. fEPrometheus&@E&H ~ FEBUELE AT EXPrometheusfEAETE ©
3. EETEESZMNR/ NIRRT KED « 358 A T5IPrometheustsiz ~ AR HAT !

storagegrid storage volume minimum optimized soft readonly watermark
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Storage Options Storage Options Overview

; Updated: 2021-11-22 13:57:51 MST
Overview

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks
Storage Volume Read-Write Watermark Override 0B |1
Storage Volume Soft Read-Only Watermark Ovemide 0B |
_Sterage Volume Hard Read-Only Watermark Override 0B H
Metadala Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Porl 8083
LDR S3 Port 18082
LDR Swift Port 18083

SEHPHRHTFIARE (SSTS) &m

MRFEFHRA T AERRE « AE\EHEFARE (SSTS) Em ~ UEMHFRHEEZA -

FItAZ Al
1S AZBEERE AGrid Manager "z HERU4E E 2| EE 25" o
* RAEREB R ERNEEER ©

BAREIRT(E
EREFNRTSEMREN A ATEEENFFHRERAMERZR (BRE>"RE>HEFEERY) NER - 871

BHIEREESSTS (HEFEARE) ERe
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

40 ~ =& Storage Volume Soft Read-Only Watermarks& %10 GB « SR HTE:R(E - MR FHFEHE P AYSE R
FHARERYRT AR /DI010 GB ~ BIEEESSTSE T « MNRIEMAHIEEE 10 GBUA LRI AZER - BIF S#gE

ERo

NERAEEE 7 SSTSE R ~ IERTLUKER T5 2 BRI EE ok A BRARRTRE o
T
1 ER SR> ST (BhR) >*BRIER o
2. ¢ THR#S) P ~ BEEUEASSTSE BRI ERIAIL ~ ERREF AR o
LR EHIR TGridthtx) Bl -~ TER) R3IERGRTAENRNRBNIERRET -

| overview I Alarms ',Li Reports || Configuration |
= al !t i

| Main History

. Alarms: LDR (DC1-S3-101-195) - Storage

Updated: 2018-10-08 12:52:43 MDT

Severity  Attribute Description  Alarm Time Trigger Value  Current Value A
insufﬁmBm Free 2018-10-09 tnsuﬁ'lmem Free Insufficient Free
_lmm, SSTS (Storage Status) Space 12:42:51 MDT Space Space -

" SAVP (Total Usable Space 2019-10-09
S Forcenn) Under10%  fppaoqmpr 0% 7.95%

w_-____—
Apply Changes .

TEULEERI « SSTS (HETFARRE) MSAVP (MBETAZERM (BHth) ) EREETENEREE

@ —ARMS ~ SSTSETRMSAVPE R S EALNERERFREER ; T8 - EEHESEMELRE
RN ZEEETE (GB) MSAVPETRFRE (BNOH) °
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3. BEEHEEM T AZERAA « F5EE LTR*>* Storage*>* Overview * ~ A% S Total Available Space

(STAS) Bif -

| Overview h\.

Alamms Reporis

Configuration '

Main

v

Updated: 2010-10-00 12:51:07 MDT

Overview: LDR (DC1-81-101-193) - Storage

Storage State - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB___ = |
B e LB B
Total Usable Space (Percent): 11.937 % S L]
Total Data: 139 GB B

Total Data (Percent): 84 567 % B
Replication

Block Reads: 0 o |
Block Writes: 2.279.851 |
Objects Ratrieved 0 |
Objects Committed: 88,882 b |
Objects Deleted: 15 =
Delete Service Siate: Enabled =
Object Store Volumes

D Total (Available  Replicated Data ECData  Stored (%) Health

ooog 547 GB 2593 GB f546.2 GB Mo0B 5 84.486 % Mo Errors =y
0001 547 GB 832 GB 463 GB moB 84644 % Mo Errors = L)
0ooz 547 GB 836 GB |H463GB HoB F5 84.57 % Mo Errors =y

TELLEEFIAR ~ LT ETRE EAY164 GBZERIRAE19.6 GBRIF o sA/ER

FA*{ERVAERN o i3 SSTSERMIRE R = EfRFHR &Y AT A ZE 905810 GB ©

MEHER =B F R &R

“7

4. EERRRHEFRERPERIBR « 55E Reports*R5 |15 « RRERIBER/\FFRRT] BZERRET
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

S MOCYIMMIDD BHMMSS
Aftribute: | Total Usable Space il Verfical Scaling: |« Start Date: [2019/10/09 12:00:00
Cuick Query: | Custom Query v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT

200+
= 150+
e
4K}
L%}
m
o 100+
@
]
m
W
3 g
= 50
m
[
'_
] } } f f } } Her
12:00 12:10 12:20 12:30 12:40 12:50 13:00 13:10

Time (minutes)

o. AR RERERFEAENE DL « FRNBEMKANEIAZER (Aot -
TEUEEEAI ~ A BRI ET1E95% FREEAI10%A L -

261



Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-S1-101-193) - Storage

R - " MOIMMIDD HHMMSS
Attribute: | Total Usable Space (Percent) v Vertical Scaling:  |#! Star Dale: [ 2019/10/09 12-00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT

100+

90T

a0+

70T

60+

50T

404

30T

Total Usable Space (Percent) (%] A

10+ I | I ; | | l |
12:00 12:10 12:20 12:30 12:40 12:50 13:00 13:10

Time (minutes)
6. BB WIHEEE o

5E20 "EET R HEFAE

SEHHRTARBAE (SMTETR) BIsZft

NRFERFAEEEXEREAZTERBE M « BIE7E Grid Manager &% Total
Events (SMTT) %R o

FAREETLE

4N ~ BMfEE LS ERME R BN EEREE RTINS, - S3 2D LEMAISERTD) o & ~ R PEE R
A * CloudMirrorfE B BV BRI REE A (HIX ©

SMTERESRE—HIEHNE 58 | Failed to publish notifications for bucket-name
object key BRIKMHIRE—EH o

R ETIHEHSFE /var/local/log/bycast-err.log sLikiE o 552 M "SLiFESE" o
MEBEHMEN  F2R "R T el - GaERE "HR EEEFIFER " EE T e RFHHEER o

1. BERRET  FENEHR > e > ERER_> R o
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104 51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104 .20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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& Privacy error » -+

@

e C 0 A Novsecurs | admisg.examplecom/grid/#/server-certificates b +¢

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_[NVALID

Hide advanced

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged

You cannot visit adm.sg.example.com night now because the website uses HSTS. Network

errors and attacks are usually temparary, so this page will probably work later.
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®* Your credentials for this account were invalid. Please try again.

* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.
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()  mEEE SSO - CRMAERRHNERBEA - CUBERHERES3 -

o. HIENECERIRF BT BN BBERE -
MRFEBERAERPEEZEF - FERAUSKERES D (Hliroot) F AGrid Manager °

° MRAERERTUFA !
I IRBMETRERAYETR o
i, BEHEAARE > FEUEH > S 2B
i. 37— TR B4R I B FELDAPRIAR A HVEAR R IE o
iv. ynSRAIEL SRR FAEIARAREEER ©
c MRAWERERZEZBA  MEGHRETEERESR FRiET—%F -
6. fFSecure Shell (ssh) EABIREL, :
a. MIATS&H< . ssh admin@Admin Node IP
b. & ASFRFIIZERE Passwords . txt HEE !
C. AT an< U Eroot © su -
d. B ARFRSIBYZERS Passwords . txt FEZE

ETLArootBE AR « RMEREE s E 4 o
7. AR MR ENRE L ITROPR A ARFSARAS | storagegrid-status
sPEENMS ~ Ml ~ Nginfg R EIEAPIRRFSERTEAITH ©
NRARFFARAEEE ~ BIG I ANEMEL o
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8.
9.

10.

272

$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

F#E5% Nginx) IRFSIETEHITH # service nginx-gw status
[[use_lumbjack_to_collect_logs - start=9] f/A Lumbjack ZRUKEDEE & #
/usr/local/sbin/lumberjack.rb

MNERIB A EERRLM AT LUER—startfil—end Lumberjackis < HE R IERIS E B EWRRIEHE - 1NEE
LEEETERVEFAAE ~ A MIumberjack -h ©

R imiR AV E L S5 LR ERE B R R EIfEEE ©
[[Review_logs - start=10]#EI ~7!)508% :
° /var/local/log/bycast.log

° /var/local/log/bycast-err.log

° /var/local/log/nms.log



° ** /*commands.txt

. MREEEHR EIRHRAVEARRE  FRETIE—S « LHETEEL S EHITADCIRFEH = (EfE77H
BERIP(LIE - —REM S ~ SR A L REMFI = ERHFEERS o

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

BIRER G TR R T2 HARE EFADCRRS ©
12. R EIRENRE « FRSHBIMIPAHEE A SEADCHEATZERE
a. MAT&< | ssh admin@grid node IP
b. & AFFrFIMZEEE Passwords . txt HEEE
C. BATFEL U Eroot : su -
d. B ARFRFIBIZENES Passwords . txt HEE !

[e}

EIEUrootE AR~ B MBREFE s E 40
13. AT ENE_ EMITHIFR B ARISARAE | storagegrid-status
FBFEEIdnt, acct, Nginf® FlcassandrafRFSEBTEHITE ©

14. ERPER £ Lumberjack iS50 E: M REIECEH: LIS IR _ERISCER °
15, WIREEIEARE  FFHHERAMTSIRERPT o

RS EE SRR AT STIRA B - 55R2H "SLifE2Z" o

ERENERE
£ StorageGRID #B&FH4k 2 % - Grid Manager 2 Tenant Manager F9{& F3 & 7\ & 0] AE £ A N FEHAAR DI FE o
1. FRECFERNE T ENAEZESE"

@ 5@ StorageGRID hRAS#BrIIAE E 2| E 237 1& o M GERREIESRS StorageGRID ks
Fi& o

2. FIFHEERIEE 23 RER o

APRRENE B FRE R StorageGRID MEHEIR - M AFFEREN B RIEREF - IFERET « F2HE
BRI ARAVREA M
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EAERANEIEEE,

MREERAESSEERHER - CIUERS—EEEHEREE R B EEIRIAIAAE o StorageGRID

FAtaZ Al
T BB ENTFEER o
HER

1. RETANEIRENE, « FERAZE AGrid Manager "z 1EI4EE 2B 23" o

2. EEC SR> T B> g iniE: o

3. BiE N> *FEFEANSIEME > SES> R > RE>FF*) o
4. SHARRES TNot Running (R#1T) 1| BrIeRERABEGBRIMRT o

| Overview “' Alarms |  Reports | Configuration |

| I ain
Qverview: SSM (MM-10-224-4-81-ADM1) - Services
Updated: 2017-01-27 11:52:51 EST
Operating System: Lirwix
3.16.0-4-amdi4
Services
. 10:4.0- : = 5 o
Audit Management System (AMS) 50170113 2207 2ec Zed0 Running 0.043 % F935.7 MB
CIFS Filesharing (nmbd) 242 14+dfsg0+debB2 Running =% 1 0% §55MB I
CIFS Filesharing (smbd) 247 14+dfsg-D+debBuZ  Rumning =& 1 0%  F145MB 5
CIFS Filesharing (winbindd) 2:4.2 14+dfsg-0+debBu2 gﬂ‘n ing 290 H0% Hos H
: : 10:4.0- : — = 5 e
Configuration Management Mode (CMN) 50170113 2207 3ec Zed0 Running £ & 52 0.055 % 9413 MB
Database Engine £.5.53-0+debiu Running )% 47 [H0.354% 11,3368 iy
. e 10:4.0- ;
Grid Deployment Utility Server J0470449 2198 c47Eapp  RUMRING =&Y 3 0% F§328MB B
Management Application Program Interface 10.4.0- Mot = - ;
(mgmt-api) J01701132136.07c4997 Rumning |32 0 HBO0% {08 J
e ([N ot a T
RE3 Frieshaing 0161224 0333.803:d91 Ruming SO0 H0% BB 1
10.4.0- ; = Bil
NMS Data Cleanup 201619040333 B03cqg1  RUmning B © 22 m0008% H524MB
10:4.0- : — = 5 o
NMS Data Downsampler 1 30161774 0333 80%cdgy  Running H5e 22 0.049 % [ 195 MB
10.4.0- : z
NMS Data Dewnsampler 2 20161224.0333 803cdy|  Rumning BH% 22 [o009% FE157MB B
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

5. IiF R B OAB LT o
6. FEIREUEETEIRABARIE o
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SRSHHERRAEES « IR T S RE
TR UBITZIETE « LUFBh#IErStorageGRID EAHFEA BRI R RESR o

1|\
IL:\

“422 : Unprocessable Entity” #&

H 20

» LFESR R R R AR RSN

g”a;EE 422 : EERIENERAEEERAEREMEE - FEEHR
MREERFHAVERABZ —  FFRIVERAVITE) ©
HERENE

422: Unprocessable Entity

Validation failed.
the values you entered for

Please check
errors. Test connection failed.
Please verify your

Unable to
authenticate, please verify

configuration.

your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
DSID-0C090256,

The server requires

LdapErr:
comment:
binds to turn on integrity
checking if SSL\TLS are not
already active on the

connection, data 0, v3839

422: Unprocessable Entity

Validation failed.
the values you entered for

Please check
errors. Test connection failed.
Please verify your
configuration.Unable to
begin TLS,
certificate and TLS
LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

verify your

configuration:

RAEREEEEITEN

N RIGIEEAWindows Active Directory (AD) :REH
AR R B MEImEZR M (TLS) 1 TRE
fEFATLS,) I8 ~ FIrTAE S HIRLAR o

]

ALIBFER* TRMEATLS ) EIEFIBEHITLDAPES
EMADRIARZIFER o A BERFEAARTTLS EIR
o *{EFALDAPSHEIEARFEATLS °

MREERERFRTZENRE - BEHEZE2S
(TLS) #E431¢StorageGRID IBMINEFALT « Hiz
IR R S Ein R E RN R AR ~ BE
HIRIEERE ©

BEINERRFIRMBIES - RV BEREF—IR

"StorageGRID ZigHIZHE" HHMELAY TLS &E4R ~ W
E12 StorageGRID BY$5RFIT ©

275


https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-tw/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html

[[troubleshoot MTU _alert]] Grid Network MTU RAERFE T

EGrid Network/TE (eth0) HIERAEHENMN (MTU) RETEBPNZEEHFZERERRER « LS

Grid Network MTU mismis*& T o

RAREETIE
MTURERNZZARERKRE D (BAIFREP) ethOBHREREAFERERELR - MTUR/NRBERIAVEKXRR
1000 ~ A AE EE AR BERIE ©
1. 5 HHFrA B85 _EethORMIMTURRTE ©
° fEAGrid ManagerH {2 A& o

° BIBE primary Admin Node IP address/metrics/graph MiEiAT7IE:H :
node network mtu bytes{interface='eth(O'}

2. B MTU R7E" RFEMRFTA SR ERERERAE (eth0) 1R « BREBEEZMUFES

o WA LinuxFlVMwareBUEAEL ~ s5EHA 3@ < ¢ /usr/sbin/change-ip.py [-h] [-n node]
mtu network [network...]

&l . change-ip.py -n node 1500 grid admin

BisE - TELinUXBLENEE E ~ MNR A IAEBIENMTUEBBE#NAE LERENE  BHNBEFEEN
EREAFIRIIMTUE « ABEA change-ip.py I8 SHBREERFHPARAIMTUE o

FHEA TS| BEREMLinuxElVMwareEiEs_ ERIMTU o

IE5|8 Bkl
mtu EREMNMTU ° ZE7 T H1280FE9216 2 ©
network BERAMTURAEE - B1E Ty —Ea @R iEE
* 4Erg
- B
* BRis
+
RS Bkl
—h, - help gﬁﬁgﬁﬁﬁgﬂl§\§m%§§ﬁ °
-n node, --node node BRh o FARRK(EARHEERRS o
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(D) EesmEmnmi SorageGRID AR E b FEC TABRFTEAMAY NRER i3 -

a. @& EEStorageGRID EIITHYE MBI SHIARZEIZIBHIFECHRAE o
b. IBBENREIIABRVBRERTEML

C. MNRTAEEEE FEC R TUEH AR NRER £/ - 55chESI1E StorageGRID FERE BRI
By TEAE4ERE) BEELE - CREREERTA * B8 B GERREREENRA :

= "SG6000"
= "SG5700"
* "SG100 £4 SG1000"

d. SEIBRBIFIE PR FEC RIE ° YIRAJAE « REMEFBEFREBHFECRE ° StorageGRID

@i A7E StorageGRID FEFAEE FRE FEC RTE R - EARESERRRL R HFTERE
ZRIAFESEIE FRIFECRRTE o UNISRHERRRIBZE25-GbEEL100-GbEXERRERE « RZHAZRHINICRI5E
A ERIERAMFECRKRE » NRZABANFECKTE ~ R EEE] Mno FECI 1 « MNRKEK
F FEC - BIERER SR EFHAFTIEHNIERTE -

@ StorageGRID FEARZEE 1% Firecode (FC) #1 Reed Solomon (RS) FEC -
thR24% FEC °

HABHEIFENINIC MTURRT
YNREEFRRE TSR ERIRHINIC MTURTIFTIER ~ A8 EHIRL LRENMTUR/NE S E IR E R
IBIIMTUREAER] ©

ENRE_ERREBIMTUA/NRIBE/VIR BNRE PRI SR 2 3 HaR B 1R ERIRRIE © YISRStorageGRID R B4 512
WHYZ KEREEERTSEMTU (WABRERIBER IETHAE) ~ RIRTAEEIRENERRERE R « MIRERDRE
BEERIBR - 5/FREStorageGRID IRBEHIRFEMTURIBIRETE R « BB AR ERIBHIMTUNRT &
ZABERSTEIMTU ~ 3¢ E StorageGRID ZABER/TERIMTUIART & IR EIRIR o

AEEREMERMAE « FAEEEEERFEE EGrid Networks/ Y E L 32 E B LIHIMTUE © TR

@ &5 &3 2L _EGrid NetworkIMTURR EBREEZE & ~ BIZ#FEE* Grid Network MTU
mismis* & o FRERLEEAY MTU EEAR—EHERE o 520 5 EFHEGrid Network
MTURHERTE TR UIEESE o

BHESH HEMTURE" -

SEATRRE
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b. FEREHMERERME RIT « MEKRBIERERETRE o
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Linux : BABGAREEZA THNIL,

BE RPN AR BEBILinux B 2638 i R StorageGRID  ~ #£5lStorageGRID 2L A 258970 ARFS 2k 2 FH BN Eh ER #2EAV Bl
AREEEERET ~ STEIFFEHAER TIET ©

RIRNERI(E
SNRLinuxENREEIREL BRI AN ~ G

* BEERPEE A HERNAE o

* EREMRENENEL o

* MBENE « s5{FMAContainer Enginefh £ RK{EIHIRAREELA SR o
* ERRRRENENES o

1. RERBHEEMALERCE « EERTAPRNERNIFRRERIAR -
2. Kroot& 7 fEFA A A SudotERAVIR A B A EH

3. HIT TGRS ~ EXEHREEE © $ sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

YNREFREZINILAY ~ BIEIFESR

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux{ZLEContainers | ZF{E{A1Z 4 storagegrid BiEEFER © M0 © sudo docker stop --time
secondscontainer-name

BRI ‘seconds T » MALBEFRHBFLINH (BER15DERER) - Al :

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172

o. EHTERBNENES storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux : SREEHHRIPV6SZ &

R K 1EStorageGRID LinuxE1% 228 7 212 1IPveRVETEL ~ M B LSRR IPve it M RN FERRTS KA ETELES
23 ~ BRI RE B EEZ O P EAIPV6SZIE ©

FAREIE I
A ATEGrid Managerfy FAI{U B EE B KGHEMREIRERIIPVE (L :
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© ERUERRLT « ARIEERENES o ARTE THRE) RELE B TP B8 TRRRES) te

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DCi-52

Type: Storage Node

D= 352bd978-ff3e-45¢c5-aacl-24cT278206fa

Connection state: o Connected

Storage used: Object data 0o @
Object metadata 0% (7]

Software version: 11.6.0 (build 20210924.1557.00a5eb%)

|P addresses: 172.16.1.227 - eth0 (Grid Network)

10.224.1.227 - ethl (Admin Network)

Hide additional IR addresses ~

Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Metwork) fd20:328:328:0:250:56ff:fe87:b532 I

o BEEVSTIE > T B> A%t o JABIEEY IEi%5 >* SUS*>* Resources (*EIR) 1 ° MR EI5KIPV6IiL
ik~ BJE7E TAERR(IAE) BEREY TIPvefiuits TAFIH °

MRREETIPVE(iIHE « BEIFEZRTELinuxER L « SHERER TP BREZOFRABIPVESZIE -

1. Klroot& 7354 A%B Sudot#fRAVIR A B A EH ©
2. $IFTTFHES ¢ sysctl net.ipv6.conf.all. disable ipv6
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

(ERFEZAO ©

net.ipv6.conf.all.disable ipv6 = 0

@ MRERTZR0 « F2REERFHEILIRRIAEE sysctl RE * AR FAREEE
HOBHEE -
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3. # AStorageGRID THi25A 8351 | storagegrid node enter node-name

4. HITT3I8< | sysctl net.ipv6.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

MERER -

net.ipv6.conf.all.disable ipv6 = 1

(D) mRERFR1 - MERETER - BERiE -

S. METRARY | exit
root@DC1-S1l:~ # exit
6. rootF1p4REE F5#EZE | /var/lib/storagegrid/settings/sysctl.d/net.conf ©

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7. HTIIWIT © WABFREEARTEC o ARFFLRARAIESR

net.ipv6.conf.all.disable ipv6 = 0

net.ipv6.conf.default.disable ipvée = 0

8. 1T FFE < LU EHE EStorageGRID IEENAS !

storagegrid node stop node-name

storagegrid node start node-name

HERRSMEBsyslog Rl AR 2R A FE
TERERPASMBsyslogfAlAkEzEEERN S ~ WHHEETTE ©
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RS
HORRRIT TR

BIEIE

FHERER

SREAELERITE
& A syslogfAlAR23 %A BIF QDN AR 23 IP{t o
1. BEEEANEHETE - MREEA P (i - FREECEEXHN IP
fifk ~ A WXY.Z ( TBEp+&Hl) ) RERT o
2. BB DNSARBIVRTE ST IER o
3. FERESEERLER FT A 7ZEXDN SR AREFAYIP AL o

1E#BHsyslogMARESAITCPELTLSEEAR o FHERITCPETLSEIZIRAIAER
BRESARTS ~ SRR NS FIBERSSHTFEN o

1. BELRE BsyslogfAARESEHI A IEFERFQDNI P « EIFBFE
BIHE o

2. RS RARACRIRES R M EAE TR R B O R G RIAEE ©

3. BESEH L S L PR Bl syslog FARSS PRI IS AU TCP/IPEEAS
77EY o

syslogfalikEs A EEZMINNAYFHEER L - BREAZEEERICMPHERSE « &
ARG S )Y BV R REEE X B syslog R ARES °

1. BELEH AR syslogAREsFQDNZ P LB T IERE ©

2. $HH5HAYSEEES - & Grid Network Subnet List (48#& 488 748
BBE) - BEIEMEERFAERBERMClient Network Gateways (FA B i
MERRE) o FERELRTERIBBTEIANMARAEMEFE (Grid
+ AdmingiClient) ~ & iERHREEXEsyslogfMARES °

syslogfalRES NI EIEMIINAY F48E8 (FRYEREEA R EGrid ~ Admin
K Client IPAIILAYF4EER) L - BIZAEREXAEAE « BRUkEEt
$isyslogfAlAR2EMACTIIHERIARPZE R [O]FE o

1. BEEE A syslogEARZ3FQDNEL P E T IEFE ©
2. BEHITsysloghlRFFHI T4 2T ERLE °

EEHEITTCP/IPEL « BRACERFARBI REFERKENEFCEIMRE o 7
FERIRHREHR « EMNEEFAFXEALENER TERRE (B
FA#ERR) o

1. BE R A BsyslogfEiR2sFQDNDY P it 2 & [EF# o

2. $HE5) HASEETES « #REGrid Network Subnet List (4318488 748
BAE) - BRI FAAREEMClient Network Gateways (FF i
ERRRERE) o FESRIELRTERFER TR E4RE Syslog RARAIHY
A& EAMREE (Grid ~ Admin 3¢ Client) ~ #REEEZE Syslog
fAIBRES ©

3. WEEERA NAENL R S PR T B R 7 EX 2l syslog {A AR 23 | PRI E 218
HITCP/IPEEAR ©
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RS
GIFRH ERRER

=0

TLS/REEHE

!
i
m|¢

e

TLST{EREEREARLE
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SREAEIEERITE
B EIhE I Bisyslogf@ARESHITCPEAR ~ BB IKEART o [RAAISERLE ©

* RifECirEARSI P AEE ERRREN N E R o

* EiEsHsyslogfRAR2ES AT SEB ARV TCP/IPELE ©

* FRfERA XS PTSE 2 RARAM BRI TCPEEAR o

* {a8EsyslogAAR2S EIZIERYIEsyslog Rl AR ES I AE B RARDELR ©

a. WERES AsyslogfAlR2SHI A IEFERIFQDNIYIP{E ~ EIFIER
BEHIRE °

b. INRE(EATLS - :5ME2syslogfERESMEATLS o UNRIEME
FATCP - :5fEs syslogﬂﬂﬁ%ﬁﬁlﬁﬁﬁTCP °

C. RERMEM NIRRT RRE SR ERTCPEL -

fHsyslog IR IK B I FIARSS iR B TIR (I CA R (A P F bR
AHES o

1. ERCARREMESNARIRESE (MRE) HsyslogfEikas LAIAE
ARes /&R o

2. FEERIR BsyslogfAfRa: Z MRS /REH S 2 #5) € 2 TEHRRIIP
FFQDN{E °

é%aﬂﬁ"?ﬁ% EE R 4087 (FRRES  StorageGRID 1 B EEAIR
(K] o

iR ERPT IR M VS FEEC B ~ UERHFIEMRAREA o

syslogfalAR2342 IETLS TEPEEL ~ StorageGRID B AEAIRRA o

1. Rt sEERFrIR AV R EEECE: « UEHHEMRARE o

2. BELEE HsyslogAARESEA [EFERIFQDNILIP{L ~ EiFRHE
BITAE o

3. MREMEATLS - FEHEsyslogEARBSTERTLS - NREERA
TCP - :5f#Es3syslogf@fR2tEATCP °

4. SICARREMHESMARIREE WRA) HRBsyslogkassy
ﬂﬂﬁ%%ﬁ SRR o

S. FEEEIR BsyslogfMfRas Z AR /REF RS 2 # 5 € 2 TEHRRIIP
FFQDN{E °



SIS SREBSRETH)

EREBRK FAR iR sc iR mRIAR S AR A AR Y B IR ER R MUA L7 L MV B RS E SRR 4
R o —(EZEHREFIAEZ T ©

1. HRERERSERL B « AERENR ARRE « MEPTATERRR
ARFSEBFEAITH ©

2. 125 HAVERRE BT E I misdARTS o

R BTEIXEC iR
IRFINEIZECE: | HRE

5Lt Bl 2 StorageGRID B RIREZE S MIEZCERRVEBTI RN B B o (SR UERALL
BRI DT R4 EBIBIAEIXECER ©

EEETNERAR SRR EHINERARSNAREIES « EEREFEE DM StorageGRID BERATEZ
gﬂl%‘ °

EEERAXFREEME « [T AR EIRHME L ERE 2B ANGFEE -
MEREEZNS BRAMERINE Syslog EARZHIERIE ~ F2B) "SREEZASMEEEE " o

Tz S 2 R

FiBStorageGRID Nz IRARFSH BT EE RMEEHIRELRBIZANE  [CREARRIELLRE
1= R BRI 7EStorageGRID E{EBEH ~ FBRRBERSARBE audit.log 1EE .

SR
iz B M BRI AR EEEEEH S (ADC) IRBHIFFEHERE -

MIEZNSTIZEFA « S StorageGRID EEFE GREZADBEEER PO SHNEFPR—EADCHRT ° &
Bk & ERENR = EFFEHRIE BSRA TADC) ARFS ©

%% - S{EADCERF A il - WAFEELM B E S EIXEStorageGRID AR MV SEEENZ - BEE
B ERAE T BB R MUEE o

SEEEMNBERIELNSRFFEXFCEET  MIEAPREEEREaE% audit. loge
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Site 1

Storage Node
Storage Node
(ADC service) )
Storage Node — (::Eﬂrg";eNn?iiee) —»  audit.log file
Storage Node
/" (ADC service)

Storage Node

Site 2 }&\

Storage Node — \X
_—f"‘_-,

Storage Node Admin Node _
(ADC service) > (AMS service) | 7| 2udtlogfle

Storage Node

S RE
EREREMIRER « BETZEXEMEIZNE « ARBRAELCER © StorageGRID
=R EE AR S E - Z S SRR R REIRREAS TS - ASEA—REREAER

ZABETHH s ERFNEE A EIBEEEAFEIZECEREALE /var/local/audit/export Bt - ESHEMNE R
E SR ELEIZAE o
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—AMS Service——

Audit Message
Queue

i

Text Log File

—Service —ADC Service—

Audit Message Audit Message
Queue Queue —AMS Service

/

\ Audit Message
Queue

l

Text Log File

T BT AT A A AR E R RN T ER E MY R - BETIIEM « e EEASEBHMNESH
FAZEM] /var/local/ Bk - MMREEFHEREE ~ MAMRRITEZAS BEAm « BIER RSB REHRT
FRIBIAR W RFEEIZWCIES o

AiEms » BHkEgR2 TS -

* WIRRE /var/local/audit/export EEEIRFAERNEHE M « EEMRRWIRCAEARIHEIEZ
S~ BEIESHAHEmALLE - S3 M Swift BRIRERARFE - ENRMRETFERELERE - 2EEXAMS (
HIRERERHTE) B

* YRE /var/local/ [#TFEIREADCARFSIEECEAR B EEM92% « BFAS IR A EUEEIZENE ~ HE

BErRims7%#31E ° S3 M Swift AR ¥ HMERNERFTERERE - ERATPERE LRGN « O
ENRLY (RIABIRERZPME) B o

@ g02R ADC r#F5R B PR ER « REFEIR SRS ZN B RFEERMET

/var/local/log/localaudit.log t&%E :

* WRR /var/local/ [RFEIRLEAN B EREM85% « BRI FIRIEMESIMSwift B A ImEK 503

Service Unavailable °
TR R R SEE BN 2T SR IEEREX -

© B FEFARRADCIRFG L - MREP—ERFHNIEN « HErERrIse SOk o
 BIRRMIEIZTENEEER o
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* ° /var/local/ HEREZASEBENRE « SRFEEADCHRFHR LHZEMEN - HEEEIFRE - &
GRS « TRTEEHEBNNFRERE « BT ERHMAMB SR ETRIE -

RERERTIETRNEZARTT (AMQS) Em

BT BB E— BB RIS FRIR A/ « SR AR o IR AR (TR B B B R
B © SR ATIB (TSI B A RAMQS & T o

YNR MG RBIEIX(TI I ETNERAMQSE T « SFABERAMEH « IRFERERERS
BEE R EIMARRR ~ WA T LA 2B o

I
T

THERES

MRETRHETFHEFELILMEEN  SFRFTHIARNBIER o MRBERU\FFSBRAFHEL M ~ QRS
A SEBBRARNEZEE - RAPKBANARIRENIEZEREES M#5532) % MR  UMEERP K
EERIR D SCERBEIZNE R - FF2H "RERIZNEMEEE R

EERIAR
SNREEE AR EENRGINE « StorageGRID FEEERMEHREURTHIG A © Ht ~ L E R sEF HIRER
AR o

TFEEIZECERAE

A E SRR audit . 1og RERATMEEMIEILMEE © 2 T EREIBILT
$% ~ WAL "R E NFS BUREIZAIE AL © (AT MBSt BB EBk e S < FUfF AR %R
$1% o

BHsRZ Al
s BB S EREFEEUER ©
s CWAZBYER Passwords. txt FEZE :
s A BB EIBENEEAYIPALYE ©
HER
1. ZAEIEEE .
a. A TS | ssh admin@primary Admin Node IP
b. & ARFRSBIZZEE Passwords. txt HEZE .
C. BIATI LU Eroot : su -
d. #AFERYIMIZEE Passwords. txt FE2E !
B rootBE AR B RBREFE s E 4 o
2. BREQSEIZCHENER :

cd /var/local/audit/export

3. MEER B AN EFHEFNREILCEE -
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TR B e

TR BT EEIBENBEY /var/local /audit/export Bl o fERRIIERETS
FEEMmEA audit. loge

@ SRS EIEZECERH B BT « RS EAGEREIMlsyslogRka o RIEIMEsyslogfRAR
2305 © DS REEE RFFEZEC RN A E - F2R "REEZASMECER "

—X—R ~ JEF) audit.log IEEBHHTF - BRI audit.log ERCHE o HEEEMLBILRINIEHH
ERE yyyy-mm-dd. txt o MRE—RKAEILZSEREZ R « AIERLBEERERMFENEER « LT
BAWMT yyyy-mm-dd. txt.ne HI80~ 2018-04-15.txt 1 2018-04-15.txt.1 EB2018F4F 158
EFASE —(EF 58 Z(E50ERAE ©

—X% ~ HENEZGUBESEN G4 yyyy—mm dd txt.gz’ (REBIRIGEHA - BERREHER - EEEX
DEAEIEMM LREZERNETEREHE - 5B eEERZERTRERE - TRFEMFRCERE « UE

HARBZER /var/local/audit/export B o *@VEI‘*‘%*E?J%EEZE,HHH}U[S% « TR EE ARG S MRS o 1]
WIETFHIEZRFEEIEIESIEVENE ¢ /var/local/log/manage-audit.log ©

IEEEHIEERERATM audit. log FEZE « BI—KAIHEZEE (2018-04-15.txt) ~ UKRAI—KBIBEELEIEZE (2018-
04-14.txt.gz) o

audit.log
2018-04-15.txt
2018-04-14.txt.gz

TEZECERERTU
FEtzsCErErR Tl | AEEE
ez triE N B E SRR « WESEEZAERNES -
BEEZASEHES TIIES :
* fBE1SO 860 1R TVIEIZANE (ATIM) MISEMHRAMARERE (UTC) ~ BEZEEZENR
YYYY-MM-DDTHH:MM: SS. UUUUUU ~ HH vuvuuu & HFD o
* BRAE RS « UG HEIEE - BIERA AUDT ©

ToSHIE RS EHREPN = EEZAE (BTSSR EIMEUSERE) - EMRREISHEEILRMNEY)
IR EZRTER - MEEEELEAR
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

eI EE P REIZ B B TR T « T3 EINEMEE o MRILUER "EiZ5R A T A" DEUSIEZC ik PREZE
BHIREHZE - SR "N TR BEENR A « BRI ERER « UAELE(FEPTEREA o

fEREZSRATIA
ERILUER audit-explain AEIZECERPRVIEIZ R BE A Z B TVRIT A o

FIsEZ Al

290



© AERB R ERNEEER ©
* [RAJBEER Passwords. txt 2 .
* IRAERNE E EIREEEAYIPALIL ©
FAMEEETLE
° audit-explain L TEAEFEEIEMM LFH - AERZCLRPIRERBZASNGEHEE -

(D o audit-explain It TEFEHERHPHZIEERRNEMXIBEASFER © REH audit-
explain B R REZFERAAZEHCPUE S  ErIAEE & StorageGRID E|E{EETE o

IEEEHIEEREY—AREIH audit-explain THA : EMUIR "SPUT" EiRA ID 75 92484777680322627870 K S3
PR S IRREREIU %A [ Bucket! | BIRTHS ~ MG = (EMDHRIE EZATHET « G ELRLAE o

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FE5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

o gqudit-explain TEBMUBMITTIIEN(E :
* BRIBAREYBRMERVAEIZECER o HIND

audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* FIRFEEIEZEESE o fIu0
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* ERREEENHA © AIRICEAREMTRTEERA grep SALHEMAE o FIM0 :
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

FRRAELECER AT A 3F.%7<Eﬁﬂ$ﬁ REZIE - RILEAIURREEZEEELNITHED « UEIERRE audit-explain
TEZMH L - MIFREES -
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° audit-explain TEAFERBHEEFMAEERA - SEREERMGEESR « ARERLEREHM
@ e YIS B~ BifER zcat FMEBREIERAVTA - HIIN

zcat audit.log.gz | audit-explain

£ help (-h) BEEUBETHNEERE - fig0
$ audit-explain -h
1. BAFESIREE, -
a. BIATE% | ssh admin@primary Admin Node IP
b. #AFFRFIHIZREE Passwords . txt FEZE .
C. AT < U Eroot © su -
d. B AFFRYIAEES Passwords . txt FEEE !
EELUrootBE AR~ IEMEREE s E 4 ©
2. MATH&ES ~ HF /var/local/audit/export/audit.log KREESITIERZLBAME .
$ audit-explain /var/local/audit/export/audit.log

° audit-explain TEEHMEEERZRIIERTHFAEAS » FIEDALRRI BRI o

@ 7T RDBRIFREL HEIBE - ERASRTNEET - MRECVEEEREELTC « F1EH
RrfEIBYEC (-t) BEIE o

fEREZMEIA

TR LUER audit-sum ARETEREA ~ I - BRAMEREZAENIA « UkEEE
BB E/ « RAMTFERE (FX)) o

FRtEZ Al
* MRS E RN EUER o
* ISWAJEHER Passwords.txt TEE .
* IS ERNGE E EIRENRERYIP AL ©
BARIEIET(E
° audit-sum TH (AIEFXEEIRHE LFERA) HERAZERTZOEA « BEHMRIESE « URELIFER
B REFR o

@ o audit-sum T EFEHREEHHHRIEEIARMEMZEASMER o BEP audit-sum B
ARERFEAARENCPUE S ~ ErRISEE & StorageGRID EIE{EBIE ©

IEEE BRI —AREIE audit-sum TH  WCEEAIBEREE T E FRFTTRAVER
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message group count min (sec)

average (sec)

274
213371 0.
201906 0.
22716 0.
1771398 0.

010

005

011

max (sec)

20.934

1740.290

2.349

1770.563

° audit-sum Lt TRAIEFEZECEPIRATISS » SwiftFlILMIEIZA SRSt BAIRA

SRR
ARCT

ASCT

B

SDEL

SGET

Shea

SPUT

WDEL

WGet

WHA

55
BRI E i fE HAEX

BT R

ILM#4R1EMIRR : ILMBISRMIBR 4 BVT2 R RFsC

8% o

S3MIFF : SCERAITHRTAZ 5 LA BRI 4 S 7T

[=]
oo ©

S3 Get : sEEEAINIINAZ S ~ IEREA 805

FEEFRYMT -

S31RER | SECEAIIIIR 5 ~ LIREMFEHT

BREME -

nﬁ/la‘iﬁ

"ARCT : BRiEN E iR B H#EE"

"ASCT : FRiEHEEIRE"

"RE . ILMEEIMIFR"

"SDEL : S3fIp&"

S3 PUT : se#RIIIIRR 5 ~ AR FB9Y4ak

B

%wiftﬂﬂ']ﬁ? SCERARTHEY AR 2 ARIBRI G A

Swift Get : sCERAIIIANEZ 5 ~ MHREA 1505

HA PR o

SwifttRER : SCEATIIIRR 5 ~ UIBEMHEE

REEE o

"SGET : S3EW{§"

"Shea : S3BE A"

"SPUT : S3"

"WDEL : Swiftffilp&"

"WGet . Swift Get"

"WHA : Swift7]J58"
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12U aEA B2

WUT Swift PUT : sCERRRIIEYARR 5 ~ UEBILFEIYIEF "WUTT : Swift Put”
BT

° audit-sum TERTUBITFIIEE :
* BRIBANSYERAERVREZECER o HIUD
audit-sum audit.log

audit-sum 2019-08-12.txt.gz

[ERFERIEZEEZE - HIA0

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*

* BRRBEENRA - AIERICEARENTALRERA grep SpLHEMTTE o FI0
grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

TR ERBEEZMAEERA - EEEIEREER  ARIEZLBRHAHSTISIE 5
M zcat FEBEERMNTA - HIiN :
<:> audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

AR L IEE « RFFE LAEREYM LREESREE  SkFEFERR « KEHM N BRI
ASHEDAE - IREFER « HEGRRER/) - RAMTIRERRE « BIEEUER size (-s) BE - HAREE
WFERIN ©

fEF help (-h) EIBUEETHREE o FlM0 :
$ audit-sum -h

BER
1. BATEEIEREHE .
a. BATH&S | ssh admin@primary Admin Node IP
b. B AFFRFAVERS Passwords . txt B !

C. AT GSUTIRZEroot © su -
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d. BARFIFIIER Passwords . txt T .
EELUrootE AR ~ IRTREREE s E 4o
2. MREEFTEABA « RRER MR EEMRRRIPIA AR « SBIRIBETIID R0
a. BATH&HS « Ef /var/local/audit/export/audit.log KREEDHIERLBMMUE !

$ audit-sum /var/local/audit/export/audit.log

HEEEAIEERA—ARHILE audit-sum TR © IEEEARERERGEFRFAERIRRE

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

7EUEEERIF « SGET (S3 Get) 1EXFHEERIE - £1.13%) « (ESGETHISPUT (S3 PUT) {EEEREET
H491 ~ 730N RFREIRERRE o

b. EEETRIEH10EHREIERE « FAEACrepin L EEMSGETHE « ARINERAHIER (-1) FEE
YK

grep SGET audit.log | audit-sum -1

HEROIERE (MMREER) NRE - ARCAEZ AR REERSEMH BN EMA R ET
Grep °
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ FEEEAEHE P « SR UBR=ERIEMS3 Get (BUF) 1 ERZHEA/)E5 GBEIMH « LEEMH
RE% - RABAIRRABNEHEEIZSHREE o

3. MNRTAAEF| B BN AR AREANRI SR/ ~ SBER TR/ EIE (-s)

audit-sum -s audit.log
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message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

TEUEEEFIH ~ SPUTHYT M4 K/IMER2.5 MB ~ (ESGETHTHR/NMIKIES - SPUTHEHNEEES

274

213371

201906

22716

1771398

IASGETEERIEE « RWAEBD R KIET SHEEY o

4. INREREHERRFERIEINAEE R

EYo -

.000

.001

.000

5000.

10.

5000.

000

504

000

a. EEENEZCE LG « ARER MKEEOE) BIE (-qt) ~ EZEZHE (BIE ~ 15M ~ 1H

~108)

grep SGET audit.log |

audit-sum -gt 1H
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message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

B4R R EA/RS37E06:00F07:00 Z BRI E  TEELERR « RAFFHEFRE L ABIEN - MEAE
MEESTEULINMZ LN - ERTASEEBBEENMNE « AW NAAREIEERFES °

b. HEHIERER S/ \EFREERIMIE R/ ~ 5ERMIE TR/ 3EIR (-s) @9 !

grep SGET audit.log | audit-sum -gt 1H -s
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

BLAERET  EERBHITEEIRAMGEH « R4 —LIFE KAVRER
. BEETEFELHMEN  BER EIGREIAE BB ANFAE SGET 1F£ !
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
UNRAEZEHETLITHIGrepH < ~ SAHNIY less BT » —REN—H (—EE@) WRBZICHERS o
5 WIRICEEHEHEE LHSPUTIEER T LEYFMISPUTIERIE
a. {EfEFARIYA -go BEIE ~ AT DB IIHEERIFEMAE DA ¢

grep SPUT sample.log | audit-sum -go
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

AEREET ~ BARETIERSPUTIRREYFRISPUTIEE BB FRIFMEERIE -
b. BEHEMPLEAFENSPUTIERRERIE « BEA -9b BIR « JRHEFERAS A :

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

c. AEFEEFFERAARANSPUTIIAR/ « SBRIKEA -gb Ml - EIE :

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

R a
a0y

EEERMRAITIARITEZN S StorageGRID BEFIE S BARREE « URREAFTIR
SEHHEBNRERS

MRBEENEHRME FEIZERE" M AN TATRE A2 RN UBRRA AR RH—RER -
LUT BitaC g P ] s IRAVIE LR S 5245

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F

C32) : SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
0351611

SERZASSES —REIETR - BEFRMBUSENEE (1 1) - BFRPNSERITTRAA TIHTE

* TSRS [ )

* HF &5 AUDT » RTFEIZAE
* FENRAFR (FEEIRHER)
* URITFITARILE \n

BETRBEIBILAE - BERHER R TIIRINHREHIE !

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
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AEFHBETRMBEANAESNEFEE - BETERAGUEAREIRFSIH -
TIEERPABMITER !

* ATTR #AFTREBIERIINEF TR - BLEBERFIBREZASMEMSESHIERBM -
* type RENENRFTEREERNIEFTH RIS ~ FIMUI64 « FC32%F o ILERBILUEINFERE () °

* value EBMENAS « BERBEHXFE - E—EGREEDTHZE (1) - ERECSrHNETIUE
SISREEE " e
BiHER

ARENE AR A AR B A FEEZAEF o

$ERY #EA

ui32 |ATSREEH (321i7T) ; AIfETF0ES ~ 294 ~ 967 ~ 2958 o

ule4 BASREREH (641I7T) ; BIFETFOE18 ~ 446,744,073,709,5516 15898 F ©
FC32 MEFTEE ; 32 (ITERAFRERE « RmnAaE ASCI 7T ~ fldl TABCD J -
iPad FARIPALAE ©

CStr UTF-8 Flr] & RERT - ATUER TINEFIRERF T

* REHER

* BIER\r

* 552\

C T (1T B

* FRAMABETAREMSFRFTRIRA (B AWhh « HRhhERF T +75%E
fiufg) -

=R EER

e BRI SERZN S B ECESENRRAFHRIER -

FERE [(auDT: HAIFAEAZHNASE - TEBEERERZASFIAEFHEFNVEREN - EEBIEEE
TSR R BT

2018-12-05T08 : 24 : 45.921845 [AUDT : \[RSALT\ (FC32\) : SUCS\*\[Time (UI64\) : 11454\[SAIP\
(ipad\) :"10.224.0.100"[S3Al (CStr\) : "4196920499*
Stls6400c64T64"S=Cs=S64T64T1T64"S=Cs=Cs=S64T64T1T1T64T64TE4"1T64T1T1"S=S="S64T64"S=
Cs=Cs=564"S64T1=Cs=Cs=C64T64T64T6ATITITITAT1T1="S64T1=Cs=C64T64T64T1=C64"S=Cs="S
64T1=C64T1="S64T64T1=C64T64T64T1"S="S
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o ATYP TR (FEEAIPMLER) AIEBIEEMSHEH o ILHEAFHFS EIE "Shea” ABAREE ([ATYP (
F RINEZHAINE S3 REBEERFIELE ©

FC32)

. Shea)

A EPH—RTER
BTN S E S EATE

12 TUHS
e

ANID

ASQN

ATID

ATIM

ATYP

RERE

RSRLT

]
FC32

ul32

ule4

ulc4

ule4

Ule4

FC32

U132

FC32

=7 EH

248 1D : EEMEZRA ID NIEF TS - EBRTELEEIZNEN
TR ©

ENELID © fEIRAGEE B Z ARFFRIAEMRERRAID o S IRARTSTEStorageGRID
%Hﬂﬂl#% TEERME G DE—EME IR © It 1D FAE

TR TIEREERERIES @ TEERRT ~ IETRIGHERBRAER « BIRXRMRY)
Ya1ERIBSE o WERFRERAIEENUABEERARA (1970F181H8
%00 : 00 : 00 UTC) LAZREYHHAD o

VAR IETTREBR « ABHRAERGAST -

BB | TESTAIRRA T © ISt S HEHARERE (ANID) EEEEE
HTEIZEI BIELE « MERBENMEBRERSE

VER IETERERE - AELRAERZAES
IBHEID : HE SRR —HEM SR AR

BFRBIET © MREREIZTEM B U ELERRE - UM AN - BIEERAR
HA (00 :00:00 UTCRR70FE1H1H) UKstE c 538 ~ BEFMECE
AR B BRNRENAZSH ORI ASEUENAERE

FIREEE S A NI LAV RIBIEE o BEEPIEZN S REI A LEr]:E
B audit. log HEZERISO 86018 NMATIMEBE - HEAMBR IR TA
YYYY-MMDDTHH:MM: SS.UUUUUU ~ Hf T AXFFHEF T - RnHEERF
& ERRIBESE o vUUUUU BAIMED o

EHER P EHREF TR - EEREAEN TBEREH
RS BSNEE -

7 FEAZER S RIRRES  BEE BRTHRAYS IRERES ~ AThRBVARTS A SEETEAE
ZEREHPIAFINAE o StorageGRIDLLHE (I FIFEAMSARFS R ELFE A T4
B~ MEERERRARFSHIAAS o

HEREMN EFIRXSNER - MREAFSER  AIFEERAEMA:R
B~ MAEEEASUCS « FIEAERIMERERNR o
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ez S E A
TR IR BETE LS FEEFHAE - FrATEIZN S & EAERNEI o

W 2RI SEHIREFRIEAIFEZNE audit. log HEEE ¢

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
10253043571

EZNE B S PTHE AR E N « UAEZAESASEAEH -
LRI ST EIIES  SASHRATYPEE (RBETNT)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381a87d6cc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYPEBMRIEASPUT ° "SPUT" X3 S3 Put X5 i AIHEEGC SR EIHEE
Ty REIZAE N EERYHRBNEEE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3ATI (CSTR) :"bc644d

381a87d6cc2l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q2"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb4) :

0] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UIG4) :157922414

41025304357 ]

LERRNESHRENRR « SAERIZNERMER T ERHARRE (UTC) RIREIEES ° IMERBIZNEREH
ATIM BRI A LB BRRES
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

ATIME SR ERUNIXEFCRIRLATRBVEFRE (AR AE[) o SEFIFRBIE 1405631878959669 BEHEA201457
B17BE£HArY21 : 17 : 59 UTC °

TNz S+ £ an B HA
AR EERZNS ?

FRHEE ~ #AENEMIFR GRS « B ELRILNE o SIS HAPIEE
(S3aSwift) FEIZFE ~ LUGRRIELERS 5 o

EiZE BB B S EEMm T E RS E B IS IRELS o

FEHE 2B

HAESIEE S3BK (BTRE) - S3KY ($8Rt) =M
HAESWIft{EZE WCON (ZF2) -~ WOBJ (%) sim&
BEANIEE CBID (#IHIRIERRAIES)
REAZET B RS

FR A ENEE 2 R R E R « MR ARERRIEEZE R R « TRARTESFTEERTEZNEIERF R SRR EHIFR
RENERFARE o

ERTEENRG
BRIZERR I BERMEXEINIRERFRRBMEEN —RIIEZAL - BEEFEHREL - RRREBESCMT (

EEMHER) S - MESHEYHENNESERERSE - EEATCE (BREMHEKRERIR) MASCE (8
EMHERESER) S

BIZENRNIEIMNBERIEHF AR EIN BRI EEN—RIFEZAE « EREFEHRAL  EHESEREAY
MHERHEAELEARCB (FRIEYIHRENRR) MArce (BRREMIMHEREUER) S -

SRIEMRIIMNBERIERHERAERRD BRI EEN—RITEZNE - BEEFEHREEL - FRT2BSrem ()
HERERMR) S - MESEMRERBEETAREM (REMHRER) A8 -
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MRS 5
CRILRHAPIEE (S33iswift) FEIZENE ~ TEFEIZECEk AR A P IRl 5
TR AT B BEEENFRARIZAL - EESBHERSRBONL o

S EHREIZA A
T2HE by 24 ZREH B B2
SPUT SIARS S3 A RFEMINFER © CBID ~ S3BK  "SPUT : S3"
s S3KY
ORLM FawERE  tEYHRILMERIEERE - CBID "ORLM : FF&YI4RA"
[FERFAEFEIZEN R
2HE %8 =58 BHt B2
WUT Swift PUT3Z 5 Swiftie ARIZRZ Z BERIN5ER © CBID ~ WCO  "WUTT : Swift Put"
N+ WOBJ
ORLM FEYHHRD  EMENILMEREEHE o CBID "ORLM : FF&Y4RA"

) : SIYPMHHEE

T —#IERASESIARIHRHHERERFEHR (LMRARTES) B - FREE L #FERZGCHRNEZAR
#h o

FELLAEAI « B ILM RAVEIERE 2 5 ILM 3281 -
() UTBALRIILRS AR ENFAARERNS - 5 HESHERES (SPUT) AARNIER -
AR AT BRI SIHTFE -

SPUT : S3

EESPUTHE « RMBEHS3 PUTR S ~ UERENRERFELYH -
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : RFFI&EWH4FRAI
ORLMEAERTUIEYIHERSILMIRR - A EBFEYHRICBIDAEARIILMRE 458 o
HRERYMH ~ LOCSHAIESYHEFIIERNLMREIZEIDFIVolume ID ©

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32):13100453] [AMID
(FC32) :BCMS] ]

HIHRRIEYIM « LOCS W BIEHRRISRERE ID MIHREIEET4E ID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\[
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

BEHMAEISFFERMEZEN « Swit SFMYHER « REMABAPITIE °
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

YRR 5
TR ATERE GBI HAPIEE (S3RISwift) FEIZAE ~ LGBBIIGRIFR S ©
TRERFLERRRZZAEEENFIBEZE - EESERBFRZPIENAE

S3fipsFERZ A

2E oY 2 =58 B B2

SDEL S3MIBR ERIAEFEMIBRYG o CBID ~ S3KY "SDEL : S3fflpz"
Swiftil FRFEIZELE

25 by 4 sREA BHE E2R

WDEL SwiftflBs BRI B AP MIBEY CBID » WOBJ "WDEL : Swiftffp&"

o

&) : SIMEMIER
ESIAPIRNHFEE (LMRARTS) MIBRYIGR - G EERBIZNB L HFEERIZICH ©

@ WIEFREEMIBRR Z AR EENEZASE GHIE THIF - 5 HRASIMIERESZ (SDEL) 18R
HYIEE o

SDEL : S3ffips

= A R imi MR Z R EEELMRIREE « BNERGEMERINT - SRS I ARMFINRER « LURARK
HAMIFRIS3E 8
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

VIR 5
TR LR HAPIHSE (S3RISwift) FE1ZEAE ~ GBS IZECER PRV (HHRENAL 5 ©
THIRMARY L EREAE 7 B E £ RIFTETEIZENE - EE BN ZFAEHAE

S3HEEEENE

2 by =B8 Bt A2

SGET S3H{E ERIMFEFEREEWIHE - CBID ~ S3BK * S "SGET : S3EY
3KY B

RIEAEEE S

F2IEE by sBA B A2

WGet Swift Get BRI BSHEEMY © CBID  WCON + "WGet : Swift
WOBJ Get"

E5) © SIYEHAEY

ES3IAPIRNFEFER (LMRARTS) HEEWIHR - SELRIZAN BN HFEERZCER ©

AR ~ THEHIN RS AR Z AR EENFIERIZENE o (27 HES3HE3S 5 (SGET) +HRAAVIER o
SGET : S3E\§

SRR (ot BREEELMRIRISE « B8 EIAMEYE - A6 S BAET s E « MUK
HHBIIFISIZIE o
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

MRFEFERAAS - BRIHAIUELBEERYG - HEFRBRIRPFIEANRFEFEEINYMNG - BIZAEESE
REMHEAERRIRFHNENR - WELERELEERMBEIRANENX -

£ FASEFREFR - BRIHEHHH#FER CAEANFEERNYIMG « EX TEISYMH) 2K o SAIFSbushy
B CREUEEENEFIRE DS « EES3AIFISACCHEERMITE A IR IDF A A iHmEERE o

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

#h : EY1F LBEEES3
ES3AP IR 3 HS3 SelectE N « BELTFEILN B L HFEELCEH

AR ~ THEAINE RS H AR ZHAEEENFIBEZAE © {851 E2S3 Select’iX 5 (SelectObjectContent) 1
RIS ©

BEEHEELEMEBZANS | —EHIT S3 Select XM ( S3SR WAIRESR [ SELECT ) ) ~ Z5—E#E
IBIZZE GET 1F « IR IRHAR AT ERMEER o
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

PEFHERNANS
=SIAPIREFMHIPEERE « MBEERIZAR -

S3PHEE R EMEZNS

25 218 sREH BHE H2E
SUPD S3EERE ES3APEEMEEIMLAR CBID ~ S3KY "SUBPD : S3fh#4&E kI 2 &
B BRI EY o s HTRH

#ifl . SIHEERIEMN
IS BB R E IR A S EERBIRIIR S ©
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SUBPD : S3# BRI B

SARIHMBEHEMIEEPEERNER (SUPD) (x-amz-meta-* (S3KY) o fELtEFIH « ERIZEFE S
ERUP - AR CEREABZERHERR (MER>EIE>"ERERRCHRAEARSE) - F2H "REEZ
S MECER B A" o

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]
[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZS/uNY+aVVVOlTSYhEGtS=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-
directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
vI9ZQaWRbJISQc5hvI7mgiodwrdplShEO2AUaww==""]
[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]
[SBATI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]
[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]
[ATIM(UIG64) :1499810043157462] [ATYP(FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) : S3RQ]
[ATID(UI64) :8987436599021955788]1

BIEE

LUF & g 3R BB R B I AVREIZETLE o
R&RBEEN BRI KD AAHERIENE ©
FARERIR AR o

RS th g RENET

RSN e

AERERRIEEF

BERZNS TG IINEREP « LS P
BER AN R AEERE « DURIENFTERIE

THABHNFRIEFIL - ItF&FE A RESHSENSEMER -
T EEZNE RRATYPE « N5 SEAFHBFAT ¢

2014-07-17T03:50:47.484627

\ [AUDT:

006035167 ]
RIS

NERE
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[RSLT (FC32)
(FC32\) :SYSU] [ANID (UI32)

B R ~ SECEBRIM ~ LURERIMNE Syslog fAIARZSZREVSTEZEABIERME « 55

:1405569047484627] [ATYP\
:94457363265

:VRGN] [AVER(UI32) :10] [ATIM(UI64)
:11627225] [AMID (FC32) :ARNI] [ATID(UI64)

2"



GRSl

RIRTEIZEE

B RN IR 5= 1= Spul

BN RREIZERRRTEIZN B AN EBRARES  ERERGARE - 2RATIEES (F
BI{E) MERFBHEOIEEERMIESF -

12U
ECMC

ECOC

ETAF

GNRG

GNur

GTED

GTSt

GTSU

LLST

OLST

Sadd

SAade

SVRF

S RREELEREA

BERIHRFEEER R B | RERZIERAIHRRS
BrRE -

SIS EARIE B R R B | RE AR SHBVIHERR
BERRE -

B2H

"ECMC : ERIFRRIEE
R ER"

"ECOC : ZHBRVIHERRS
B RE"

Z2EEAN  FREREZEYE (TLS) NERER "ETAF | Z2 58K

K o

GNDSE#&% . —IBARFS ~ EasEfStorageGRID T
BRAEASERRGHPNEH o

GNDSEUHE SR © IRFSE X StorageGRID E{E R4
BUHE S o

MR TIFE4R | CMNARTS EFThl s TIFRIERIE o
MR TIEERIE | CMNIRFSERGEIEMR IIE o
BEIRMER I | R TIERZZECMNARTS
UEEK | LA EEUEERRESE -

MHESK | BRI EIAIR StorageGRID E{E%
A o

LEERER | BRI EEEER

RAREMREY | BRI BKHEER

VTR BRI | WD BIRRBIRE AN o

"GNRG : GNDSE %"

"GNur . GNDSEUH & 3"

"GTED : fAM TIEB4EER"

"GTST : AR T{EERIR"

"GTSU : BE3ZGrid T{E"

"LLST : [uBEK"

"OLST : &FEAIZIER
Y/

"Sadd : FRZEMIEZ"

"SAade : BYBBZ 2 M
%"

"SVRF : ¥4 &ER:E
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12U
SVRU

SYSD

SYSU

MRS
BIRHEF AR RITE LS

GG e B
MRS | S B E
BOMIEE TR o

ERBAELE | TRAN o

BRBL(ELE  ARFSRUBIE L o

ENRLRREN © ARFFERLE) ; SeRiBAMEE SR H
f5H -

S o BEYIHREFERRE « ARERE AR EIRN S AR o

SRR
APCT

ARCB

Arce

ARCT

AREM

ASCE

ASCT

ATCE
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=R

R AR | ERERNYEERN TR
FRGHMIFR  StorageGRID LLHEFRATIEAS3 AP
BIRESERPID ©

SRR RERBAS | ARCIRFS LS BER IR A MR
BRLATRERYD(E R o

BRIV RIS R | EREINBRIE T R R AR
B}« BARCIRFES GRS RREUFRERUARAS o

ISR B BiRfE | BENYIGER RSN EBERERE
FRFHEN ~ tR#EF R M StorageGRID EiBS3 APIE
MEEFRD o

WIEMHRIR | RRBRIRERII SRR HE R AT
SR A ER o

WIEMHFRERE | ARERE B AINEEREFE
4t~ BARCEIRFB EHRER ATERBARRE ©

SRIEREERE MHENZRERINISEEREER
4% ~ StorageGRID FEiBS3 APIFELZEZ R4 ©

WM ERE | BRERATERT AINBER
ERHEFE -

Dﬁ = Fﬁ

"SVRU : ¥ EHEERS
R
"SYSD : EiEL{= k"

"Syst : BIFA{ELE"

"SYSU : ENELRED"

FRtEL StorageGRID &AM HIEFFIEIEERIRY

Dﬁ/Fﬁ

"APCT : RREIR[EEITE
*Bﬂ/ﬁ

"ARCB : ERtE¥) 4R
B

"Arce : ERIEYI(HREENAS
EEH

"ARCT : BRERZEiREHE
Ey"

"AREM : ERIEYIEFEER"

"ASCE : BRig¥HERE
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"ATCE : BiEYMHERE
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12U 55 AA B2H

AVCC FRIEERE BinfEAARS | REBIIRPMFEFEEREERKR  "AVCC | FRiEREEiRE
THE AR TNERRS o #ERE"

BROR ATREMESREK | EEADGREMERRTURATHE © "BROR : ATReMEREZK"

CBSE VIHEXER | RRRBIEETThAER RN EMRETRE  "CBSE | ¥IfHEIEER"
BERHEmIEE

CBRE VI RIRAS R | BBV ERESTRY 7RIS ENRE B AEARED  "CBRE : ¥)fHEIER"
RERVERHEE (RS o

CGRR FEHEMRERER | StorageGRID EEHEMERIF  "CGRR  BFERERE

£ UERERERERTHREE ZHAERYE - X

EBDL BZERTREMIRR ¢ ILM FREdsmER T R ERTEERIETEM  "EBDL : JFZEEUMIER"
PREREMHRIG (BUTEZRTREER) -

EBKR BERTES G | EREEEENR - EXRFMERME "EBKR [ FEEMEX"
Z=Rrhe (BIMIBRETESYICF S LEMIBRME) o

SCMT MEGERERY | ARBRERMEILRE TE  'SCMT : MIFFRERS
LG =2

Srem WHEREEE | ARRREIEEIEMER 8% "Srem : WHEFHRERR"
HEEEK -

AR ImREAE LS

= S3ESwift il P infEAZNERBEEWIMHE « EctrA P inBBREIZEE o

25 a5 AA fERAE H2H
S3SL S3 Select X : #& S3 Select EXELIFAFH®E 52 S3HPIH "S3SL : S3
$#5eh o S3SL A E AIAE B S ta RN B AN EE R LRSS ¥ 40 Select EK"

B} o EXRAIBERMIN ©

SGET S3 Get : sECEMINNE S « UEIH S L#EFE S3ARIR "SGET : S3E}
SRR ="

MiEE MRS REFERLET  MIEZAEREE
= S3SRIEL ©

Shea SIIRER : FEAINNIR S « UREMHHFEEFERET S3HRA "Shea : S3&&H
ez e A"
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2R L

WGet Swift Get : 3EFRINRES « MR SFI A
SR o

WHA SWIftiBER : 3RS BB R A REE
71 o

RRmEARIZAE

fERAE
SwiftFl B i

SwiftF B i

A2H

"WGet : Swift
Get"

"WHA : SwiftJ]

EE"

ES3ESwift A R iRfEAREANEREBISESYIMNE « EtARRE AR °

12 TUHS st
VWE A MHEBR | L85 « UEHMMHBR—EYH
SDEL S3MIER : SECERAZHEVER 57 LUMIERMI (S fEF & o

Mzt MRRZEREFERLET ABZIEEE®
& S3SRIEMI ©

SPOS S3 POST : EE8#AIIHIR 5 ~ i EAWS Glacierfs#
FREEREERIRHEEN

SPUT S3 PUT : sB#ERIIRIA 5 ~ UL FROY S TE
Mzt CMRRZEREFERLET  ABZIEEE®
& S3SRIETI ©

SUPD SIHEE R B ER | iCBEATINR S - UEHIREY
B FEFEENPEEE o

WDEL SwiftfilBs : sCERFINAIZE 57 UMIBRYIE A 2S ©

WUT ggwift PUT : sC8#RIIAIRR 5 ~ BSOS S

B

e B EREREEKRTHREEEAP!
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ERE

S3 1 Swift AR
ﬁfﬁ

S3FEFIR

S3A AR

S3FEFIR

S3FEEF IR
SwiftF B i

SwiftFl B i

BE2H
"OWRA : #fF

"SDEL : S3ffpx"

"SPOS : S3
POST"

"SPUT @ S3"

"SUBPD : S3/
HwEREEH

"WDEL : Swiftff
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"WUTT : Swift
Put"



12U SRR B2 5R A m2H

BRZ
MGAU BIAPIEIHE © (EREERN o MGAU : BHIZFRH
SEL
ILM {EEFEIZENE

B ILM EizdRRRTE iR B g AR EEM LB EE (ILM) 1REBRERIEH o

12 SRR B2 R A m2H
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EiAE2E
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eI BRERAE R R R RIPREREH ELR « §ELLEFA S StorageGRID -~ ILEFRHARSE
1S3 APIEALR Ethe S ~

ESaR 1R Bl

CBID RAEHRID BRI S & 1RAYME—R RIS o

CSlz RBERN MR (LR EN) o —=EFEO0 -
RSRLT AERACHS EOpI) (SUCS) EiiginsRERIFEER ©
SUID HEEE—AEE MR 2 RiRERME—#EEE (UUID) -

ARCB : BEYHEIFES

EERBEEREY BRI FREREFER - MEEEIAE - flEKRGIARE - 8
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12U ki siLPH

RSRLT MR RTFRRRERIIZEFER - BRIERRIER | SUCS | RBRERER
WA HE AT HI LA FRER o

HEFEZER B SRR ERRENAYRSRE o BB B ERArce/ARASEE « MHERERRENATRIERMRR
WUBAFER B AT

Arce : BRIYIFHIERAE R
EREMAE IR ERE RGBT ER TR « MEEELAE - MR

S EEHAERNYAHENEREEMNEEINTE « WERKINERE - MBNLEREYHE
HZ& ~ BEREEEEEKRIART

25 i L sREH
CBID ABEIRID ERINEBERIEEFE R AT AR EIRAME—8 B o
VLID Volumei#5hE  BEREFEFTTEHEEH RS o MRKNAZIANBHEEMLE ~ BJEE[0 0
B Volume ID o
RSRLT FREVAE R SRR REENAE I SRR
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* VRFL : kB (¥ BR8 )

* Arun : BB (INEBERIERETERAEILAGER)
* BUH : kB (FEEMEEBEUH)

* GERR:#E (—HgEEER)

IFLEER S B FERIARCBF S ACE ~ AIHEH S TERIERRENFR TR BIRF A o ILFE S5 AREVE S ATh « IIRKRK -
AlgiEhEIBINATERNERER -

ARCT : R EimfE#EEN

I B R ERINBERIERFERAREGFIEYHEREESE It EFERRFEBStorageGRID
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