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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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© AERB R ERNEEER ©
* [RAJBEER Passwords. txt 2 .
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FAMEEETLE
° audit-explain L TEAEFEEIEMM LFH - AERZCLRPIRERBZASNGEHEE -

(D o audit-explain It TEFEHERHPHZIEERRNEMXIBEASFER © REH audit-
explain B R REZFERAAZEHCPUE S  ErIAEE & StorageGRID E|E{EETE o

IEEEHIEEREY—AREIH audit-explain THA : EMUIR "SPUT" EiRA ID 75 92484777680322627870 K S3
PR S IRREREIU %A [ Bucket! | BIRTHS ~ MG = (EMDHRIE EZATHET « G ELRLAE o

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FE5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

o gqudit-explain TEBMUBMITTIIEN(E :
* BRIBAREYBRMERVAEIZECER o HIND

audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* FIRFEEIEZEESE o fIu0
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* ERREEENHA © AIRICEAREMTRTEERA grep SALHEMAE o FIM0 :
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

FRRAELECER AT A 3F.%7<Eﬁﬂ$ﬁ REZIE - RILEAIURREEZEEELNITHED « UEIERRE audit-explain
TEZMH L - MIFREES -
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° audit-explain TEAFERBHEEFMAEERA - SEREERMGEESR « ARERLEREHM
@ e YIS B~ BifER zcat FMEBREIERAVTA - HIIN

zcat audit.log.gz | audit-explain

€M help (-h) BIELEFRFAER ° fIi0 :
$ audit-explain -h

1. EATESIEMR
a. BATH&S | ssh admin@primary Admin Node IP
b. #AFFRFIHIZREE Passwords . txt FEZE .
C. WA THIEGL U Eroot : su -
d. BAPFISIHZEHS Passwords . txt HEE :

B LlrootB AR« RTEREE s E 4 o
2. AT &S ~ Hh /var/local/audit/export/audit.log RREEDITHIIEZLTBNNME :
$ audit-explain /var/local/audit/export/audit.log
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IEEEH R —AREIE audit-sum TH  WCEEABEREETHE (FRFIRAVRA

message group

average (sec)

274
213371

201906

22716

1771398

max (sec)

0.010

0.005

0.011

20.934

1740.290

2.349

1770.563
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WHA SwiftiZ58 © sEERRINNARR S ~ LUSEYIHRE  "WHA | Swift7JE&"
BREDFE o

WUT Swift PUT : G2&kRIIEIR 5 ~ UBICHBEIYIMEF "WUTT © Swift Put”
AR ©

o audit-sum TEBLITTFIIEN(E :
* RRIRAUENERAERVAELECER © HIRD
audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* FEIRRRIEZEESE - flgn
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*
* BRREEEHA  FIREERAEENTRTRERHA grep seLBEMTIE - FIM0 -
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

IETEFTERRBEEREAEBRA - SERERGEESR AR ERLBRESSLYISIH -~
R zcat FEBMEIEERIVTA - fl10

<:> audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

WRILUER L FEIR « BREFE LREREYM LRFESRER « SURFEFERRE MR E RERE
MESREEDE - IRIFTER « BEGERE/) « RATTIVRERRE « BEAIMUER size (-s) BIR R EER
WHERIN ©

fEF help (-h) FEIBUEERHREIE - )40 :
$ audit-sum -h

B
1. BATEZEIERMAS

a. AT . ssh admin@primary Admin Node IP
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b. & ARFRFIAIZRES Passwords . txt HEZE ©

C. A TGS UTIEroot : su -

d. A FFRFIHZZEE Passwords . txt TEZ -

B LArootBE AR « BTMEREE s E 4 o

2. MREEHTABA

a. AT HrA /var/local/audit/export/audit.log X%

$ audit-sum /var/local/audit/export/audit.log

I EHEERE—AREH audit-sum TR :

message group count

average (sec)

SDEL 213

SGET 201

SHEA 22

SPUT 1771

TEUEEEHIH ~ SGET (S3 Get) FETIIRE
H#91 ~ 730 REFEIRZERE o

b. EERTRIZR10ERFEUERE « SAEAGrepin L 1EEEEISGETHE ~ ARG REIHEE (-

YK

« IREERMIFREEMRRRIPAA RS « BRI TIZ R

CEDTERLBMUE !

IEsEfI R E (FE PR R IR o

RERIE - E1.137)

grep SGET audit.log | audit-sum -1

HEREOEHRE (MEEEFR) MR- T
Grep °

RIS ATEZE

min (sec)
274
371 0.004
906 0.010
716 0.005
398 0.011

FeHREL

20.934

1740.290

2.349

1770.563

EVH AR E MR E

{ESGETHISPUT (S3 PUT) fEEEFET

1) BEG

/

E1T



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ FEEEAEHE P « SR UBR=ERIEMS3 Get (BUF) 1 ERZHEA/)E5 GBEIMH « LEEMH
RE% - RABAIRRABNEHEEIZSHREE o
3. MNRTAAEF| B BN AR AREANRI SR/ ~ SBER TR/ EIE (-s)

audit-sum -s audit.log



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

TEUEEEFIH ~ SPUTHYT M4 K/IMER2.5 MB ~ (ESGETHTHR/NMIKIES - SPUTHEHNEEES
IASGETEERIEE « RWAEBD R KIET SHEEY o

4. INREREHERFRIENNEE T EIE

a. EEENFEZCE LGS « ARER MKREFRIDHE) I (-gt) -~ IZE2HR (Fa0 ~ 15M ~ 1H
+108)

grep SGET audit.log | audit-sum -gt 1H



message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

B4R R EA/RS37E06:00F07:00 Z BRI E  TEELERR « RAFFHEFRE L ABIEN - MEAE
MEESTEULINMZ LN - ERTASEEBBEENMNE « AW NAAREIEERFES °

b. HEHIERER S/ \EFREERIMIE R/ ~ 5ERMIE TR/ 3EIR (-s) @9 !

grep SGET audit.log | audit-sum -gt 1H -s



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

BLAERET  EERBHITEEIRAMGEH « R4 —LIFE KAVRER
. BEETEFELHMEN  BER EIGREIAE BB ANFAE SGET 1F£ !
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
UNRAEZEHETLITHIGrepH < ~ SAHNIY less BT » —REN—H (—EE@) WRBZICHERS o
5 WIRICEEHEHEE LHSPUTIEER T LEYFMISPUTIERIE
a. {EfEFARIYA -go BEIE ~ AT DB IIHEERIFEMAE DA ¢

grep SPUT sample.log | audit-sum -go
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message group count min
average (sec)

SPUT.bucket 1
0.125

SPUT.object 12
0.236

AEREET ~ BARETIERSPUTIRREYFRISPUTIEE BB FRIFMEERIE -

b. BEHEMPLEAFENSPUTIERRERIE « BEA -9b BIR « JRHEFERAS A :

grep SPUT audit.log | audit-sum -gb

message group count
average (sec)

SPUT.cho-non-versioning 71943
1.571

SPUT.cho-versioning 54277
1.415

SPUT.cho-west-region 80615
1.329

SPUT.1dt002 1564563
0.361

0.047

0.040

0.011

1770.563

1736.633

55.557

51.569

c. AEFEEFFERAARANSPUTIIAR/ « SBRIKEA -gb Ml - EIE :

grep SPUT audit.log | audit-sum -gb -s



message group
average (B)

SPUT.cho-non-versioning

SPUT.cho-versioning

SPUT.cho-west-region

SPUT.1dt002

count

80615

1564563

2.097

2.097

0.000

800.

999,

.000

000

972
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