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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the gr .r_I
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
W
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S

HEIEREOHRER Lth S8« FIMNBFAEEEREID - ARIVSELEE - SRR BB LR ERIAPIZER -
7 BERUSFRERNE ©

HETREBEEREABRAY - MER « CAUREEL FRRSER TR -
B HA -

RIMERBPENSY - DRRBERRHEE o

BRI HIT o

BBIERE IS ST E R E TR o
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* CIETEIRE ¢ IEREE (EIRER) o

T ERIES  EREE (WLEER) o

© O HIRRAERE ¢ 1 B RS BN AR B EERYEZE o
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FE—RLHEStorageGRID B « R AR ETIRASAIGrid Management APl o Rig « E 184k StorageGRID £&
HFBITHAERR AU SRR AT (e 4 B IZENEE FRAYAPI ~ WEVS E /D —{EStorageGRID AR ASBIEEINAE o
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BENEREGLU T AR TR EBE

* [OIFE1ZEE2A (deprecated : truel
* JsonEIfEAXE S ldeprecated] : true
* NMS.logF &g BiBRFAVES o FIU0 -

Received call to deprecated vl API at POST "/api/vl/authorize"

)87 B A1 R S 32 B LEAPIRR 2
ERTHIAPIERERIZIEAAPIFE ERRAEE ¢

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": |
2,
3

S1E 2 KBYAPIhRZ

TR A RRIE S -IRIEEAPIERZ (/api/v3) SAREE (Api-Version: 3) o YIREHEFHZMEWEE - 8
REEEBRREE -

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

PrEEEsHEILE RIS (CSRF)

1% StorageGRID BJ LA fsE A CSRFHEM 25816 E A CookieBIEREETNAE ~ HABNBAEREE A UL B K
4% (CSRF) X% o Grid Managerf2fA A BB T HERAIZ 2N « EMAPIAE
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FFACSRFEM 1B ECSRFILE o StorageGRIDEXFEEF ~ 45 CookieHI A B BR S5 EIZRE T EPOST
EX2HHAR o

= ERNFILINEE - AR E csriToken 28E true EEIRHAR o TAR{EA false ©

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

YNRIERE ~ BAA GridCsrfToken CookieE MABEI%(EELE ~ FIFE AGrid Managerfll AccountCsrfToken
CookieRUABEIHERTE - ANBEARREEREN o

HD%Cookle?’_T‘ AR B e MEA R FAARRERER (POST ~ PUT * PATCH ~ DELETE) #AEBSE TIHFP—IA

* ° X-Csrf-Token {288 + WF1REAER A CSRFHER CookieBIH °
* BB RIEERERRES | a csrfToken RERFEERETX2H o

MEFBEMEBFIELFATR « SF2RIRLAPIf -

@ BB CSRFH#EM CookiefEEFIE Rt &38| #1T "Content-Type: application/json" {EAIE
KEVIZEE ~ MNRERIsonEREBRMAEEIMICSRFBEERLZE ~

MRRE—FA ~ BEAAPI
WMREAAHE—FA ~ s5EHAPI (Active Directory)

MREE "B ﬁéfﬂfﬁﬂlﬁﬂﬁ—’mi\ (SSO) " M B & fE A Active DirectoryffiZASSOMER -
WHIBESEH—RTIAPIER ~ 7 HE FA* Grid Management APIZ{fE E EIEAPIRYER 51
B o

MREHE—FA ~ 555 AAPI
AR T fEAActive DirectoryffiZSSO& i LtFER  BIEAELELET o

FIYAZ Al
* [RHZEE R StorageGRID E1E(U A {#E A& B MR FAENSSOFERE LB o

* MREEBFEEF EIEAPI ~ BEEHEFIRAID ©
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Eﬁﬁ’ii HT{F
EUSBRsE N ~ ISR U A E R —EEH

* °o storagegrid-ssoauth.py Pythoni§<H5 ~ (it StorageGRID ZE=4EZ B (. /rpms A Red
Hat Enterprise Linux@{CentOS ~ . /debs @A Ubuntug{DEBIAN,Uf; . /vsphere (GERVMware
) o

* CurlZRTERIZEH) o
MRRITEEXIE ~ B TIEMIZRIEE AR - TRIESERUTEHZR | A valid

SubjectConfirmation was not found on this Response?®°

() smlcu TR A I e R E B EIE

WMREBE URL 4RIEMERE ~ AISEE B EILUTHE5R | Unsupported SAML version ©

TER
1. BEEURF A E 2 —UESEREE AT
° ff storagegrid-ssoauth.py Pythont5<Hs | RITELER2 o
° fEFACUNEX ° FIfEFEES o
2. MRICE(EMA storagegrid-ssoauth.py 59 « FHECISFIEASPythonfBIERR  ABHITIESH ©

HIRGETRET ~ SFMA TSI ZEYE !

° SSOA % ° MiA TADFS) 3% FADFS) o
° SSOfERERTE
o LT IHmAYASIE StorageGRID
° R R5E @ StorageGRID 7
° HAKRRPID (MMREEEFEIEFEEAPI) -

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-40b7-afob-5c6cacfb25e7

%ﬁétl:'nq:%f Ly BRsE ML o StorageGRIDISIRFEAJ LUREN AR HMER ~ $HLUN KR ERSSORMERAPIR TS

S MRTEFEAHBEER - AEATIER -
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HEFEGrid Management API ~ s3I0 TENANTACCOUNTID ©

b. EEZFKNEEZENEFEURL ~ BAZEHPOSTERK /api/v3/authorize-saml » M EIEPBIFE
fhJson#REs o

IEEB AR E = EEEFURLAIPOSTE K TENANTACCOUNTID © #&RIHEEE python -m
json.tool Pk JSON #RH5 ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LEEEHIMEIE S URLARIBME 5 EURL ~ ERE 2 HMJSON-encoding/E °

"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1s/?SAMLRequest=fZHLbsIwWEEV%2FJTuv7. ..

sS51%2BfQ33cviwAs3D&RelayState=12345",
"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#fF saMLRequest EEIEFEGUHEER SR ©

export SAMLREQUEST='fZHLbsIwWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"

d. BUSZE#MURL « EFESAD FSHAEBHEXID ©
:E: —_

LR —(EEIRE LA TAICIERNURLIREREAKRE -
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

[EIFEEFE R R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. fROEhREFARIRERID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHRNEERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FSEE[MI302EE M « WEREPETREMET o

@ NRIEHNSSORMERMAZRER RS (MFA)  BIREPOSTHEE S5 _EZMEsH

2EEk -

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F MsIsAuth ZKE[CIFERICookie ©



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. #eEasERE S EIX AN S CookieHIGet EBREEE(LE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

CIFEZEE B FAD FSTIEREEN - UMHEHBREHFER - MEEAXEEREERERMMITE
= SAMLResponse °©

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. 1% SAMLResponse {EREREIRANL :

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- {EFR{#7F8Y sAMLResponse ~ J3&StorageGRID —{AAR—1%HY/api/saml-response BRE

19



4 StorageGRID E&5 M o

R RelayState ~ MNREEF A Grid Management AP ~ s5{E B A IREIDEFERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[EIFE G IEBREE IR o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cactb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. FEIEFRIBEE I S F 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTERTUER MYTOREN B EMER « B A EASSOREMRAPIFIA T

WNRESAE—EA ~ SFEHAPI

MEERRE—FA (SSO) - EHEHH—ZRTIAPIEXK « LUEHGrid Management APIZFEE E1EAPI © U1
Ri&{FEHActive DirectoryflZASSO& 78 BIHFER - BIEAELIET
RAREIETIE
MREE « S UEHAABNE—SHER - BH StorageGRID API o 3% - &t r] LU E$ StorageGRID K H
THEEME—FEL (SLO) : HFEHStorageGRID FISESOKEER ©

1. BEELXCEENEZELEER - 5388 cookie "sso=true" ZSLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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ZERIEHURL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. FEFFHURL ©

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EEXEREEHURLLUERESLON EFE A StorageGRID EER ©

curl --include "$SLOGOUT REQUEST"

B{H[E]302[EFE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found
Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018

22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MiB&StorageGRID R & H#ERY o

filBRStorageGRID LEAZSSOMAZZIREM I A AR o MNR cookie "sso=true" KiEl - FHAEE

tHi StorageGRID FF ARG & ZSSORRES o

curl -X DELETE "https://S$SSTORAGEGRID ADDRESS/api/v3/authorize™ \

-H "accept: application/json"™ \
-H "Authorization: Bearer SMYTOKEN" \
—-—-include

% 204 No Content BERTEAZREEEY -
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HTTP/1.1 204 No Content

MNEREAE—ZA - AEAAPI (Azure)

AR "E%ﬁfiﬁﬁ&%%-’*]\ (SSO) " f&aILUFEHAzureftiASSOMER R M1E
5SS RIS E AR Grid Management APIE(FE B BIEAPIRYER B HER, o

UMNRENFAzure E—& A ~ 55 AAPI
R IEFE R AzureffiASSOF 2 i AIHLFER « BIEAELIET

FAtaZ Al
* {®ENEEH StorageGRID B 15 ¥ R EF4HAVEH A (F B BISSOE FER 4 st HEFNZREE o
s NREABEFZEFEL SIEAPI ~ FiEEBEIRBID ©

MRIEEL(F
BESSRBIER - AR TR ST

* °o storagegrid-ssoauth-azure.py Pythonig<Hs

* ° storagegrid-ssoauth-azure.js node.js I5<H5

EMEIE S BRI StorageGRID REEFEZE B ##H (. /rpms BARed Hat Enterprise Linuxg{CentOS »
. /debs @AM UbuntuZ{DEBIAN, Bz . /vsphere (FEAMRVMware) o

EEH Azure BITIEE API B4 ~ 552/ storagegrid-ssoauth-azure.py 15985 | Pythonig<
B StorageGRID EiFIREMIBER (FcHUSSAMLRequest « Z B EVSIZEREN) ~ thEIFIUNode JS?
BAzure B ~ LUHIITSSOEE ©

SSOEZERIUER—ZRFIAPIERHIT « BEFRMILEARETZ o Puppeteer Node.jst&E4H A] FA 2K $FH#iAzure SSO7T
& o

NREER URL 4RIERIRE ~ rIsEZHFILLTEEER | Unsupported SAML version ©

1. ZEFRFRAIMRMKMYE « INTFFR -

#ENode.js (FF2R[] "https://nodejs.org/en/download/") °
b. #%FE%E’\JNode.JsE.%H (puppeteerfljsdom)

npm install -g <module>
2. BPythonig S HERIRAAPython s Z 23 U TIE SRS ©
SR Pythonts S B S IT U FERINode. jstESHE ~ LIFTTAZUre SSOE &) ©

3. HIRIRTE  FEATYISIHE (HEASHEA)
° ARE AAzurelISSOEFERfithit
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https://nodejs.org/en/download/

° fR7RiZ(EStorageGRID RRE
° fHEIRAID (MREEFEFEAEIEAPI)
4. HIRIETREF « SRRIARDE « MR ERERITFIREMFARELSAzUre ©

nts\azure_ssorpy storagegrid-szure-sspauth.py --sso-email-address user@my -dosain.com
i .e.com --tenant -account-id- B

(D LHERRMFAZ EAMicrosoftBgsE & TR © IERIAEFZ2EXIE < « UEEMAZIIRY
MFA (Plang AT X F RS PR EIRIRZEE) o

it PR it T BRSE M o StorageGRIDIGIRTE AT LIS M AR ELMhEEK ~ $HLUS R EASSORHERAPIN TS

= o

WMREFAE—F A ~ s5FEFAPI (PingFedate)

MRIGH "ERELRAE ’“‘)\ (SS0) " mE & fEAPIngFedateffiZSSOMLER ~ 2 7A
BH—RHAPIER « A REEVSEAR Grid Management APIZiAE 5 B IEAPIRYER SR o

MREBBAE—FA ~ sBEAAPI
R IE(FBPingFedateffiZASSO i1 IER -« REBELEER

ez Al
* [CENE B StorageGRID F{EIL A1 A& BHAEAVEG R (£ A& RISSOE A E R B EES o
* MREEBFEIEF EEAPI « BANEHERIRSAID ©

FAREETLF

A REUSERREN A UER T EF—EZEA)

* o storagegrid-ssoauth.py Pythoni§<H5 ~ {if{StorageGRID Z24EZZ B %7 (. /rpms A Red
Hat Enterprise Linux2%CentOS + . /debs A Ubuntud{DEBIAN, U K: . /vsphere CGERIRVMware

o

* CurlERM TIERIZEH) o
MEBRITERELKIS ~ R TIEREAEZERT o [SAEEEEIU TR | A valid

SubjectConfirmation was not found on this Response?®°

() sfICuiTERIREm AN L H S B 1 HS

WNRTEER) URL 4RISRIE ~ ]S BEILATEEER | Unsupported SAML version ©
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1. AR A2 — A BS EREE Rt

° i storagegrid-ssoauth.py PythoniE<H5 : RIfEHER2 o
° ERACUrEK o FI{FFERS o

2. MRICEEM storagegrid-ssoauth.py 5L « BHECISEIELSPythonfBIESR « ABHITIESH ©

HIRIERET « SFEA Y5 #R0E !

° SSOAE o B LIEH A lpingfederatel (Pingfederate ~ pingfederatess) HU{E{aIEL o

° SSOfERERTE

o ZH T IREAIAEIE StorageGRID ° IR EAR PingFedate o &R LG E R E = H A (EAE o
° R R5E @ StorageGRID 7R

° fHAIRAID (MREEFEIEREEAPID) o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s

RS e s e S s S s e e s
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

%ﬁ%tﬂ FRiRfit T BREEHEMY o StorageGRIDIEGIRTEFILURER IS EMEXK ~ $HLC R ERASSORHERAPIR TS
T o

S MREEFERHBEER - AEATIER -
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ B EFEGrid Management API ~ s5# 0% TENANTACCOUNTID ©

b. EEZWNEEZNEFEURL » FBAZEHPOSTEK /api/v3/authorize-saml » M EIEFRIFHE
fhJson4RHE o

LEEEHIEETRTENANTACCOUNTIDH 2 BB -EURLAIPOSTEK © &R E1FIEE python -m json.toolX#%
PRJson#RHS



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LLEEEFIAIEfE S S URLARBHI EEEURL ~ ERE S EMJISON-encodingfE °

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#7F saMLRequest EBIFEFREFUREERSER °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. BEHEIfEM Cookie ~ i [E]FE[C]FEDIFE

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B Tpf.adaperld) {& - M:[CIFE[E]FECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. B THay B (BIRGEREFE) ~ AREIFELRE :

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'

g BEH 178 B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. BiXAR V5 Cookie :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {#7F SAMLResponse BRI :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- {FF{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{EAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

FAM RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[CIfE BIEER R IERL ©

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. [ EIEFRIBEE I S F 4 MYTOKEN ©



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERTAER MYTOREN S EMER « S A EASSOREAAPIFIA T o

MREAE—FA ~ sBEHAPI

MEREBAE—FA (SSO) ~ ZBnBEEH—ZRFIAPIER « LLIE HGrid Management APIZFEF EIEAPI o Ul
RIGFEAPingFedateffiZ&SSO& 72 7 {HtFER ~ ABRELIET

BAREETLE

MREE - oI UEHASNE—ZEE® - i StorageGRID API ° & « &t e U3¢ StorageGRID R EH
THEENE—FL (SLO) : BEEAMStorageGRID HISESOEEER o

TR
1. EEESEEENEHEX « 5588 cookie "sso=true" ESLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

Z{ELEHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. {#EFEHURL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. EERERFEEHURLUMEZESLON EHE A StorageGRID EER ©

curl --include "SLOGOUT REQUEST"
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ZEE302[OfE - EXFERUETERNRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiB&StorageGRID FREC &R o

filf&StorageGRID LA ZSSOMFEZIREMM A AMEE o YR cookie "sso=true" KiZH - FHEE
i StorageGRID R ARG & ZSSORRES o

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERTEAZREEEH -

HTTP/1.1 204 No Content

fEFRAPHZFTHAE

&R LAfEEFGrid Management APIZR5E 2 (£ StorageGRID {EE R 4P RIELEINEE © (55
HIAINRERF ~ i EIEIERAERRMAEMA ~ UBITEIEZTHAEMERARY T1E o

RAREETE

(FRMINRE R A A B EPL L7 EXStorageGRID HELETHAE o (=RATHAEE R LS IR ZEC RN rootE A& B
EBIEANEREEMERZINENE—E o

L ERRILINREN AR « BE R 526 -

AEAR—KARFFHIER ~ StorageGRID EEREIARIRE ~ LEEHMBN—ERFENRTEE - 57 (REH
BYHN%E - ARRHRERFRESTAIMBIRARE « KERZFEETAERKRS

_ATIARILUERGrid Management APIFfYDeactivate Features &4 AREZEM IEBIE - FE@ TR FAGrid
Manager (UIFIAPI) ARV EFEFIRZEE I - ARNATBRIMEESFERE (ifrootEREMES"
root access*HERHVE A AE) MM EAEF I AHLIREIRERABENER

1. 7ZEXGrid Management APIEJSwaggerSX 4 o 552/ "{#H Grid Management API" o
2. I HERThAERES
3. EEFREIAINGE « FIMEEHF IR « SBRAXEEEAPI ~ MR -
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{ "grid": {"changeTenantRootPassword": true} }

FREESThEY « @ EHPIRBEINEEFEA - EREMEFABRRN EFHRREFEEER « TRERHE
BEHFREZEAPIZREFG R ~ WRETR '403. ForbididbidZ F
ENREFRINEE

RIETARR ~ A AERAGrid Management APIEFTEXENEFABIIIAE ° £ « MREBER ILIFABIINEERRK
EHTERE ~ ISR LIS A B R TIRE ThaE A & o

@ HOREMRA * (ERTNEE * At - IREREFRBIULINEE « 55ER ~ TR ERKENAENEM
HtSAIhAERAET] o IS ABAE AT STIRERFT ~ A BEMIRIEMTRRBITHAE

TR
1. #ZEXGrid Management API#JSwaggers(f4 o

2. ¥ H{ERIhEERES
3. BEEEMEEFIAEGE AR XEXEAPI ~ WITF -
{ "grid": null }
SERLEEKR®E « FrETIAE (BIEEFHFREEINE) BEEMME - FREMNERESENVEFTHAR
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0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying

the connections, select Enabled and click Save to start using SS0.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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C Sign in to this site.
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+" Single sign-on authentication and logout test completed successfully.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant 1D: 0899 6970 1700 0930 0009 I_D Quota _
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actim15v

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
0\ Displaying ane result
Connection name 3§ Connection status @ 2 Remote grid hostname 9 = Lasterror @ =
Grid 1 to Grid 2 0 Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Errar

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: 0 Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
SEdrt Q Displaying one result
Tenant Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan
InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
SHEER
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1. BEATEEEREHE,

a. AT | ssh admin@primary Admin Node IP
b. B ATFRSBZREE Passwords. txt FEZ .
C. A TS U Eroot : su -
d. A FFRFIHZZEE Passwords . txt TEZE -
EEUArootBE AR IERENEE s E 4 o
2. 7% audit.log F#E CGRR & ~ M ERAFEIZRIE T AR INEER -
g0 ~ tEE S EERZE 30 DEENAFRAE CGRR :ERM Greps ~ MifFEAREIZERAATA o

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

HEEn L BYAS RSB LI L EE A - HF 8 F7NE CGRR ASRIER - £8fF « FRABERER 2RI G E(0—
ARfEER « AP ERER - A= AERERN [ERWHF) 1FF - RBE=EIEREAN MERMFE F

o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QJRBNDIZzODAENFQ3MyO0xMUVELTg2Q jJEtODIBM]JAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyOxMUVELTkzMOYtOTglMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUtN]jQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ 2

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage

e Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate R B " Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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Confipuration = HE:.' management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS] to manage the
encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS5 cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant.

s Configure StorageGRID as a client in the KMS,

= Enabie node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you
cannot use a KMS for appliances that do not have node encryption enabled.

For complete instructions, see Confipure key management servers.

KMS name 2 Keyname @ 2 Manages keys for @ Heostname @ Certificate expiration @ 2
HMS 5G-Global nmakmipdcl thalesi.vtc.englab.netapp.com and 2 others. a All certificates are valid
1

2. 3BIE* Create (i) o

BEENFR TS SR EIRAMRBBEND I 1 (KMS FHEERD) -
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @
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Add a Key Management Server

@ KMS Details 0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a certificate bundle.
The server certificate allows the KMS to authenticate itself to StorageGRID.

Server certificate @

2 _t /u\DE*‘é_f_ °

BERNEE Al ARAY /KB PEBE R o

Add a Key Management Server

@ KMS Details o Upload server certificate

Upload & server certilicate signed by the certificate authonty (CA) on the ¢xtemal kéy management server (KMS) or 3 Certificate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Server certificate details Uploaded successfully

Metadata

Subject DN CM=1bdd3 1 b0- 3 5e-4034-8085-8 2 D4 M UID=nmanchar

Seviad number FEAC 322 CO 22 TT- Y IABD-DT- 628102

Liues DN CoUSSTaMD L=Belcamp CoGemalto, TN My Sedure Root A

Issued on JOX205-23T 161524 0002

Lagures on HODA-05- 22T 16: 15:24.0002

SHA. L finperpring DFAFAR YT 346054 C6F 3 TAOT-DD:17-54:-88-D0: 1 1:DB-35-€8

SHA-I54 Bngerprint TSEQ R0 TRCT . CF AT AT DA A MG OO0 LSC T 0T A58 Mo 8F S8 550 206 -F R T0: 20081

Alternatree names

() ;mecre7TEIECAS  SEEENNETNNEBETE
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Add a Key Management Server

tf,:“ KMS Details @) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KM5), and it allows StorageGRID to authenticate itself to the KMS,

Client certificate @

Browse

Client certificate private key @

2. HERARHREIES
LR g HIR A P iR P E R -

3. AIBERAIHRENILEERE -
4. HENTESRIESR -
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Add a Key Management Server

() KMS Details («) Upload server certificate ° Upload client certificates

nanagement tarver (KMS), and it allows StorageGRID to suthenticate itself to the KMS

Client certificate g

v/n: pdm
Client certificate detalls Uploaded successfully ~
Metadata
b hew L FLYTR TR LAY e 3 e
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D =i j% o Al [ Bricamp ki - ! ~
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Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.
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Port (optional)

3. EEVTERRREEFProxy N EEITRE o
4. & AProxyfAAR2:AY TR TBEIPALL o
5. BE - B A FAARELR E Proxy RIAREFAVEEIEIE o

MR IEE SR ENTERIEZIR | HTTP#A80 » SOCKS5%51080 ~ RBIBTHF LI ©
6. BEREF o
{#1FProxy2 & ~ BIE] R E SRl T & RS S R infEF SRt BV ingS
() PoyEBETRREI0DEAREN -

7. {BProxy AAREIMIETE ~ FE{RStorageGRID A g #43R H TFIEB WA IRFSERMAS o
e
MRTCEEZ AT Proxy ~ 58 * BUBETE Proxy * IZEUA IR « ABIEE * f#7FE * o
HERAE
s " A ARFEHAERR AN E R
s “EHILMES IR

EEEProxys&E

AR EfERAutoSupport HTTPERHTTPSEXAENE B2/ "sEAutoSupport TEE"
)~ IEE U B IR AN B R fiT 2 4B AutoSupport - (B0 ~ ) Z RE& E A BERARIProxy Al AR
58
BHsGZ Al

* REAHSENEERHER o

* {TH(ERE AGrid Manager "S2 2 FU4HE 228" o
RAEIET T’E
IEAT LR E BE— B FEProxy IR E ©

163


https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-117/ilm/index.html

1. BIERRE>*Z 2> Proxys&E* ©

IR g IR TEEProxyREl BE ° ERGEAIIZSITNEERPEE Storage * ©
2. fRAREThEE RS ~ BEECEE

Proxy Settings
Storage

Admin
3. #Eth Enable Admin Proxy #§3E1E o

Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [+

Hostname myproxy example.com
Port 8080
Username (optional} root
Password (optional) ssssssse
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Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
i-"" O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
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Tenant 04 475.00 TB 95% 500.00 TB 50,000 —):| |_D
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSV Search tenants by name or ID O\ Displaying 5 results

Name @ = logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00GB 100 41 0
Tenant 02 85.00 GB 85% 100.00 GB 500 4 [0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HRERETAE nkh BE - BRESERHNEMERARS - LHEEREERBZS AR o [RE—(E
2 WEETSERENRIREENE « SRS s S - aEnss €@ BATRAHRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1

Type: Primary Admin Node

145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected

Software version 11.6.0 (builg 20211207.1804.614bc17)

HA groups: Admin clients (Active)

FabricPool clients (Backup
K

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.47.0.2, 4T.47.1.225 - eth (Client Network

Show additional IP addresses v
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_LP GW 2 (Primary)
_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address
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| - '_"' GW 1 (Primary in HA 1)

(Backup in HA 2)
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Entry
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Add interfaces to the HA group

Select one or more interfaces for this HA group. You can select only one interface for each node.

Q, Total interface
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ D1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected

BEIIVLAN S TEZ% ~

° CRAEAERLER—EE ©

° MRHABHEARN EEMMRFEIHARE (B3EGrid ManagerflTenant Manager) ~
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Site @

Node name @
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an interface on this node
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You have already selected

A1

Select a different node or
remove the other selection.
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° MRZDENNER B P it « BIEEAENZN @ °
2. BB o
REBTIERF
MR HABASSZENE - EIUFEERS T E2NE - WEESHEND (RiEBE) NE - MRFEZTEHE
VIP it &R Er] BRRSEBTIEFTE ° IRZNEHE « VIPIMERET BRI BANRSETIBEFTE
RIEERHE

1. 72 * BRIER * WPERS) « LUREEENENEREHTE

BEFNE—ENEESEENE - TNEFRATNE  FRIFEESRE -

Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node

SNRHAEHHRIFEXGrid Manager ~ RIS AT T 2 EEMA DENNTEESEENHE © 889
MERF QST EEIREMRMAT o

2. BB -

B APt
1. T FERRCID* NI ~ LUCIDRFTAISEVIPFHEER « BI—fEIPVA(IILE « BEIZFE—ERMENFREBREE
(0-32) o

MRS REEA AT - HI0 ~ 192.16.0.0/22°

()  WREEAAITATER - VIPHER ) EHA REAVIP(E o
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

- . PP TRRILE YO THSNNE Cr( Uy SO -
& e red by a slash and the subnat length (D

A a0aress rolow

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. 3FE ~ MREIS3 ~ Swift ~ BIZFH A IHIFEF B R IHF TR FRERFEGELVIPALL « FHAREEIP{I
HE* o RE AR VIPFAERRA o

FA P imAN E R (6 AR & S 15 A L R SRAZ B EE R IP i3k o

3. A HABETNERTTEHAZ D —EBEREBEE VIP (it o FfA VIP IEBAENIF VIP F4EE
R~ BB EREEERT NI LIER o

T BZE MR E—EIPVAGIIL o ] L3EEEMAYIPve it o
4. BE3E* Create HA group (EBIIHAB¥AH) ~ ABIEEX Finish (SERX) * °

HABHEREENEIT ~ (SRAE AT B AR ORI T o
(D) =#159%  MHABRNEEEREFREHE -
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fREEE T AEEE

TSR LRES A AE (HA) B4 - LS FHLTEMRR « BN m - @B ELIEF « b ERE
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211



1. SEARE > AR > I A I RMA o

B AERE EESRTAMARARNHARME -

2. FEEVCEIREEZ HA BHERIZEUT IR ©
3 IRBEEREMHNAR  MITFIIHP—IE:
o AV TENEr) >* TREBEHRIPAIIL ) LSS RRVIPALL

o JEEY TENME ) >* TREEHABHE") LIERMEHERYLIBEGERER « ATEERrRTE - @B @R ~ Bing
HAEPBRVIPALLE

4. YNRIREEE 4R EE E BR IP ALk
a. EFTHABFARRYEHRIPALLE o
b. EEMRE" o
C. BEE*STRY* ©
S. YNRICERAREEHARE AR
a. & -~ FEMBHHRRIEIERA o
b. s FE  FEENSBFRZ AT RIS AEPRNE ©
@ gﬂ%Hﬁ%éﬂﬂ%ﬁXGrid MManager . E'}J{E%\ZEEIE%EEﬁ%ﬁL%H&ﬁET’F%EEﬁE °
ER D AECETE R RAETE T R EIRENREIT
C. A LIERERFIZREE It HA BHEN EZ M EAEREG T ENESLIER ©
d. & - ERERIPAIL o
e. Y lSave (f#7%) 1 ~ ABIEEX TFinish (FERK) 1 *°

() @155  MHABRNEERA AL -

BRERERE
TAU—RBIEF—RZESATAEE (HA) 24 -

Y1 HA BHARGE Q8T &a30nR, « RUENETSIREHE - SEMIER HA BHE « CXAREEE
AfERERN & & T ERms B o

BB AR IRTDE « SFAEMERAZREENSIESwiIt B R IRRAER « BRERHARAE - EXNSERFIRUE
FEMIPAIMEETTELR ~ BIg0 « REHABHBRVESRE P - AR LZEHBATERERIIPAIL o
1 B EERR >R > S I AR -
2. WERIGERIRZ SE HA BHER * B HTERIRA © # - MRFI M A E T ERH
a. BE *MER " > K ¢ > * BETEESSRR - o
b. FEENIRRLAIIZEN T 1R

212



C. BEEY TEhfF*) > MREHIRBBERN -

d. ERBRERLUBIR HA BHE o

e EEEEFEE" -
3. tNRKF|HEHTFERHE  FENCEBRNE(E HA BHERZEUTIE
4. ZFERUBE > BERHABHE " o
5. BRI S IE MIPRHABHAR * IARESD (TR o

CIERRIFREHABHER 1205 - T AERE EE LEHIRGERNMINIEE

BEEaEHTHE
BHTEHEE
BRI ERE ST EREERE S3 M Swift AR mAYRIE I T{F&E

TEEa#TE?

=2 AP ixEATE StorageGRID AMEFIEENE IR « StorageGRID 2/ & & F #1235 K S IR HEENAN#E
NIFa# - BHTFEEIERENEZEOEIEEH MBKILERENEEFRS °

HEINEERITEFRE EIRERAMFA A RIE IR L L RTIRIET  WIRME7E G HTHINEE - StorageGRIDEEH A
FmEXRATEHEZEME (TLS) &Lk~ BEEXR « MEITHNL 2B R ERTFHR o

AP ImA SRR E FHFHRE « SEMA LN TFHRRBHSI/ILEF - BRMERR - BT ERIRE
ERESERRHABFEECPUNAERSNHFERS o

BARTEEA [VMware 2 IF M) IRF - BStorageGRID EAIAIMEH AR A HIAEE R
() s - mBHRIEN - BMHKEHINetADPB SRR B "TR-4626 : StorageGRID T 455
=HHEEHARTES o
REEZ MEG R THEHR?

—RRER(EE 5 AStorageGRID 2 ~ BN —ERMEZEEH THRRFTHESMENSER - FIg0 ~ k5
AJREE S MERFERR « AFEFE S —EERMNR —ERER - HEREEMASG1005SG1000/RF &AL
B - RIEREERE (VM) BUERS A E SEa S THEREA B5RAEE « RS SUERCERRE -
HEE & FEa3ine, ?
BHTERRETEREANSHAF REBREAZRARENE S8 H T AR 2 R ERRNEREER
WE (HTTPS B HTTP) o inBithE@EZAF AR (S35 Swift) ~ BRI « UAEEMER R FTEEH
HRBE -

EERU A THSRR © R AHRR > ¢ IR ¢ >+ BETHESIRRS © ~ 5T FabricPool M S3 BREMR
B o YNFEAERRIET

. ||§§E%ﬁ$@i%§ﬁ%%5"

- "EF S3 REHE"

213


https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf

* “{&F3 FabricPool & EIEE"

BIRIBENEEETR

SRRV E — RS « SR TARMIIIEETARS 10433 « BIAILUSENH 1 B 65535 2 BINIER
*1@@ E,Jyl\ﬁBLj:fiE yﬂ%{hqﬁﬁﬁf_*fiﬁ 80 :E 443 N JHEEEH%E@FE Gateway gﬁﬂﬁ_tE’JQﬁzFﬁf%%ﬂE?% ° EE
BB REEEIEHA L - MREHZERRERARNERE - AXARESERIEE NENBEET -

FAFFEMERIRT ERRERE - F2H "HRERESZ" -

MR EERENEEEE
EAZHIERT ~ AR IRERENE StorageGRID ZFaﬂE@E%E%EZﬁH@%%JE#% £ (TLS) MN#E - TRER

EREGEE TLS MM StorageGRID ~ THEEEREXEIRIEF o EITEEE StorageGRID & & T &35 w24
AR S a1 E P ~ FESZEEEY HTTPS o

B TERRIRENEEER

YNEREEEE HTTPS (FR A& TERIHRER NS - AN RRHEZERE - BUSHTHRIRAE « G UER
BUF = (BREIE R A —E :

c EERENEE (BR) o WEEFHRARGEEIMAERREEN (CA) £E - mEMEEEAR
FIE1ERY CA ARSI /RERFREERRE - BELEREIEARRE - CABZZRVRFRIUAR Pt « BB
B RIBHARTRE o
WAZRFEUS FIES ~ A BER I G & T Ei8inas

° Bl AR REESE
° BElfAlRa/RENEZIVIES o
° BE ~ BEFEEITERREERNGSE CARRES -
cEEERRENGE o

* *FHEEEK StorageGRID S3 1 Swift ;{J;’é* o‘*aé/ﬁt%:zéﬂtﬁ BEIBEETHRZS « 78S & & FHi2sinE,
EEVEZREE o sAZ2E) "SR ES3FISwift API/REE"

REEMEEE?
BEEVESE - CEE S3 T Swift R InERE N AREZEIIHEMIFTA 4915840 1P it -
REEEY * RS DN* (iR8) EEXEE S AP IRERAERREAN StorageGRID FISTEARE$HE o U0

Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com

WER ~ REIUERBERAFTRARNITE & T ERRFBNA BRI RE SR TR AN S o Fl -
*.storagegrid.example.com fEF*BAFITHRM adnl . storagegrid. example. com
gnl.storagegrid.example.com ©

MRECHTEER S3 ERFEENERX  AIREE M EASERNKIEM * BR%ME * /A "S3 InfhEEniE" &

214


https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-117/network/network-port-reference.html

RIE ~ BIEEAERFITRE - Al

Alternative Name: DNS:*.s3.storagegrid.example.com

() wRoEeELERERRRTT  HSH ARSI EENRER .
s BRI ERRNSESMEER DNS BE -
M EEAIREER ?

@ MR AN RE S3 FEATENEL StorageGRID 2 BEEAFH/RBH - EAREX e ERiA LY
StorageGRID BY7ZEUE o

AERRRBHAME  FER TREBHME
* SAIFAER IR E SR EIHARY/ESE « HIU0 * B T EEsunR &R IR © ~ LUKk * S3 M Swift API* EREVE
Rk &EEIHAR -

* SAT5WaE StorageGRID 1 S3 FEARRIAVRSERAFRIFEY - MNRICERBMAN & & TR inRrR
39~ B ESEHEERT S3 RN ERMRIE &SR -

* ERARZEERN CA RS - NRIEFERAH CA BZERRE oI PEmth BB B HARYEE -
* MREEEEBHZEER StorageGRID & ~ B /REAGE « AINETIRARFEBHZA « FEHE
StorageGRID #1 S3 FERAEER P EHEE °

HERNEEER

BRI P R ITIERILE P (B BRI E H T ERink - MRIEMERREEREN  AIBRRERREXRE
TEFEFSLETHY IP IS HE FERYSTEE @IS (FQDN ) B ~ 7 E77EURRS o EREAEt IP {iitsk FQDN
HYF P imfE A2 U A F B R ©

(AT TOUEA— R

cERA (F8RR) - ARmEARERNNUERTARESHI SR 1P (it « E4ER_EEA HA B4
BEHE IP (VIP) fiit - ¥ FERY FQDN R7ZEURE, o FBRIECEERTIHENEFI « TRIFEERLLRE o

* *HABAEBVER IP* - BRIRERERNNEFERE HA BHERERE IP it (SHEHER FQDN) o

c ENBEAE ¢ o AP IR EERPTEEEA T ERY IP ik (SEER FQDN) o

o * ENBLFERY ¢ o IRIBRCEINAVENELAEEY « AR IR BFEREAEIEHIEA 1P At (HEEN FQDN) ~ ¢
EAIRSEENZERY IP st (SHEIFERY FQDN) o

HRAERNEESR

HEEFEINE—IEREEMNZRINGE « AEEEFIMLE StorageGRID 25 IR A ] LUE R & 8 T #7128 iR Bh R 17 ENfth
FI8YETHE o AT AFFAAETARFEURE, (F8ER) ~ AT LUEE SRR R s oI EfE A BE -

"'”EJL/(EFﬁlttIJJ ~ EE P BHIRRS 2 IR BN 2R o FI140 ~ AT LUEA LI REsRFERIEEE R A EY
EHRENSERTEN « FERAMERTEEF -

215


https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-117/harden/hardening-guideline-for-server-certificates.html

@ A TETERES « IREERPRREEENER (AUEREFR -~ AR SREAFIRES
FERNFIRERIRERS

H P fFEEE A
AEFEMBILZ2INEREFS T 555 B T84

1. LER Y MES ST ERHR « T :
° YA Unkh 1 (EFERRR 10443 W AFFFEFRAER o

° *Top secret * If#h | fEMEIZIE 10444 ~ (ERFFFEN *Top secret * 107 - FRAHMIAFE SHREIH - &
AU IRES ©

2. o top-secret.pdf fii? *Top Secret * THEEHIETIER o

ZBX top-secret.pdf ~» * L#E * HEHPHFEHREETUMEL GET EX https://w.x.y.z:10444/top-
secret.pdf o HARIEFE B AT LAER 10444 ingh ~ ELLFERAEIUERYHE o 746 ~ iIRBHREREMBELAD
fEAEMEMERD URL ZHHAERMEK « It EWRIZENFEEIENE c BMEREMERERTY ~ ERNGEE
1B4E o

CPUTIAHE

R S3Swiftil BEIX EREF AR - SESREMRAMEEN ENa T EHRRFHSIEIIEF - ERMER
FF~ BETERRSERESERBHEEECPURIAERSIFHEFER - MIMCPURHENESRENIES
H—R ~ (BRI AEE BSREM TR - FTAREHAESERIERRENENEEE « AIEEHREIER100%EAR
NEEREERERTA o

EFLEFRT « CPURTBEREEZMRIN & H T & 23ARFSFAERIIL S o

%&5

BT ERImES

Eﬁ”@%m%%mLﬁ&m@£MDiﬁ BN EIRENEL_FRYSIFISwIiftFB B kAl fE /Y
HIZIBHERERIGE ©

(D switt BFRERRRNZEDER - RIREREBHE -

FRtEZ Al
* {8 EAE AGrid Manager "z HERV4H E 2B 25" o
* ISR rootIZEER o
C BEmE aETEEE" o
* MREEFREENHEZAN AR TEHRIGRNERR « CMER T "ORREREENHE"
. E&KELJEﬂﬂﬁﬁﬁEE’\J%EﬁﬁE (HA) B¥4H - BB EAHARE - BRERE - F2H "EEsr HERME

* MNRBEREETE2RIRE, "SI EE" « RSERERESETZE8YIP{I3ET FQDN ° S3 SelectFr{E A&
H T 23 iHEE D SEERISG1008,SG1000E AL BFIVMwareERBEERZY o

* BEREEHITEERBHVLANAE © H2R "EVLANTTE"
* MRECERTHTTPSIRRE (B:&) -~ ARSI /&ENEN o

216


https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/removing-port-remaps.html

() sBwmsmumes RS 5DE REREREHE -

© BEHEESR  LREMREESE  BELEER - LUEEMNCAREES -

© ABRELRSE  (MEESIHSwiftF P s ARFIUGRIBIFA A ME L EMIPAL - S ANEEE (W
BlaiE) o

° MNRITAAE (E A StorageGRID Sfor S3F1Swift APIE{JEE (AT AR EEERERT EﬁE&i) IEE RS
SMER EEE IR BRI R E R B 5T 5058 REV TRER 5058 © sa 2 H" S E S3HSwift APIZ&:E"

FERvAS B ARt
BEaHTHRRRTSIEE SRR « BRIRER (S35Swift) MEREHIHE (HTTPEHTTPS) o

HRAE

TER
1. EERRE > R > B T AT 2SR EE o
2. 5E4B* Create (FiI) o

WA R EE R

1. BARRBFARER

i L sREA

&iE IR RTE c THIRTE TeHTFERIEE BEEmPIRET o

el B AN AT EREEATHAE © StorageGRIDILEITERR 24 10433 ~ RREE
U HE—EiREE ~ BIETILEA 1 B 65535 Z B EEIRERARIIMIREREIE o
WMREA* 80* T+ 443" ~ AipRt R SERMEMI LRTE - SLEERBFREAEE
BIEAE o

BFRimiEs A E R bR 2E R R P i FE FAFE TUERY & * S3 T Swift * o

PR EITIE FA P e 4R 2 | i B P PR (55 P RO AR BR B A 1 E

+ EE HTTPS TR 2MTLSIITER (23) © CAAEMNRDIE
3B T RERETIRES o

*IEEF THTTP ) DUESEAZZARMERNEN o ERHTTPARIEER
TEEEMENE o

2. EEEE

EINBEET

217


../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html

1. FEEURBAAYRAERET « MUIEHIUNA7ZEGSES ? #8212 5 EFRMES IP (iSRS E P (A1 4ERE T o

IR e
ESCGERD) R me] AR RREERREEIEERERY IP ikt « EA4EEE LER HA B54E

BEHE IP (VIP) fiit - Si¥FERY FQDN ZRIFZEUHRE, ©

PRIFIC R E R InREAITFENAES] ~ BRIGEHER* Global *&RE (FER)

HABF4ERYEHEIP BPin /AR HA BHERER IP it (SUHFER FQDN ) 7 AEFEULIRES ©

BAMRERIHIRRER AT U ERBRNERBR - RELSImIEENS HA
BHEAEEE -

BNRGS T E P inAERFTERRTER IP it (¥R FQDN ) ZRFEULIRES o

EnRLERTY RBEOEMAVENRGEEEY « AR IRAAEREMEIRENRRY IP (it (SRR
FQDN ) S{EfAIFEEIRERY IP ik (S¥IFERY FQDN ) ZRIFEUL IR o

@ MR ZEiHEAEFAIERIRVERFR « StorageGRID EEALLELIER AT R EHHES © *
HA BHAEBYESRE IP * > * BARAYE * > * BIRLEREY * > 24~ o
2. WNRECEE HABHAHRYERRIP * ~ B — N Z{EHAREAE

3. %%@%Hﬂ*ﬁﬁ%ﬁﬂﬁ* s At G E I IR R T R S A E IR AR SR AR, « IS SRR

4. YNSRCEEEY * EHFLAREY  « FENEENR (BETEEENRMEMIFEEEIRMEL) JRIEHES
PEHIAE R FEY

1. 85~ HAFER - B« SHENTIHEP—IE !

1L siLPH
REFFAEHERA (AR PREE PR AER AT LARE A L iR RE R AN At PIBYATHE ©

MRIGHARBIERBRRS ~ RIMREERULEIR - FIEHEFIREZ
%~ A LR E S TH IR « UASTFSHBEITERS

SRFFEIRBIER REEMBER RS 7 SEE A It inRt FEVE AT ES -
HERIEEEITR R EIBITE P IRP AR ILIRRFEEFEEE o A HthiB R ER T LUE
FA tE %S o

2. MNRICEFRIT HTTP ikt ~ BIRFEMINERSE o BH MCreatel (B1Z) *UME R & TFH2RimEs o AEAT
1 eriiE - BRI ~ FFEIMEE LIRSS

218



P AN S

1 MNREERIT HTTPS *indh « FENEMR M RN T2 REHE -

ReE PIfR:ESIMISwiftFl P in B IR AR S R BIRS L& ST E 3 ARTS Z FEIBVEEAR -

° HERNEE - IREAE LEMNBETERS « SFERULEE -
© R - MREHEELBI/RSEFIERNE « AERULEE -

° fEFiStorageGRID SS3HSwiftzd:E o MNRICHEFERRIHSIFSwift APUREE ~ h Al U EZAR T
BEROEAR ~ SAIEENILEIE o

FMRIECEERINPERIREENEENB/AEIHAE CA SERTER S3 # Swift API /&:F « TH|
HLEEULEETE © ;AR 5% E S3HSwift APIZ&REE" ©

2. NRTBAEFEH StorageGRID S3 #1 Swift /&:8 - 5 LEHEL KR ©

219


../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html

220

g
a. JEIE HERE" o
b. HEFFEMFIRIS BRIEE :
- FRRETEE | ETARREREE (UPEMEE) o
- ORERESE | STARSEELESBEE ((key) o
()  ECHERBUAKRASR2AMT - RATMEHBLAAIN A FH 20451

JT ©
" *CAERMAS E—ERER - N3RBESEPEZITREREEMN (CA) WIS - EXRE
B3 LURFERIERF BN SEHPEEARMBIICAREIESR ©

. REVEESMAER"  AIEEL LEZSEEENTEEN - IRELETERNCAEH ~ 5@
BEHERRTESENRSIREL -

* BRI EURSE R RERER « SRR THCARM UREREEMES -
IEEREERLBN TEHAAE - UBIERREFER .peno
fgn storagegrid certificate.pem

* EEREURSEPEP S MERCAERMASPEP « AIAIEREZAS UM HMUE -
d. B2 Create (#1I) - +ERVEHTERIHR - BEI/REMAIS3FSwiftF P ik Blimdh 2 FRIFR
BRIEMER o
LR
a EEEERE -

b. 5 /REE :

1Rz B

GENEET BEIERFRPHN—NZETEEARTE - ERMFRABRAFTRARS
(EEEr = EE

P EEITEERTH—Z(E IP ik -

x5 (BER) REEAER X.509 EEHRIZE (DN) o

MR PRBAEAE « RIEERREGERASE BRI ER
IP (Ui AERE—ARBTE (CN) -

BHRH BERIURIBHFIRE



ki 55t A

WMEEWEALIER WREN (FERMNER) -~ SREAANNEMRSRER S IVEFREH
ThAE EEELRVREE ©

BEIEHRER T /RETFSTROAE
* MiEE L FBRIEETERSE B S B ERIER A RIS IRA P in R
&~ BRIGBREULZETS 1R -

C. BEUELE" o
o, I BB BB R R o

© EEEC T EURSE LURTERRSEIER o
IBERERELBNTHAE - UBIELHFER .penc
fgn storagegrid certificate.pem

* R ERREPEP U RVEEAR BB EM I E -
e. 5EE* Create (FiI) o

BERNEE 1L G 8 T 28 imneh o B3]R8 AR S3MSwiftFl P iR I iREL 2 BRI B B EHER -

e R
p

1. YNREAER DNS ~ 3BFEE DNS B & —%50E  #$ StorageGRID FTE4HIH 4 (FQDN) EAFHARE
SOBARHEE 1P (IR IR o

{CTEDNSEEE P E# ARIPAMEBUAR R S EAHAR S THENRLEAE :

° REERTE HA BHE « BRIGR GEREZ HA BHERVER 1P i o

° MREARER HABHE ~ AR IR ERREMRENEIERLRY IP {UHERZE StorageGRID & & F iz
AR o

T BFERDNSEC RS 2EFTA N ENIRRAEE LTS - EEAERFTAE -

2. $RAHES3FASwWIftFl R imE AR EiRRAFA R AV A -
° EIFIRIRS
° STEEMAIE R MBI P
© (A ERREFEER
BRI B 8T GrasinRh
TR LUSARIRA A H T HSRmRAVFAEE - BERERMNVESTEEN - OIS EiRRAAERER

221



I\~ WEEHEAIAERARY/REE ©

EREREREELY (S3d Swit) EESRAHEE (HTTP R HTTPS) -

* ARRRMAERTERIGRNELREN R T8 TERGRE) EELERE -

SEArCT Q Total endpoints count: 1

Name @ = Port @ 5  Networkprotocol @ %  Bindingmode € =  Certificate expiration @ =

53 load balancer endpoint 10443 HTTPS Global Jun 12th, 2024

* ARRRSERMIPTAFEER - BERETEEN - FERSPENRRLAILE o

222

S3 load balancer endpoint #

Port: 10443
Client type: S3
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Binding mode: Global

Endpoint 1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

‘ Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

R EETLSERN IR RN

YE—AERNNEZES - UWEBHEZZ (TLS) EEREZRAMNE 2 #ABNEiGi#E
BIRAMBYIMNEE AR o StorageGRID

FIBNTLSARA
SHETLS 1.2F0TLS 1.3 ~ AIELEE AR B 9358 B RisAE S R MBIINBRL - StorageGRID
BRI AN A M E AR TLS N 28 L RESEINBRFES o Jtt,%ﬁjtﬁAssdz3wiftm)5“E§m$i

IFENEEEE - ZEEENER L > FEE "RE > 22N > R2MRE * » A%REE *TLS A SSH
SRE& * o
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@ StorageGRID AR E TLS AHAREEIR « GIMNEEIRERS « MEFE ~ RITIEF AN
MAC BE % - REAMNELERERNHEENR « FHAEERINetAppE R ALK ©

F/EVLANTTE

oI AT E IR RE ARG ER I EHLAN (VLAN) 7T ~ M/EHABHARA & & fires
ImEAPERAEENERRREAN D EAE « UWEFRZ 2 - BIEEMGEE

VLANNEHZ =

* WA LLEAVLAN ID ~ ARE—ESS AR LIEERE - FEULZEIVLANE °
* KN EYERE AR ERRE ©

* RAERILEGrid Network (eth0) ~ Client Network (eth2) ~ SRVME#EE 4 EMESAE (F
a0 ~ ens256) ©

* HINEEVLANAE « RRAEAISCEHEEN—ERNE o FIU ~ EEEER—E VLAN RN EL ~ FRF
{EA Grid Network 77 E#1 Client Network 77T ©

* MRVLANN EEAN SEEIAE « 8358Grid Managerflf8 A BB XABRANRE - 58 [MES1EEH
2 EMANE -

* IIRVLANN EEA R S3HSwitt B Bl E - ARl EIEMEA o RE RS EMAE ©
* MREREILETHNE B2 THHMERN
o *VMware (ZHEEEEZ%) * . "VMware © i F &I T EEEHE"
° *RHELE{CentOS (ZRE<EIREZA) * @ "EILENRSAERRE"
° * Ubuntus{DEBIAN* (ZEEEREZAT) * @ "EILEIREAEREE"
° * RHEL ~ CentOS * UbuntusXDEBIAN* (Z4EEABEZ &) * & "Linux : #i 8 aF I T E 2R

EIIVLANAE
BRtAZ Al
* {EHEEFAE AGrid Manager "SRRV E 223" o
* ISR rootIZEER o
* BEEMARDRETHNAE « LHHINEVMELinuxEigs o EEE TR ENRTE
* THIBEERTERVLANID ©

FAREETLE

CHREREIEERAEERE—HZEEHNEAN—HZEVLAN « LEHBRAREBREARBANBERIEHE
B o SEVLANE S UBFIDSAZC A A o FIa0 ~ Ea4EEE AT SE 2 A VLAN 1001/EAFabricPool R
SREEE « M{EAVLAN 200/EAFEEAIE o

TR AEFAGrid ManagerfZ2IZVLANSYE 32 P im#E$97E StorageGRID 45 EVLAN_EFEINEE < EEE
JZVLANSYERF  55F8RE VLAN IDIHER— B LR (E5) ME °
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FEUEE
SER

1. BERRE>* AR *>* VLANSYE" ©

2. 3812* Create (BBiI) o
# AVLANS E ISR E R
TR

1. $EE AR FVLANRIID o f&B] LIE AN 1704094 2 RIRI{E(RIE ©

VLAN ID R—EEM—H o Fa0 ~ EEIUERVLAN ID 2002k ERE@EiE SaURE  £AERAIVLAN IDZR
REF—EMLERNARIAE o KAUESEMLSERIAERERTENEILVLANTTEAAE ° F18 - mfE 1D
MEER VLAN N EEAEESR EHAEENAE - IREEEEEMANID « AIFHRAS -

2. (FIE) BAVLANTTERIEEERA

3. BEEEE o

BEQNE

TRILERTEELERE EEMANEEHMNATANE - EFEER (eth1) MEEZBEXNE - HE
TREET ©

1. B — B ZE R A ERMIANLEVLAN o

g0 ~ A BEAR RS VAN N E B BB EIREN RV P imdlE% (eth2) 77 ©

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface,
Saare Q
Site @ 2 Nodename @ 2 Interface @ = Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin _
2 interfaces are selected. Previous
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2. EEEE

HESDRRTE

1. BRI TR E
- MBLTEEHBVLAN IDSHER  HENEE RS A VLANAER o
- MELEBHERINE - HENEEESNEERNE" SRR (@ o
- MELEEBHRRNE * HEIIIRE § -
2 EERE o
3. HE50ME BN EE (BURERE SEIETAEE MM ERAE ST (>R
NEER_*>4ERE") o

EEEVLANT T E
REEVLANNER ~ e LEEIT SRR MEE

* S EVLAN IDIXERER o
* S BIRRNE

BN ~ MNREITRECHZERABETRS ~ FIAESRERVLANA AR TH °
nEJ /E = -F§IJ$IE

* MNREHABHAEPEAVLANSTE ~ BJEEEEVLAN ID ©
* MERXNEARHARHE « BIEEBIRZRNE

B4 ~ RREZVLAN 2002 EIEEAFIB_ ERIR A E U RHAB 4B FE FVLAN 200 T E{EFAEIREA ~ Meth2/ T
FRREREEB ~ BRI LIRS PRENEBAVREARNE ~ BEEEZBREMBANERRXNE

HER

1. B AR > EEE > VLANAE* ©

2. EIEEMRER VLAN N EIZEG R o ARAEER T8)1F >* T4REE* o
3. ZFE « FAEHTVLAN IDSEREA o AR HaE

UNREHABH4EREAVLAN ~ BIFESETHVLAN ID o

4. S A LURENSUAFMZEN G 1R ~ LUME R MESFEMRAERNNE  AREEHE -
O. IERMARIEITEREE
EERE o

.@

FRVLANTTE
AT AR R —ENZEVLANSTE ©
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SIRVLANT T E B RIBIRHARHE « RIEARER - MRS IEHARFERBPRVLANT T ~ 7 SERFEASER ©
AEREARIRREDE « FEBWTIIHEFP—IE

* BERILVLANTTEZAD ~ 557ciHTBYVLANT TERTIE EHAREAE o
* B AMERALEVLANT TERYFTHAZEAE o

* MREERFFHVLANS B ERIZIERTNE - SFREHARHE  RICERIFHVLAN T BB ERTIEFBE
HEER - SRV EEN ERIIBAZE - Eﬁf:‘HAEﬁH@K‘%EﬁE &% ~ MIERZEIRS_ERIVLANTTH °

HER

1. BEEERE > ERE > VLANAYE" ©

2. EREERIRZESME VLAN N ENZEG R o ABEE T811E* ) > TRibR o
3. BHE B IURESRTAYEE o

TUEMBIFABVLANN EE G o VLANTEEE L g HIRGE IR IHIERE o

EIERENHEEL
BIERENFARA : 485

AT7REIRFRE (QoS) Em ~ R UZEIIREN AR ~ LR KREEZEARRIFEE V4T
BRE o BLERBIEZBRERIRE KB ©

TMENEER E'J"%EFE:?:StorageGRID B SRR B TFE2S RIS LROIRES o IR
PHERA -~ SNBCKRT BE T ERRRE, o

HHIHI

FFERIRRRAY

BERESERIEES —NZERTIRR - BLEHHIE T —NZERREEMNVERRE
* 1R
* FHERR

* A
© BHTERIRES

IEINRERIRIBFR AN B AR « BEeiE S RBPERRBIBVRE - StorageGRIDASRANERARAMERIRERH S H
ZRARIE - FRH - CAILR TR S SR BN R o

= PR
T ET USRS 5B SRR A ©

* Aggregate 8%
* BEZERNER
© WITER
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REIERUSES & TERAERBHEINT - IRRAEERDMNSEREHTES  ERAERRETIEEN
R RHIAIEERL -

@ EeT LR R AR BR HIAggregate SA R S R HIEEERBVSEE o Ri@ + StorageGRID AR R
FEMmiEsEELEE o Aggregate B E R I AIAE B H A Z IRHIF R E2E M EBIMNI R BEMBERZ o

#t¥Aggregate BN BHEERIARRF] - ERFLUCRENERRFALEL - ANZENEREREER—E - Bt
R#EmatcherfiR « R SHRAIFLZ AT HITAIEE © StorageGRIDILERFIERRIER « TAFHAME S
Aggregate SRR RFIRRIRVEAPRFERIAEFTRRIARER - WICFRA EMthIRFIRE « ARIRENRGIEE2502) - I
FEBBEMEMNRARHIRERK « IKEI503(E 182 ([OFE

£Grid Manager/ ~ A LIRS BER Bl - M BasE R R RS aH B SRR EMRE]

HEmEn R RSLAKRER

TR RE D ERARASREIMERMRERIER « LOAGIITIRFERHZE (SLA) ~ LURMHEE « B
TREEMLBERTFAEE o

WU TEAFETSLAN=E o ERIEIDREDHERR « LUERSESLAERBIMEERTR

ARFE B4R e Bl {RE AR ARBE D%
R AFF1 PBEGESE 3EEILMIRA Fi25 KEER =A%
&5 GB (40 Gbps
) 3B
R4 AEF250 TBREFERE 2EHILMARE] F10 KEEK =A%

1.25 GB/# (10
Gbps) JBE

AR FLEF100 TBIEEFRE 2BRILMARRY BF)5 KEEX (SI=R)

%1 GB (8 Gbps
) $EE

BiICAEDERA

MRECVEEIERENTRD ~ WIEZREMARIRETES - B7HS regex + CIDR ~ B&HF&83
imFa S AE P R IR GRS ~ BIRTLUZIDRE D LERA] - GH T LURIBIAR ~ WITERE
BERE ~ KR ERARE

FRtEZ Al
* {THSERE AGrid Manager "S2iEFU4EE 228" o
* {&HEA rootfZEVER o
* BERIULEMEELLHN G EH T E2RimE
* BERILEFRELLHRIAES o
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1. S S R > RE N

2. 8 Create (i) o

3 MARRIBRMBIEREE (FA) -~ ARSEE - g~ -
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Protocal @ ® HTTPS HTTP O SMTP
NetApp Support Certificate Validation @ Use NetApp support cerificate v
AutoSupport Details
Enable Weskly AutoSupport @ r

Enable Event-Triggered AutoSupport € #

Enable AutoSupport on Demand @

Software Updates

Check for software updates @

«

Additional AutoSupport Destination

Enabie Additional AutoSupport Destination @

‘ Send User-Triggerad AutoSupport
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q
for predictive recommendations.

Settings Results
Weekly AutoSupport
Mext Scheduled Time @& 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (Netipp Support)

Last Successful Time @ N/A (MetfApp Support)
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2. ;5% * ByFASIE AutoSupport * FZEX 1R ©
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E: B 4ANetAppRIESRFT ©

& ] LA AutoSupport BEFHE RS 4 EEE R ERMEAR o
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it Sz 5 # £ B P 2k {2 A AutoSupport on Demand ©
1. EE T *>* T B*>* AutoSupport &Z&* o
2. 3EEY* HTTPS *EABSRIBE o
3. & *Enable Weekly AutoSupport (FiBEA) * EEIE o
4. 3%rh Enable AutoSupport on Demand #§3E1E o
S. BEMRE o
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StorageGRID
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Hi%iB 80 § :z HTTPS EiFZIE 443 o
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AutoSupport F1& °
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Additional AutoSupport Destination

Enable Additional AutoSupport
Destination @

Browse

Hostname @ testbed.netapp.com
Port @ 443
Certificate Validation @ Use custom CA bundle
S ?.'_‘_"_F?E?F’f.FE“T_??FE*?TF:_?:_::_.

S. EEMRIE o
FrEXRKEE - BUHEERFEREMREEAutoSupport AV BERZEX

FEEEEAutoSupport —EH &

7T BT A\ B BEAE StorageGRID fRRVHFEHERR ~ ER] U FEhfE

#%AutoSupport E{FIXBFEE ©
FItAZ Al
* BABERE AGrid Manager "z HERVAY B 2B 25" o
* G BEE TIRE#R) FEERHEMAEMRAERER o
1. BEEV R 3E*>*T B*>* AutoSupport 2&* o
2. 11 * BE * R IEH L~ EE  FXFERE MR AutoSupport * ©
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ERFEERENELEMZIEAE © StorageGRID AutoSupport!zu%E..;ftﬁEIjJ - TR R|ER LRI
ERF LRI ES ST c MRBERE " RENGEREEEHA Fs’eﬁm « StorageGRID A

Ex{AutoSupport BR{EIEZHE ©
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@ H A& AutoSupport BB EHFMENEE ~ AutoSupport s57E1 7R EMEIEEIE 23
FRENER « UEFENGRANER ©

SREEPERZ AutoSupport Bl

AR E = FiXAutoSupport BRI « StorageGRID BliR#EAutoSupport BE:REE! « &
REREAENITE o [KAITLUEE SZ1E>* T A*>* Ses*>*#E R 2K EAutoSupport E5fl
AYARRE AutoSupport ©

EEAEXRIENE - MFailed’ FHIRE () EEN MER) R5I11EH L o AutoSupport AutoSupport

Settings Results

Weekly AutoSupport

Next Scheduled Time @  2023-02-18 04:37:38 MST
Most Recent Result @ Idle (NetApp Support)
Last Successful Time @ N/A (NetApp Support)

Event-Triggered AutoSupport

Most Recent Result @  Falled (NetApp Support)

Last Successful Time @ N/A (NetApp Support]

WWWWWWM

@ R Proxy R IRESER E 2% AutoSupport sILEEZZE NetApp ~ BIFEZUOLL "FES2 Proxy 1a
RS 4B REER E IEFEHRER" ©

SiEAutoSupport BT E KK
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1. BEMNERBMENS Retrying (BH#IT) 1 °
2. gAutoSupport FU53 8 E S EIFE—/\E15REVHE ©
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1. NREFFER « MIFEETRIHERAR © A0 « MREAEFENNERIBM EFREE FHAHERRERISMTPEE T
E ~ A ZEETRTYiE:R AutoSupport messages cannot be sent using SMTP protocol due
to incorrect settings on the E-mail Server page.

2. FEBREAGEANE o

3. FEAPECEREAER nms . loge
YNREBE IR B EIE T FASMTP « 35FEStorageGRID EIEMRE X IR AN E FE RS « BEENET
BHERSETHT E>ER (BiR) >>BREFIMHREY) o THHERMASAIEE HIRTEAutoSupport

48 EmLE : AutoSupport messages cannot be sent using SMTP protocol due to
incorrect settings on the E-mail Server page.

BRARIR(ES 7% "REBE T HMHAMRSERE"

{&1IF AutoSupport E &

MRS BEEIE T (EFSMTP,s5RE S8 StorageGRID Z RN E FE MRS B EFERE, M B ENE FE 4
{AlfREs ETEBITH o THIsE:REATAEE HIREAutoSupport 11481 BE L | AutoSupport messages
cannot be sent using SMTP protocol due to incorrect settings on the E-mail Server
page.
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. BEIE-35FAutoSupport TMHFEA L] * o

IS HIR TR EAutoSupport HESE BHE o

253



Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

‘ ® HTTPS ‘
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directly @
* via Proxy server @

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Test Configuration Cancel

6. eI HTTPS “EAZIIT o
()  EEEREMM HTTPS M -

7. EEEBProxy AIRES" ©
8. BiiA tunnel-host EA&NIHE o

tunnel-host EFHAEEMEEEERYAutoSupport B BVAFFR{ILE ©
9. BA 10225 EIFIBSE o
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mount -t nfs -o hard,intr Admin Node IP address:/var/local/audit/export
myAudit

ER BRI IPAIIE AR EEFHAMSHRTE  URFEIZRGNTESA E R ALTE o BIE 20 LUE AP IRENNME
AE (B0 ~ myAudit E—E&GH<SH) o

3. HEAER IS AHEEUS - A ¢ 1s myAudit /*

Hi myaudi t BFERHERRTENERL o Z/DESH —(EEHRE o

R ERIRENFSTEIZF P i
NFSTEIZF Fin 2 RIFEIPAIUHR FREZEANERRE o o] URPRIRBIEIZA P ikIP
itk ~ ARBIRZA P I ©
FAtaZ Al
* f{&¥EH Passwords.txt BA root/ admin IREZEEAVFEZEE ©
* {®¥EA Configuration.txt 18E (AIEMEEHHER) o
R EETIE
EEERER E R AFFFEREZE BT IP it o
TER
1. BATEEIEED .
a. AT | ssh admin@primary Admin Node IP
b. B ATBFRFBZZEE Passwords. txt FEZ .
C. AT an< U Eroot © su -

d. A FFRFIAZEES Passwords . txt TEZ -
EIEUrootE AR~ IR MEBREFT s E 4 °

2. RREINFSHEE AR ER | config nfs.rb
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add-audit-share add-ip-to-share validate-config |

refresh-config |
help |
I

|

enable-disable-share | remove-ip-from-share
|
| exit

3. WiEIZHERERPRIPAML | remove-ip-from-share
BEENEE AR LR ENTERHRRIBE o FBREMAIIRUT ¢ /var/local/audit/export
4. WABERLRERE RN | audit share number
BERNEE R AT RIS IR A EMIPNIHARITRE
S. BAHENICERPRZ IPIILAISERS
BRZEAEREEN - BFABAFFERAR LIPAIUIFEZ A R IREITEFE °
6. HIRIRTET ~ 554%* Enter *
BEENRERNFSARREARTER ©

7. BAPANFSHERE AR | exit

8. MR StorageGRID BN AZEHERZEER A OILEEE « MEMLSRIAHRINIERER « FHERER
FRIELEREZER ¢

a. BImEASELENEERENE

i. A TSSH% . ssh admin@grid node IP

ii. B A PRSI ZREE Passwords . txt HE% :

iii. #5ATHERS U aEroot © su -

V. B AFRFRYIBIEES Passwords . txt fEZE ¢
b. BEELDSH - AEEEIMIEIBEH IR TEREIZILA o
. FRRmEEShel ZFABREIREIR | exit

9. ZH@<Shell © exit
EENFSTEIZ AP IRRIIPALiE
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
BB TR AR TR E- MBS (S3) o
C) IR E SR « SRR AR o

EEIRDE (S3) 1RE « UEREHRBBEZIRPEREBRIMNISIHEENRERHEFRR
ICEE ERNAEBSHRAERR RS BRARY o USRI sER 255 R -

o M@ : ETEEIEMERAWS 'R A o HIERNEEN BN S HEENE o
o IEEEFI*EAAWS . ¥t Amazon Web Services (AWS) ~ :FEEVERAWS® o *iREEiRiE EN%
@1 M T&EiF B - BENEAREURL ° FI40 :

https://bucket.region.amazonaws.com

HIJFAWSBAR « SFERARIHEFEZ RAMAIURL « BIEEEHEIREE o M

https://system.com:1080

° InEEEEE | TARARUA o MRIMNBERIERHFRMIERZEEE « ERILUBRZETG IR « LERERIN
ﬁBEﬂEﬁ%ﬁ%%E’J et SSL /REEA 1B FBEREE o 1R StorageGRID RGN A —ENITERZE B IZH
BREFREE - BRAREREALARRZNRE « ERILURIFIZE IRAVERARS

° fE7FAER L EECIRE (FAR) FR—MEERAE o EHHIRREMBINYMG  EBRDEE
DR _IF¢1EH;%??EEZIS PRI 524 - MR B RERIEFHTF R EStorageGRID B —EZEILINA B’Jiﬂﬁ
fERE « BI#FLER SEEFITE B R AN LEEE - MONERESHE - IRTEERAR LB
fEREERR -



o

IEERMERERTE KBS - EAZEStorageGRID M R4 o SRETME ~ MBZEERR -

1E24S3 APIRYELRRE
RIS ENRE S E 43538 S3 APIEREINTERIERTFRAZE ~ MU EREFERHENET
DERIE °
FsaZ Al
* ISR E AGrid Manager "SziEFU4HE 2 E 28" o
© BHEARSENFEWER o
RAMEIETT(E

gNRITEE Cloud Tiering (S3) 1RF ~ Al BREFRERAEFIERARRFENEIE AFIE « SLIEERERD
RS HIBRNEREF'RFIEYM -

1. BEE 2R > T E>iginiE o
2. E1E TERIEENRE_>* ARCH>*BIR*) o
3. BEEMAR>TE

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:if10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .

4. RBEEZVRFE o
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MRCEBRFEFER ~ OB S RN REFEN —ERT - Bl - RV SRERTFERTE
EHTT o

() eeeis - EEAHL: R AWS (- EERE o
5. EEUEREE o

N E IR B ARFEAARS

& B A EE Cloud Tiering ServiceBIARRE ~ FBEIEHIERIEENEABEA B AEEBS3 APIELR
BB SRR IR A TE R ARRYRES] ©
B Al

* IR ZEERE AGrid Manager "SZ1EHIATE 2B 25" ©
* AEREB S ERNFEEER ©
* B EERIZEIR, o
RAMEIETL(E
B ERD BIRBREEEL CERER - B EHEEEIEHAR o
FTER
1. ER T B> T B> o
2. EE TERIEEREE_>* ARC* o

3. BHMEHERE > EE o
Overview Alarms Reports | Configuration ‘q
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | online LI
Cloud Tiering Service State | Read-Write Enabled ;I

Apply Changes .

4. BEC BRI o
5. MEVERBE o

B S3 APEEIRHIHFR M

RIS EEEIAS AP E ST AL « TR BRI B« IUB
ISARVE (BEZE8) %55 o

ez Al
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* T (ERE AGrid Manager "Sz B U4 E 2 B 28" o
s BEAREMFEVER o
1. B ST >* T B> @i o
2. B2 TERREENEE >* ARC*>*#TE ) o

3BTRS EE o
Overview Alarms Reports | Configuration '||I
Wain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-09-29 17:54:42 PDT

Reset Store Failure Count -

Apply Changes .
4. WAL ERAHFRMERC o
5. BECEMEE" o

Store Failures B4 EEHRAT -
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1. BIRSE o

define library tapelibrary libtype=scsi

HA tapelibrary R EEENEETSE - LURIE libtype REHEHEEME -
2. EERNARBIIETFENRRE

define path servername tapelibrary srctype=server desttype=library device=1ib-
devicename

° servername ETSM{ARREZHIHTE

° tapelibrary S ERNETEELTE

° lib-devicename R ENEELTE
3. EHRIEEAVHERREE o

define drive tapelibrary drivename

° drivename ®IEEIEE AR ATE

° tapelibrary S EENHEERTE

RIERSAERETE © ERIREREREH MR o (FII0 ~ MMRTSMAEMRSSERECERER RS - B
R ABHTEENMERA « SRS REASERAEERE —EHEERE °)

gl{li:

4. ERNFARIZIPIE SRMREAIERIE o

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname ZWHIRISERVEE B ATE

° tapelibrary eiSE&ENHEHERE

HEIE AT EEENSEGIER - FRARNOMIEEEE L3P drivename Ml drive-dname &
B o

O. ERMEREREELRRR

define devclass DeviceClassName devtype=I1to library=tapelibrary
format=tapetype

° DeviceClassName 73 EHHINLTE
° lto BEEEMARSAMIRILEAE

° tapelibrary ei8EENHEHERTE
° tapetype EHAFEFER! ~ FHlFultum3

6. TSI & L E R ERETE o

checkin libvolume tapelibrary
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tapelibrary it E&RMHERE o
7. @I F BT RHEEIRAM o

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool ZSRIEENELAVIETE(HFNATE o (R AHEHES RAERTARE (REREE
FBBTSM{AIAR2SFATERARYEEEIER)) o
° DeviceClassName 24t ERIEELER%TE o

° description ] {ETSMEIARES LERERZ FEEEIRMBIERAE query stgpool 5<% o FlU0 : &
P ER S BB VAT R A ©

° collocate=filespace 15 TSMfAlREEERERIER ERBIHF R A BRI -
° XX & FYHA—IR !
* MEERN TS (RBENMEW—EAMTENREARER) -
* $DEckaStorageGRID HZAREANMETHE (EHEMTEENBERT) -
8. IETSM{ARRES L « BIIHIREAFE IR - ETSMEMRSEHNEERTIZSHWA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool 7 SRiBENRAHIRE B ATE MR UAMRHEEE RNERTMRE (REREE
FATSMTEHRRVEERIRR) -

° description & {ETSMAIARES EERBERZ FEEIFEMBERE query stgpool 8% o BN~ T4
SRISE B EEEIRAM o

° maximum file size SEHIRFARIEA/NNYIGERBART « MIFRIEHIREER - ZRERE

maximum file size £10GB°
° nextstgpool=SGWSTapePool iR FE RAIERAFIEMNE RS HEE RN o

° percent high REMEECRBEBHEHASTREIMEEENE - BEERTE percent _high £0
LUEIBNFAsRE R 128

° percent low REZBEMTFTERNIFLLE « BEICRE percent low EOLUBMRMIFER o

. ETSMERRES L« BIUMIRHIRE (HHRE) I EISREHIRER -

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool AHiIEEE LTS o

° volume name EMR@UBRTERE (FI « /var/local/arc/stage6.dsm) TETSMIEAARS: L
BAMRERNAS « WEFSREET

° size EMIRERIA/N (LUIMBAEN) o

fIan « EEETBE—HIRE « EHRERHNATIEGE T « SFEEGHEIRER B ER200 GBR « i
A/JMERZ#$200000 °

303



N ~ FIRERERUANBUNNZEMEFEE AR TSMEIARSS AT IS AMERER PRV B ERRE o FI130
~ WNSRMEHR/)N\A$250 GB ~ sHRI25EHAIRE - SEMEREA/]\#10 GB (10000) °

TSMARRSE G TASR BN E BHFNZEM - BAATE RIS AESEM (200 CBUREMNRBIEA=
) o

RE S ISR B I B S A2

CREEZHRNREDMRFETNEN - EEREATSMERERRENER « ARSEREIRELL

e LEARISUR A ©

@ 4NR Tivoli Storage Manager (TSM) HREFIEEIRLAYA FIRZ IS AR « HIEEEEF I SE g R R
18H8 o SRR E B ETSMEIARES « (EERIEENRERI AR P in{E & s/ ZhS K RiEHA o

ETSMERRSS L ERENRALUEAIEERE (HEMIREEHEL) K « BM BT RERG TPIEEMAXNUMMPZ:
~ LUSERMTAR B AEENSSEHE - HENHEREEEN DECAHEIE RIS AR

£ o TSM fAAREs L& MAXNUMMP 15 EMEFHAEDE TS| EBRENEMERE : * ARC* > * Target * > *
Configuration* > * Main* > * Maximum Store SESSESSESS* for the Archive Node - IL{EzE% 08 1 ~ B4R
IEEB AR IR THRAFE TIERSEL ©

TSM{ElAREFHIMAXSESSIONSER TEE ~ RIHEHIFRE A F ik AE I R ZETSMAERZS I TSRS B £

R o TSM_EIEEHIMAXSESSIONSEMAZE /DA EITEGrid Managerd A EFiEEAREIEERY* ARC/>* Target >
Configuration > Main*>* T{EFSER BB *E o FRIEEA SRR SERSMRZ—ETIERE - BMLELE (<
5) HYEBYM T{EBEER o

eI ERIE BN BRI TSMEN Y E R B TA9IH R tsm-domain © °© tsm-domain 49iFHREZIECREREY THE2) 48
IWRA ~ SREAT AT « WiFERE BRI LA StorageGRID A2 1B R MR EFESRM (SGWsDiskPool) ©

()  EoEURGERRREATSMERSS « A% R dsmadme T R R EEHBIRE o

B 1L R Eh MR A

ﬁ%?ﬁ@ﬁ%ﬁiﬁ%ﬁu » AREENZIRR « AR ETSMIEI RS R EFICERE B R EEE

1. B EERER o

copy domain standard tsm-domain

2. IREAFERRANSIEER « FRATIHEHP—IE:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default #ERERTAR EIRLER

S BUEABEEEENREERN -BA (—17)
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define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default AFIEEERTEREIRLER c BB retinit » retmin M “retver BEIEMURMEFIEENELE
BIEANFREITA

@ AR E retinit E retinit=create © B retinit=create AAFRESFHENRK
TSM (EAR2SZFRAR ~ PR E L REFEEMIBRARZR o

4. BERERIEIRATEREER
assign defmgmtclass tsm-domain standard default
o. HEHRAIERBIERF -
activate policyset tsm-domain standard
H 2B Aactivatefn D FFHEIRAY no copy group) 45 o
6. SEMENRELUEA TSMEIARES LAVHTRBIEE  ETSMAARES L ~ WA (—17)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

ARC-fEFEMARC-ZIE LTI RIS ENR L E HRA A P imENR LB ZIEHERE ~ MAXNUMMPHYERE &R
B g i@ LIRS RNEHHRHE -

()  mEER  esReRTARRESEERNERERED  1ANEHEE o

it B K% StorageGRID ZEFEAES

B ARG KR EE R TZE E StorageGRID Z{&iE12 -~ FIR{EAStorageGRID ZA&METHSE
EZ£ o

RERGAEERISEE StorageGRID #4EF ~ FERAIER - EMEEMBEN—MRIEE - A EIRTHRE

HUSAED BE - SHBRAPRZERNIET « BEERER WX MZEEStorageGRID EHE AT H EFERIE
7T - StorageGRID HEBREHNEN EHMARARMEERIE °

FEz2StorageGRID :ZR%MNAE
Eﬂ%k%ﬁ*%ﬁ%?UStorageGRlD BEBEZ AT - 55l StorageGRID % & 4t A H R IETER IR & IR A
E o

g02R StorageGRID A B S HEMNR - BERBEMHNELSREEORHETRE (PINHET) - FREFRRIE
MEANRTRAEERHATEN A MRANBEEENE -

TARENED  FEECFHEBEZMHNERRER « U BATENHEIREE - I1FEREStorageGRID £RY
EERRHEIRS ENFAEN « F2R "EIREFEHR" MURAHET "EE StorageGRID" °
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FERFPEERBIILMERA

S ERFHILMERERIRE TEERNREE  EENHEAUE - URERFREEEERE o StorageGRIDILMEREAY
BE—HILMIRR]  RBUIAEFEYH R EEMHER o

RBEERNERAD ANBEENNERME « KR ESREHHBEENERAEN B EEEFRAILMARRIR
BREILMARR] o flg0 ~ MR B EEHEEMAREREBEPISERNINEREZRTR « KrRIEERERR F R
FRELTRMENBEERES

TR REEBEREREEMNIRA - LMEEREENEFTFEEBFRNIHEN ZBETHE—&ESD -

MREAUEREF—EPEEHZER R FEMEDERHRE « S UERLLERIREREERNBEEN
AYILMARE o

ERIAERIBE 2 Al S5 R BB StorageGRID FRUILRAAMILMERE] « UK ERINAEREBENE R
W EHILMERETE RSB ETE - F2E ERILMEEYH"

() FEREEOLMBARESHRLRENAMAR © ERBILMRAIZA - WERREOHRA
HEFFAEE « URRFRIAENTERBELE ©
HEBENEENRE

SRRV TR R I A RUEE - ISR YHER AhEENNEEED « IREEENERE
5%{R:& o StorageGRID

i ~ BERBENERRAIEENETIOERE - URHEHERAFE  IREBRIRERT ~ &
StorageGRID R EEEHIER « FERBERIEXRER ©

AEBERNBEEGHAREELREIMMEEH - ERABHRER - cEEE I ELERENMETFNE

3K o StorageGRIDIE Al SE & FEAFEMFE B BEEAT XA ER - BE AT sE S HEHMIEERRE - g ~
EREFHMAFEINFER - AR RBEFTERNASEMEEaE IS BN AFHMEWENER ZHE
IR~ EMELBA -

MREHIFEE - 175 7EERI S i StorageGRID FREEE « MELIEENARZRAIT - A EREMGS
RIFPEEN TR RBIE

BERIBENAEKBAX PR EERTAASIE « UFE(RStorageGRID HERELAZHL 2 B AMEMIRIELLRLA

BEERE « UM RS VBB  SFERGIREEY © 7A%8 - FFEEHE StorageGRID %4t « AT EiBBAR
EEME -

RGBS

BRREUAFRETAREETEE - LRARENSRIBEILMERRIEFIERESENKRE
HEENBE

BRERMEERBABEEN - RENBERFERGEARRENSL  BERMEMERE

YNSRAJEE ~ SR/DTEEBNSERHAREBIEERIRE - 2AM » RTEBEFESPHEE T ERYN - RELE ISR
R ~ WAEEBH AR BIERREITE) ~ BirJ AL 2tilE -
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BEERRBRE
TRINHERBEIRRE N ASIENEY - UREFIFFARIERE -

MR EERREN LR A BERZERFIRBEREECRE ~ o] S FRFFREA T BRI SR EEITRRAVERE « 1

REERDIRE

BEiE $EH

ERFILMETHR & E 1. BRI > T B> 4R -

2. 1B TERE_>YEE>TEY o

3. EILMEBIEEH ~ BT B SRR 8=
c EEF-2E (XQUZ)  EFRFEILMSHERYIHLEE o

© F-APIm (XCQZ) : FRHARIREE (FIMIREEY) ILMETE
BIMHHEEL

4. INRBLEBEPIT—BHEFIBERINYHEEBB100 « FETER
REBGERRE ~ LU/ StorageGRID B{EBIETHEE -

BERERRNRHTEE MRILMRBEBHEERAESFEFI BEREEREFRR (HENER

) REREERRERERENSE  LRFABEEHNAEHNEE -
ERIEEN RG> ARC/>*fE1F NREGEHETFHE (ARVFY) "BHERET « BIBRBIEFTFRAAEE
ZIAE - REERBERMERE « LAREEERREARME -
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