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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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* [OIFE1ZEE2A (deprecated : truel
* JsonEIfEAXE S ldeprecated] : true
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Received call to deprecated vl API at POST "/api/vl/authorize"

FIEh B ARk 2SSz & MR EEAPIRRZS
fEA THIAPIZREBEISIFERNAPIEZRAEE !

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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curl https://[IP-Address]/api/v3/grid/accounts
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FAtaZ Al
* f&HN3B B Ht StorageGRID E{E{i M A& BFAEHVEH ERE B RISSOE A E R IBHIZHS o
* MBLAEEFEES EEAPI ~ SEVEFHEEIRSID ©
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Eﬁﬁ’ii HT{F
EUSBRsE N ~ ISR U A E R —EEH

* °o storagegrid-ssoauth.py Pythoni§<H5 ~ (it StorageGRID ZE=4EZ B (. /rpms A Red
Hat Enterprise Linux@{CentOS ~ . /debs @A Ubuntug{DEBIAN,Uf; . /vsphere (GERVMware
) o

* CurlZRTERIZEH) o
MRRITEEXIE ~ B TIEMIZRIEE AR - TRIESERUTEHZR | A valid

SubjectConfirmation was not found on this Response?®°

() smlcu TR A I e R E B EIE

WMREBE URL 4RIEMERE ~ AISEE B EILUTHE5R | Unsupported SAML version ©

TER
1. BEEURF A E 2 —UESEREE AT
° ff storagegrid-ssoauth.py Pythont5<Hs | RITELER2 o
° fEFACUNEX ° FIfEFEES o
2. MRICE(EMA storagegrid-ssoauth.py 59 « FHECISFIEASPythonfBIERR  ABHITIESH ©

HIRGETRET ~ SFMA TSI ZEYE !

° SSOA % ° MiA TADFS) 3% FADFS) o
° SSOfERERTE
o LT IHmAYASIE StorageGRID
° R R5E @ StorageGRID 7
° HAKRRPID (MMREEEFEIEFEEAPI) -

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-40b7-afob-5c6cacfb25e7

%ﬁétl:'nq:%f Ly BRsE ML o StorageGRIDISIRFEAJ LUREN AR HMER ~ $HLUN KR ERSSORMERAPIR TS

S MRTEFEAHBEER - AEATIER -

17



18

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ HEFEGrid Management API ~ s3I0 TENANTACCOUNTID ©

b. EEZFKNEEZENEFEURL ~ BAZEHPOSTERK /api/v3/authorize-saml » M EIEPBIFE
fhJson#REs o

IEEB AR E = EEEFURLAIPOSTE K TENANTACCOUNTID © #&RIHEEE python -m
json.tool Pk JSON #RH5 ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LEEEHIMEIE S URLARIBME 5 EURL ~ ERE 2 HMJSON-encoding/E °

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1s/?SAMLRequest=fZHLbsIwWEEV%2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#fF saMLRequest EEIEFEGUHEER SR ©

export SAMLREQUEST='fZHLbsIwWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"

d. BUSZE#MURL « EFESAD FSHAEBHEXID ©
:E: —_

LR —(EEIRE LA TAICIERNURLIREREAKRE -



curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

[EIFEEFE R R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. fROEhREFARIRERID °

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHRNEERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FSEE[MI302EE M « WEREPETREMET o

@ NRIEHNSSORMERMAZRER RS (MFA)  BIREPOSTHEE S5 _EZMEsH

2EEk -

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F MsIsAuth ZKE[CIFERICookie ©



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. #eEasERE S EIX AN S CookieHIGet EBREEE(LE ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

CIFEZEE B FAD FSTIEREEN - UMHEHBREHFER - MEEAXEEREERERMMITE
= SAMLResponse °©

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. 1% SAMLResponse {EREREIRANL :

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- {EFR{#7F8Y sAMLResponse ~ J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
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4 StorageGRID E&5 M o

R RelayState ~ MNREEF A Grid Management AP ~ s5{E B A IREIDEFERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[EIFE G IEBREE IR o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cactb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. FEIEFRIBEE I S F 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTERTUER MYTOREN B EMER « B A EASSOREMRAPIFIA T

WNRESAE—EA ~ SFEHAPI

MEERRE—FA (SSO) - EHEHH—ZRTIAPIEXK « LUEHGrid Management APIZFEE E1EAPI © U1
Ri&{FEHActive DirectoryflZASSO& 78 BIHFER - BIEAELIET
RAREIETIE
MREE « S UEHAABNE—SHER - BH StorageGRID API o 3% - &t r] LU E$ StorageGRID K H
THEEME—FEL (SLO) : HFEHStorageGRID FISESOKEER ©

1. BEELXCEENEZELEER - 5388 cookie "sso=true" ZSLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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ZERIEHURL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. FEFFHURL ©

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

3. EEXEREEHURLLUERESLON EFE A StorageGRID EER ©

22

curl --include "$SLOGOUT REQUEST"

B{H[E]302[EFE - EFMERUEARNBRRIEAPIEY °

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

. MB&StorageGRID FRs25atEMt o

filBRStorageGRID LEAZSSOMAZZIREM I A AR o MNR cookie "sso=true" KiEl - FHAEE
tHi StorageGRID FF ARG & ZSSORRES o

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERTEAZREEEY -



HTTP/1.1 204 No Content

MREEAE—FA ~ s5FEHAPI (Azure)

MREH "EXRELAE—FA (SSO) " EalUERAzurefifizSSOMIER ~ (ERMI{E
A5 S HERESE AT Grid Management APISFE F EIEAPIRIER B HERL o

MREHAzureEBE—E A ~ 55 AAPI
W RICERAzureffiASSOF B HFER ~ BERELI SR

FIYAZ Al
* {®&N7E B H StorageGRID Bz 1B ¥ R B4R AVEL A (F A& BISSOE F ER (4 st MEFNZREE o
s MNREEEFEFEEL BIEAPI « FEEHEBIRAID °

E@EAEIEI{’E
AEISEREN ~ ERIUER TIEAES

* o storagegrid-ssoauth-azure.py Pythonig <5

* ° storagegrid-ssoauth-azure.js node.js I5<HH

EMEIE S HEERIF StorageGRID ZEEtEZ B (. /rpms #FAHRed Hat Enterprise Linux3fCentOS ~
. /debs FAIUbuntustDEBIAN, X . /vsphere (ERRVMware) o

EEH Azure BITIER API B4  552[] storagegrid-ssoauth-azure.py &85 | Pythonig<iE
& StorageGRID E?%?;EEHH@IE R (LESSAMLRequest ~ Z BEUSIZHERER) ~ W EIEANode.jstE<HE
BAzure BB ~ UBIITSSOEE ©

SSOEERIUUER—RFIAPIERHIT « BERMIEAREIE o Puppeteer Node.jst&E 4R 7] F 2k $FH#Azure SSOFT
& o

RGBSR URL ARIERIE ~ nIRE B FILA FEEER | Unsupported SAML version ©

TR

1. ZALFRERAVARMAMY ~ INTFFA -
a. Z#tNode.js (B2 "hitps://nodejs.org/en/download/") ©
b. ZEEFrEERINode.jstEZH (puppeteerflljsdom)

npm install -g <module>
2. #PythoniE L EBIE4APython RS LI TIE SRS ©
SR%Pythonfs S HEZ LI ¥ FEAINode. jsTESHE ~ IL#1TAZzure SSOEH) o

3. HIRRTE  SFEATYISIHHE (HEASHEA)
° AR E AAzurelISSOE FEBfFithit

23


https://nodejs.org/en/download/

° fR7RiZ(EStorageGRID RRE
° fHEIRAID (MREEFEFEAEIEAPI)
4. HIRIETREF « SRRIARDE « MR ERERITFIREMFARELSAzUre ©

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--sE-address .e.com --tenant -account-id- B

Enter - the - us

(D LB RBEMFAZ ERMicrosoftigsg& Teh © IERIBEREMBIUE < « LEHREMAAR
MFA (BlMNEAEXF RS RUREIRIFZZNRE) -

B T BRSE N o StorageGRIDIEIRTEFI LI RER AR ELthZE K ~ R R EASSORfERAPIBY S

= o

MREIAE—FA ~ 5FFAPI (PingFedate)

MRLE "EXREILRAE—SA (SSO) " mAKFEAPingFedateffl#ASSOFER ~ WA
BH—RHIAPIER « A EEVSE AR Grid Management APISFE B BIEAPIRYEREHEM, o

MEBAE—FA ~ sBEAAPI
R IE(FEAPingFedateffiASSOF i AHER « BBAELET

Rt Z A
* [RHZE EH: StorageGRID 1@ [a{#E A& B AR FAENSSOFERERBIZERNS o
s NREIEEZEFAS EIEAP| « FAEIETASAIRAID ©

R BIET(F
EERSEEREN ~ TR UER TR P —EZE) :

* o storagegrid-ssoauth.py Python{§<H5 ~ {if2StorageGRID ZEAEZ BT (. /rpms B Red
Hat Enterprise LinuxZ¢CentOS ~ ./debs @A Ubuntud{DEBIAN,M}; . /vsphere CGEREIRVMware

* CurlZXRBTERIZEEH) o

MRPITRENE ~ BHTIERIZAIAEG AR - MRIAEFHRZILITHZR | A valid

SubjectConfirmation was not found on this Response®°
() SICunTemrasm £m L L e P B BT o
NREEER URL 4RIERIRE ~ rIsE 2 HFILLTEEER | Unsupported SAML version ©
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1. RO E 2 — BRI ERa iRt -
° i storagegrid-ssoauth.py PythoniE<H5 : RIfEHER2 o
° EFACUNZEK o BIfELER3 o
2. NRECEMFA storagegrid-ssoauth.py 5L « FHESIHFIRAEPythonfRFESS ~ RBHITIESHE

HIRIERET « SFEA Y5 #R0E !

° SSOAE o B LIEH A lpingfederatel (Pingfederate ~ pingfederatess) HU{E{aIEL o

° SSOfERERTE

o ZH T IREAIAEIE StorageGRID ° IR EAR PingFedate o &R LG E R E = H A (EAE o
° R R5E @ StorageGRID 7R

° fHAIRAID (MREEFEIEREEAPID) o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s

RS e s e S s S s e e s
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

%ﬁ%tﬂ FRiRfit T BREEHEMY o StorageGRIDIEGIRTEFILURER IS EMEXK ~ $HLC R ERASSORHERAPIR TS
T o

S MREEFERHBEER - AEATIER -

Q
|mt
Of
[
Z
S
=
Rek
s

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ B EFEGrid Management API ~ s5# 0% TENANTACCOUNTID ©

b. EEZWNEEZNEFEURL » FBAZEHPOSTEK /api/v3/authorize-saml » M EIEFRIFHE
fhJson4RHE o

LEEEHIEETRTENANTACCOUNTIDH 2 BB -EURLAIPOSTEK © &R E1FIEE python -m json.toolX#%
PRJson#RHS

25



26

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LLEEEFIAIEfE S S URLARBHI EEEURL ~ ERE S EMJISON-encodingfE °

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#7F saMLRequest EBIFEFREFUREERSER °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. BEHEIfEM Cookie ~ i [E]FE[C]FEDIFE

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B Tpf.adaperld) {& - M:[CIFE[E]FECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. B THay B (BIRGEREFE) ~ AREIFELRE :

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g BEH 178 B

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. BiXAR V5 Cookie :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {#7F SAMLResponse BRI :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- {FF{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{EAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

FAM RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[CIfE BIEER R IERL ©

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. [ EIEFRIBEE I S F 4 MYTOKEN ©

27



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERTAER MYTOREN S EMER « S A EASSOREAAPIFIA T o

MREAE—FA ~ sBEHAPI

MEREBAE—FA (SSO) ~ ZBnBEEH—ZRFIAPIER « LLIE HGrid Management APIZFEF EIEAPI o Ul
RIGFEAPingFedateffiZ&SSO& 72 7 {HtFER ~ ABRELIET

BAREETLE

MREE - oI UEHASNE—ZEE® - i StorageGRID API ° & « &t e U3¢ StorageGRID R EH
THEENE—FL (SLO) : BEEAMStorageGRID HISESOEEER o

TR
1. EEESEEENEHEX « 5588 cookie "sso=true" ESLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

Z{ELEHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. {#EFEHURL °

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. EERERFEEHURLUMEZESLON EHE A StorageGRID EER ©

curl --include "SLOGOUT REQUEST"
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ZEE302[OfE - EXFERUETERNRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiB&StorageGRID FREC &R o

filf&StorageGRID LA ZSSOMFEZIREMM A AMEE o YR cookie "sso=true" KiZH - FHEE
i StorageGRID R ARG & ZSSORRES o

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERTEAZREEEH -

HTTP/1.1 204 No Content

fEFRAPHZFAIHAE

1] LAfEEF Grid Management APIZRSE 2 £ StorageGRID {E£ R AR LEINSE o (=
HIATHRERF ~ EEIBERRASEMA ~ AT TEAZTHREARRIRY TIE o

RAMEETIIE

ZRMIHEE R 4 0] E EFh LE ZEXStorageGRID FLETHEE o ERIMAE M IR IR EEC R rootE B HER
EIREN BN RAZIIBENE—HE ©

L ERRILINRER R ~ SFE B T5IZEA -

AEAR—KARFFHAER « StorageGRID EFRUBRIRE ~ LEEHMBHN—ERAENRETEEE - A7 (REH
BYHNZE - ARRHRERFRESTEIBIRARE  KEREZFETABERKRS

_ABIARLUERGrid Management APIFfYDeactivate Features 4R REZERM LB IE - E@ T 2= AGrid
Manager (UIFIAPI) ARV EFEFIRZEEIAE - ABDATRFRIMNEESFERE (BifrootEREMES"
root access* #RNEHAFERE) #HEEZEFEAHELIIRPIRERENZNE

TR

1. #ZEXGrid Management APIEJSwaggerXX {4 o s5288 "&£/ Grid Management API" o
2. R IZRThAEIRES o

3. BEZHEIBINAE - FIMNEFHAIREE « FRAEEEAP  NTFFR -

29



{ "grid": {"changeTenantRootPassword": true} }

FREATTAET « EEEPIRERINEE A - FREN AT AR~ EEHFRZEEEER - FHEE
BEHFREZEAPIZREFG R ~ WRETR '403. ForbididbidZ F
EHEEERAINEE

RIEFERR ~ ST LAEA Grid Management APIEFTENEN B FBBIINEE © A8 ~ R ICBERRILEBINEER R
EHRE ~ SR LUE R B INAE ThEE RS &

@ HOREMRA * (ERINEE * At - IREREFRBIULINEE « 55 ER - TR ERRENEENEM
HASAINEAERRES] o M ABE AT IREIFT ~ 7 BEMIBIEMTRRBITHAE

1. ZEXGrid Management APIFYSwaggerX {4 °

2. L= ATHhAEIRES
3. BEEEHMEEIFIAINA « (B4 EEEAP| MR -
{ "grid": null }
SERRULEKRTE « FiATheE (BiREEHFRENERE) MEEMET - FAEMARTEEREEHFIR

ZHEEEER - MRERAEFEAREFIN N EEFHFREHFEEER  EMEAREERRIREERIAPI
EREG RN o

- —{EIH)E B _al RN - MREMEMBRISERENIEE « CAFEPUTE
RBBBREISEISLINEE - I - BREHADLER S REEDELEETE TN 5
()  mzipuTER:

{ "grid": { "alarmAcknowledgment": true } }

1% H|StorageGRID HIHREAYTZEX
=l StorageGRID 72HY : 42%

eI LUE B StorageGRID (275 B A BHBMERE ~ Tis/kERAEEEF4E « 2RIEZEHIHiL
AP UTZERINAE « UK ERE U THLL T o St LUEIZEAHE—5F A (SSO)
B AP IRRSE - UREBEEEEEE o

¥4 Grid Managerf72EY

ISR LUBIBIE S 7 p Bt ER AR TS PE ABHAFNERE ~ REAMBFABN AR ERE ~ RFVE# R LUIFEXGrid
Manager#1Grid Management API ©

R "5 5B R EITERE "EHE M ERE BIR - MEERE N UFERRENIEE A StorageGRID ©
R IE(ERActive Directory ~ OpenLDAPZ}{Oracle Directory Server ~ BIR] AR TE & 73 s A HhER o

() mRCESEAS—IALDAP VIR « MBI o
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TRILUERAER TIFARRE SEIERE rT LA THRE T1F "1E(R" (s EEF4 - fIa0 « MR sERER[EEFE
PIEREREMNEERILMARR]  UREMBHEROERERNTHEELF - ERELEBNED —(ERF4EA SEEFE
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0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using SS0.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR
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You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j
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° WIRSSOBAMBHIEEMT » M LIRS o

+" Single sign-on authentication and logout test completed successfully.
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4. EREBELIR  BREPERDESESIEMRMNSSOELR

PingFedate
BER
1. %% TIHRERE—FB A1 BE « EEUVFAER S RHE—(EE4S © StorageGRID

—JOEEIL A — (B4

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. HARBRERENEERER -
° MNRSSOFAMBHIEEMI) ~ MEHIRMIIAS o

+ Single sign-on authentication and logout test completed successfully.

° YISRSSOEEARRLN ~ EHIRIERAE - SHIEERRE « BFRBIEERAICookie ~ AEHFH—RK
3. BT —EEL « BE AR EEERRISSO=ELR

MREEER TEEmBH) S FEHESTER [ E—F) %l - AREMIEGVEER
BAE—EA

BRI LUERASSOB A SEEIRERLRT « RN % E(EStorageGRID ZIERMELASSO ©
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E{FESSOF « FrAEFREE M /BFHSSOTEENGrid Manager ~ A F E12#21( + Grid Management
APIR PR EIEAPI o AN EREE A B FEXStorageGRID LEINEE ©

1. SRR > > B A o
2. B5SSORREE T A BRA" o

3. BRI o

4 BRSNS  REEICRRE o

REERAE—EA-

R IEEAAzure Portal ~ il StorageGRID #{EFARIFENAzure I [E]—EP ERSTZENESSE ~ 58
EAzure Portalff &t @#%#StorageGRID HIf#EH#E (EE AStorageGRID Z| 53581 RVEHER
BHEPRERE) o 5i&E HAzure Portali8 B E s & A StorageGRID ©

TEAD FSHEZI KRS E1E

& JB{E A Active Directory Federation Services (AD FS) AR#GHHNESESIEEEET
ERBRARAEE o eI UAfEAPowerShelldn € ~ i€StorageGRID & 0\EASAMLA 4
Bt~ FEIMABN « REBIKBEHEE
FtaZ Al

* B E StorageGRID BE—& AMHEA ~ MEEE* AD FS*EASSOFEE! -

* £Grid Managerfy TE—& A BE ELZEIN DOFEERN] o B2 AV FEET o

* REERAPSESIEMNTEMERE (HIP[H) FMEKBAHAES o o] EStorageGRID MEES

ENELEFARE R KA TE@EEA] BEELEIXEIELEE-

@ 18 7B %4 StorageGRID M AT SESIRHEE I EHERIHEASERE% - EEEEE
ENEEIVIRER S ~ AT RER BN T2 BEA RS B E S IEEHE, -

* IMETEAD FSHEISFBRAZ A SERARBIARER « B2 LIFEMicrosoft AD FS3X {4 o

* EANRAD FSEERAREEE T - BN TRAEES) 840 -

* MRBEFHEIUESHERERAGEREZE - BCHES L{EXEStorageGRID ZEBEBMTENBEG] RS « HEKEE
WAL ER 2 ShelZF A B IRENEY o

RIRER T

ELEIERE AR Windows Server 2016 AD FS o fIRIEEAZRERRZBIAD FS ~ EEFEEIERF _ERMAHME
& - NAEEERE « 552EIMicrosoft AD FSX {4 o

{EEWindows PowerShell @2 {S8BiES1E
&R LUE A Windows PowerShelllRERE 77— ZESFBRIAEASE ©
1. #EWindowsBItATHAER T ~ LB B A TREEPowerShellBl » ABIEEUAREIEE B OHIT ©
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7.
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. TEPowerShel S R Iem"FTHBIA TG < -

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° JEFM Admin Node Identifier' T BIABIRERHEREAHMAE « Z2WE E—F A1 HEPF
Mo~ *sG-DC1-ADM1 ©

° JBAI "Admin_Node_FQDN T ~ i AVBF EIRERRI TR FEILTE o (MBALE ~ R UL BERRS

BYIPiAL o A58 ~ SRETEULBAIPALUL « 55ER ~ MRZIPAMAEREE « S BB M EREIL
i EEE G IEYNEE Y

- #&Windows Server ManagerH ~ #EEY* Tools > AD FS Management * °

BEBNEERAD FSEIET A o

- EEX ™ AD FS*>*ZRBREEE" °

LR HIRER A EEEE -

- TR EFEUERI R ERBINEEREREANGE -

a. HHEMZIIRSERARA o

b. ZEEELE—TEEAR « ARERREFEUEFIRA -
C. EHVFEUEHIRA -

d. #EEY TApplys (ER) ~ A®RER OKy (FEE) *

- MBI BEREME R SE S 55T ¢

a. T IIAVERERAAAN o
b. LUBBARE—TEE - RREACREFREERA o
C. ZEEHIBARA o

d. 7£Select Rule Template (ZE#ZEFRAEA) BHEE L ~ {E/EEHER Send LDAP Attributes* (#LDAP/E
MEEAAER) ~ RBIEED Next* (F—F*) o

e. £ NREHRA BEE L ~ BALRBWEREE o
%0 ~ * ObjectGuidZName ID* o

f. $HHEEBMFRE - EEE* Active Directory * ©

- 12 T8 R&H TLDAPEIE) P ~ BIA* objectGuID* ©

- TE THIFE) RIEH MEWHBERERR) WP~ BT HUBEFERRRID* o
I EEIESERR ~ ABIEIERRE

MR EER ERINEA o
a. TRBHETLR—TBEGHE  HERHEHAS -
b. HEFREIEA IR « *HBIE L RS 1EH LRI o

o «Q

IIRPEBRIER ~ AR BPEBERIEIERE « SNFEBMAE -



8. BEELESH « AStorageGRID EHEERRTAFIE EEHMRREMKBHEE
9. Rk « FAiREIStorageGRID MER) MAIEFIAEREMHEANGE - URZHRELR - F2H "R
IRV UEUSAERIET ©

EIBEE AR P EERIREI KB HEE

Ol U TF NS E B IR RSAMLAPEE R « UEASEEREAEENE -

HER

- fEWindows Server ManagerH ~ T H* ~ 7A183EE AD FSEIE* o

- 7£ TActions (ENfE) 1 T ~ BEEX M Add SI&#8 A Trust (¥mGEREH

C EEUOEmE E - B2 Claims[RAD* ~ ZABEEEY* Start* o

- EECEALR EEMRIKEASERER - SIS AR EMERIE R o

BB ERAEERMIIE (EHMBIBIURL) *F ~ BALLEIEREAISAMLAPE BRI E -

—_

a A~ W0 DN

https://Admin Node FQDN/api/saml-metadata

BRI Admin_Node FQDN T ~ S AVBRI EIRERMCRME L o (WALE ~ 80 LIk A ERRLRYIPML
HE o i@ ~ NRISTE LB AIPAIUL ~ FFEE ~ MRZIPUUBEMEE « EARENRN BB ISR
ANEE-)

6. 5em MEREA1E1E) BE « RFEERAEE - ARRERBE -

@ BARETRIER « AT HAEIEMIMEREA A  REKREESN E—8 A1 Bt
FREETRAY—AR o 0 -~ SG-DC1-ADM1 ©

~

- FTEEREEARA
- LUBEARR—TEE  ARENREFRRZRR -
b. FEIE-HTIEFRA

C. 7£Select Rule Template (EiZEfRBEEZA) BE L « (BB FER* Send LDAP Attributes* (#&LDAP/E
MERIEAFED) ~ ABER Next* (F—%*) o

d. £ 'RERA BEEL - BAMRIKETRTE

]

40 ~ * ObjectGuidZName ID* °

0]

- FHEBIEFRE « ZEH Active Directory * o
f. 7 THFE) FEH TLDAPEBM] # P ~ A" objectGuID* °
0 1F THFE) REH MEHFEFEEE) #P - K ThUFEF R LTEID o
h. BH2STRE « RBERTE
8. HERHEEREMINEA -
a. ERBAHEELZE—TAEGHR - BREANS -
b. HEEREEAIHE ~ *#RIIE 2% FR 5 1R AR -

MRBPEERBER ~ S ERPEECIUIERE « AFEWAE -

63



10.

ERELEDR « AStorageGRID EHNEERMTHIFA EEMHMREKBLEE -

FER g « 551R[MStorageGRID &R WRAIEAEERFEANGE « UHSTHRELEH - 52/ /A7)
IRV UEUSAERIET ©

FERIUIKESLEE
MRCEFEFCEARBSMHEENEN ~ EEIUFBRAE -

TR
fEWindows Server Manager™ ~ BV T H* ~ AR EEE* AD FSEIE* o

1.

6.
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3
4
5

- TE

+ 5

=2

a.

b

- Bi:
.

lActions (BhfE) 1 T -~ #EEY ™ Add SIKE8 A Trust (CETIE{=3BA
- EEUET E - B2 ClaimsEED* « JATRBEEY* Start* ©
A FEE A KBS AR ER - ABERT—%* o
. SERSREMESERE
a. WALLEIEEHEMETLTE o

ARG  BEREEMMNEEA M « RERSIERMN E—8A) EELRERN—
B o N ~ sG- DCl ADMI ©

?4'%-

TEEAENINZRENTDE o
7£ M88%F URL J EHE L ~ EEEY * BYF SAML 2.0 WebSSO iR ERIZIE * #ZENG IR o
A BSIEEHELAISAMLARFS R ELURL -

=1
oX

https://Admin Node FQDN/api/saml-response

B "Admin_Node FQDN T ~ M AEIREIRB M LE o (WALE - SR UL AEIREAYIPL
HE o i@ ~ NRISTELEBAIPALUL « HER ~ MRZIPAUBEREE SO AEMNEMEILUIEHE
BMRAIGE )

- 1E TREMAE BE L - i5E AR SRS E A MBS

Admin Node Identifier

ﬁ#AMM7M%LMmewrF BAEIESNEESHE - T2WE TE—8 A1 EEFA
ofBI§0 ~ ~SG-DC1-ADMI1 °©

BREIRE « RFERBEHEANGE - AREMRE
HERFE tHIR MREATIXEERA HEEHHE o

()  wmRsEsmren  AUBRGRE—TEE AR EEEREREA -

RyEh TEARARA) FBEE ~ sREEY THmEARAN

7£Select Rule Template (EIERAIFEA) HE L - {EEBEHER Send LDAP Attributes* (LDAP/S
MEEAER) ~ ABER Next* (F—%*) o

£ IRERA BEL - ALLRRIBETR RS



%0 ~ * ObjectGuidZEName ID* o

c. HEBMUENE ~ ZEH* Active Directory * ©
d. 7£ THfE) FRIEH TLDAPEM 9 ~ #A* objectGulD* °
e. 7£ M) KRR MEHBRERE) WP~ HETHNBERERRBID*
fEIE el « RBIEIEHE
. ZRBAEELR—TERAHE - HRERS -
8. 7£ lifAh) W5IFH L - REE—FWH (SLO) HILHRS :

a. #E48* Add SAML (GHRANISAML) * o

b. 3R IRELFER*>* SAMLEH* ©

C. i#E* Binding (#3%E) * Redirect (EEM*) o

d. 7 MSEMURL] I ~ MALLEENRARE—EH (SLO) BIURL :

https://Admin Node FQDN/api/saml-logout

BRARS "Admin_Node_FQDN'F ~ A EIRERMEME LT o (WALE - [Ee] ICABEIRSAYIPALIL o
B ~ MREEUEWAIPALL « 553 R ~ MRZIPAMBEEEE « S BTN EMEZIUILEERAEAE
£e)

a. JEEFFEE" ©
0. B RIITH L ~ EEEREEHEENERES
a. MEEE]&R
* INRIEHE LEEStorageGRID ZIEER BT EIR/REE © sA LR ©
" MRELBEBIER « AE ABIEHES » AL /var/local/mgmt-api BIRENRLAYE & ~ ABINIG

custom-server.crt ﬂgxﬁﬁﬁﬁ :

*BysE A EIRERAAVTARR RS (server.crt) FEZREMA - MREEEHFME « EEIMIEENRS
B RS EMELTEREE - CRREEMKELEE -

b. 3EHY* TApplyl (ER) -~ 7A%IEE TOK) (FEE) *o
KEBH B REFILRIR o

10. BHEELD I « AStorageGRID MHBERRFHIFTE EIRMRREKEHEE

. epi1g  55iREIStorageGRID MR WRIFHFAIAEHERFEANGE « UHDHRELERE - 5528 /A7)
AR DABISAEREER

7E£Azure ADFPEEI EEATE

WA EFAzure ADBRMFNESEEENFMETEXBAEL -

s Z Al
* IMERIYARE StorageGRID E—EF ATHAEMHEA ~ M EEE* Azure *1EASSOLER o
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* 7£Grid Managerfy TE—& A1 Bl EEN Wi#EE o F2HE ERVFHEEI -
* BRSPS EBIEHESE CEEAIERRTE - AltStorageGRID EIEE L AT RIKRDIE
BUELEE « RN THREE—FA] HE °

@ T ZB#StorageGRID R RGN SEERNRZET EEEAREN - AEEEEHIRTE
TERARER - TRFAREAEZEMEARE HEREIERERS

* 8B TEAzure Active Directory 3217 (b fE RFZLAYARES o
* IBE—BAzuretRE ~ BAEBEMIVETRE ©

* &EAzuretR B A THE—AE : Global Administrator « Cloud Application Administrator ~ Application
Administratorg(iRFS ERERIER E ©

7ZHXAzure AD
1. Z A "Azure Portal" o

2. BB = "Azure Active Directory" ©

3. BEEY "EEMEAREI" o

B ¥ ERRER Y #72StorageGRID RA]5EAYSSO4RAE

HETE StorageGRID F{#1F Azure B9 SSO 4BEE ~ G 7BER Azure ASEEIEMEEIITEERRER o &%
ﬁAzure?E%Hﬁﬁﬁﬁq%lﬁﬁ*ﬂURL A& AL EIStorageGRID TZRE—F A1 BE EHENBEPEERURLE
iJ ©

1. S EEEHNMERTIIPHR -
a. fAzure EnterprisefEFZNERF « EECFIERAER" o
b. BEEVEIEH SRR -

C. MNE4TE - 357EStorageGRID Data Name (BIESEZE) | sFAAERIRDEA SR D ERERRE
N (HEX) -~ I TDataFlash (#X) | BHEL °

d EEBACHEBERHRAINTAEMERER GEEE) *#EEikit o

e. " Create (EiI) ©

f. A 2FREY* APTEAS o REB—BA AR « UENCEB RV E—FAELS o
g. #EHY ™ SAML*] 751 o

h. 8 ERREHEPEERURL: « AITE* S 3 SAMLEE /RS THE -

i. Ai{EStorageGRID MEMHSENE—F A1 BE * ABRRURLALE P EERIURL R ~ IEHIE
EEERN-tERRARRATE -

2. FRE FEEEEHMNEBPEERURL - WHSSOARETAAEREMNEBEE % - 557EStorageGRID
ZRE—S A BELER G#EF)
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https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/

THSEEEREHBESAMLE L
RE7ESSOMRARE 2 1 ~ 1EAI L5 Storage GRID M AMh S HE I EREE R A SAML R BRI 2 o

1. HHESEEENEEELEP R
a. REIPHEIZEE A StorageGRID ZIEBEINAE ©
b. BEEERE > TFEUEHI > E—F A"
C. BERIZER - BO] FEIEIEMEAISAMLAEER
d. 7EFEE LEEAzure ADRIFESE o

SAMLAEE K HEEGETERAER
T &= StorageGRID B TZEHREEER BISAMLPEBERIER 2% - s51EAzure ADFR#IT REIDER
1. 3R[E]Azure Portal ©

2. StHEECERAENEEELESHR .

() cIsREERRE EERER) 56 UEBEITEEEERNERES -

a. pifktbEERARENN TRE] B@E °

b. H*REHRKRAT (RIECEERREEK) o

C. HifEE—FAEM °

d. SERSAMLAREE o

e. JEE HEPEERERE LR - ARENEAHENEIRE THMNSAMLAEERIEE o

f. HAREZE  FEH lSave" (#17) -~ ABER [ X*) URBARER o &K%k 0E [MEASAMLEREE—F
Al EME e

3. AR ERETT EAEER B SEERRER -
7EPingFedate P E IRFSMHIER (SP) iR

SR A fEAPingFedate s R AP SEEIRENR R L IRTSHER (SP) AR © A7 IR
R ~ 1&581¢StorageGRID S&%8 & REASAMLAHEE R o
FtEZ Al

* B E StorageGRID E—& AME(EA ~ WMEEFEE* Ping federate*{EASSOFERY o

* 7£Grid Managerfy TE—& A1 HmE LER YR o B2 ERDFEE"

* BNRFPSEESIEHNFEH SPERID* - KA IUTEStorageGRID MEESMEFMAER ) KRB TE@EE
Al BEEEHREIEEE -

c B THARAA D SESIEERAT SAMLEPEER
* {&7EPingFedatef@fiR2s LRI SPELFHIKREE o
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* f&¥EA https://docs.pingidentity.com/bundle/pingfederate-103/page/kfj1564002962494.htmi[' RAEIEE S
Zi5/m" BARMPingFedatefaliR28 ° PingFedate X {1 E¥ AR ZER S5 RAMEREA o

* EHEAPingFedatefAAREFAVEIEMEIR o

RAMNEETLE
LUFsR BB st N el & PingFedate ServerhiZs10.35% 7 2 StorageGRID SSOEERE U 1E - MR IEEAMNES

—{ERRZAsHIPingFedate ~ &R RER EAEE LIS o A2 EIPingFedatefRIARES XA ~ LABVISARASHYEEARIE T ©
X MPingFedate A IR
7E3BI E R StorageGRID ERERISPELR Z Al ~ R JB T TEPiIngFederateSER N ERI TIE o 3R ESPEARR - &
B EEREENEIRENER ©
B ERH#EEE[data-store]
MBRIEERBIIERERE « FEILERERE - #PingFedateE4F EAD FS LDAP{AIARES o AR EERNE"
SR TE B A B B2 7£StorageGRID

* $5%Y . BEx (LDAP)

* * LDAP#ER!* : Active Directory

* TEMBMRTE L FELDAPEMIBIE RS IR L#IA* objectGUID* ~ SERMNEIFAT ©

RV AR o E k] AT iR |
MRIEERE ~ FREIUTNETERERED ©

* 58 | L DAPERE RBEEERERER

* BRMAEEE  ERNEEINERNHEEE -

* SEMR  BALDAPHRYEN (U0 : DC=SAML * DC=sgws) ©°
* ¥EZEFESS - SamAccountName=$ {userName}

* HE  FRERERE

EIZIDPTTE-RHITERR/T B RHITERE]
MRIEHEREZIZIDPAERAITER « FEIZ—EIDPTERHITERS
1. EEBRE>EE> IDPAE R
2. 3#E#Z* Create New Instance* (BIEFHER*) o
3. FRARRYRSIRE L ~ BEE HTMLREIDP/TE R
4. FIDPAERZRSIEH L « EEUIIE—FIE (B2 EREREN *o
5. JEEY HiGNERE LA BRI o
6. TEAdapter Attributes* GEAC23EB1E) BEIE£ L > B$2* pseudonyation*fy* username* B 1% o
7. EERF o
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IR TR A B EREB[[SigningslaEEE]
MREHKRIBIUZFREZRE  RREUNEAZERT ©

1. B RE >R E UM S RARE" -
2. BUNEAFERS ©

7EPingFedate}£ 17 SPEAR

B T7EPingFedate} I SPE4ARES « 151 StorageGRID X IE BRI IEEZL FEHAISAML B RIFEA o

PHRENEZEITSEEENREE

1A 7% StorageGRID SN2 IR R RPN EEEIRMAEISPESR - UECRAEZEHEANE
HAEAERRG © FBIRIR I HERELE—ESPELR o ZARANE B HMSPER BIIFFRAEME

fthiZ4R -
FEESPERAT

1. 52 AR > B &> SPELR"

2. EEERIIEAR o

3. EE A E (SRS TILER

4. E1F B BRSSO T F* SAML 2.0MEREIMIFE ©

EEASPHEE K

1. EEAPEEHRSIRE L  EER -

2. f¢StorageGRID MEIRENRLAY MRIRE—FH A EE FHAISAMLAEERIESE
3. BPEE R EN —RE AR IRE L RMNER -

BEB I ERBIDAELR L TEI:% E StorageGRID AEESPELRID o (f80110.96105.200-DC1-ADM1-
105-200) ° EFEURLEStorageGRID 35 M4 EIREEL MIP o

4 BT o

R EIDPBIE2SSSO
1. R BIEEISSORS |12 AR E B EBISSSSO * °

2. £ TSAMLERENE] F3|1FH L - BEEX ™ SPR(BIRYISSO*) ~ I SPHI#ASLO*) ~ T IDPRIBIRISSO* )
A0 I IDPRIENAYSLO*) #EIE o

3. BB T o
4. fEAssertionZHE3IBH L « FHIEMBE o
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5. {EAssertion Creation (E¥BHEIE) HEIEK L » #3E* Configure Assertion creation (ECEZHRARIE) o

a. £ Te7HAHE] RIRH L - EE MR%E) o

b. £ TEME#) R5IFH L - A" SAML Subject *#i7 MBS ~ UREANKIEELEER
6. BEEIEREA ~ tAE * bR * PR urn:oid » REM ©

HENERIITERS
1. e R RS 1IRE L EECHENMNAE R TER o
ENERRITERRSIER L « B ATE-RHITER SE&iL -
£ THERZ% RIBRE L ~ ERRERMEFEREEME M -
£ IBMRREFRAESH) RIMEH L - 2= EOEBURIFE o
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o WRIRMGERR] ~ B YHGUID B ANIAFIE
7. ZELDAP NI B+ 4RIEHEI RS2 L - ¥~ objectGUID*E 4 EEEY* Base64* ©
8. 7ELDAP Filter (LDAPEFEEE3) ZR3IZFH L ~ BA* sAMAccountName=$ {userName} * o

9 7 TEMEHNEITI R3IEHLE -1 TRIE THzUSEPRERN M LDAP (Bf) 1 -~ REIE MEl TH
TBEEFRIEEY T objectGUID* o

10. BRI EEFBIEIIR

N. 7 TFEREEBIERE RREL  ERHPIESSORS*
12. 1BFEHEE « ABEEE T5epty * o

13. BEF 5 o

o o A W N

RE FEAERTE
1. 7£* SP Connection*>*2|EE28SSSSO >*FMERE R 1FH L « BEREEBIRERTE ©

2. 7£ Assertion Consumer Service URL 12 _E ~ ##Z1¢ StorageGRID SAML H#E i} (* POST * for
Binding and ) EEARIFEER(E /api/saml-response Umai URL) o

3. 7 T SLO BR#E URL | 2% | - #5521 StorageGRID SAML F4 5 KIEAMTERME (* EFHER * BE
4% /api/saml-logout UmEh URL ©

4. FEAFFEY SAML BAERE L ~ BFR * Biah * 1 * SOAP* « AR E* POST FI*ER/E R o

S, % MEERAL RRERLE - FRE T BEFERRER 1 M T KEREER ) ZEUTRIIZET

6. IEMEFRARSIRE L ~ A o
- IRBIEE WA ST U RSB I E SR TE ©

~

70
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REREAR
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2. 4t TERAE. AR IREC RERDE) -
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4. BT — 5 LA EEE RN
o, TESMERAREREL  BAUKIE o

b. £ NERLERERE RIFH L ~ mEIStorageGRID TZIRSAML] FEBEREANEBRESM
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2. BAREARR TEARID) M TEGRE) ~ ABRER TREFE o
3. EEREEEIEREMMNPEERIER
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b. JEIEEIE MEE) "W HEPEEN o
C. BEIE TS o
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1. SRR > TR > E— A o
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connection

copied to the other grid.

Canicel

Remove permission to use grid federation X

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Force remove

Remove
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2. FREBRIEREHREARRRER "EIRERERES HAEEEER
3. WP RZRIFAEMEH - BEEY * FHF * o
4. HREEEERNBELIRS o
S. EEVHF LB B HEER ER o
6. BE ~ JERlIRPER - -
Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protacol: s3 utilization:
Object count: 0 Logical space 0 bytes
’ used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

o Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: 0 Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
SEdrt Q Displaying one result
Tenant Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan
InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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1. BEATEEEREHE,

a. AT | ssh admin@primary Admin Node IP
b. B ATFRSBZREE Passwords. txt FEZ .
C. A TS U Eroot : su -
d. A FFRFIHZZEE Passwords . txt TEZE -
EEUArootBE AR IERENEE s E 4 o
2. 7% audit.log F#E CGRR & ~ M ERAFEIZRIE T AR INEER -
g0 ~ tEE S EERZE 30 DEENAFRAE CGRR :ERM Greps ~ MifFEAREIZERAATA o

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

HEEn L BYAS RSB LI L EE A - HF 8 F7NE CGRR ASRIER - £8fF « FRABERER 2RI G E(0—
ARfEER « AP ERER - A= AERERN [ERWHF) 1FF - RBE=EIEREAN MERMFE F

o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QJRBNDIZzODAENFQ3MyO0xMUVELTg2Q jJEtODIBM]JAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyOxMUVELTkzMOYtOTglMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUtN]jQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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* Replicate ¥4
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* EEZEEDYH
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it MitsaiE
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HR HHERAEE o IRBERER RN » RIIERS T—ARiEsR) -
ERRMEIER

EEYHERLRRRER EBRIMBEFENIRRK « MAREREEZE - EANUEATIIMES ZEHER !

* B EEYMHERHEINERIRTE ©
* {0FR#t ~ A Grid Management FAF API o

FTER
1. 1% Grid Manager TEIREEEGRABEIR « JATRIEER * API XXfF * ©
2. EEEY * AITEFAR API XX * o

@ 1B ['private | B9 StorageGRID AP IGEEUNBEEE « MARSITEH o AR IRt E 2R
ZERBIAPIRRZS © StorageGRID

3. 7 Cross-GRID #% - advanci EE&H ~ BEEVT5!IRE, ©
POST /private/cross—-grid-replication-retry-failed

4 BB EA o

O FE * A * XFTFIRH ~ i * hRAs ID* BEEFIIRREVLA audit.log BIRRES ID ~ FZRRZS ID B KKAVESHE
BEREX -

AR E T ER A EIRIES5R o
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6. BEEB{T" o
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management AP

Secures the connections between 53 and Swift clients and Storage

; Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate R B " Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup Appliance setup

Create a StorageGRID Enable node encryption in
client in the KMS5 Appliance Installer

\ v

Obtain KMS details: Install appliance:

-~ rerie T . "-.-"c.zlumes are encr*,:rpted
Alias for encryption key LN DI ST
Server CA certificate keys (DEKs)

Public client certificate * DI.Etl:]stare E"CWPLEd
Client orivate k with temporary key
e privatE KV encryption key (KEK)

\/ v

Add KMS to Grid Manager Deploy appliance as a
for a site or group of sites node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

> configuration
KMS process *
Appliance connects to
> pp

KMS to request key

Yes *

KMS key replaces
temporary KEK

Power on
or reboot? +
Appliance is secured by
KMS
No
TZEERETKMSR EEERRERELITHIT « MBRETMUIRIEE K « IEfERE BRI R AR Z A1
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onfipuration = KE:.' management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the
encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant.

s Configure StorageGRID as a client in the KMS5,

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you
cannot use a KMS for appliances that do not have node encryption enabled.

Far complete instructions, see gnnhaur;—: I-cay management servers.

KMS name 3 Keyname @ 2 Manages keys for @ Hostname @ Certificate expiration @ %
KMS 56-Global nmakmipdecl thalesil.vtc.englab.netapp.com and 2 others 0 All certificates are valid
1

2. FEE
BEENER
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @
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Add a Key Management Server

@ KMS Details 0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a certificate bundle.
The server certificate allows the KMS to authenticate itself to StorageGRID.

Server certificate @

2 _t /u\DE*‘é_f_ °

BERNEE Al ARAY /KB PEBE R o

Add a Key Management Server

@ KMS Details o Upload server certificate

Upload & server certilicate signed by the certificate authonty (CA) on the ¢xtemal kéy management server (KMS) or 3 Certificate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Server certificate details Uploaded successfully

Metadata

Subject DN CM=1bdd3 1 b0- 3 5e-4034-8085-8 2 D4 M UID=nmanchar

Seviad number FEAC 322 CO 22 TT- Y IABD-DT- 628102

Liues DN CoUSSTaMD L=Belcamp CoGemalto, TN My Sedure Root A

Issued on JOX205-23T 161524 0002

Lagures on HODA-05- 22T 16: 15:24.0002

SHA. L finperpring DFAFAR YT 346054 C6F 3 TAOT-DD:17-54:-88-D0: 1 1:DB-35-€8

SHA-I54 Bngerprint TSEQ R0 TRCT . CF AT AT DA A MG OO0 LSC T 0T A58 Mo 8F S8 550 206 -F R T0: 20081

Alternatree names

() ;mecre7TEIECAS  SEEENNETNNEBETE

155




3.

IR -

T3 | LERAP &SR
TSR EREARSEENDE 3 (LERARIRER) P BN LERARIREENAP R&ELE TR

FA P i%/&:8StorageGRID BI:EZIEERE AR B EIKMS ©
1. RT3 (LERAPIFRESE) * - AEEZAPIRKRENMUE

2.

4.

156

Add a Key Management Server

(i} KMS Details G) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to thie KMS,

Client certificate @

Brovse

Client certificate private key @
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Add a Key Management Server

() KMS Details («) Upload server certificate ° Upload client certificates

nanagement tarver (KMS), and it allows StorageGRID to suthenticate itself to the KMS
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Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.
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Port (optional)
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

i-"" O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.006GB 10%  20.00GB 100 41 D
Tenant 02 85.00G8 85%  100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

- R EREIEAIRS o

fERES S » IkBEEER ID BFHEF -

ERGER o R UIT FAIEAR—IE

° EEFHFBVZEUT IR ~ RREER * EfE > AREE ¢
c EIVHP ATBUERHAE R RE « ARIEN - fFE o

° £TE

° 55EH

° f#1FACEE
EERE o

- EIEBRRE R IR P BITERR o

© MRGEAEEEABIERFEIRS « Attt HSRETFERENRERIF ILEF - FEEIXHR
HELATEA o FIE ~ MR F BRESIHEFER CloudMirroriE E ~ P AIMIGHREEREES B
SR AR T BRI EREAMMMIIMNESIHEERT  A2R "EIES3HAIRF N TSR

© B ERECHSIHBITE * KRTE - WHEFEFIRAZERBCHEIHBIKR  BRERS
Grid Manager 2 E 8IS 25 2R o

R * ERAB S D RAIHKE - -

' BERER  HEEEECHE2#AIRIR - HAMBELERES DHMAINIE « 7 ReEAAGrid
Managers& &£ 898 735 5l 3R o

* BEFAAXIER « StorageGRID ZA &R SSO  HHAXAAAGrid Managers& EH S 28 7!)
KR o

° RTEEIER * 5T S3 B IR - A2 "EEAFIRFHISS Select” o

179



© BB ERAMERERER * R « SFRENIET BIRER EAEMRERERER" o

B ETHP A root{E AE NS
W RrootfEFAEWBEEEIRA ZI ~ [ER]FEEEE T HF i rootfEFHHE RIS o
FtAZ Al

* IS (ERE AGrid Manager "S2iEFU4EE 2B 28" o

* REASENEEER o

RIRERIE

YNRICR StorageGRID RFERMAE—EA (SSO) - RIAKIREREREZEABAIRE - SE#{TrootfERH
EIF -~ EREXRBNEAHEPIRFIEREEEE -

1. ERFE R o

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSV Search tenants by name ar IC Q Displaying 5 results

Name @ = Logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount €@ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00G8B 100 -] I_|:|
Tenant 02 85.00 GB 85% 100.00 GB 500 4 [
Tenant 03 500.00 TB 50% 1.00PB 10,000 <10
Tenant 04 475.00TB 95% 500.00 TB 50,000 —)] |_D
Tenant 05 5.00 GB 500 4] 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HAEREFRE Mk BE - MRS ERENEMERAS - LHEEREEREBZ AR o [RE—(E
2 WEETSERBNRINESE  HEHERsEREEsa - aiEnss @ BE7RrLRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® = URN@ =~

my-endpoint-2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1

Type: Primary Admin Node

145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected

Software version 11.6.0 (builg 20211207.1804.614bc17)

HA groups: Admin clients (Active)

FabricPool clients (Backup)
K

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth [Client Network)

Show additional IP addresses v
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_LP GW 2 (Primary)
_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

I_; HA Group 1 VIP

| - '_"' GW 1 (Primary in HA 1)

(Backup in HA 2)

DNS
Entry
~ GW 2 (Primary in HA 2)
‘ —— (Backup in HA 1)
HA Group 2 VIP
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface count: 4

Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ D1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected

(D BIVLANAEZ % - BE#55% BN EHTERES -

° CRAEAERLER—EE ©

° NBRHABHERN SIRHERFEHIHARE (8FEGrid ManagerfiTenant Manager) - :5iEH [MEEIEE
BEEMNEL o

° WNRHARHEANHARESIHSWIft A P it & « ARl E IR « FEHMIWE LB HE -

© MREEFREEMNEHE LEROE - ISRTRENIESEE - AMIRELS - IRVERHEBE - &
A {E AR ENRE PR (HRVARTS A SEEUATERTE P ENRE_EfEFR o BN ~ B RE R AR M EIREIREAR
F5HY HA (ReE - R ~ HO EEMRtE I T T ECIEMMPIS R MBI B R -

° REEIEENNE ~ IEHZEAREER - TRRTIRMHELSEHM -

Site @ = Nodename @ =

Dindas & omdoe T (Y e B I'-.t.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Lrata o emer L (L R

° R ENFERENREZEMERNEER - BIEEENTE o
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° MRZDENNER B P it « BIEEAENZN @ °
2. BB o
REBTIERF
MR HABASSZENE - EIUFEERS T E2NE - WEESHEND (RiEBE) NE - MRFEZTEHE
VIP it &R Er] BRRSEBTIEFTE ° IRZNEHE « VIPIMERET BRI BANRSETIBEFTE
RIEERHE

1. 72 * BRIER * WPERS) « LUREEENENEREHTE

BEFNE—ENEESEENE - TNEFRATNE  FRIFEESRE -

Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node

SNRHAEHHRIFEXGrid Manager ~ RIS AT T 2 EEMA DENNTEESEENHE © 889
MERF QST EEIREMRMAT o

2. BB -

B APt
1. T FERRCID* NI ~ LUCIDRFTAISEVIPFHEER « BI—fEIPVA(IILE « BEIZFE—ERMENFREBREE
(0-32) o

MRS REEA AT - HI0 ~ 192.16.0.0/22°

()  WREEAAITATER - VIPHER ) EHA REAVIP(E o
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

- o by a2 elach andHhe ciihnat lsnsth (037
& e red by a slash and the subnat length (0-32)

A a0aress rolow

Gateway IP address (optional) @
Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is

32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address
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Endpoint 1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

‘ Edit binding mode

Binding mode:  Global
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface 3 IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable [&

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

FRREHTLSERN RS

S E—AEBERNINEZEYS - WMESREZE (TLS) ERERNEHEFIMBINZiHE#T
BIRAMBYIMNEE R 4R o StorageGRID
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THETLS 1.2F0TLS 1.3 ~ AEEE RN B 25 BB DinEEE RAMBIIMBZRLE o StorageGRID
BENTIRBEINIRARFERNTLSINESS « URFRASEIMNBRAMAER ° BB RN S3T SwittF B infERE

NFMXENEEBE - BEENERE > FEE "RE > 22N > Z2URE * » A%REE *TLS A SSH
SRE& * o

231



@ StorageGRID AR E TLS AHAREEIR « GIMNEEIRERS « MEFE ~ RITIEF AN
MAC BE % - REAMNELERERNHEENR « FHAEERINetAppE R ALK ©

SEVLANTTH

I E IR R B RS E @I EHLAN (VLAN) 7Y ~ M/EHABHARAN & &P res
InEPEREENERRREAN D EAE « UWEFRZEME - BIEEMGE

VLANTEHZ 2

* AT LUEAVLAN ID ~ ABRE—ESZER DEERXNE ~ FEUEIVLANAE °
* KN HEAERE AR ERRE ©

* RAEHLUEGrid Network (eth0) ~ Client Network (eth2) -~ siVMai#E& T E M T8N mEm ()
Ul ~ ens256) o

* HINEEVLANAE ~ BREAISTEHIEN—EX T o i ~ EEEER—E VLAN RN EL - B
{3 Grid Network 7T E#0 Client Network 77E ©

* NRVLANA EE AN SIEMHLSHE « 8158 Grid ManagerfliE A BB AERIN RS - ARl [MEEIRE
21 ERNE o

* MRVLANA EBERAR SIS Swift AR ifRE « Al B IR o RFE RS EA9THE o
* MREFBIIEEHNE  F2R TIIFEESE
° *VMware (ZEEMIBEZHE) *: "VMware © ¥t F e el ZES E = &S
° *RHELZCentOS (Z4LHEiRhzAl) * : "EiLERGAHARE"
° * Ubuntus{DEBIAN* (REHREZ A * @ "EILEIRGAEEE"
° * RHEL ~ CentOS ~ Ubuntus{DEBIAN* (Z#EiFEZHE) * © "Linux | #IG e FE TE E &R

EIVLANAE
BRIt Z Al
* IS (E % AGrid Manager "SziEFU4E E 2B 28" o
* SR rootIZERER o
* BEERPREEHNE  LHINEVMELinuxEiZs o 1B EHNEmIRE -
* CEREEERERVLAN ID ©
FARIEIET(E

TRREREESAAEERE —HZSEERNEM—HZEVLAN « UIRRENRAREREANEFNARIRNE
ERE o SEVLANE G U F IDEIRECRHA] o HIU0 ~ {RYAERR ATAEE EAVLAN 1001EZFabricPool Rk
=S - MAEEAVLAN 20014 HIERARER o

ER LUERGrid ManagerZ2IZVLAN Y ~ 32 P ih#E$I7EStorageGRID 5 E VLAN EFENINAE - BI85
I VLANAEEF « 5538EVLAN IDIER— 2 A EMR (F8) N@E e

FEURE

232


https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html

1. BEIEARAR > 4ERR > VLANSTE™ ©
2. 8 Create (i) o
A VLAN T ERIFARE K

HER
1. SR FVLANBIID o el LA AT 15014094 2 REAVIERIE ©

VLAN ID R—ESM—8 o Fu0 ~ Ea/LUERVLAN ID 200K S B E @SSRS  EAERMVLAN IDXE
JEEE%—ﬂEIﬁEL‘E’JﬁH)E HRE o KA UESELABIIAEE AR N ERIEIIVLAN EAE - FiE « #fE ID
AR VLAN N EE AT EERERNNE - MREHEESEANID « IIEHIRAE -
2. (FI3E) #AVLANS T ELIEETERAE o
3. EIEHHE" o
FERQNE

TR BAERPEEIESPIA IR NFESRNTANE - E1EER (eth1) MEBEZAEXNE -~ thiE
JEREN ©

1. B — B ZE R ERMIANLEVLAN o

g0 ~ A BEAR RS VAN NN E FE B RN B IRERARIA P imdlE% (eth2) 77 ©

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 eth0 Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin _
2 interfaces are selected. Previous
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AutoSupport

The AutoSupport feature enabies your StorageGRID systam to send periodic and event-driven health and status messages to technical support to aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommandations.

Seftings Results

Protocol Details

Protocol @ & HTTPS HTTP L SMTP

Nethpp Support Certificate Validation €@ Use NetApp support cerificate v

AutoSupport Details

Enable Weekly AutoSupport @ v

Enable Event-Triggered AutoSupport € [«

Enable AutoSupport on Demand @

Software Updates

Check for software updates @

®

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

‘ Send User-Triggered AutoSupport ‘

2. FEEVTE AR EZAutoSupport BRI B REEIFE ©
3. WNRMGEE HTTPS * ~ FBENEE EFATLS /RS RIFELENetAppTIB[AIRSHER LR

246



° {FANetAppIEEE (FE8R) | /REEREAIFE{RAutoSupport EE AN B ML 2 EE - NetAppx
B 5= BEBEStorageGRID TiBEEFE—E L4t o

° AEEREE | RATARSERNEARERER (FISERERARER) « ZIEBULEE o
4. FERTF o

FREEE - ERERENEMHEE S E G ER BRI EE IR EREX -

{ZASBAutoSupport EF:IE
R#ETEE StorageGRID ~ X 1B A TE A S AutoSupport BEZE—H B4 NetApp Support ©

AEF|ERfAIRFAutoSupport X EEERME ~ 5BAITE" AutoSupport () > (ER*) R5IRH - &
#BAutoSupport it BT  EF T —EFHERAE"BIE °

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q
for predictive recommendations.
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Additional AutoSupport Destination

Enable Additional AutoSupport
Destination @

Hostname @ testbed.netapp.com
Port @ 443
Certificate Validation @ Use custom CA bundle v

CABundle @ | --—-—-- BE:JIN LEHTIFTLATE —————

Browse
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Settings Results

Weekly AutoSupport

Next Scheduled Time @ 2023-02-18 04:37:38 MST
Most Recent Result @  Idle (NetApp Support)
Last Successful Time @ N/A (NetApp Support)

Event-Triggered AutoSupport

Most Recent Result @  Falled (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

WWWMWMJ

@ WRIEHE Proxy EARESERE 21 AutoSupport :EEEZTE NetApp ~ BIFESZANILE "FE52 Proxy {a
ARESABREER E IEFEMER" o

&iEAutoSupport EFE KK
AR EEAutoSupport BTN E #E L {EX - StorageGRID B E#IT R EE :

1. BRIFMNERBIEEHA Retrying (BEF#IT) 1 ©
2. §AutoSupport I EE A FHEE—/\EFI5RAHE ©

251



BEKRB—/\EE - BRI TER) BEEHRS KB -

ElAutoSupport £ FRHHERIBBREEARZME ©

MRABEANMSIRFF AR « MEMERELREBEIE « BIMRIEEAutoSupport B IEHFE o
ENMSHRFEE R A AE » AutoSupport SIRFASTELRNERKEANREE « B LAMEE—EREHR

a5y o

o o &> W

fERE S EH4#E3E AutoSupport FNE A2 S fE

1. MR EFEER ~ BIFEREERAE © Ul « MR FERAEENNERITHERE FIHHARRENSMTPEERH
€~ BZEER 58852 | AutoSupport messages cannot be sent using SMIP protocol due
to incorrect settings on the E-mail Server page.

2. FEBREABEAR -

3. FEAPECEREAER nms . loge
MR EFE KIS BEIE T FRASMTP* « 55MEs8StorageGRID EEEHRE ZIRAMNEFHAHFERSES « BEMETF
BHEIRSETHT GEE>ER (BhR) >>BREFIMHREY) o THH#EZRMASAEE HIREAutoSupport

48 BEmEL - AutoSupport messages cannot be sent using SMTP protocol due to
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. BEIE-35FAutoSupport TMHFEA L] * o

IS HIR TR EAutoSupport HESE BHE o
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

‘ ® HTTPS ‘
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directly @
* via Proxy server @

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Test Configuration Cancel

6. eI HTTPS “EAZIIT o
()  EEEREMM HTTPS M -

7. EEEBProxy AIRES" ©
8. BiiA tunnel-host EA&NIHE o

tunnel-host EFHAEEMEEEERYAutoSupport B BVAFFR{ILE ©
9. BA 10225 EIFIBSE o

El %0225 ZStorageGRID #5{tAutoSupport FEFEE B FAVE R 5114 a2 E| A B L B BRI AR es L AYEIRIRSR

10. EEi2+ 84855 5k B AutoSupport 1RBIProxy AR 23 AYER FRFNARAE o
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255



RAHKRY ~ MIGEABBEPETERAS - FIRELR StorageGRID DNS :REMABER - HE "7
FHFHE SRR AT LUELARE NetApp 2iRMLL ~ ABBEE—R o

1. R o

AR EHTFAER « WSS | TEAutoSupport 527E TEX7FE) ©

EIRHTFENRS
EIRHFERL | RE
AR R ERRT - EEFETHREE -

- BEEEEER

* BRI #F Volume TRt ~ LUk E#TFENRNE A MERRT « UNfRIE AR KENB R SRIER]
* BEMEERARYAREENNER

* REREFDOHEERE

* ERREFERGEERE

© EESTRAHFER

R TR ?

EFER A EE MR EFYHERMPEEF K - §StorageGRID A& RFUNEELH=
EfETFEIRS - MRIEHZEILE - StorageGRID FELEMN—ERFFHNSEILSHHER
=R ERRS -

R SRR LR - B BRE A ERN P EERFIERRBNRER - SrINUE THIRS BE
LR R AR RIS E A o

HEEZSADCHRTS ?

EE@HE%%(Mm)Wﬁ@ﬁ%@%%%&ﬁﬁ%%@ﬁ°§@Eé%ﬂ£@ﬁﬁ%%%@%ﬁﬁmmw
j_-,°

ADCHRFS & BMEEIRIENEN « BERFBNUENATRE - ERBHATERES—EEREHNEN - M
5—EERERITREN(ERT « E SRR EADCHRTS « USHEEHERNREMERETRS o IE5h « ADCARTS
Z{RHEStorageGRID —3 < IEFIA MR ENHERERAS « WERIEREREN © SR UEGridia
BEEm E-@sias) ERRHEERIAIADCEH

A7 HEIBAMOHMNIEE - SEADCIRSAZHI/EE « BREEMN - IRFEMIGHENERIER
BiStorageGRID EfthHF R AP HIADCARFZEITRIY ©

—MRIM S ~ FrA e ER S AT £ /D —THADCRRFSBVER o UL AT FERAAMR BRI K BRI E N © B4
ENRLEARET « ERIEREVE MR ENRERV/EE  BMERAEAREMBEADCHRTS « RMHAEEE A B MAVRERE
b o FTEVHENE ENRE A SEFEFADCRRFSEEILEAR o

SEMAREIRBVER FIEBADCIRFSUNEIRIZE N - ILEMEREN EECPURE] - AJRMERZER (MRERHF

&)~ STIERBIBRTS ~ LURABMRERRGRVIL 51D - HtARFSRIEBIREEH « ZRADCARFSRAHAEE - ADC
RS & CIfESEEH - LiRHStorageGRID W& AFIZWEIMRITE:N ©

256



HEEZDDSARTS ?

REFFHRAENIHAERM#EFE (DDS) ARG ECassandraBRHETTE * IU#1TStorageGRID ¥4
BERNERIE BEPEBSRH#EFERERRES -

W+

DDSARFS & B HHEEN E StorageGRID ZRAMAVIHER « URIEBBERAIZANE (S3¢Swift) #EEEIY)
g -

AR R B E> A E R RS IR B L BB HEE -

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @

18/s 1B/3
0.8008/s 0.800 Bfs
0.6008/a No data 0.600 B/s No data
0.400 B/s 0.400E/s
0.200B/s 0.200 Bfs

08/s 0Bfs

16:00 16:10 16:20 16:30 16:40 16:50 16:00 16:10 16:20 16:30 16:40 16:50

Object counts

Total objects: @ ]
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53 buckets and Swift containers: @ 1]

Metadata store queries
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Object stores
D& 3= size @ = Available @ = Replicated data @ = ECdata @ = Objectdata (%) @ = Health @ =
0000 107.32GB 36.44GB s 12460 KB ql, 0 bytes il 0.00% No Errors
0001 107.32 GB 107.18GE 1ls 0 bytes 1l obytes 1l 0.00% No Errors
o002 107.32 GB 10718 GEB 1l, 0 bytes l, 0 bytes 1l 0.00% Mo Errors

HIFE B AIYIEZ LIS HR0000F)002F 2 BRI/ E M B FE A8 A « EfEAVolume ID o R EREEFE—E
MEERE (Volume 0) A ~ LUfftCassandraBE RHEFR I ERHER ; ZEHEE A EARIGRTRE S B
P ER - FREEMYHEREEZBERYHEEN « BEEEESTHRREENRER o

A TRAEEREFNERERR - SRBEUANREEEZME  REEMHIMHEMEEEE—MHERE - E—
B S EMHEEEEEISER « HRMGHTFESEERHTYNE - EIRFHM DAESTHABLLE

R ERHRE

WP EE R 2R ERIR B S 4RERER ~ GIMIYI SR RS ETREALE - G PEBREE
f£Cassandra&#}EH ~ ZE K EHLDRARFS/THE © StorageGRID

= THERABERIAEESHNRINER - SELSHESRE=OWHFTPEBENES - IEREERTE - MEGEHN

GE
B T
BRI
HTEEMHEIR?

WD BRI D BN — BB N EEAR/ MM ~ URE(EARBEY B RENERER
EWERF - S3ZEED LEMEEIDEYH - MERKRSEI DD -

R AV E StorageGRID ¥ & 4i6s ~ LARARFF SR D EIEER « W BERA DS » RPTABKRIITE
B3 AREA -

259




BID

Object Segmentation Disabled Object » LDR
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Storage Options Storage Options Overview

: Lipdated: 2021-11-22 13:57:51 MET
Overview pa <

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

" Description Settings |
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262



* MFRFKENBR A 0* ~ IEREMFHMIANNEREENERAE - $HESERFHM LHESERHT
AR E IR AE(CE = 18778,

ERARMERIRTE ° BARZEMELEE - HBE « CRILUERE (8RS EERIRETFFKEN

° MRFKENBRAIEOE  RIEGEABET GRRIE(D) FKED o REZREMABETFKENRE o sAEANER
BR "RREEHFARRMEE KNS E S ER MHE ISR T LA N EZ R R o

AR R R Z KED

fEAMEPrometheustE 1R SR EEMEL # ¥ 7F Volume B ME & F B Fi st BV R {2 15{E © StorageGRIDIE BRI AR
RSP ESERFHENR/ N RARELE -

1. AV SHIE>*T B >*{51E* o
2. £Prometheus@E&H  EEVELE LATFEXPrometheusfERE T ©
3. BEEEERZNE/)ETUMEZ/KED « B8 A T5PrometheusigiZ « AR #IT*

storagegrid storage volume minimum optimized soft readonly watermark

RE—RETSERFER LI MEHIRENRIMEE T RNR/ RECE - MRILEAR#FHTRE
MM TR R ERTRE Al S N RS R R B ER

4. BETEEZNRARIMEETKED » FFHA TS PrometheustsiR « ARIERIT"
storagegrid storage volume maximum optimized soft readonly watermark

RE—RETSEREFEOR LA REHRENRA MR RMNERRECE

BRI EERHEE

M PAEB RS = StorageGRID HIHAERIIEF| A EAFEEZ AR LU HE LR - B THE
{RStorageGRID SRR A EMZEBFEFEIIE ~ G BRREEStorageGRID ML 75 KUl
AIEEMFPESR

TEEYIFHEER ?

WP EB N ZISERYHRNEEENR o F RGP ESERERZEMERPAREMGNGE - T RIAEESHE
VIRV AniBHER o StorageGRID

SRR MR EER B S THMER M | StorageGRID
* RSP  SIESEMENE—ID (UUID) M2 « SHEEBRSWRERIATE SRS 4
SUID « YEAOEERA/), ~ YIS —RERSTR0 L HARIESRS « LURMIE SRRk B HBRIBTS o

- (EAEAAERIR O B AT R S SRR o

© SRS < EEMEARRIB B SRR o

© SRR « SEMEANERIHEIE o

© SHRLSHBEENEEE  SER RN EAREE o

263


https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html
https://docs.netapp.com/zh-tw/storagegrid-117/troubleshoot/troubleshoot-low-watermark-alert.html

* ¥}2Cloud Storage Pool FEVfF#E 7 ~ IR E « BIESMNERE#TE & BB BUME—RIES o
* BRGNS - BB E R/ o
Mt PEE R AT ?

IEINRERI £ CassandraB KHEPAEE Y P EE R « WIHITEFYIHER o StorageGRIDA T R BRI (REY)
HREE R RIEK ~ StorageGRID HfIEBEL SHEFERFTFFABEMHN=HPEBHES

HEE R mME L & B HFER - SEESEEERHENYATEEN « MESELSNPEBSHEEZIEERY
FRERFEREZ BT -

— Site 1 Site 2
Three Storage Nodes Five Storage Nodes
Object metadata

YIS RHATETE AR ?
IEERRE—EF RN EERIRE

Storage Node

Volume 0 Volume 1 Volume 2 Volume n

Object
space
Object Object
Sz space space
metadata

WNEFTRStorageGRID ~ FESEKFERAVEFHIREOL « FIAILHAEREZRRFEFMGHPESE - a8
BREEEREFTESF - WRTOENEREFE o MFEREONFFAER A Eth# FHIRERY
RIEF=R ~ ERMYGEN (ERESMEIEBRER)

264



TEREMFHRL - REGYHPEBSHIZEREBUAI LI TRANKERE
PEERREEERE
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Storage Options Overview
Updated: 2021-12-10 13:53:01 M5T

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks
Description Settings
Storage Volume Read-Write Watermark Override 0B
Storage Volume Soft Read-Only Watermark Override 0B
=terage Volume Hard Bead-Only Watermark Override. o
| Metadata Reserved Space 8,000 GB
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Storage Used - Object Metadata ©

100.00%
75.00%
2021-02-23 11:48:30
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- | = Actual reserved: B.ODTB
- T1:10 1720 1134 11481 11:50 T2
= |lzed (%)

TERERS ~ “BIRREERS TB o ILEFRBEAIN 2 StorageGRID REN AR FHFEIR o FAICILFHFEN
B ERFEPEBERREE[RE ) Volume 0 ~ FILLILEFHBRFAEEFMFRPEBHMREE/[RE

B RER P EEN R G
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4. BERBE TEERNRHEER - MEPEEN BRLE AR EH AFF B
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Storage Options Configure Storage Options
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Configuration

Object Segmentation

Description Settings
Segmentation ‘Enabled v |
Maximum Segment Size 1000000000
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Description Settings
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Override .

Storage Volume Soft Read-Only 0
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB
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%&:

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password sennne

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *
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Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09.56:28 PDT

Target Type Tivoli Storage Manager (TSM) ~]
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500
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5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
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define path servername tapelibrary srctype=server desttype=library device=1ib-
devicename

° servername & TSM{ARRERHIHTE

° tapelibrary B ERNEEELE
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3. EHEENHTRE
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° DeviceClassName 735 B1ERINATE
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copy domain standard tsm-domain
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Storage Grades

Updated: 2017-05-26 11:22:39 MDT

Storage Grade Definitions i
et il
0 Default
1 [aisk 70
Storage Grades i
Data Center 1/DC1-S1/LDR Default Y 4
Data Center 1/DC1-32/LOR Default V' 4
Data Center 1/DC1-53/LDR Default V7 4
Data Center 2/DC2-51/LDR Default 5?
Data Center 2/DC2-52/LOR Default 4
Data Center 2/DC2-33/LOR Default V4
Data Center 3/DC3-31/LDR Default 7
Data Center 3/DC3-52/.DR Default _4’
Data Center 3/DC3-33/LDR Default Y 4
Apply Changes ”
C. EIEREE

d B - MBOBBEREENRE - HER B P RERE - ERET o
ORE: =TT

3. R RTF S RIS HTF R,

a. 1 LDR /FEPHEIHFNE - ARENHE " RFE BT ¢
b. B EFEEEENHEFES
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Storage Grades "4

LDR Storage Grade Actions
Diata Center 1/DCA-S1/LDR IDefauIt ;I f
Data Center 1/DC1-S2/LDR Ew P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .
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ILM fFREJAEE :

Store objects by = replicating w 1 3 copiesat | Sitel X /" 4
and store objects by  replicating W 1 - | copiesat @ Site2 X j‘ *

T

v .

Site 1 (Storage pool 1) Site 2 (Storage pool 2)
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g

Store objects by = erasure coding w | using 4+2 EC at Storage pool 1 (3 sites) 7
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Storage Nodes
Site 1

Storage Nodes
Site 2

Storage Nodes
Site 3

Storage Nodes
Site 1

Storage Nodes
ite 2

Storage Nodes
Site 3
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@ retrievable copy with 53
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request.
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Time period and placements & Sort by start date

If you want a rule to apply only to specific abjects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if
the object’s metadata matches the criteria in the filter.

Time period 1 FromDay 0O  store for w 365 s | days X

Storeobjects by  replicating ~ 2 ~  copiesat DataCenterl,DataCenter2 ¥

and store objects by  erasure coding W using 6+3 EC scheme at All 3 sites (6 plus 3) /‘ b

Add other type or location

Timeperiod2  FromDay 365 5 store forever X

Store objects by  replicating Ao 2 > copiesat Archive ° (2)

Add other type or location
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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I. BEERRIERERIRRRA ~ ARIEE Clone (88) * o

ii. AKFRARRTE - REEEREROEN « WEEE * B~ o
v. BEE*ILM * > * [RA * > * EERREA oo

V. IR BOfE >t AREE o

vi. BEIE ¢ BEERRR ¢ ARIEIE S UERERNTERRA o

vii. 75 DEEVEMARAL) SERG  BEGTRABZETS IR © JBRRRISRAIEY
PZENFT R ~ AR IEER * AL ¢ o

viil. MNBRE ~ FRIRAMEREIERAE - UEHPFRA -
EEMRE

s
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4,

EIE HER
4REEFRAY i 3BEEY * ILM * > * JRB * > * BERMRR ¢~ ARBIRECERERA o
ii. 5E42* LM > Rules * °

i BEEN(CEAREERVARAY ~ ABIEREN * 4REE * o SUEBURAIRIZEUT IR « A%
A BYPE > HREE - o

v. @EIEESEIDFEREN « ARER * BHf ~ o

V. OEEE LM * > ¢ JRBI ¢ > EERRYRA o

vi. ZEELBOE > aREE o
vil. SR < SEEIRAI ¢« MBEHE R + LURZAERIRVTRRARA

viii. £ Select other rules (EIZEMIRR]) HEES - FEDFIFRAIAEE
1E > 3E4Z Select (EIE*) - ABEE Save (RIE*) ©

x. ¥ RIEFRRFRAIAIT ~ LURTESHEELARAMIER

BRPITIES -

TELEEEHIH ~ EEBRIX-menfRAIRTEER S Beast . jpg ¥MHFEM series=x-men FRAEFEER « U
FagH o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionIlD 4 Rule matched @ 4 Previous match @ % Actions
photos/Beast.jpg X-men b4
EXEILMRE

i ILMARBURTIE 2 ZMILMIRE ~ BERRAEEREERS AN S TRAZE -« BRI R@E
sEBYIRRY o

FIsEZ Al

& ERAZE AGrid Manager "SZ HERVAH S 2 E523" o
88 "HEEFEEER"
REFEFELAEEEZENILMER] o

ILMRB AR RYEEER A SEE A IERIE RFHEK - EREBNRAIZ AT ~ SF AR ERIRA « LU
HEBHEELER - + BEENRY ILM [RBIEF « StorageGRID A EREEFIBEYH « 81

(D meneisEmeme - EREFHILMERZ A  BERERE H RS EEY R E
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RAREIETLIE
SEEBILMRAIE « RAERMFERZEHEFTAENE o T8 ~ TEFIBAENRENEER T LURWGHIRRI Z Al ~ FrE9(E
RAHRAASEAGBRER - ERLEFERT - ARG EFEEMNIERFERA - UEFRERMIERERINEER o
* NREETRAIEELUEMERMERIEFAN ~ AIEEEEFUEE - AUl - MRERBE S =HDEERE
ARYFRIRRY] ~ MIELEMHEAIRA ~ AIZRABELNEE - EATCFIGMERMEE
* MRTETISEERREERMEIR A MNIRAEE « AIPRIEFTB AR ERE A - FRIELEEFRIEE
€ o FlYN ~ MRERBEIEREMNERRAMIE=ZHEARFIBFIRE « BIFREgHIRE EAPERE &
S5|1E&E+ - EEFIFMEEEE LR HERAL « ZRAAZTER -
1. SEEHTFRENIREMREEF « 553€H * ILM policies * > * posed policies * ~ FAE35EHY * Activate* o
PEENEERESNE IR GRS ERB EENEREA -
MRTERFRBRKAREYG ~ ESHAEPFHIRET o TULHEHAFIP - REERETERRUNEE 730 X

(2 4F) BRI o BN BEXFAIBPEA 730 ~ LUFESIE 730 X2 % ~ Ha 8RB P EMRAIRET
R ERE 1t StorageGRID H#5k& ©

A Activate the proposed policy X

Errorsin an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

A4, The following rules do not store objects forever. When the last time period ends, objects will be automatically purged.

* Rule 1 (730 days)

The default rule in the policy does not retain objects forever. Confirm this is the behavior you want by referring to the retention diagram for the default rule:

Reference time: Ingest time  Ingest behavior: Balanced

Day 0 Day 730
Day @ - 730 -
“ 2 replicated copies - Data Center 2
2 replicated copies - Data Center 1
Duration 730 days

Now, complete the following prompt:

Any objects that are not matched by ancther rule inthis policy will be deleted after o days,

Are you sure you want to activate the proposed policy?

Cancel

2. BEHBREE o

LS
RENFTAYILMR I

* RAIERERTE (MERFRAL R5IREL - THLA HESEHRRIEE B EAFER -
* ZRtEAFHNRAGHIRERAEZSCSRRSIRET o FHBE M HEREH BESRERAAREE

385



2 FRREEN o

el
"FEfl6  EEILMER"

ERYI B E HRERRILMR R

BENILMRRIZ & ~ (SRR ZaS AR BVRE Y 1EEXE StorageGRID s &R #H o EHELE
ZATYHPEER TR « UFEREASRRTAARE « R EEERIUE -
BAYAZ Al
* SE—E RS ~ PR -
° *UUID * : ¥tBYiE M — RS - MAZEARAIUUID °

° * CBID* : StorageGRID #8385 B BB (LA I AT A FE IR ECEREIS Y BICBID A ZARHY
CBID ©

° * SIHEFEMYIMG IR | EBSINEEBYE - BRIERAENEERARFEENYGRBESKEE
MBI - IRSIEFEBIRAL - MEREERRFENYGZIRREHSIMHRIFTERE - &5t

¥R RRZID* o
° * Swift ContainerfI#){4% 18" : BBSwift TERIHE « BRIGEARAGERASSNYHRBEES
AT B o

1. SRR o
2. FEE ILM > B R A o

3. %*Eﬁfﬂ']ﬁ%*ﬁfﬁqﬂiﬁk’%ﬁFE’\J%ﬁ%BUﬁ% o WA LIEAUUID ~ CBID ~ S3{#FE/MIEi8 « SSwift B a3/

4. 5E - BAYHRRAID (ZRS3) ©

Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid 1o view its metadata

Identifier murl:‘l'.".'1l:"|'.’|'.‘bji'£'l|

Version 1D (optional)

Look Up

5. JEiE AT o
BEEMERTIME A AR o ANETSM TN

© RMPHEER - BEYMFID (LUID) ~ ¥IHaiE ~ BasRiE « HRIRPREEID « YIFREEAR ~ 5
—REITYEYBHAMER « LUK ERECYHR B AR o

° {EMEYHEREE B ERE P EE N ZIRERH -
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° HIRS3YH ~ RV BRI T R R ERH -

© HNERIMHES - BEERNBEFEFLE -

° HRLEHRRENMHES - SER RNEMFEEFUE -

° ¥} Cloud Storage Pool RV Z « WAL E ~ BEIMNEMAFEREMYIFBIME—RR RIS -

° BN DRGNS MM - ESEERMEAIBHNEN XN EEFE - HitERB100E& R -
RERETAIN00E&EE

° FREYMAH P EBERIIRARERIEN NS RERT o LREPESHEIRNMRFEPESY - BAFRER
BITRIBTHSRERE -

TSR EERSMEERRESZSSEM I P EENEHRER

System Metadata

Object 1D AT2ESEFF-B13F-4905-9E9E-45373FEETDAR
Mame testobject

Container source

Account t-1582139188

Size £E24 MB

Creation Time 2020-02-19 12:1559 PST

Modified Time 2020-02-19 12.15:589 PST

Replicated Copies

Node Disk Path

99-37 ivarfiscallrangedb/2/p/06/0B/00nMEBHS TFEnQQ)CVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS{ TFEoW2B|CXG%
Raw Metadata

"TYPE": “CTHI",
“CHND": "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAG",
"MAME™: “testobject”,
TCEIDT: "exSB2IDEVECTCIRLLIGS,
"PHND": "FEABAES]1-534A-11EA-OFCD-31FFEQC 360567,
"PRTH™: “source”,
"META": {
"BASE": {

"PAMR": "27,;

6. HERMMHAFEERNUENNUE - MERERAEARERE -
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WISRLF TR A « (R BEEER SORLMYIEARANS B EORE L8R o ORLM FEH%AN
O STRGCESAN L FEESRENEN - SRR EHREERS, LV R
B o CONEETTIT - IBEAIAN - 200 iR o

HERAE N
* "{§AHS3 REST API"

* "fEASwift REST API"

fEF ILM RRIFD ILM 3581

PEEEEERINEE « &) % EREARMREL ~ &k EREAIAERRY ILM FRAY o f&8]
J‘/(*/EAE?E ILM :_I:EFJE#:UE%’?%:.EX&
FItAZ Al

* IS (EFE A Grid Manager "Sz U4 E 2| E 28" o

* AR ENFEEER o

I\

4R ILM [F8|
EERRERT  IBEKRESE ILM [RE) :

1. &2 |LM > Policies * ©

2. RFEEE - EAPRA * ~ ~ IZENRE 5 RAVERKE * RIGRESERIFRER - TEERE
B~ SEETLOEER * [RAFRA * A0 - REEIER ¢ -

Active policy Proposed policy Policy history

o You have a proposed policy. Review details on the Proposed policy tab.

Palicy name: Palicy 1
Reason for change : test
Start date: 2022-09-28 15:04:48 MDT
Policy rules Retention diagram
Rule order @ Rule name Filters @
1 Project A Ingest time is 2022-10-01 00:00:00 MDT
Default Project B
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ERES ILM REY
ERES ILM RE) :

1. 342 ILM > * Policies * > * Policy history * ©

2. NRFEEFENRD ~ HRHEBER o

3. EIEERN Y RRIREIERR « AR * ERERREA * o
4. KEBRHPIIERTERAERFEER "E I EENILMRER]" o

@ NIRILMRBIRE R EFE ~ AIREEBEAMENERIER - BMENLMRBIZAT « sAFAEERILMIR
AR EILMARA] « AR EILMRR - FHUERDILMRRIZ S EREF -

BrREREN ILM RE
EERREZENERA

1. 8482 * ILM * > * [RAI * > * EERRA * o
2. 42> TActions) (E1fE) > Remove*] (%R

EENRAAEZNRARS RBE S B o
148 ILM FRBSEE R
HEER LM FRAFHEEY - 8FERANERBERNKERET -

1. 38842* |LM > Rules * ©
2. IEVCEIGRE A RIAORRE o &)
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2 copies 2 data centers

Compliant: Yes Ingest behavior: Strict

Used in active policy: No Reference time: Ingest time
Used in proposed policy: No

Description: test

| Clone | | Edit | Remaove |

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Reference time: Ingest time  Ingest behavior: Strict
Day 0 Day 365

Day 0 - forever . -
2 replicated copies - Data Center 1 or Data Center 2

Day (- 365
EC2+1-DataCenter2

Duration 365 days Forever

HESh ~ IS AT UE RSB R B EARER « REIBERRRA] -

BEHRILMARRY

ERERRAFMEEERPILMERRIZA « FER - EEYMHHNRERTAIESIEMARER

1. 2% ILM > Rules * ©

2. ERERIEIMBINIERIE - JAENEE Clone o &  EIURRIGTE « ABUBIHERN SER - 5
2 TR

3. FHIREBHS B EINENARA 4558 LM FRE F1 "7E ILM 3RE PSR EREEss" o
EBILMRREF ~ N EEAFTATE o

AREEILMFRE

CRIRERERBILMARR] ~ A e BEHENMELST o

TERBENEE - GhEZRERGIRMENRR  RIE2 HEL -

@ %H%E%ﬁﬁﬂ’\]%ﬁﬁu%ﬁi?:1’EFHEF'ILMJ§EIJZJ§G AR EEYHHIMEE R RESIEMARE
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1. E42* LM > Rules * ©

2. R EERERRIARARESHN ILM RESEZHED ILM R

3. WIREERBHMRAREERD  FEBGRABIZET IR « ARIEE * EiF * > * 4REE * - & ~ BEURA%
18 ABRTERAGFEN BE LR AREE - o

4. STRUAREE ILM REBENEE - IAKE « SAREBHODEENT "EILMRE" § "7E ILM 3REh {EFREREE
IR o

AmeE ILM RRAE ~ CESAEEHAM o

@ MREHEEEFELRAPERNRA ~ FERA @ BEERERE « FUNEREHIR - ]m
ZIRAERAREERE o
6% ILM $REY
ESEZEEAMN ILM RSB EFIF A EIEAREE « AR RIEARKRISEEAEM ILM fREY -
&u%
SERMRBRERNMERTRASEZRAFA ILM #F])
1. B EARREAREEERMRE o
2. RIRBIPFEPRILMARA] o
3. #17 ~ EIREREEIED - UBEMHSTEERNFE o
ERBRIARMERL ILM RA :
1. 38842* |LM > Rules * ©
2. BRI ERIRRAIKRARER SRR S EZENRE o

3. MNREEBIFIRAIRECAD  FEIURR « ARER * 805 * - M LIENSERR] « L EFFEERFA
AR

4. 3EE * B+ RS ERER ILM &R o

ILM 3REENZ#8P% o

@ MREBFERELRPEANRER - A2k @ SESERAR - FENEREHIE - &
TeZRAE A ESERE o
AR ILM 354

TWAILUZAR ILM BIEE ~ FIINTHIREI A BB AR o (R UIBEHEE LR 1R R F R R AR BE - RE(THIEK
AHMERAIERTARAREAR LIRECERE - AP REAREINEHBX - EE—ERERT -

1B JBRIR*>*ILM* ©

391



() ep@m=RaLE:T « Bt LM 23 RS AT AE AR o

2. B ILM RSIFRH EMES o

e LUEEN ISR @ UEE ILM FH511E# L IEE AR o

Overview Performance Storage LM Nodes
ILM queue @ B month v = ILM evaluation rate (objects/second) @ B Month v
1 Byte 1 Bytels
1 Byte: 1 Bytels
1 Byte 1 Bytels
0 Bytes 0 Bytes/s
0 Bytes 0 Bytes/s
0 Bytes 0 Byles
Oct12 Oct12
Scans .Deletes Scans

ILM information @

ILM scan period forecast 0 seconds

fEFAS3IHEHE
eSS EREEYIF

SRHREIESR ~ 80/ U% StorageGRID 4R S3 MHHE « WEIEHEEHN ILM /R
A ~ DIERISE S3 #FEFIHAEEEENREAERIMIFHER
HEZESIIHHE ?

TYIHSETE ) THAE BRI RERIR T Z ~ StorageGRID 18 E*Amazon Simple Storage Service (Amazon S3)
FREYSIYIFERE ©

SNEIFAT ~ ERXAStorageGRID 215 S IHTE 3R E UM S IR ETNRER; ~ S3HH P MRA P LA I BRI AR
RS HERNFEE - MRITEREEA S3 MMHHE - AIRERETiERE - MEEEHRMA -

NRFAERTREE R S3 W EHE « S3 AR IREAER A LIS IS E HFEEX TR E MY IRABRE

AN —]
axX AE ©

ItE5h ~ ERRA S3 ¥IHEEERIETEE ~ A LUEARRFERMRENRE - BRRERSERENEETRENY
- MASEREELSHRERTE °
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock 53 Object Lock and default retention
Dbix_ects Wit!] New objects without
53 client | | Objects without e retention settings
application retention settings
A
Objects without Objects with
retention settings retention settings
REBEL

StorageGRID S3 ¥ #HENRESTIRME R EIRTL « AIRARERBREEREYMH - BEREIAEER Amazon

S3 fRERT °

* EEREBERIR

FERMARRE BER « A BEMIERYM o
° WHRIIREE BEARTLUE N ~ BAREERL ©
° HEERIRXBEIALE ~ AERERHRIRE R

* TEREEINF

© AARRERNERE IURENR ERERENERFERRBITEA o
° BEERE R EERIMRAR B L B Z IR RS o
© BEMAERLUEM « BB NRERIERIALL

M RAEIRE R E

YNRIERRA S3 MIMHHERIE R FEILETRS « FRAETILUFER S3 ARmERARER « $HEE EirienES@Y

fF ~ EEMMIETE TR

A — T
ERE .

* REBIRN ¢ D EREBEZRE
*REEAHR  IRMEIRENFREERRBEA B UEREAM « BEEMIER

* GERA [ REEFAEEREMMRE - SIEEEZDMN o AN « ErRIEEENERE IR IR/
WMHRE AR - GAIFAERBEIMA « BEREBEZA - MEREEI - SAFEFTRREZEAHNR

i o

C) R REN GEFRERRE  AERYGNREENSME « EAASEEM R
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MBI RENFMAET « F2MH £/ S3 REST API 2R 7E S3 ¥IHIRE"

FTRETERMRERE
YNRTERLA S3 MM HERYIER FTRILATE « EAE I LUEEI DI ERTIEA THITRRRE

*FERMRERI ¢ L ARERTRE

* TERMREHAE ¢ AR IR ERE S A ~ (B Z BER -
AmRNITREREEBEAINRE BCRERENTYMN - ECMENEBELERERRER - RENITEMHFAER

FRE -
26 "EIS3HEFE" M "R S3 Y IHETRRRE"

EEERS3M 1 IR E B EE AR IE T

S3YEHE BNV EE StorageGRID ARBYComplianceINAE © HIFAS3MIHFIEEINAERT & Amazon SIMVEK ~ FIEE
X T EEBStorageGRID B TRFIEER] THEE ~ EIENAEIRERA EREREME) o

SIFRERTE DB - IRITEAERR StorageGRID BIALLERE ~ S3 MM HERTE S BEIRK
@ F o ISRILUME4EER StorageGRID ZREFEIRAMRAITRNRE « BEEEEIIMESRITIE o 1
B HEN ~ FH2R "NetAppHIHE | MEIEIEStorageGRID XIEEERFNHE « FF2HE (FN#H

EEXE" o
U R IGEFAStorageGRID ERRIIEFARABIZIRINAE » SB2RE T & » BEEHBIStorageGRID EHThRZASH S3W4
THEINAEAYELER o
S3YNHIHTE EHRBE (BhR)
ANfaI7E 23R L THAE ? #Grid ManagerigEiZ HRE>*% FHBXZE -

>+ SIYIIFERRE” -

LEINREMN IR Rt 1R EE 2 FRENBEASIYIHHEE ~ 18 FABXRIE -
FREFEIEREN - HREIEAPI
3{S3 REST AP HHHEFE o

REXE#EFERAERE? Bl - RFERARERVEN ~  FAU
BeERAHFEEAS3YIM#HE R
BERA -

SAIRENDHRE ? EREFUSASEMREARER ERBCARSBERTFERERE
BEEB8 - U UBREETER A o (REIRERAR TR R
TETARREARARA o B -
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Grid Review considerations for
Administrator S3 Object Lock

v

Is No Create new default rule

a:[:it?w.tzul [En;u;i:::w —  that keeps at least two
compliant? copies forever

-

Enable global Create new proposed
S3 Object Lock setting I ILM policy and activate

v

Maintain compliant ILM
rules and ILM policy

|

v

Review considerations for
Tenant User using S3 Object Lock

v

Is the global No i
S3 Object Lock —p ﬁﬂﬁf&g@gr
setting enabled?

+ Yes

Create bucket with 53 Optionally, set default
Object Lock enabled » bucket retention settings

\4

Add objects
Optionally specify object- &
level retention settings
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches

the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever
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ItE ILM FRESEFIERHRFFARIS R E RS S3 #fF & RHIETYH R REEF (L B M TR -

RAESE ghHIE
BAEZELaHEFH c BoELE (a1~ 2~ 3) Bu—AEfEEt
* (ER6+3HHRARIE T

FRAZTE S3 Bucket BA75s08%
2ERM FRENEER

FIBMIE HIX S3 EEFEPRAMBBCERIN « FEHRRIER EREFTEERf#
FEFEIT—(EHRFEELE o FREBULER -

Time period and placements > Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's
metadata matches the criteria in the filter.

Time period 1 FromDay 0O Z  store forever

Storeobjects by = erasure coding W using 6+3 ECscheme at Sites 1,2, 3 ,‘

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
® Objects processed by this rule will not be delated by ILM,

Reference time: Ingest time

Day0

Day 0 - forever .
EC6+3-5Sites1,2,3

Duration Forever

ILMERB] (fan1)
BEL ~ KEDHY ILM [RRIEBIREFEE ~ BIfE StorageGRID A ASFERHEM B EM ILM [REY o
Zuh R —% ILM [REJEJRERE ILM #REY ~ Fan -
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the poficy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
- i Tenant is Finance
1 » S3Bucket finance-records @

Bucket name is finance-records

Default Two Copies Two Data Centers

HERAE N
* "EI7 ILM [REY ¢ BEa
s "B EFEAILMERER]"

#if52 : ECY4 R/ EFIERIILMAR AR =AY

TR AR TSI ARAM R RIS AER « ERILMRA R NEEAT S EBE
HIECTRK ©

@ THILMBRRIFRANER SR - BFZ H AR UREILMIRR] » FEREHRAIZAT « BB Es
BRE ~ BEEF S N S RERNBRINEKRIIBRT -

ILMAREUM (Fgn2) @ HWHRAHM MBRHEREC
LEEBRILMARRSHER G AT 1 MBRUHIHARES o

@ HEBARIBRBE S A1 MBRYIMH o S50\t 200 KB UM ERHRBRARES « LUBF R BEIRIER /)
HYSHERARDE 1 ERPTIGE AR B I o

RAES EHE
MBS ZECYF>1MB

2EEE 1R EN By
VIR EFE BRI S Yt RINKEE 1 MB

FIBAE A= B e R II2+1 34 BRARIBE A
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Filtergroupl  Objects with all of following metadata will be evaluated by this rule: X

Object size v greater than v 1 : MB v

ILMFRR261402 : MEEREZ
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* BTE FER) IWMRAIGZIMEEREZ - BRI BEEEE AR MBRYIM « EUILRA2EE AR
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A3 1 ILMARRIERRA] « ATEARREIRGIESE

eI UE A THEEAIFRAIFIREA] « AKX 1 MBNR AR BEITHERNS « MEMEELRE
FREVNIRARPRRLE o

@ THILMRAFRANERFED] - BEFZHERUREILMRE] o TERENIIRAIZ AT ~ 55 ER
WIRA « EEREHEF AN S RENTRINERIIBM

ILMFRR16I403 © RECAI AR MBEIBR{RAE
IEEEHIILMAR B (55 PR 2E R ERIE SR ERFR A RIS 1 MBRYBR{GAE ©
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MAES ghHE

2E R FRER R
PR/ B E RS ERIE RS WHERNKRE 1 MB
SRR * RS by
* HEEA png
HEE fEFI = EIE A R 1T 2+ S SRR
Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 < MB v X
and Key v ends with v Jpg >
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Objectsize v greater than v 1 g MB e X
and Key v ends with v .png *

MR IERAERERRBPNE—ERA « FILHRFEBREEREEAI AR 1 MB #Y jpg A .png 158
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* B—ERBHBERFAE AR MBRIBREGAEMRES
* FERRGRIEARGFIREENWESEZD (BN MBRE/NRIRE) o
* ERRAEERAEMARGNYM BEMEMSERGESR) o

Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB

2 : 2 copies for small images Object size is less than or equal to 200 KB
Default Default rule

E54 : S3hRAEXHBIILMARRIFIRAY

NREBRABRARERN S3 #F& « BIFTMUTE ILM RRIFMAGER SEERIFEL #755
2EZRRERRE « UERIEERBYIFRRES o
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WIRA « EERHEF AN S RENTRINERIBM -

@ AEEYHRIEERTRA _ERIT ILM RRUESE « GABNEYIFIRZARI UUID B¢ CBID - A&
¥ UUID #1 CBID ~ 3B "M EE RS EYHNA B R HEs

e
* "En{AImIBR
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A ILM R ERSEMHRNELFEFET=ELEE L 10F -
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ER S3 fEFEd) 7. SEMEENRZ* o £ NEIZ ILM R BENSR 1 @AFASK) - 8K

ENC 2 IEERASETREEN _JFEAIRE _ - MESEZERAENSERRE o
o Enterdetails —— | Define placements ——
Rule name

Older Object Versions: Two Copies Two Years

Description (optional)
Older versions only

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accounts
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

No @ Yes

FULEHF ~ JEREWEIFERIIRENES « MELEELEREME

407



RAES ghHIE

HEER WERREFERMN  DRIRAENERFC 45 1 L5 2 °
MRATE FESRRARZAS © WEmD
SE R JEERIFsE

SEHNREEEE - 2 i - TESHEN [ERILRANEREERYIFIR
é!i (TERMARRAERER S3 EFEH) 21 7 NI ILMRA BE

HIBME 5% 0 RABBNIEERIFRE (RMEYIHhRAEIF B A4S B9 —RFA
)~ REWEIEERHIRENERER 2 F (730 X) ~ —EFME
1~ —fBELEE 2 ° FE2FERE © SAMIBRIFRHARZS o

ILM/RE ~ B304 : S3hRAIEHIMIE

MRECBBUARRR BRARAN S IR EEMAFERR « RIER TIEERIFRE) MA2ZRERAIMEAL R
£ ILM [RRF ~ 2R A S EREBRWHFRRARIRA]

S3hRAEHHBYILMIRRRTAERL = THUILMAREY -
* PERRAE RIFRFHIAR—KIEE ~ IS SEMHFREMERR FRHHR) RE2F -

@ RRIFZAKEER FEERERE] RE - ARA SEREBMYIFIRABIREA - TH « IFE
A FRRASRI R EAR G A TIEERIRE FRAAEFT o

* TERRENES « BRI Z(EEREDS « TEZE S PEELSHF—(EED - iFERYHhRAERFRE10E
R EEEHIRAIE « CTREFAEMAHREHE AN T ¢

* (EIIEERIRYI AR A ER & B2 55 —EARAIARFT o MNRIFERIBIIHRRARI2E « RIILME X AMIBREZRRZS (
WEHEE R BRBIFR A IF BRI RRAS4EA) o

@ EEEERIEBRIYHERRD « SABFEHZARZABUUIDICBID o #IAMIE R ~ B1&0]
LUER "t 4g &= MUFHHE UUID A CBID o

* BRIBYIMHRRA S S5 —@RAET - EERBMIHIRAEHE 10 F£& « ILM BF S8 MERMRCHE 24
VB RTRRAS ~ MR SeA BV IR ASERE R TIEBRTL o TRET ILM &R « F—ERA G ERILIFRA)
RS o ANIE—2R ~ R EIRFREE 3 UARARVAEZS ~ WRESE 1 UGBS 2 UhRERIMDERBHEF 2 F -

A5 : BRI TARILMRRILRRY
TR E R B RSB P ERIEEITA « BEYHREEFERENERFOMIE -

FEUEEEAIF ~ IBRAERIER R ZREZE - MEREEYHRFERBELSNTS - )t « B1E%KE
HthE A RFBFIEYHE « AR FEERENFOSERERALD

408



O

FERAER

R
* R ILM ARE © EEUERT A"

ILM3RE1 (Ians5)

TAILMRRIFRAMER A - B5FZHAPIUREILMRR - EERERIRAIZ AT ~ SAiEfiEs
BRE ~ EBEEF A N S RERNBTRINEKRIBR

| B TREUA R BRER D

A HIILMAR R E A BARRIREET A « WRBHERE A EEFESIRHERIYMG « EEEREAEU-WEST-3&

= (B%)

CKEBEAEREFEERBEERFC

IEFRRERN BN BRI BS3#FEREBEU-WEST-3 (BF) B4 -

RAER
HAIRA

HEFEE RS

EEEIR

MBS

2EHHE

TIBIE

TR T A

#HIE
EBRHER

(I EPRFIZER EU-WEST-3

me 1 (BR)

BRIRHREAIREE B R E R ROBIREE

HRENF

EH 0 X~ RMmEERESKARERES 1 (BF)

A& o AT RN E A ILRBM M E M E - REZEERER PO
EEMOYIFED -« BIREEERE R

409



Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Clone | Edit | | Remave
Filters
# "~
This rule applies if:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
* | ocation constraint is eu-west-3
b v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy

Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict

Day0
L

Day 0 - fi
R 2 replicated copies - Site 1

Duration Forever
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