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Alert Rules

B Leam more

Alert rules define which conditions trigger specific alerts

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

+ Create custom rule |

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

2. ERETRARPIVENR

R
2y
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52

=EA
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Conditions
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}
Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}

Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE MEM_SIZE_MISMATCH

Major =0
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Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 52 alert rules.
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Enabled ¢
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
A
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* IS (ERE AGrid Manager "S2iEFU4EE 2| 28" o
TR TEEER) & MEERR FEUER o

RAREETLIE

HARETMETRREINARY « AILARERENNEFHBHRENGANERBEMNMAutoSupport [BI#RHE °
B ~ ERILUERBRNE FE M AR REEFIERA

UNRIGH StorageGRID HE B LB « AT EEIEMEEERER » AutoSupport FlE ~ SNMP % %
FEFER - MWRERETENNEESTHE - NRTECEMMELFER - AEMSIEHISHRHEXREMN o 3
S8 "HEEEEMEE 2" o

$HER
1. B2 alerts >*BEFEHHRTE ©

e g IR MEFHARE BH -

Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. B BB FEAEA * ZEUF R « REREEERERENEFERFEXENETIHME -

LERFE IR TEFHHEH (SMTP) EARes ~ MB@MEZ2M (TLS) 1 ~ TEFEBMEMuL) 1 MEmEEss)
BE o

3. £ EFHH (SMTP) {AAR2S) EEEH - #iAStorageGRID FEUEHISMTP{EIARESFAERE ©
MREHISMTPEIIRESEEEE « (SN AR FFIRMUEERE LB o

1R WA
B EIAReS SEREERME (FQDN) SHSMTPEAREZAVIPALLL
EiRR AR FIXSMTPAIARZZAVERHIR o AN 1565535.
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ki WA

ERERE (ER) NRCHISMTPEIARS R EERE  SFIMAZRENERERM
=05 (ER) R CHISMTPEIARAS R EERE ~ RAZBRENES -

Email (SMTP) Server

Mail Server & 10.224 1.250
Port @ 25
Username (optional) @ smtpuser
Password (optional) @& | esseens

4. 11 TEFEMGHU) BEY - MAFHENSUWAENEFE AL
a. Wit FHEES AU « BIEEBRNE FBH U EAE BT HE UL o
590 © storagegrid-alerts@example.com

b. T‘ rH&IﬁE%J EERH ~ WASEEFEHFENEFIMFMIL - IEREETREBRWEFEHFIA

SEEVNSREIT 4 TGS o

Email Addresses

Sender Email Address & storagegnrd-alerts@example.com
Recipient 1 @ recipient @example.com x
Recipient 2 @ recipient2 @example.com + X

O MRFEBMMELENM (TLS) ARERASMTPEMRREN  FEFHERZEYE (TLS) BERPENFE
TLS* °

a. £ ™ CAZRsE*) WP - RIEANERESMTPREIARZSHAIBICARSE ©
CRAIUERA B ALZIS BRI « S8R 3 B A BERUEZE o

T ARMEBE—ER - HhESRESEPEBITREREEN (CA) BIESE - EXREEILURRBEIR
R Et S E R PEERISAICAREIEE ©

b. YIREH) SMTP BF BHARSHEE T B SAZIREAF WRBIETRE « SRl - HXAL
BE * AR o

C. E*APIR/RE AT « IREBFEXESMTPEARZSHIPEP-4RHE A P it /&R:E ©
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ERTLERAB R SRS « SHEA B RS o
d. FERAERSR IR « MKIEIPEMEERRA A i BRI TA B S o
ERTLARAB LSS « SHEA 2 RS o
() NRCETEETTHERE R EETUEH LM -

Transport Layer Security (TLS)

Require TLS @ [«

-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMHOPQRSTUNWXYZ1234567808
-—--—END CERTIFICATE-----

CA Cerificate @

Browse

Send Client Cedificate @ o

-----BEGIN CERTIFICATE-----
12345567898 abcdetghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567390
-----END CERTIFICATE-----

Client Cerificate @

Erowse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuviexyz
ABCDEFGHIJKLMNOPQRSTUMVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Private Key @&

Browse

6. 7 e BRY - ERVEELETFHHENNETRELRER R EETHNRAIERRFE -

BEM s
RE -~ TE - FE ENGETRANRE « TERMRFREE - S EEEFEHEA -
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ﬁﬁﬁkgﬂmﬁ A o

ABEFE TR « TEEEBFIEEN - ATHY

EIREAR
REFFTEETEXEA

Filters

Severity @ ® Minor, major, critical Maijor, critical Critical only

7. BEEGFURETIEREN  FRTTISH
a BB EEARETH o

PEENERTRHESDAE « RNEEXAHEBFEH -
b. FFEFAABFEMWAENRME « T EWEAHEFERHE
@ MR DEBRRWEBFEHE « HEEBFEEBRNERET  FRELCHRE « AR

BE—R -
c. BAEMEMEIREE - AEMEARET I UBBAE A MBS o

Q)  MEETENS - CHASASEERERUERIGI BN Auosupport HLE
AEIRE BT AR - A SR S E L AR E T B o

8. BB o
BEARET LR G EIRE « CUEEREE" o

BT I HRE B -
ETRBEFHHBENFEIAENR

EIFSMTP a?iﬁ#ﬂﬂﬁ%&Z?ﬁ  BRIFETRARE SIS - SRISERELTE - REFEHHENE
EE’JH&I#% o H2H "HEETEN" -

EFEHENaEa TER
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered
Jobh

FriJun 28 14:43:27 UTC 2019

storagegrid

Service Idr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered
Jah

Frilun 28 14:43:27 UTC 2019

storagegrid

Service Idr m
Sent from: DC1-ADM1-225 \-—/
123 SR
1. LR - BEESILE TR ERFRITERHE -
2. LRAGIREA o
3. LT AIRREE o
4. SEETRFRPRITERNFMAEL - EEZHENSHENLS - ERBREN « BRETRI
BIUTCESE ~ KRR R ETFMRFEN R o

S. BB EIRERE 2T o
ETHNEAR

?T?&%Eﬁ%ﬁé%ﬁﬁ%&?@%ﬂ@%?ﬂ#ﬁ%ﬂ » StorageGRID FRIXER—EMF « RFIGEARZEETRD
4 -

2R TR © BA#StorageGRID BRIMIAITEEFE BN TR SEE RO EBEEA)
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B—REEE REFStorageGRID ~ REMAIRFZAERF2 1. EABTEEIEN1 E/08:00#&8 - REHXEH ©
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%7+ StorageGRID AURISIEMARIATE SRy  [ITARTEDR2LIN0S - 018 - FHEE
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3. 7208 : 02« RMEHEEN - UHSEMELH
f71EAe -

YNREEE S —(ERTBEFEMNET « StorageGRID BIE 1. BERASTEEIRL1_EHL08:0045% < BRIAHL08 : 02
EXMERN A ~ BFHE1075E - BNGREFAA f&x -

= (EAY RS EIETR) Bt o \
s (CHEARERET) ~REEER 5 wmanos : osimme LS - B EENE
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e LIRS o 2. BEHHEIR2MEEERA c FTRBNBNIEEEX o

3. ER2HETAERA « BERINETRANRIER
FRARRE o

4. BREEZEE2META o ARERNERDTEE
A% ~ FIEA SRS -

AERERPIAE A TERNRETRAIRAFEZ 1. 3A8HMAEER1HIETA - R GEXEN -

SN e Y T S e T ) \
ekl 2. BRAKRITRIIE o HABAEHIF158 - 3
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1. BEEITHRE °

a. S4B alerts > T IHRE «
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b. FEREFEH (SMTP) AIARESERE EHE o
C. BEEEAWGEISEBRNEF I o
2. BENORIEREERS - FEE B F I REEENERIHF BRI o
3. BEREMEFHHEESRREHE MU E F IR R E S o
4. IEEEIRERLAVEOERE ~ RE BRI AT SZIRERPT o

sz ik A B R LA B sCEx R BB AR 1 Bh ) B 38 £ RIRERVIRE © BUS0 « prometheus. logiE EEERE TS
RE BRI ARAS B P B RE R EHER ©

A2 "WELEIETIRFER"

FETTEN
& ~ A LRE ~ LU B ERI@ o

FtAZ Al
* {EHSERE AGrid Manager "2 12 U4EE 2B 28" ©

R TEEER) = RE& FEUER -
RIRER I
@B

CRILUR BB, « BE—ih A NE—MRUR—EXZEREENETRARAFE - BRESHERL
TRRS AL RRAIBPRAEA

53

MREERASNMPRERT « FEIEL EHIHISNMPERIEER]

@ RERETRAURSFERBHLID - MRIERETRAFE » MESEETHRBEEZA
RIgEEARABTERTE -

()  ERERHETREORG « FILOE LSRRI ETIE -
iﬂi
1 BEET o
e EEMBEENHIR -

Silences
You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.
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2. 3BiE* Create (BBII) o

MEVFFE ) HEEHHRPEENLIR -
Create Silence
Alert Rule v
Description (optional)
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Global Alarms
Updated: 2018-03-17 18:05:21 POT

Global Custom Alarms (0 Result(s))

Additional

Enabled Service  Attribute Severity  Message Operator Value Recipients Actions
¥ |S5M | | UMEM (Available Memary) | |minor | underst [= | [s00C | 2030
¥ |5SM »| | UMEM (Available Memory) x| |minor | Jundertoi |== ~| [100C | 27000

YNRFTEMR ~ EUEMPEZE100MBES « SF% 5 —EE R (<=100000000) ~ BREHEHTANETR (=
50000000) -

Global Alarms
Updated: 2018-03-17 18:05:31 PDT

Global Custom Alarms (0 Result({s))

; ; - Additional ;

Enabled Service  Attribute Severity  Message Operator Value Recipients Actions

W |ssm _~| | UMEM (Available Memory) | |Minor _~| Jundertoi | == +| [100C | 2000

¥ |5SM +| | UMEM (Available Memary) x| |minor ]| |underst |[= x| |s00C | 7000
Default Alarms
Fiter by | Disabled Defaults »| g
0 Result(s)

Enabled Senvice Attribute Severity Message Operator Value Actions

Apply Changes .
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:39 MDT

[l 5how Acknowiedged Alarms
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Sh|50 v | Records Per Page Refresh
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Overview \\Ll Alarms “\| Reports \l‘ Configuration \L
Main History

Ay b . . .
v Alarms: ARC (DC1-ARC1) - Replication

Updated: 2019-05-24 10:45:43 MDT

3. EHVERRY * 50R] * AZEUT R~ AARE— T EREE - -
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@ ECHBEEETE - 2RSS TERIEMEERNE - FIE - MREEEEHRIER
Rkt ~ IREGHBEREIERTIER -

4. BRBEHERITHER o
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.
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Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

ute Severiy
Default Alarms
Filter by | Attribute Code v | equals * | 9
221 Result(s)
Enabled Service Auribute Severity Message sty ale: [t
[Q5Z (Number of & _
v Objects) Matjor Greater than 10,000,000 = 10000000 ?‘I
1QSZ (Number of i) - :
s Objects) Minor Greater than 1,000,000 >= 1000000 j‘l
@S2 (Mumber of )
v Objects) Niotice Greater than 150,000 >= 150000 ?‘I
XCVP (% =] Foreground Verification _ :
! Completion) Motice Completed - 100 f“
v  ADC ADCA (ADC Status) .;ll'f;inur Error = 10 ?‘I
] ADC ADCE (ADC State) “NJotj-ce Standby = 10 4 “
ALIS (Inbound =] -
v ADC Attribute Sessions)  Notice el 4 tue ? ‘I
ALOS (Cutbound i | : :
¢ ADC Attribute Sessions)  MNotice QOver 200 = 200 -?“

BRELETNETRER (BERR)
SEREHFARRIRERT « (CRILURBIB AR ER L ROVER -

RG22 Al

* IR ZEERAE AGrid Manager "2 1EHIATE 2B 25" ©
© BB ERNFEER ©

() BAERETAGDIESINE  EETARTIRMBENGE | R EREREEE -

TR

1. BERE TSRS — RN AR A E AE

a. BEUXE>EE (B >ELER -

b. HITFIHEP—IA !
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Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

W [ARC ] [ARCE (ARC State) ~| M [Notice ~] [stancoy [= =] [0 | 7090

W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090

~ [ARc ~] [AROQ (Cbjects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | O30
Default Alarms

FRerby | Aftioute Code | equas [AR" “»

9 Result(s)
I ARC ARCE (ARC Stats) 2| Matice  Standby = 10 2@
F  ARC AROQ (Objects Queued) S Minor At lzast 6000 >= 6000 gl
7 ARC AROQ (Objects Queved) o Motice At least 3000 = 3000 2@l
v ARC ARRF (Request Failures) & Major At least 1 >=. 1 y’
v ARC ARRV (Verification Failures) & pajor Al least 1 >= 1 2
¥ ARC ARVF (Store Failures) & Major At least 1 = 11 d
F NMS ARRC (Remaining Capacity) % Notice  Below 10 = 10 2l
P NMS ARRS (Repository Status) & Major Disconnected <= 9 2l
F NMS ARRS (Repositary Status) ) Notice  Standby <= 19 2

Apply Changes ’
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