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StorageGRID <#RFRIBTIHEE & AS HAIRE SHEUIEEX -
ERANX XML 155

* Bucket

* Destination

® Prefix

®* ReplicationConfiguration

* Rule

* Status

®* StorageClass

I t&StorageGRID
"TEBTRS L EE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html

"PuttBucketTagging"”

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o

ERE A X

StorageGRID 1% Amazon S3 REST AP| X B1FFFFIERNFIEERTELIH o
A HEStorageGRID

"IERTRE L1

"PuttBucketVersion"

URI EH2#MMERITE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o

ERFEBY
StorageGRID Z1E T EKRFE2H -

®* VersioningConfiguration

Status

A HEStorageGRID
"TERTRE EEE"

"PuttObject”

URI T2 M EKIZE

StorageGRID X #RFAIBIHAE A2 YR SHHIEEX « M EFFIEESMEEE !

Cache-Control

Content-Disposition

Content-Encoding

Content-Language

x—-amz-server-side-encryption
x—amz-storage-class
x—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
x—amz-tagging

x—amz-object-lock-mode

x—amz-object-lock-retain-until-date
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

FRER AL
© UM BN

A HEStorageGRID
"PuttObject"

"PutObjectLegalHold"

URI A2 B EKIZH
StorageGRID ZiEFTATHAE B2 HAEE $HEIEEK

EREEZAN L
StorageGRID 1% Amazon S3 REST AP| X B1EFFIERNFIEEREEZH o

A HEStorageGRID
"“f§F S3 REST API 2R S3 ¥HFHHE"
"PutObjectLockConfiguration"

URI EH2HMNEKIREH
StorageGRID iEFRBINAE A2 HANIREE SHEITEEK o

FEEZAN X
StorageGRID 32#& Amazon S3 REST AP| T EERFIEHENFIEEREERH -

X StorageGRID
"f§EF S3 REST API 3R:&E S3 ¥ E"
"PutObjectRetention™

URI B2 HMERIZE
StorageGRID Z#EFrBEINAE 8 A S HAIZE STHIEEK ~ i1 L IEEEIMESE :

* x-amz-bypass-governance-retention

FEAZAN X
StorageGRID 3232 Amazon S3 REST AP| B ERFIEHZNFIEEREEZH -

X1 StorageGRID
"f#F S3 REST API 2R&&7E S3 ¥ EHE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html

"PuttObjectTagging"

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o

BREEAX

StorageGRID 1% Amazon S3 REST AP| X B1FFFFIERNFIEERTELIH o
A HEStorageGRID

"M LR EE"

"RestoreObject"

URI EH2#MMERITE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o

FREE AN
NEZZIEERBOAAGEMAEN - 552/ "RestoreObject” ©
“EEWFRE"

URI EFH 2 HMERITER
StorageGRID 3iEFRBINAE A2 HANIREE $HHHIEEK o

Z2H 7,194

MEZZEERRUMNGEASN  FRETIRES ©
* "{EFHS3 Select"
* ERYIHERE"

=

URI B2 HHMERIZE
StorageGRID ZEFrAINGE B A S HAIEE SHHILEX « i LT EM URI EHZ2EH :

* partNumber

* uploadId
MR B L3RI MNY B SKAREA
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
BRERZAN
BN TEMER
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html

<X t&StorageGRID
" EETH

"_F{&EPartCopy"

URI B2 M ERIZEE
StorageGRID ZiBFFEINGE B2 HFEE $HEIEEK « 1L TFEM URI EHSE :

* partNumber

* uploadId
MU B Lo RR N B SKAREA

* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x-amz-copy-source-if-unmodified-since

* Xx—amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm

* x-—amz-copy-source-server-side-encryption-customer-key

* Xx-amz-copy-source-server-side-encryption-customer-key-MD5
B

7ny

A HEStorageGRID
" F{EPartCopy"

rm

A 83 REST API #HRS
R LUEA Amazon Web Services 85257 TE (AWS CLI) RAIGERMAVELR « WEE
R EL I LGER MG

BAtAZ Al
s MBI ENE LEEAWS CLI "aws.amazon.com/cli" o

* SHETLUEE 'EE U B H T ERIRR" - TR « EMAEZERVHEFER P AU - UWkEFERERE
SR o A2 R "R P InZEARAY IP (INAERE" o

22


https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://aws.amazon.com/cli
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* 8B "B SITHARA" -

c MEBAMPM "EEILFEERE"
NEELSEHFAEN « A2 "BER P mEg" o
HER

1. 8R7E AWS CLI :REUFRIEE StorageGRID RAEHFEIIRIRE :

a. EAMERSIET © aws configure

- BATFREIIREHTEERESE ID o
. BASFREILIR P MR IR I8 o
BAZFEANTERER o FlW0 » us-east-1°
- AR FERANTEREEAET « 3% Enter *EEEJson ©
2. BIfEERE

a o ©T

[}

FEHIRREERF AT ERIHIRE AR P Uik 10.96.101.17 FEIZIR 10443 o

aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

MRAINEIL T #FE  AIEEOFEFRIUE - AT

"Location": "/testbucket"

3. L&t o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

R EERTH ~ BIEEOEtag « ERVHERINHE -
4. FIHRFFENARS RSt ESELE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. fEF#f -
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIBRI#TEREE

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket

YN{EIE{ES3 REST API StorageGRID
EROAEBER
BEENAPIRER (BIUMEEAR—EERIARE MU TRMEE AR -

TR s AV R EUR I StorageGRID fARFEHVMware R4 SeIEERIE R ~ MIES3IAF imBHIEIEER
BRFR

—H 4 E
—ﬁﬁﬂﬁ%#%ﬂ%E@EE%#EXE%@%%@EéZﬁ%—ﬁﬁZﬁW%$ﬁ°
R LURE R R TR BT — 5k -
R#ETER StorageGRID ~ HEINRERTFERATE LI AR BN © (217 TGety BHERIHTEREY T
PUT) - #PEEEEGHTEANER c BRIREWMY « EMPEENRRBFRNESERE—N - BRBRHTELER
RN IEAFEEIE ~ BRI HEE15KAIRRE ©
MRERELRBN—BERITIEEE ~ G771 -

* IEE—EM SETEE ©

* FEE—RE SE AP {EZE o

* T FIIEP—IET (F - EEFEZNEEE M

° £ Grid Manager 7 ~ giff *4BEE *>* R * > REERTE > FER—HE*

° o

@ HE2MR—BIEFMMNEEEERANE TR ERMEIINTE - S2HEEENFESE
s SR2BMIITEIZECER /var/local/log (BT * —HM4EHR*) o
—R e

r—_%&l’&@%ﬁ% StorageGRID FZREHHHHBIPEBRINAITEEIRE Z FER « EMT 2R R IRZRNYIG A A

AT LUR T REEN API MR —EUERER T EF—E(E :
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©*2E* PR ENRLERG L BNRWER « BRIEKRFGE R ©
* Strong-globall : {RE&EFFBE L LFRBE B RIRERNE ABBE—HE -
* Strong-site : {REEAILAPTE AP IGERNE ABEBIR—HM

*RAREI . (AR RETMHNEABRER R - URMGERNRE BT - RHSTRE
BERMRERE - BRASHIER TER -

* A RS YMGERNRE —IE - B S3 iR  FERTERER (HIN - 83RDENS
SLIREZETHE « AN HAEENEIRHIT head 3 Get 1) © S3 FabricPool FERZIE ©

£ TREEEHEAL M MIm —=24
EIEFEEY GET fEXEA TEEEIE AL —2I4EE « StorageGRID §UZESERHITE ~ W TFFAT -

* EEAERE—RIEREHYIH o
* MMRZEHELH - ©EE T —E—REEEETH - BREINZERR Strong-global ITAKN—HIMEAILE ©

YN HEAD 8¢ GET {EfER TEEVEME AL —2% ~ EMHAEE MG ER—REEZZFEN Strong-
global {TAN—HY - ENEE—RUREASEM S LIRUSEMHPEBSERES - BILRFE—ELEs £F
WEE S E#FERECAER ~ IEARE G REIRE 500 EREREARESHHEES

BRIECEREE Amazon S3 BB —EMER:E « TRIEAILR—MERESR TFA) ~ UBIEEEEREER
HEAD # GET fE£ o ERiimsL GET XM AIA) —I4HR « StorageGRID {#iRtRE—HIE - EXRE
TR —RMEREAHRREE « AR F2YHPEBERNZEES -

[[API- B3 - —EMEHER ] ] 57 API BRI —EE

HERTEMER AP EZEN— ~ (EREMBEZE—RMEE - MEESKETERTERIEE BT - LLEHAGHR
GetObject fEEM—E MR TE S T Strong-site 1 ©

GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site

©

PutObject #1 GetObject {EZ 44 BfE A ERN—E ©

feRERTRERI—BUE
EAERTEITIRIN—EE « AILUERA StorageGRID "EIFEI—214" 5 o el "B E AT EERY —E01%" et
FEEEE -

RETRN MR  FHEETIFEE

© RETIRMN—EE « EURE AR IESTR AR R EBIT S3 FEM—RIY - EFNEREMEES
SHIEE o

* (B API {EE—RE S B R AT —RE -
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha?256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"



4B ER IR
B A apiBHRARRRIE R 2% BT L 32 PuttBucketLifecycleConfiguration 3K ~ i EERE#FE o
EERGRBHAEZPNEMBIRARERERANFERPIYE testbucket ©

aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EERFERIFEMBIRARERERS « 5% GetBucketLifecycleConfiguration Z3K o fiI40 :

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PRIV EIFEE S hGEIE AR E e B AR o

et B IRE R EAEN s ERAZIHA

fEAI ATE3EH PutObject ~ HeadObject 3¢ GetObject KT  ¥|Er 4 spiBHRARRE PV EIERRB R T E AN E
Wt - NRBEARA - CEEES Explratlon?EijFWq:?UHHE%F"ﬂEzﬁAEUHH%EE'JE’J%%(°

(D HAHEFEEFERGIMNILM expiry-date BERHEYIHMIFRRIERBER - NFFMESH -
B2 "MEFE I RE" o

B4 ~ 7 PutObject FAFERS 2020 4F 6 A 22 B ~ WHERREYMH testbucket s} o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYDHEIFERTIMHITE 100K (20205108 1H) #®iBHA - BRFS LA iBHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ Itk HeadObject X AL EXSF testBucket fFEFPHERAMGHFEER]
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

(D) HREBIRAZHINEEE « x-anz-expiration EREMEEERERIE BRI -

E1ES3 REST APINiE:E
B {ES3 REST APILUIEEZStorageGRID AR ~ :HEBUTES °
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" o BIg0 ~ MREHEARENEREN IR EME - RIEER 7R —Bit-
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7£ StorageGRID 11.4 S E RhRASHERII TR

* SAME A EMAYHEEBIEIIEF T o EEAAWSEHR BRI BEBNEERRE o BB IEREE - JEM
—BIBEIEF 7T ~ B image ©

* MRICEER AWS BIEE « T2 RERPEAMEHANE—F 7T « SEYMA RN LB ERE - a2
FRIEAR -

mybucket/mydir/f8e3-image3132. jpg

36



MIEHERE ¢

mybucket/f8e3-image3132. jpg

7f StorageGRID 11.4 S EMhRAPEILAIETHS

FARERFMG SR LBUN SREREEBME - EAZHBERT » EIUEYG R BOEINEF TR
PEt(E -

S3 TYERMMAMERE « ©RE—RERBESEBRTENN ° 5 TR ILEMRAMMAY

BT  ERSRLENED) LB ASUTEYLE « AN AR - PIN - R S3 AR
BESHEA 2 « 000 B - 1 ILM St E LS BRRUABE= XEBRIENE - 52
RMREF EEERE « MALUERWN TERXHGRLER | /mybucket/mydir/yyyymmddhhmmss
—-random UUID.Jjpg
MSEAL B

MRR "EREREFEIRIGEE BB S3 MRREAEIEREHIT GetObject fEX « LUSEESE

B TARREME o Lt TREEREN (FEMEAE « B StorageGRID AR MG FME RN

4 o WIERHAPIMIHER D RAITAAM GetObjeot {E¥AEIAT I « UM 50 GB EEMRYIFHEER 10 MB fE]

RUEFTH -

NRAEER MY EENEEE ~ R IRERPIAE G AR o

() wRoESEENE - TR HERRYAERBEER - SENERRR RIS -

%1% Amazon S3 REST API

S3 REST API E{EsF4AE R

LR SGEESEH#IEZIRISAPI (APIFRZS2002-03) ~ RIBAZEDIEE « MH—LE[RE
#ll o StorageGRIDZ4&S3 REST APIHFIRFERTEINRF « G BRMR S /EsHER o

REERTERERMBERERRIE ° StorageGRID

HERERIE
S3 REST APIISTREZIEAMBIHTTPHEAME K  StorageGRID

SRILTHAER(E 2 12155 HHRERVEIRERM A MHT TP H AT o StorageGRID HEARYBF AR AJ LIS M fE B

RERRE (GMT) RIEE ~ SLERWHRRRE (UTC) RIVERE - BERKERT (WAEISE+0000) ° MRE
B3 x-amz-date RRALHNERT - EBRE B ERITERIEENEAE - EAAWSELIRA4ETF x-
amz-date HARAXEBHARE « FILREAREERRZENERF o

—ARE KR

StorageGRID R4 B E &M —ARERIZTE "Amazon Simple Storage Service APl 2% | —REKIZ5E" « BF
—IEFI4h o

37


https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html

ERIZEE BE
R SR L IBAWSE L RRZA2

XIRAWSE L hRZA4 ~ BF THIBISH

* SHA256(E R G HERRAEITHE « FRERINESERKE
BB TIES « IEE—4% UNSIGNED-PAYLOAD EIRH4A x-

amz-content-sha256 1288 o

X-amz-security-token FREE °3BE XNotImplemented ©
B A EAZEE

X ¥EFRBEH_Simple Storage Service APl Reference (fEZ#EIRTEAPIZE) EENVBEBCIFEIZE - B5—18
fi5h o StorageGRID

[ElFE1RER B
X-amz-id-2 FR{EA

ZIE{HEFS3 APIEREFIE R FEWHRITHAE © StorageGRID

S3 APISZIRERES3 APIZREVEE R IR AS2M BB R iR A4 o

B NERVAERCHNEFNERIDNNEBEFINERKEE o

SIEMTEEREE /5% | HTTP StorageGRID Authorization IZBEKREREHZH o

fEAHTTPIREIREE

HTTP Authorization fREHEWIBES3 APHEERER « BB RERIAFTFHNELERFSIN o o
Authorization {RBEBIEREKRMENFIEZES -

EREHZH

TR UERAEHAS MR EEENMEEURL - EBAURLTALRE « AIARETFREERNERFIE - AT
FFZE URL IEREFCRENEZNFNERAIEFNER « EAECRHE=SRRENER

ARFSEE
X TAIRRFSESREBIZ$E © StorageGRID

38



i B1E
B LUFrBAmazon S3 REST APITTAREE - NAEE « MASITEA °

(5cHIE &R Get Service )

BSHEERE StorageGRID "EV§#FEHE" BEXREEHFIEIR D FEHANHEZTRAE
2 UKEIRFEBNESEHER - SR EMEE « HEREA/MB
s1EHZH (?x-ntap-sg-usage) HMiG o

#m/ FRRI%AEMAEINAIAE B EMRE opTIONS / ERFETFHIR LRSI
18~ (BERRMS3EREDE ~ UHEREFIRE S A » MrUERILE
RETTEE ~ AFFINBR T HRAR R TR AR ER

EiTRE L1
ERARARZ O ABESIHHFIRAZIET « 0001EHTAS © StorageGRID

ArRE R TEIREIEIE AWS EEIREMERE - BERE—TREFIIRHITE DNS s fBf « MSZik S3 EHFEE
IVEXK ©

MFFHAEN ~ F2ETHAR .

* "Amazon Simple Storage Service EFRAEIER © BTREfRHIE[RH"

* "RIE S3 UnAbHEi R E"

ListObjects ( Get Bucket ) # ListObjectVerions ( Get Bucket #Jffh7) {E2Z#E StorageGRID "—2¢|%(E

TRAILBER S AENRFERANER L REFMEFRER  F25 "BUSR R ERFEERE" o

T #&R:RAAStorageGRID T A EERSsHILE A#17S3 REST APIETRE(EE - EEHIT LEA1EE « K BARE
REVENFEGEIEER o

39


https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html

fIBRBucket
F% BucketCors

fiflB% BucketEncryption

fii|B& BucketLifecycle
fiBRBucketPolicy

filB% BucketReplication

40

BIF
BIIARRVATES o EEATATRER - ICRARNA TRTRRRVHERE o
© BRSBTS TIRA

° WBTEZ(EStorageGRID FEEZEE —E_N (FRREHLIRE AR
INRE) o

° WARTEDNSIRE o
* WABSEDIMEFT - BRSER63EF T

° AIUR—EHZERBRNART  ABHBHRRUURIE o SERBELAL
RXFHNHFRBMNGE « MEREEARXFE « BFMEFR

o FEBERGE XTGP o

© AEEERSEERAERPERRME - RS ENRARSEERFTEER
SRR o

* RIETER » FEPEIUEEFERE us-cast-1 &iF ; 7B - SR LUER
LocationConstraint EXRFEREPMERITE « LIEERRINE o EHEK
LocationConstraint Jo& * fEWZEFEE B A Grid ManagersXGrid
Management APITE &M @I %TE o MR ERFEEZFERMERRE
BTN AREIES o

* PizE * 1 WNSRITHY CreateBucket ERFRREIH MK TE StorageGRID F%E
o BEBELEERo

* ERILINNA x-amz-bucket-object-lock-enabled ERIZTEUIEITEL
BS3HHEHENREFE - 552/ " S3 REST AP| 254 7E S3 ¥){4iHE" ©

BIf#FER - CUARASIMIHEE - BIMTER - MEAMESEA S3
YIHEHRE - S HE REMREFERAERE - EALRURTER BB
FH o

fHIBRETRS o

fpRETASHY CORS #HAE ©

MFRREFERITERINE - BANNEYGSREFMEARRE « B8 ERFEFENE
A ER A SN o

BT REMIPRE an B HAAERE o SA 2R "E I S3EApEHAMERS" o
TIBRBI AN EETRERIREY ©

TIBRBI NN ERTRERVARFARRE ©



EE
fiIB& Bucketagging

GetBucketAcl

GetBucketCors

GetBucketEncryption

GetBucketLifecycleConfig
uration

(5HIER &MY Get Bucket
4 epiBHA)

GetBucketLocation

GetBucketNotificationCon
figuration

(5CHIER &MY Get Bucket
EH)

GetBucketPolicy
GetBucketReplication

GetBucketTagging

BE
8 tagging SubResource Al EBREENIFTHIFRAIET o
cEE MR AIETRER EIETERA ILM }_Elﬁfﬁiﬁ Blg A —{E NTAP-SG-
ILM-BUCKET-TAG {5 E{ERVETEEIZEC © QD%E AN N RIBRIZEEE K
NTAP-SG-ILM-BUCKET-TAG ETRS2E o E&%E@ﬁﬁétﬂ
PuttBucketTagging NTAP—SG—ILM—BUCKET—TAG R R EIEEE ~ UFBIRET

%EPE’\JFEEﬁﬂﬂ Z20 o SAMEN T FEFR NTAP-SG-ILM-BUCKET-TAG ETRBIZ

SO EEERE - UKITEEEAEM ID ~ DisplayName F#R « R EAEHES X
BTRERYSEEETZENAE o

{B[0] cors $EHAARE o
HholFEEFEENTER N4

BOATRERY L anIBHRAERE - SA2 /R "E I S3EapEHAERE"

y

BEFERAZREMNES LocationConstraint CreateBucket 2RHFHYTE o YIR
EAIFFIENEIHE us-cast-1 ° BIEEFELOEIHEMNERFS

O ERTESRYBAAERS

O ERTRSRIRRY
EEIMINEITRSAVE R AR o

€A tagging SubResource Al {EE| E{E#FENWFAEIZEC ©

EE MR AIETREREIETERM ILM RAEE « Algs— 1IEI NTAP-SG-
ILM-BUCKET-TAG }5EBERVETERIZEC o sA/ME R e BRIEAZ ST

41



GetBucketVersion

GetObjectLockConfigurati
on

ListObjects #
ListObjectsV2

(5cAiep%BY GET Bucket
)

ListObjectVerions

(5eaim%R Get Bucket
YRR Zs)

PuttBucketCors

PuttBucketEncryption

42

B1F
IEEE{#ER versioning SubResource Al {EEI{#1Z & HRRZAS EIEAREE o
_EE _ REARERKREA (FEFEE TRR4s1E] )
* BEEUE | EEBIRAEIE
* BEE | ZAERARAEIE - wBEE

MRERTE - MEFOFFERRMAREBENNTERMBEARE

=20 "($H S3 REST API 2RERE S3 #{E$HE" o

REFTRELFT - BEAEFEUER -
iS4

* x-ntap-sg-bucket-id : UUID #&IXBIFEFE UUID o
* x-ntap-sg-trace-id : BABEEREIME—EREE ID ©

BEETIETNBAREIME (RS 1 ~ 000 B © MIHHEEFEERRTUE
m{EEZz— - BMEY 4 2FEARAEAY REDUCED REDUNDANCY fA7Z4ERIEEIE .

* STANDARD (R REEERAGFEMPTAERNREERME) o
* GLACIER » R EFECloud Storage PooliEERIIMBEETZEE ©

NRFEFEEIAEEEEFENEBNMNREE « QEREEEI I THE
CommonPrefixes AEEFEE o

1E87E8 C A AEVFINE « AR ERILFE versions FERBYIHH#EEH
AR B AR R o

REATREAY CORS #HAL ~ U(EAATREAESNER IR ARIREK - BBRIRERHEA

(CORS) B—REZEHE « AIRE—EETHA P KWebEARENFIAR4EE
FHER o M0 ~ RFEERRA/NSIHEFER inages #FER ° RERICORS
#BRE images #FE LA LGEZ AT EFRRGRRETMLL £

http://www.example.com ©

RERBRHEFEENTERINZIREE - BERBAINEZER « RS ERNTYGES
1NZ2 o StorageGRIDX & FAStorageGRID E IR & 18 & 1TRARSZ RN o F5EM
ARESURINZR4HAEIRAIRS « 35588 F SSEAlgorithm B ZE AES256 ~ FBMEA
KMSMasterKeyID 28 o

MR LBEXRBIEEME (R~ IREXES - A ZRFEEFEERMEE

fE x-amz-server-side-encryption-* ERIZFEH) o



EE
PuttBucketLifecycleConfig
uration

($chi#n%a By Put Bucket
4 eniEHER)

BIF
HITRRE LB A s BHRARRS « SNERRIRARVEanBRRAERS - FEE s BHAERS S
Z1RZIE1 ~ 00084 eniEHARRA © StorageGRIDEERAIFIE & FFIXMLITE !

* E|Hf (R#( -~ HEA « ExpiredObjectDeleteMarker )
- JEBAThRAZIEA ( NewerNoncurrentVerions ~ NoncurrentDays )
* EhEss (AIE - 1250)
* ARRE
* ID
AZET5EE . StorageGRID

* AbortincompleteMultiPart_t 1
- e

F2R "EIUS3E A EAERR" - BERARITISE B EIRRVEI I (U ILM
MEETEE  H2H "ILMIAEZEY L BEEREE" -

PysE @ #ES A B HRAR RS P EC E RV S3M MR E VIR SHER ~ BERRSIREN
$E AR RS AR HRAARE o

43


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html

HE B
PulBuckeiNoliicationCon (AR E B #SUATAERS XML FRATEIIBIEA] - CAELINER FoI (s

iguration
(5eAlEp%aHY Put Bucket  * StorageGRID 32#E Amazon Simple Notification Service (Amazon SNS) &

BE) Kafka &4 BRI - "Z1E Simple Queue Service (SQS) 3¢ Amazon
Lambda InEh ©

* BN B Bt BS E 7 StorageGRID —{EiRFAHIURN ° indt eI AERERE
R SE R EEAPIREIL ©

IRRLAZETETE ~ BARAAREA BERRTH © WIRIFEEARIFTE ~ I 400 Bad
Request F2TIBELIEEFR InvalidArgument ©

© MEERE NIEMREAER - BESHER AR
° s3:ReducedRedundancyLostObject

° s3:0bjectRestore:Completed

* 1k StorageGRID AR EMHBAEAIRE JSON I « EREFRELESR -
hABEMERERRTEE - IR

° FEHEIR
sgws:s3
* awsRegion *
2

o * X-amz-id-2*
&
*arn*

urn:sgws:s3:::bucket name

PuttBucketPolicy REMMZERTRERRR - F2HE ERATREMEEFIURA"

44



i B1E
PutBucketReplication 4BRE "StorageGRID CloudMirror 5" AN ER T RERFHZERES A XML
BYETHE o ¥ CloudMirroriE B ~ IGFELIER T 5 B/E 4B} ¢

- ELIEE B 4HRERIVT © StorageGRIDiE & StorageGRID ~ RZ1EfFEH
Filter FRAITTER ~ WEBRIFRIGIRAHVIIES - MFFMAEN « H2HE
"Amazon Simple Storage Service {FFH&E15R | EE4H/KE" o

* FEEER FIERAIEFIS KRR IZEFIRRER L ETRE ©

© BRI UEERARBXMLSERBPIEE A RN BN EEE o RIFH#EER
EREZEENMFETER o

* BAHBTEEAZBISE A StorageGRID fA R EIERER A F EIEAPIFIEERIIE
INREME IR EEAIURN o 55288 "58 E CloudMirrorfE & o

ERABAFERREZ SR © WRIRIAEFT ~ AIERGURIEAKK
400 Bad Request ° #2235 | Unable to save the
replication policy. The specified endpoint URN does not
exist: URN.

* [EARFEEISTE Role TEAHREXMLAP o E{EFR#StorageGRID SomefER ~ f1E
I’ ~ BERERIEE -

* INRTAEREXMLP R BRE7FEER « StorageGRID BIJ#;%{#F STANDARD T8
BAEFER -

* MRERRRFFE R - AERFKFEHEEFESS « BREERITAU
T

© MREEY S ETRRE R 2R aiTie « IRgER2M04 / i
A2~ i AEEAL -

* MREHEERYH I HTFEZ B EMER - StorageGRID Bt EEIHE
BRIV « #ITIE#EAmazon S3MIFRITA ©

PuttBucketTagging €M tagging FEIR | #MESEM—HEURRC © #EEARTR  5FEET
IR -
* XESERFFERZS0ERERIIRINGERLE | StorageGRID

* SE(IRBERCABRAB R —HIRGCEIE - RRSRRERZSAIE128
{BUNICODEZTT ©

* R ERERZ0[ZE256{EUNICODEFTT ©
* BIRANERDANE ©

SEE ¢ L NRALETEES EIETESM ILM REZE « B)EHE—(E NTAP-SG-
ILM-BUCKET-TAG {5 E BERVETHSIZEC o 5AMERE NTAP-SG-ILM-BUCKET-TAG
ITREZE B STEFTA PuttBucketTagged ERFRIEEET o B/IEREKFEE
IEAZED ©

* izt~ ILEEREBERRTREENEMHAIER - IRESHEREMIRAE
50~ BIZ B IReZETREAYE LEAZEE o

45


https://docs.netapp.com/zh-tw/storagegrid-118/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/understanding-cloudmirror-replication-service.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cloudmirror-replication.html

g BE
PuttBucketVersion M versioning SubResource Rl & EIRE HEFEMIRAEIEARRE o K] LAEA
THE P —E{E R E R AR EARRE

* B | BAREFEPYHRRAEE - I ERFENFB YT SRS

—HBIRRZAID ©
* HiE . FREEETRYHIRRAERE o it EFEEFEENFIEYHEE UREIRR
Z8ID null °

PutObjectLockConfigurati 2 F ey i RITEETE L F L E A TEL(FLHARY
on

R T FERREHRE « RAEYVHRANRER LB ERIE - BAEER
MR R BRI ERE -

A 2B "M S3 REST API ZR5&7E S3 ¥ IRE" LABSsHAE o

i+ ERIPES

Wi LEO1ERE
ZEiz5BAStorageGRID Lt T¥)fF1 BY T¥3fF) THAEELNRISAITS3 REST APIfESE ©

TINRERRFTAEMEEE -

* StorageGRID "—Z4{E" ¥4 LRIFRBEEXIR « B THIEBRRIM
o GetObjectAcl
° OPTIONS /
o PutObjectLegalHold
o PutObjectRetention
o BERMIHRS

* BERNALPKER FIUHRERAR—EERNARR) G TRREE NAIER o TR
RYBF R EUA R StorageGRID fAllF R VMware &t e s ERIEXR ~ MIES3A R inka1FRBIEA] o

* FREYMHIOREMREERES - BIRERERENHEMIRSFAEZIIFYIM - StorageGRID
i Swift #iEXE StorageGRID RAVERIWI(HEZEE S3 FHL ©

TFRERAAStorageGRID T SsHitt 4742 HS3 REST APII4#T ©

46



=g

41+

llERkes
(SeRianaBIMIERZ @M 14)

fiflB&ObjectTagging

GetObject

GetObjectAcl

B
ZRAREE (MFA) FEIFEREEE x-amz-mfa AXZIE ©

B2 DeleteObject E3REF « StorageGRID B E L EMEFRBHEMAER
BRYIERIFREEZS - TNERAYIN - StorageGRID B & 37 BN#& [CIFEE[E]45
B o IRFET 30 ABIRPIAEEDR (FIM0 ~ BREECEGREE
T%ﬁﬂ) * StorageGRID i ARHEATTIUERER « RABRTHAP IR
I o

hRASEE

EERIRIFERRE - FRE N ECITRESS « fFEMA versionld
FER . FRILEFEREXKAMPRIRZ c 1R E versionId HER
MIBRIESE ~ BN[C]fEAZEE x-amz-delete-marker FEIFRES true ©

* NEBPBRAIYIGARS versionId FERERBREANHEFEE L -
BELMBRESR © °© versionId MIBREEEFERERE x-amz-
version-id [BIfEIZEEM] x-amz-delete-marker [CIfEIZEES

HOIREA true ©

* MERIRYIERS versionIld FEBRIERANEFENHEEEL
ERAMERIZE B null 'ARZSEE null 'RIBRIEEE ~ WAESEFTAY null '
FRIZEC o © x—amz-delete-marker EIfEIZTERFHOIRES
true °

fiisE : ERLERRT ~ M AIEE A SEMBRRC

A2 £ S3 REST API B2 7E S3 M4 iHE " BRI /A IERE
FRFR RS

ZRAHBEE (MFA) FOIMERER x-amz-mfa FRZIE o
TR UER—EZRA SR MEFZ B -

A2[E £ S3 REST API B2 7E S3 MI4HHE " BRI /aIER
BRI RS o

f#H tagging SubResource A] ¥ IFR B IZEC ©

hRAEE

WRE versionld BHBHKRTERPIETE  ILIEEESMIPRIRASIE
HEEFEE P RIThRASIFT B 1EEC © R4 B RIRZAS S MIBRE
5C ~ BIZ(E[E] T MethodNotAllowed | AKEE x-amz-delete-marker
[CIFEIZEERRES true ©

"GetObject"

YNRIR IR AR EFEGETEEN « AIFESEREmEIFE « W &4
HEAEERNID - BTRRENER « RREAERAMANTREFIE

47



EE
GetObjectLegalHold

GetObjectRetention

GetObjectTagging

=R
RestoreObject
PuttObject

CopyObiject

) (Seaiarfaly T Put ¥ - 875

PutObjectLegalHold

PutObjectRetention

48

B1E
"{EF S3 REST API & E S3 ¥){4-tHE"

"{EFH S3 REST API ZK:&E S3 ¥4 tHE"

£ tagging SubResourceFI{EOIYIHIFRAIZEED o

hRASEE

UWRZE versionId B BHMKREERPISTE « IbEEEFEOIARAIE
FEFEEPHRITIRASAIFT B 1E5C o R4 B RiRRAS E MIBRE
5C ~ BIEE[E T MethodNotAllowed | AKEE x-amz-delete-marker
[ClFEIZEER ES true ©

"IERE
"RestoreObject"
"PuttObject"

"CopyObject"

"{EFH S3 REST API ZK:&E S3 ¥4 tHE"

"{§FH S3 REST AP K% 7E S3 ¥k tHE"



BiE BIF

PuttObjectTagging £ tagging SubResourceAJiE—ARIZCHIE EIREYIMG o

YRR IR

A ATE &R AR « WA LGRBECHTE ER A - &
B 5% A ST IR OEARECRYSIRTHAE © StorageGRID 244 AE A
IRSCEEAE—RLEHR - REERRERSAE128
{EUNICODEZF 7t ~ RHERERZ AIE256{EUNICODEFTT ° £i&
MEEDKRNE °

RaC AT RRENIT 23

2% PuttObjectTagging EFIHFBIIZECH: « StorageGRID A&
EIFEEIY - EBRAAZERBRILMIRR s E R TAEEE o
ZILMAEEHSILMEEFEfM LR - @H TS SRS RENL
BETEAEE -

FREMHMER (FIM « ASHERNUEREER) ~ SAZHRIX
178 - EMERNYAHSRBEEMIKRENE - HRISE5KERR
BRI ERL o

fRRER
BRPAFBRENXR (PIUmESAR—EZRIAAR) X &
s ATUER o TERMEES) sHERIRFREIEBUAN StorageGRID {7
R EHVMware 2 #ESTRIEERIEX ~ MIFS3A R IRFIAFERIER] o

hRAsE IR
UWRE versionId BHBHMKREEKRPIETE - 2FXESRIECHIY
EhRAEFIFEFE PG RTIRZ © MR8 B RIRZA S MIBRE
5C ~ BlZ{E[E] [ MethodNotAllowed | AREE x-amz-delete-marker
[ClFEIEEER E A true ©

EEMHARR "ERIHARR"
fEFES3 Select

StorageGRID 25 %89 Amazon S3 Select 7] ~- BEFERMEE 7
"SelectObjectContent&s$™" o

()  FBEAFHIEGES -

MFBEE ~ sA2E "EEHAS" - WFES3 SelectiVzFAHE ~ 552/ "S3 SelectfJAWSI " o

DB EAS3 SelecthVi A 1R B 7 BE 3 H SelectObjectContentZ s o ;2R "#FHS3 SelectiyZ EEAER" o

49


https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html

* from¥fJ

* where¥4]

* PREIMERR

* LE

. B

* FH

* HE

* N BFE

* BRI
EHETF
EEEE T

* 0

C o

LERES T

*c mEZME
- e

BRHEET
=

* %

50



o/
* %

StorageGRID #&1& Amazon S3 Select BH FHIBLIERT o

AggregateF#
E2 N0
CHE ()
* &K 0
&=/ 0

* W5 0

TR TURRIEL

* &6
At
* NULLIF

EATNRE
* CAST (ERMXZEMERHER)

SRR

* BHAHTIE

* B =R

* FA

* EFH

* BRI EGD
+ UTCNOW

FERERH

* char_length ~ ZTRE

51



R
=2

FFR
3
‘
PR RARSS IS

AR RN RIS REH BERMHER - EBERBEAMMGR « RARIMEEN » LER
EFEWHEFRZ B R o StorageGRID

MREREFERARSHINE  ERAURBNZESBNEERSN « EEMEETEENEERZ—

* *SSE (B StorageGRIDEEEEIEMREMMNE) * | BIEEHSIEKRUFEEY 4R StorageGRID ~ A
ME—EY BRI o BN HSIERLUHMEEY 4B StorageGRID ~ RIS ERHENSIEREZYIH o

* *SSE-C (EAEFERHNTBETAMBHINE) * | BEHEHSIBERUFHEEYHE « CERHEE IHME
T8 o RIS  CIRHNINE S HHEERN—EDEE o MRMEMZZWAEFT « RIS ED
YIHFER} o

AL THAERT EIRFR A VI N BB « BEUAEIEPIRHAVINE LS - StorageGRID

(D cRemnzesOETeE - IROELNZLE « HEBEHEOME -

[e]

()  mRWERLUSSENSSE-CINE « BIGRBIEMEE BRI AEEERNNHR

eSS
A EfEMAStorageGRID MEILTHAERME—E BRI EY 4 ~ S5ER THIERITE !
x-amz-server-side-encryption
T EE A X PR SSe EKITEA ¢
+ "PuttObject"
» "CopyObject”
* "BIIZEERD L E
fEFSSE-C

AEERACEENE—SRRMEND M - BEA=EERZTE

BKITER sRER

x-amz-server-side FEEMZER L o 1ZFRENZER AES256 ©
—encryption-customer

—algorithm

52



ERITHR 55 AA

x-amz-server-side IEER AR IE R BEZY G INE & o TBHEXNAER2561ITT » B4R
-encryption-customer-key IEfYbase64 ©

x-amz-server-side IRIERFC 1321 IS EMESBHMISIHE  UREEHRNESERTE L
-encryption-customer-key A EEER o mdSHEER BN BB LAGAARIERY128(1LTT ©
-MD5

T FE R IR SSE-CE KT !

* "GetObject"

5

+ "PuttObject"

* "CopyObject"

* "B ZEES EE
HEE

* "_F{fFPartCopy"

FRARSHIMBERE R IZMNEE (SSE-C) BHES
fEFASSE-CZ A » B ¥R NYEZE2FEIE !
* {RAZBEERhttps ©

@ fEFISSE-CHEF ~ NMEZFHEBEhttpte HAVEAE K StorageGRIDENZ2E £ ~ [EZEEF
EhttpEIMBENEASEBESTLEIIAR o I2ERE - REREERESE -

* [CIFERBETag A M ERBIMDS ©

© B REEMESREY 2 FREERIE - NEFNE LR - StorageGRIDEU AR BEH A SEYHIRE
HEME T o

- MR ECEARAEENE « AISENHEANEREE S CHNEEE - C8EEUSENR
PRI E R -

- MR CERAERONESS « FIAESERE R EOETEMRR IR  ANSRRE o
(D cREnNBemOETeEE - IRIGEAMELE « HOBLHEONLE o

* MRAATEERTE T BEREREEL CloudMirror 8% ~ LA RREY SSE-C ¥+  FEEUERRGRM -

HERIEN
"Amazon S3 £fA&ER | EAARSEBHMEZRERE FIRMNE® (SSEC) "

CopyObject
&a]LUEF S3 CopyObject B3R 2RI Ef#TFTE S3 FPEVYIHFEZ o CopyObject fFZEERH,

53


https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html

17 GetObject Z1&HY PutObject #8[&] °
FRR1EZE

BEENBALHER (FIMEEAR—EEEVELGR) T TR AR o TRIEE sHHHIE
IR StorageGRID fAllRFFVMware 4R 5ERIEEBIE K ~ MIES3I A B iRFAR 1R AR o

RN

B — PutObject fEE£MERAA/N _ EiE A5GB (5 368 ~ 709 ~ 120 fijtiH) o MEYHEAN 5GIB
AR "ZES LE TR e

B— PutObject fEEME A _ZE K/NAS5TB (5 - 497 -~ 558 ~ 138 - 880 fiytél) o

UNRIEHRE StorageGRID 11.6 HERIRAEFALR « BIEER LEHEE 5 GiB B9YH4RF ~ ZfEsE s3 T
@ B RNERBARK LR - NRIEEFA StorageGRID 11.7 8 11.8 £ « EERBERTAZ
FREREMR o i ~ AT RIS AWS S3 122 ~ R2KHY StorageGRID hRAFZ1E LFARL 5 GiB Y
M o
FEREPEERFHUTF-8F 7T
MREREFEAEECENPESHESRBLBHEFRES RE&E) utf-8(E  StorageGRID BIEZEHEAIAFIE

BT

REINREFERAEEEZ PEENNEELBIEPE SHNERU-8F T ° StorageGRIDEZEMUTF-8F T
1R AASCIFTT -

* MREAEERNPESHEE IERNUF-8F T ~ BIEREMI o
* I AEFiIRStorageGRID x-amz-missing-meta 258 | EHLBRENEZEEIAAIENFTT ©

ZRIVEKRIRER
IR THIEKIRE ¢

®* Content-Type

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta- ’ AR ESHEAETCEPEBHNRBERY

* x-amz-metadata-directive : JAR{EZ 'COPY Bl:RIGERH RABRPESRK o

CAILMERE REPLACE AITEERYIMHIRIERIRANTMEER « SEMGPEER -

* x—amz-storage-class

* x-amz-tagging-directive ! JAR(EA "COPY AIFREE RGBT ©

54



TR L4ETE REPLACE BREXRMGERIRARRC « EMRAC o
* S SHE BRAREE ¢

° x—amz-object-lock-mode

° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
MREBR BB EERBENER MR « BIITRERARERTE ANt ENHRAEX L REE RN
BHA - 55208 "F/H S3 REST API ZReRE S3 ¥ SHE" ©

* SSeZEKIFER :

° x—amz-copy-source-server-side-encryption-customer-algorithm

° x—amz-copy-source-server-side-encryption-customer-key

° Xx-—amz-copy-source-server-side-encryption-customer-key-MD5

° x-amz-server-side-encryption

° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x-amz-server-side-encryption-customer-algorithm

A28 [E XAk RN RIIRE]

AV E KRR
AT THIERITE :

* Cache-Control

* Content-Disposition

* Content-Encoding

* Content-Language

* Expires

* x—amz-website-redirect-location
R EREE

° x-amz-storage-class ZIEENKRIZE  NREFH ILM FRAGEHEEFRR YT - AGFE
StorageGRID I ¥ E RS S "FREVEIE" o

* STANDARD
(Fas) BILMRBIERLERIGER « i FEEIR[OZIR I RREARE « I5E 8 SIRITHEUESE -
* REDUCED REDUNDANCY

BILMFRANE A EIRATEEIE « T EEBERBIFEIIBEEAR « e BE— R HEEE ©

55


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html

MR HRENE R A 3 S E R f#7F & ~ A E R REDUCED REDUNDANCY ZEIHE 4K
() 7z MBCERMEERE SIS HME | H2F REDUCED_REDUNDANCY BUES 1S
Gl o BT MSEAEGE) NR2FH  BARRAA IYEER - StorageGRID

£ CopyObject 1 ff x-amz-copy-source

MR RKRHEFEMNEIE « sSAEPIETE x-amz-copy-source {ZFEE BB EIBRE « KEMGEERIBEZ
ZEABRM o

YN R AR BRI AERT ~ B2 BB x-amz-metadata-directive 1ZEAIEEA REPLACE ~ B ER P M
M ERHER BN DEEER - 1157 EIStorageGRID T ~ EZEHAIRYIG - EEAMBEEEERR !

* {®#A(FER CopyObject ZRIMNZFZIREYIMH « SREFIREYHIINE o MNREIRME x-amz-server-side-
encryption 12588 x-amz-server-side-encryption-customer-algorithm 1258StorageGRID ~
FESERILIRE XNotImplemented °

* FEEABEFILMRAIPIEENBEITAEE - BILMALERS RILMEF MR - SHEMAEENY)
HREMEETEMEE -

UEEEER) ~ MAEREEATE - ENRNMHSREHBANKRENE « ERISESRERHIUE
ALk e

EREARAF N BIIREE
MRE ERARSRIHNE" « SRENERFEIARRFEMGEEEENE « UREESITEMZBEMY -
* MRRKEMHBERAEFIRMENEIR (SSE-C) % -~ BIKZETE CopyObject ERAEZ TF ={E1EEE
MERMHRE B EER .
° x-amz-copy-source-server-side-encryption-customer-algorithm : ¥§%€ AES256 ©

° x—amz-copy-source-server-side-encryption-customer-key . IEETERI B R H R EM
R o

° x-amz-copy-source-server-side-encryption-customer-key-MD5 : IEEERIERE RER
HAIMJSHE -

* MRECEEACREREENE—SRRMNZEEENG (BE) - FESTII=(EFE !
° x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©
° x-amz-server-side-encryption-customer-key : {57€ BIEYHRIFTINZE E o

° x-amz-server-side-encryption-customer-key-MD5 : FEEFINEEIRAIMASHEE o

@ RN ESW/KETERHET - IRECERMEBRIR - MEERKEOYHE - EERAEF
RUNZIRRFEEMGERZA  FABRENEEFIR EAARSHME"

* MIR{TEEFIE StorageGRID ( SSE ) BIEMME—SMIME BB (4)  #7E CopyObject B
FRANAMARER :

° x—amz-server-side-encryption

56



@ ° server-side-encryption ¥HEVEEEZEM o NEMBER server-side-

encryption B x-amz-metadata-directive | REPLACE ©

[N =FE
MRRBEHEFEBERRAE ~ KR LAER x-amz-copy-source ZBEUERYIHIIRITIRE o EEEEYHFF
ERRA ~ A 7BF RIS E BB EMIRZAS versionId FEIR | MRBEZHEEBERRAME « BIESEREEIFTE

A BIRRAS x-amz-version-id [CIFEIZEE | R BIEHEFEENREARECHEF - B x-amz-version-id {&
B Mnull) {&e°

GetObject
& o] LAfERE S3 GetObject E3K ~ it S3 BrReHEE {4 o

GetObject FZE D14+

SR LAfEA partNumber BRSNS D H D EWIGAVFESES © © x-amz-mp-parts-count [BfE
TTRIEEYHEZ DE S o

BRI LAERE partNumber BN E / ZESHMENIED S / FEZEZHMME ~ BB 1 ; F8 ~ x-amz-mp-
parts-count SEHHEDEIHZESHYHERICIETE °

FEREPEERFUTF-8F 7T
EERETCENPHEERS « EETIMEEERNU-8F T ° StorageGRIDEVEREEEFHER TS HHE

EI UTF-8 ZThIIMEHER ~ WA EE[O] x-amz-missing-meta RSB EBHREE S A EINEFTT - 81
AIEEE o

A ERNEKRIZE
ARZIE W HE] T5ERIEEE XNot Implemented -
* x—amz-website-redirect-location

IRAEIE

WMRRE versionid FKIEESubResource  IEIEEEREEARASIZEFIFEFE P RFATARASHHE - NRMEHBIBE FTIR
REMBRESE ~ BlEERL] MAZE) AREEF] x-amz-delete-marker [BIfEIESEREA true ©

FEREFIRMENMESR (SSE-C) ERAARBIHIMNZEIRE
MR RACREHE—SIRINE « FERARA = (EFE -

* x—amz-server-side-encryption-customer-algorithm : }§%E AES256 ©
* x-amz-server-side-encryption-customer-key . ISEYHHIINEZEEIE o

* x-amz-server-side-encryption-customer-key-MD5 : IEEHRINEZIZAIMASHEE o

@ RN ESBKEFERHET - MREERNERR - MEERBEBOYE - EEAZFEM
MEIRRFREHER 2R ~ FRBRAPNEEFR A ARSHMNE"

57



GetObject for Cloud Storage Pool #1417

MEMHERHFER "Ein#FEIRM" > GetObject EXRBTRBURAIIMHHIAREE © 552E "IREY(H" LEUF
BEEFAER -

@ MREEMHREEFEERFHEF NS - B2 —ESRSEEANFERAER L « B GetObject
ERGEAERBENEY - ARBRTIRFEFHENER -

MHRER GetObject H91T%

Y #EEX R StorageGRID REEILMTE ~ SUfEATFETEEAT 200 OK
REERANPYMG - SERHKRRDS

RIS RREIMEAED o
CloggtStorage PoolBY¥(4 ~ B RERARARIE 200 OK
o R R -
Y B e E EIAREENRYARRE 403 Forbidden s InvalidObjectState
f£F "RestoreObject" EERYIHE R ZE BT REENARAE o
[EER A RRENEIAR AR R V4 403 Forbidden > InvalidObjectState
£1¥ RestoreObject BKFEHY ©
MGt e EREEHREFERMN 200 OK

RSB RS

EinfEFE RPN Z IR D R
MRE HEFT ZEBD4 ~ HStorageGRID EiF—EAREMH D EIRZEEE  StorageGRID RIZEBEK
W —EZB DR ER ~ SREZYIME ST AI7ECloud Storage PoolF{EA o TERLEER T « GetObject BKEIAEE
tHEREE 200 ok EMMMELEIS BERAR AR « N TELEID MR IERE o
EELEERT .

* GetObject EXRAJREEEEI—LEER BRI HEH o

* B#E1 GetObject ERTIAEE{H[E] 403 Forbidden ©

GetObject FEHKES

WMREER "ERERE" M "EERES BRI - S3 HRIRRIEBZH GetObject R REREVIHIES
AREE o [BIFEEFE StorageGRID E& x-ntap-sg-cgr-replication-status BEZEEEE NI EF—EE

58


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html

(U

iR *CRRIN Y D ERA o
CCHRE YRR ER ©
c R ERRMERERN - ERELARRILIERS o

eyt * B YR EIRERIFERER o

@ Az #EStorageGRID x-amz-replication-status 125 o

EEELY/ e

ERI LA S3 HeadObject E3K ~ I HEPEER « MAEZELVHEE - MRV
FHEEERFEFEND ~ Ko LUER HeadObject ZR¥ETI4BVERIAARRE o
HeadObject FZEZH 414t

CRILUER partNumber EXRZ2HUBRZ H D M EBIBIPMEER] o © x-anz-mp-parts-
count BIETRIEHMHFRZ DA

{EFTURTE partNumber HNHE] | SESHMERMIENE / FESESHYME A% 1 ; FB x-anz-mp-
parts—-count REgHHIIHZESHEMHERIRETE °

fEREPEEFPIUTF-8F T
EERETERNPEZ A AT AR ZERNU-8F 7T © StorageGRIDEAEEEPEE R FIERR
UTF-8 FoEEE R A EEE x-amz-missing-meta NREWLBHEBR S FAIFIENNFTT ~ BIAE

FZIEMNEKITE
AZEN{ERE] FHERIZEE xNot Implemented -

* x—amz-website-redirect-location

R4~ EE

R ZE versionId KIEESubResource ~ IEEEEHEER A IEFIEEZEE PRIAMAREHYHE - MRV B FIRR
KZMIFRESS ~ BlZEE] MR R ARBEF x-amz-delete-marker BIFEIZTERE A true ©

ERAEFRMENMESIE (SSE-C) ERMEREIHMZIZE
R ERCRENE—ZRMNE  FEAE=EFHE -

* x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©
* x-—amz-server-side-encryption-customer-key . IEEYHRINE &8 o

* x-amz-server-side-encryption-customer-key-MD5 : I5EH RINBEIEAIMISIHE ©

59



O

Cloud Storage Pool #{4#J HeadObject [Z]fE

TRENNZTWIETGHE - REERNBEE - MEEXBEHOYG - TEATFREE
HEIRKFEVHFER 28 ~ FARERAPNEEFIR EAFRSERMNE"

MR REEFER "TinFEFERM > GEE 7 EIRRE

* x—amz-storage-class: GLACIER

®* x—amz-restore

EERERE UM R ERRFEFERRBGREEN « WEEMMBEEEARRARIARE « ARER -

VIR

¥t HeadObject RY[E]fE

Y1 #EEX 2 StorageGRID AAEILMETE « SAEFEESR 200 ok (RIEEEHFIALIFEIRER © )

EEERNPIYE - NERHRRNS

Cloud Storage Pool R4 ~ B REHAAEEREEL 200 OK

HYARRE

Yt B A EUARERIIARS ~ B LE DDA —
fEEs

VIS E EARRENAYIARS ~ T EMAR EAFEES

60

x-amz-storage-class: GLACIER

[ x-amz-restore : nEkE EX =11 ~BHEEHE =
T2HA75~ 7 B 23 H 203000:00 GMT 1

Y EIRAEARERIARE Z A0 ~ HER expiry-

date BEARRAVFELRFR o FETIAVEHARRER
= StorageGRID LEINAERIIES] o

200 OK

x-amz-storage-class: GLACIER

[ x-amz-restore : nEkE EX =11 ~BHEHEE =
T2HA7<~ 7 B 23 H 203000:00 GMT 1

FEE expiry-date BTSRRI EERERFR o
AR NRERLEREATRER (B ~ e

Bh{=i4) -~ IEAZEEE Y "RestoreObject” BERIEE
IGREARERER « RBABERTHEEEWIH o

200 OK

x—amz-storage-class: GLACIER


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html

VIR ER ¥ HeadObject HY[E]fE
[EFERCE AR AR IE R A4 200 OK

x—amz-storage-class: GLACIER

[ x-amz-restore : BEEXR ="true"

M EREEREZHRFHETERM 200 OK
x—amz-storage-class: GLACIER

I x-amz-restore : nkE EK ="false" ~ ZJHfH = T
2018 F£7 B 23 HEHA7500 : 00 : 00 GMT |

o expiry-date $§HiCloud Storage PoolF 414 A
RF (S El A RRENAYARAS ©

Cloud Storage PoolFHIZ 27 2 ER 14

MRIE EFT ZEZDEIMH ~ SiStorageGRID Bi§—EAREYH D EIMZEEER « StorageGRID AIiEBEUR
MERN—HDHEE « REZI4ZEE A 1ECloud Storage PoolFfEM  ERLEER T « EMHNRELERDBEL
BRI S BRI ENAYARAS ~ SRV R LA D HARIEREF « HeadObject ZRAJSE G FEEREE] [ x-amz-restore :

non-requstore= ] °

HeadObject FEAINRER

WNRIEC(ER "HEEERE" # "EERER" AHEEFEERA S3 AR « fJ2#H HeadObject Z3K ~ LUEREYIHFRVIE
EAREE o [OIfEEIE StorageGRID /& x-ntap-sg-cgr-replication-status [BIEZEEHE F5HFP—E
B :

iR *CREIh Y D ERA o

CCHEEC MIFREKRER
c K L BRARMBRERY - ERECABIRILIES

eyt C BRI EIRRIRERER -

@ Az #EStorageGRID x-amz-replication-status 125 o

PuttObject
SR LAER S3 PuttObject E3K ~ 44 #is Z8THS o
fRRE S

ERVBRHRER GINWERSAR—ETBAFR SL T&MEE) AR - TRMHE) &

61


https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html

AR StorageGRID fa]isEFHVMware RAESTRIEERIEK ~ MIFS3A P inFAta fFRAVERRE o

IR

B — PutObject fEEMRAKA/N _#B:E A5GB (5 368 ~ 709 ~ 120 fiI7téH) o MRYEKIR 5GiB ~
AR "ZED LE TR o

B— PutObject fEMERA X A/NAS5TB (5« 497 ~ 558 ~ 138 -~ 880 fijo4H) °

AMRITHE StorageGRID 11.6 HERhREFA AR « BEER _L1EHEE 5 GiB B4R - 2ESE S3 T
@ B ARNRIGRKR R o MNRIEE M StorageGRID 11.7 2 11.8 2 « TERBE R TAE
FRESETR o B ~ BT TS AWS S3 12 « RIRAY StorageGRID hRASF 1% EEAR 5 GiB B9
Wi o
fEREREER A
Amazon S3ERFEEPUTERIZFERNFEREEEZNFEER K/ REIZ2 KB o ZIREHEHRERE PESRIRE

f_-.24 KiB o StorageGRIDfEAEE RN PEBE R A/ NEUFEZHNENU-8RIBEL I « StEHATEBRE
)

FEREPEENPNUTF-8F T

BT

REINREFEREEEZ PEERNNEELRBIEPE S HERU-8F T ° StorageGRIDEZEMUTF-8F 7T
1R AASCIFTT -

c MRFEREEENPEENESERT UTF-8 T » Bl PutObject ~ CopyObject + GetObject F1
HeadObject EXRE IS ©

* R AERIREStorageGRID x-amz-missing-meta 1258 | iR BRENREZEESFAAISIEINFTT ©
MR
Bl ATE SR RS AR « R UERRINE ERE MY - SEMHRZ IR 10EFGENZIR

AE ° StorageGRIDEYIH1ERABRVIRECARE A —NIRSE £ - RBEWRERZ AIE128{AUNICODEF
7T~ RERERERZAE256{EUNICODEF TG ° £RfEEAKR/NE °

Mt EaTE

};fFljJﬁEEEPStorageGRID “ FREYMITREMREEBEIRFFME - BEIHEEERP NEREREFMEINY)

ZIRMERIRER
SR TYIERIRER

* Cache-Control
* Content-Disposition

* Content-Encoding

62



EITH5ER aws-chunked B Content-Encodingi AER:E 7518H StorageGRID :

o #%E8EEStorageGRID chunk-signature IRIEEIRER o
o HAERER ICIRHRY{E {EStorageGRID x-amz-decoded-content-length $HE¥MH o
* Content-Language
* Content-Length
* Content-MD5
* Content-Type
* Expires

* Transfer-Encoding
1R Z B ChunkedBEIARHS aws-chunked B ERAEMEHEE o
* x-amz-meta-’ AREEIEAEECRPESHINLBERLY -
AERAEERNPEBESELBEICHE « HEAUT ARSI

x—amz-meta-name: value

MREERER * EREERNVELRME * EEHA LM RAINSERHE « BIZARER creation-time fif
SHEUYM B PEE R o fla -

x—amz-meta-creation-time: 1443399726

BB creation-time B1970FE 1B 1HEEAFVE o

@ ILM f%ﬁl\u;ﬁﬁﬁldﬂ_ﬁ%@}% * T@%%E%ﬁ;\]@ﬁﬁ%lﬂaﬁ *ERS2ERME A SERIRER TR0
FREVETE o BI7ILMARA R & F[O]§EER o
° x-amz-tagging
* SHEHEBRIRER
° x—-amz-object-lock-mode
° x-amz-object-lock-retain-until-date
° x-amz-object-lock-legal-hold

MREREERAEERBENER ML « AFTRAERFERRE G AR B RA R AL RE E R
B - 552/ " S3 REST API R&&E S3 ¥IHHE" o

* SSeZ KT :
° x—amz-server-side-encryption

° x—amz-server-side-encryption-customer-key-MD5

63



° x—amz-server-side-encryption-customer-key

° x-amz-server-side-encryption-customer-algorithm

A28 [EX AR RINZRIIRER]

AR ERIZEE
AZETHIERZEE :
* o x-amz-acl FAZIEEKIZEE o

* o x-amz-website-redirect-location AXZIEERIZFEIN{F[E] xNot Implemented ©

HEERER

° x-amz-storage-class XIEENRIZTE o 2B x-amz-storage-class 2 StorageGRID E|7E#EEX
HAR ~ MNEIREMIHER] « TIFStorageGRID M EENEEFEERERR (BHILMAE) H o

MR SEEWIHRY ILM R A BEASHEEGEE ~ BIEEA x-amz-storage-class ZREEATER °
THERIAR x-amz-storage-class .

* sTaNDARD (FE%)

c BERX [ IRILMRANETE TWERITAL By T8 ERR ) #EIE - MIREYHEIE S —EYHEZR -« 5
SERUZMHNE @RS - TRHESHEITEN#ENR (BER) o 57 ILM B« StorageGRID
SHEEEARBEEAEE NS RAPHNREET - MFRRE - MIAEFEEAEMNERIERMH
&7~ A SEFEMPFGRIEEERS

° *Balanced * : 12 ILM #RRI357E Balanced #18 ~ ] StorageGRID £ 17 BN ELERB IS EIFREE
7 ~ StorageGRID BE AR EER_E S EM{EERFRFEZ o

UNER StorageGRID FEFAIZENEIILMIRBPISEFREMHEDLS (RFPME) x-amz-storage-class
REEREER -

°* REDUCED REDUNDANCY

c BERR | IRILMRANSERIIT AL EIRIIBEIA « StorageGRID R EE WA RE T E—RYE
BEAR (B—EXR) -

° *Balanced * : U1R ILM #RRJ$57E Balanced 18 - HI StorageGRID R &E R A B RIERR P15
ERFRBEERAE « 7 BFE—ERFFRZS - NRAEMMITRL HE « BIHEBEA SR/ EAR
£ - StorageGRID ° REDUCED REDUNDANCY BRI SHHHILMARAIZE I E—RREARE - REBSHERA
ggi%:ﬁégﬁtﬁﬁﬂﬂ » #Af#f REDUCED REDUNDANCY RPFRIEESREEEYEEP RN EE L FNMIBREESM
SRS ZS o

8 REDUCED_REDUNDANCY fEE M5 FAEREMAULEEIE - REDUCED REDUNDANCY I IN#REVERRI4))
ﬁﬁﬂiﬁ%ﬂ’ﬂﬁwﬁ o N ~ MREB—EA—FRRFEREETILMENRFEFHR L « AITEEERE

ERAREEREIER—EES « SEENEERXABERNER - IRIAE—EMHERESE
@ £ IERFHMANERNFEEERERN 2T ER - TARSEERFRE el
R R MBI EUVE o

64



5% REDUCED REDUNDANCY REFHEE—REMEWMHRAMEILINERHE - EAGHEFEAYF ILM RAFL
M RIFTEUERN I B A E « ARG ERERHATETE StorageGRID RAFERIENEIRER ©

MNRETHEEFEENE RIS $HE RV#7F& ~ A& B8N REDUCED REDUNDANCY BEIHE K2
() %o nRCBEYEEREEIRIESNMEE « 55 REDUCED_REDUNDANCY EEGFEE
R o BT TEFHKGE NEFR « BURAENSEARERBENK o StorageGRID
ERE ARSI 12 EE
SR AR THERITE ~ UURIARSSIHMNZERNEMMHS o [SSE] M SSE-Cy ZEIEE A4ERE] o
* * SSE-* : MNRIEAB(FEStorageGRID HIBHIME— S IR 2RMZBYIHE - sAFH T51ZE -
° x—amz-server-side-encryption
* * SSE-C* . IR EEFATIREREIENE —SRRNMEY4 « BERE =EFHE -
° x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©
° x-amz-server-side-encryption-customer-key . &€ HYIERMNEBE LR o
° x-amz-server-side-encryption-customer-key-MD5 : {5 EH RINBEIEIIMISEHE ©

@ TRENNZTW/IETGHE - REERMNBEE - MEERBEHYG - TEATFREE
BEIRRREMFER 2R « 5B iRRNEEFE EAMARSRME"

()  mRWRUSSERSSE-CINE « BIGRBIEMEEBRTABHRERNNTRE -

R4~ EE

MREBBHEFEMRAEIEINGE « BlAM—R versionId BHEEHEFENYIGRABEEL © 35 versionId
tEFEAREEEFE x-anz-version-id [EIEIZEE :

WRARAIEFIE (S ~ BRSNS LAnullfTFE versionId R ERAEEETE  BEEBE o
REIEEN S E
fEFERF Authorization FAREREEERAVAZEEE « StorageGRID £1 AWS B TFIAR[E :

* StorageGRID REE host EEFHIAEE CanonicalHeaders ©
* StorageGRID REE content-Type BFETEA CanonicalHeaders ©

* StorageGRID AEE x-amz-* EEFMIESE CanonicalHeaders °©

@ —RRRIEEHME R — B EEIZEE S7EA Canonicalleaders 2 7 B{RELEIZHED BB
35« (BUNRICHPRELEAZEE « StorageGRID A {H[EFEER o

WEEAHE T ~ A2 "RHEZENELSE fE—ERPERENAEE (AWS E8hkd4) "o
HERAE N
“ERILME B4

65


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/index.html

RestoreObject
1ZEIIAfERA S3 RestoreObject R AKIE R EFE Zinf#F RN

SERMERER

StorageGRID EXZRZFYFH RestoreObject B3K o EAZIE sELECT EIFFEE! o AN ERE[E)
XNotImplemented °

R4~ E1E

& - 5A1ERE versionld BRIRACEFEFYHRMFERRZ - NRIRXBIEE versionid > MIGERYIMH
VBRI AR ZS

Cloud Storage Pool ¥+ £/ RestoreObject 172

MBI EREFER "SiRFEFERM" > RestoreObject ZRFIRIEMHFHIARRET A TFI1T4 © 520 122D
" ESESFHEER

@ MRMHEFEERFHEFE NS - BRER LA —EXZEMHES  AIEREBEDN
RestoreObject ZXRRERYIT o MEFILAER GetObject EREIZFANAIEE o

YIHEARRS RestoreObject 177

Y1 HEEXZE StorageGRID AZILM 403 Forbidden ™ InvalidObjectState
lﬁ:ﬁfﬁ s AR EEIREFEE IR

Cloud Storage Pool 44 ~ {BiF] 200 OK AEEITIEAIEE
REA FOERRENAIR RS
CER L I ERA T REERE Z A ~ SEIEEEYH

expiry-date ©°

V1588 A RN AR RS 202 Accepted YRR HEEUEZNIER E Cloud Storage Pool ~ HEIE
RASHEERN R © FELCAAEAERE « ¥ SR O EARRENAIARES o

S AILUEZ R Tier BERTRLURAERRE TIESTRFT R
(Expedited s Standard '@ ‘Bulk) ° WIRLRBEISE Tier
Standard fERAPEE °

cBE I NRMEBEBEZE S3 Glacier Deep Archive ~ S{Ein{#7E
fEF8 Azure Blob {#7F:&fH ~ BIEAFRIZEIR Expedited B o 1E[0]

T3$E5R 403 Forbidden ™ InvalidTier ! Retrieval
option is not supported by this storage class?®°

IEEREEFRENAIAREEZREVYIME 409 Conflict » RestoreAlreadyInProgress

66


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/what-cloud-storage-pool-is.html

YIHEARRS RestoreObject 9177
#@14:8713% EEj 1u%?_§/}_/|ﬂ 200 OK
*MisE MR YHBERA T HEREAVARAS ~ SR E B expiry-

date LUFFEEFH 3 E RestoreObject B3R Days © 2R HEAZIRIERS
RF I SE#T ©

ERMTRE
SR LAfEFAS3 SelectObjectContentE K ~ R ERISQLIRIM IR EFESIVIHIIAR o
WNEEFAMEEN 55269 "Amazon Simple Storage Service APl 2£&#| : SelectObjectContent” o

FYaZ Al
- #HAIRE EAES3 Selecti#lR o
* 88 s3:GetObject WEEHZ YRR o
© BEEHNMELERATIEP—EER
° *CSV* o RIKIEIRMERA ~ thRIBAEE GZIP 5 bzip2 5FiE °
o * FEMIAR * o EERIARMIFRIELMFRSK ¢

. 2; Select (27 #E{FF GZIP 3% Snappy #E1THTUEE4E © S3 Select RZ31E Parquet ¥4I 2 Y4B

* S3 Select AZIRMEMARE L o BRI HEINIEE 4 CSV 5 JSON o
* RAKEAESBHEA/)NS 512 MB o
* R R RETPIEERNERHEER o
o AP R RERERE « JSON ~ JBE ~ BFffak UUID ZEE4EEY -
* SQUEF AR ARE#256 KB °
* BAFERPEFRHRRARES1MEmIb o

CSV ZXRH A%

67


https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BHEMARE R EEAEEH)
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLEE G

IEEHEEISMNG ~ 2010F A0 ~ 201555t AD ~ UKREBEMESAERNEE T - EEPIFRENCEHD
BB o

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHIEER%TT | SUB-EST2020 ALL.csv ~ ¥ITFFR ¢
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI FE%E%] (CSV)

L)
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

HIEZERVAEIT21T - changes.csv >~ WFFAR ©

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI FF%E% ( Parquet )

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443

--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP)
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME
'SQL' --input-serialization '{"Parquet":{}}"
'{"Csv": {}}' changes.csv

AS DECIMAL) /
STNAME" --expression-type
--output-serialization

B HAEZEAIFI41T ¢ changes .csv ~ M1 FFAT ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

Zabin L1E 1R
28 LEFE I RE

RENERAAStorageGRID IEINAEMNAI 23R 2 210 L 1EB1EZE o
TONRG M ER NI A2 ES D L EHEE .

* CAFEEE 1~ 000 RER LESEHDEE—FFE « ARZMHFER ListMultipartuploADS BFI45R A
FEG BRI A EREAVER -

* HEZSEZHHITAWS KRS o StorageGRIDS3F P 4 JBEB1E T 528 :

° ZEMH L ENSESEDHBENTSEmb (5~ 242,880117t4H) #05 GiB (5 ~ 368,709,1201i7c4H) =2
fH o

o BB —IAE/INAS5EmIib (5 242,8801i7c4H) o

° —RIME « EHRTERERK - AIE0 « HiL100 GiBYIHEEMAS GIBRIZH A/ o FARSEZTHERWR R
ME—B% ~ FRMUERBARRZHAR/N\A]FFE StorageGRID HHEEFIFI& T

° BRYINILE GIBEVIF ~ SR BrURIFS P LE -

* MR ILM RANER TGS « Al SR HE S A DM SERRDET ILM 57 « LETRZE
BBy LSRR BEYAETEHE "RECER" - CREZERE S NAREMHNZHRE :

|

° UNRTE S3 ZEpD LIEETHIR ILM BFFEE - RIEZERD LB « MIHFNREESRSAIERNEER
AIRY ILM FB3K o RIEFEMENEAZAEEHFA ILM EREHEETS - HEBEIERAE -

SHMEZFBIILMBE;StorageGRID ~ SRIFZHFA/NTIFER/I\IREFEE o BRI D ATLUEEFE
AT EEREYMT ILM FBRBE - F190 ~ MRRAISEFRE 10 GB SNE KRBV HER#TZE DC1 ~ TP
BBV ER#TFIE DC2 ~ R 10 BR D Z 8B LERYE 1 GB BRDEF S #7F7E DC2 RURREVUE - &

o

71


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html

* EERAZED LEEEWIHE o EERFE (1GB)
* TAILAREE

i~ FHHEREYIER ILM B « MIEFIFRE S DEEBE DC1 ©
* FREMZERD L EEEARZ1E StorageGRID "—E/[£{E" ©

"KRER-

R AR ImINE" 28857 L3 - BE£ASSe (AR IRMNZEACStorageGRIDEIRE R

) ~#ANIA x-amz-server-side-encryption {£BR CreateMultpartUpload ERAHHIERIZEE o B E(F

F SSE-C (fAfR#sImINEIER T FIRHIVEIR)

« f&B] LUTE CreateMultpartUpload BRI S EEEN

UploPart Z3RA15EMEREN = ENNE 8 ERIEE o

Ko BiE
AbortMultiPart L & LXFﬁﬁAmazon S3 RESTAPI{TAKREE - NBEE « A5
3B o
SER ZEER D L1F A2H TR ZEE S L E
BiuZEED LB H2H "B ZEE EE
(YcriansBy T initiate Multifart Upload
d
ListMultipartUploads A2 "ListMultipartUploads"
BEZMH L/(FEEAmazon S3 REST APHTAREF - NFEE « B8R 5
3B o
FEEH A2 L EEH
LEf&EPartCopy AE2[ " L{EPartCopy"
SR EE D L1E

[ CompleteMultpartUpload J  ( CompleteMultpartupload ) {EZRI4EE AT EEME

F ~ SERFRIZERD L1E -
BRER

ERPIAFRER GINMWERAR—ETEBYAFR) S TEMEE) AR - TR
IR StorageGRID fa]lisEHVMware RAESTRIEERIEK ~ MIFS3A P inFAtafFRAVRRE o

ERaETRLS:

ERITEA

° x-amz-storage-class XIREKIZH * NIRETFHY ILM FRATE
StorageGRID EIIHIYIHEARE "HEUEIE" o

ELER TG - WGTE

¢ STANDARD

(fasr) BILMRBIERALEIRIEIR « T ENERDZZ T ERREARR « faE S EIRITHEIEE -

72


https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html

* REDUCED REDUNDANCY
BILMFRA A EIRATEEIE « T EERRBIFEIIBEEAR « 5 BE— 1R HEEE ©

R HRENE R SIS E R f#7F & ~ RIS R REDUCED REDUNDANCY ZEIEE 4K
() =8 - MBCBEYAEREERIEANMEE « AR REDUCED_REDUNDANCY EESS
EI5R o 4T [SEAGE) BORRFHS AR A EFUBIEER - StorageGRID

@ ?élg%%%ﬁﬁt%i&ﬁ?&ﬁq%ﬁi  IZERERTRAIEERT - BFfEEREREERERETR

@ {OE ETag EEINEFRZERFIMDS4EH « MZ7ERIAmazon S3 APIE{EZ1& ETag ZEDWIHHY

IRAEIE
IEFEE M ZEMD LE - IRERAITIRAARARERE « AR SETTH S B8040 LERET -

MREBBHEFEMNIRAEIEINGE « BAM—R versionId BHEEHFENYIGRABENEL © 35 versionId
tEFEAFEEEFE x-anz-version-id [BIEIZEE :

MRRRAAESIEGZ ~ BIHFRRASE Unullfi#fF versionId MRERAEKFE ~ AIGER o

ERERTERABRAEER - e S LEE—FEIMRAE « BIEER—EM 2B LR

@ R 7epl Z 800 LEH—#% - RRHBE[ERFFERARAERE  AIeTUREZERS LE -~ A
RER—EYHZR RN TS —EZERD LB - EIFREIFHEFE L - Tl&ERE—RE
ZED LEEXE -

BRAM BRI HEEREN

MRTERBERESESTH LENRFE « AERFANERSENSERR - SEZTH LENERIL)
YNRBELESERR « BIF7EGrid Managerd#t ¥ TotalE 4 (SMT) BEHER o EREMHA B EHEBRLMA
RE—EYMH « Bm T34 Bucket BiIBMHFRBBNABL o (BEBUAR - FENCEHR > EEFER_>
EH o MR ERIRE—ESEM o) PHEILEHFS /var/local/log/bycast-err.log °

FLF E B AT R R S B A B R BV HE B S o 7B FT ST I B0  WUBSE T s
BNEE -

BiuZEEs LE

CreateMultpartupload (4cRigr%a7 T Initiate Multifart Upload | ((E44ZEE L1H)
) EESREMHNZERD LE -~ MELBEFEID o

o x-amz-storage-class XIEENRIZTE o 2B x-amz-storage-class 52 StorageGRID E|7E#EEX
HARE ~ AR fREEMHERL ~ MIEStorageGRID M HFHER A REEEEARA (HILMARE) H o

MR SHFHEYHR ILM REEA B "HIEEEIE" « x-amz-storage-class 1ZIEREEA ©

73


https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-tw/storagegrid-118/ilm/data-protection-options-for-ingest.html

THERIAR x-amz-storage-class -

STANDARD (F8:%)

o EHEFA Y L WIR ILM FRAJEE TEEFRIREEY A ~ B REWHREEE ZEYHELS - gL
TR HERENEIZEE (BFLIA) o 54 ILM B « StorageGRID EHIEHSLERIBEERER T
BRAIPREIST o MRRE - QIRISEREE AR ERIEFNIIYIHEZS « T E eI sEEEMIBRYIEE
TR o

° *Balanced * : Y1 ILM #3HJ$5%E Balanced 18 ~ ] StorageGRID # A BIRERRBIPISERNFIEE
7 ~ StorageGRID B8RRI _E S EREERFREZ o

YR StorageGRID SEFMIZEMEIZILMIRRIPIEERNFIEYIHELR (RIFPHME) x-amz-storage-class
RERRABTERA °

* REDUCED REDUNDANCY

o *GEFA ¢ R ILM FREFSEL EFIEE « StorageGRID SRR (B—337]) EirE—
HYERFFARZS o

° *Balanced * : ¥18 ILM #RRJ$5%E Balanced 18 - 8l StorageGRID R &1 R4 £ R ER R s
ENFREERAE « 7 RUFE—NERFEZ - IREHPITELHRE « BIILFEAEF IR
% o StorageGRID ° REDUCED REDUNDANCY BRI &¥HRIILMRRAIZIIE—ERERE - REBESEH
ItE3818 o 7EtEZE MR ~ 358 F REDUCED REDUNDANCY SePRTEE R ERERESE R AL 2 3 12 17 AN MHIBREESH
AU HE 2 o

&3 REDUCED_REDUNDANCY FEEMIER FAEREAILEEIE © REDUCED REDUNDANCY & N#RENHEARI4)
ﬁiﬁ*ﬂiﬁ%ﬁ@ﬁl[‘ﬁ o BN ~ MRE—EX—FRRFEREETILMAERRFENR L « Bl fEEEXRE

FEEAREEIER—EEL - SEEHERXAERNER - IRIAE—EHEREST

@ £~ AIERHEF AR EE R EERIERN « ZVHMGER - EARSHEEZFHAE  CHET

R R AV BT o

#5%E REDUCED REDUNDANCY REREF—REFEMERFIEIIAERHME - EAGHLEMEAT ILM [RAIGTHE
MERFISUERN M EERHE - W RS ERERHHEEFTE StorageGRID RAFBIENHEERER ©

AR HFEINE RS SHE RY#7F & ~ B BE/R REDUCED REDUNDANCY EIHE KA

() %o mRCBEYAEREEIRIESENMEE « S5 REDUCED_REDUNDANCY MBS G

] BT TSEERE) NEFE « BUREHSEREEENX © StorageGRID

IR FHIEKIRER

* Content-Type
* x-amz-meta- ’ AREESEREECEPESHNRLBERY

74

AEREEERNPREHEERBERNE  FEAUT—AREI
x-amz-meta- name : "value’

MREEMER * EREEERNEURRE * BIEHS LM RANSERE - BIXAER creation-time



RHEBUYM BRI PEE R o fla -

x—amz-meta-creation-time: 1443399726

BUEfE creation-time B1970F 1B 1HEEAFIE o

@ g creation-time IREBEBYEHIIEECAERPENHERE - I FRFEREE
ENHEER o BEEER o

* SIHFIREENRIRER :

° x-amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
IMRREMNERREELETE  MEgFERRFERRRERERAENHRANRERE o
" S3 REST API 2R&&E S3 ¥HFHHE"
* SSeEKITFH :

° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption-customer-key

° x-amz-server-side-encryption-customer-algorithm
[Z KA ARSI N 22 HYAR EH]

() % StorageGRID HIfAMIT UTF-8 FreAUHERIE  #SRI "PuttObject” o

ERfAARSZ N ZBIAREE
CRILUER T 5 E2RIRE ~ UUREARSR IR NE ZER A4 o [SSE) # TSSE-C) BIEEAAERT o

* *SSE * : WIREAEHAH StorageGRID ERMME—EIHRMNEYH  s57E CreateMultpartUpload ZE3K A1
FAT5AZEE o SAMIEE A _ LSRG ERPISEILAZE o

° x—amz-server-side-encryption

* SSE-C : MIREHREFATIRENSENH —SIRRMEBYH « 357 CreateMultpartUpload R (U KkE
8% 481 UploadPart E3k) H{ERE =1EZE -
° x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©

° x-amz-server-side-encryption-customer-key . &€ MYIERMNEB LR

° x-amz-server-side-encryption-customer-key-MD5 : IS E RINBEIEIIMISEE o

75



@ TIRENNNZSEKETEHEE - MRCEXRNEEE - MYEXRHENYG - EERARFIRMHE
HE IR REMHER 27 ~ BBl EEFE EHAARSRHNE"

LB ERIZHE

AZ BN HE] FFERIZEE xNot Implemented

* x—amz-website-redirect-location

IRAEIE
ZHD LEESTENIEE  TRARYBELE  JIH EERS - LEZH ~ BE LENTH « Ukl L@ -

#1177  CompleteMultpartUpload 1 ( CompleteMultpartUpload ) {F26F ~ ENE 24 (EEBEANERT
HEITRRAEES]) o

ListMultipartUploads

ListMultipartuploADS {FE &% R B #FEETHZSEE D £E -
RETHERBH

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization

R~ EE
ZHD LEESTENIEE « TARYIBELE I EERE - LEZH ~ HE LENZH « Ukl L@ -

#1717 T CompleteMultpartUpload 1  ( CompleteMultpartUpload ) {E36F ~ ENE 2% (EEBEANERT
HEITRRASIES) ©

EEZH

1 Part 1S EEMHNZE D LEPHNEESH
FIRHERIEE

SR THIERIZEE ¢

* Content-Length

* Content-MD5

76



R E AR I B ARER

AR A CreateMultpartUpload E3KI5FE T SSE-C 1% ~ BIE1E UploadPart EkHtp B S T EKIZE

x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©

* x-amz-server-side-encryption-customer-key . 5EMTE CreateMultpartUpload E3KF e HaY4H
NS -

* x-amz-server-side-encryption-customer-key-MD5 : IEELETE CreateMultpartUpload B3R A1z

AIAERE MD5 HE o

@ TRENNZT/IERGHE - REERNBEE - MEEXBEHYG - TEATFREE
HEIRKFEVHFER A ~ BARERAPNEEFR EAFRSERMNE"

R~ EE

ZHD LEESTENIEE  TARYBELE I EERE - LEZH « BE LENZH « Ukl L@ -

#1717 T CompleteMultpartUpload 1 ( CompleteMultpartUpload ) {E36F ~ ENE 24 (EEBEANERT
EITRRASIES) ©

L{&PartCopy

H1F PartCopy 1FEEERIFAVHNERER AT RIRIE « U LEMHERI—ERS ©
Ffi5 Amazon S3 REST API 1T7#8 @ B{F_Lf& PartCopy £ - MNAEE « MASZITEA °

IEER GBI R APIBENMHER x-amz-copy-source-range FER{ER#EH StorageGRID °
IR T ERIREE :

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

EREARBIH IR

WMRIEA CreateMultpartUpload E3RI5E T SSE-C 1% ~ BIJE1E UploadPartCopy Kt HWBE S F3EK

1258 -

x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©

* x-amz-server-side-encryption-customer-key . 5EMTE CreateMultpartUpload E3R g #aY4H
EIINE £ o

* x-amz-server-side-encryption-customer-key-MD5 : IEELETE CreateMultpartUpload B3R A1z

A9AER MD5 HE o

MR R ERZTRIRMNER (SSE-C) % - BIKZATE LF PartCopy EXFEZ T ={EIRE + X
BRI RE R BER

77



* x-amz-copy-source-server-side-encryption-customer-algorithm : 5% AES256 ©

®* x—amz-copy-source-server-side-encryption-customer-key . FEE TR REFRMINE

=3

* x-amz-copy-source-server-side-encryption-customer-key-MD5 : FEEIERIERE R
HIMd5HHZE ©

@ TIRENNEZE SRR EHEE - WRTCELNESE « Y EXHENYG - EEAZPIRM
SRR REMGER ZA]  BEERPHNEEEE FRARSRRNE"

HRASE TR

LD LEESTENEE « TARYBIELSE  SH EERE - LEEH - AR EENZH - UKER L -

#117 T CompleteMultpartUpload 1 ( CompleteMultpartUpload ) {E36F ~ ENE 24 (EEBEANERT

HEITRRASEES]) o

TR o]

SEFTEEAIEZS3 REST APIFE:R[CIFE © StorageGRIDILES ~ LEIHEEE S MNAEYEE
£T[OlFE - StorageGRID

Z1BMIS3 APISEREE
ey HTTP #R&&
ACCESSDENIED 403%2 1+
(IRFEHE) 4001EFERE K
BuckketAlreadyEx%F (EES
BucketNotEmpty e
FERIEX 400fEFEERE R
PEREEER 500 R fAIAREREEER
InvalidAccessKeyld 403% 1k
InvalidArgument 400fEFEERER
InvalidBucketName 400fEFEERE R
InvalidBucketState BE
InvalidDigest 4001EFEERE K

78



g HTTP kA&

InvalidEncryptionAlgorithm#&s: 4001EFEERE K
InvalidPart 400fEFEERE R
InvalidPartOrder 400fEIEREK
InvalidRang A mE416EERNEE
InvalidRequest 4001EFEERE K
InvalidStorageClass 4001EFEERE K
InvalidTag 4001EFEERE K
InvalidURI 400fBIFERRENK
KeyToolLong 400fEFEERE R
MalformedXML 400fEIZEREEK
Metadata ToolLarg 4001EEERE K
FiERAEF RAFFER40575 %
NERE REANRE
MissingRequestBodyError 4001EFEERE K
MISingSecurityHeader 4001EFEERE K
NoSuchBucket HRAZ)404
NoSuchKey HAZEI404
NoSuchUpload A EI404

REE 501KREfE
NoSuchBucketPolicy A %404

ObjectLockConfigurationZ<k 282 HAEI404



g
FASCIRFR

EREFR TooSkewed
A7 i £ (6
4 DoesNotMatch

TooManyboo

£ FAEKeyMustBeSpecified

TR BETHER U5 StorageGRID

$atE
XBucketLifecycleNotSupported

XBucketPolicyParseException

XComplianceConflict

XComplianceReducedRedundancyForbide

d

XMaxBucketPolicyLengthExceed

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

XNotlmplemed

StorageGRID B:T{F%

StorageGRID BEsT{E% :

HTTP ARR&
427 RIF R

403% 1k

503pRFEEIEER

403%2 )k

400fEFEERER

400fEIZESREEK

sSEA

FRFFEN G ERRR SN RETFEPETET

A A HAAERE

AR EIRREFERAJson °

EAEE AR s E BB IFEE o

ERARENFFRA AR R

THRABAAFNFFERIIRELR -

ER/D B SKBYARER o

EE R RETF EARR B ERREREE -

EREE—ZEE LW ERIAcceptiZEE o

TRMHNERBETRINBER AR B

StorageGRID 2 EFIEE S3 REST API BIBETEZ

80

HTTP ARAE

B8 4001EfEEREK

4001EFEERE R

403% 1k

400fBIFEEREK

400fEIEERE K

4001EFEERE R

HAREN404

HIRIRRRI406

501 KREBE



T R4 StorageGRID ZEBHIBEFTIEE

=g 55

"B —EE" BOERERERFEN L -

"B REEREREITRRN—RIE -

"ERIS B g _E R R AN R BRREAREREFERANFRA L RFIEEER o
"I B RR I R R A" RERARERS ERFERN L REFEEEER o
" BB E R A B L R 4 AR fBR 245 E e 7 AR BB B FR A B REE RN AEREXML o

"EX1SBucketP L E K B AN HRR" B[O 245 E T EARRA R RV P A B REE RN AEREXML o

"B R ER A B R B RN AR AR R E B HPEE AR ARTS ©

"INSREFERE" SFEIRPFERANRETEEE - UKRERAEANSEFER o
"BiEE - EAREHREN BEREATE | CEEZBEEIRA TfeH HEERE -
CreateBucket"

"EiBEF | BUS Bucket JARREE"  BERERXIE | BRIRAEREARFEBAARIEREERE

"B . fFE Put Bucket AR&E" EBFRERZIE | ARTERAERESRHFERINEARBERTE

BSEAI—E1E

TESETRe—2E) EXARCHIEERERErRR—EIE -
AR —EMRERRETEILHFRRTARER
T ZAEHSS | GetBucketConsistency#FREIR A IRIER « 7 BEFERULIESE ©
FAsRE P

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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BN ~ BE5RAENNGCFEZETE - IARBAEENEERIT head
g Get fE%) o S3 FabricPool #ZE A %1E o

[E1FEEE A

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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SRR B EIRAEHe Al REEFMAILEME AR IRERNBEAREN—RIE -

SRTUAEUA fReE 48 5 AP AP mE RS AREE—E
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HERTRERBERHFRERE - BERASRIER TEA -

Bz IR BEIRAL—2Y o HL S3 BTfE « AERFEGFER (
BN ~ BE5RAENNGCFEZETE - IARBAEENEERIT head
g Get fE%) o S3 FabricPool #ZE A %1E o

ER D RS~ BEZER TTRARHER —HE - MREREEEREF  FEUREERARZ
NARIRITA ° I « REAPHLIEESE API ZXRI—EE - RETRERIN—RERBEREIISGE

FAsRE P

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

R
—EIE"
ENfS Rr B R A7 B ]

%H%ﬁ%taﬁmﬁﬁJEXE%@%E%?%@%Wﬁ@@%ﬁ%ﬁt%@ﬂﬁﬁ%

SZBRES3 ¢ GetBucketLastAccessTime#EfR TR B IRFERR ~ A BESTAILLIEEE ©
EREAEE A

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1

Date: date

Authorization: authorization string
Host: host
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HEEBRIRET B $ ¥ 77 EE R L R s s S5 o

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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R R  ERFIS S A L RAF IS 4 o SRR LIS 5 L i BN
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MREEFEEN L XENEEENEER « AgR TIITAEREHER LAYEE !
* GetObject + GetObjectAcl + GetObjectTagging, #1 HeadObject ER A EH# EXZENER] - FEi5¥14
L E(TS ~ LCETENEREREE (ILM) 55

s [EEFHPAEERIA CopyObject #1 PutObjectTaggings Rt & E# E XFENERE - Y SIS E (T LUE
FTILMEF( o

* MNRFRITRER LR ZENEE RS ESH ~ B CopyObject EXRAE B ARITHERY R IZENFFR] o EHAY
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

IEEEHEF R EEF &R L REFENERE

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

R EE (1L P4 B B A 4B RE E K AT R S MIBRARREXML ~ LU BERIE IRV E SR SRS ©
S BB HIFEERNSS | fibfBucketMetadatai@ MR ~ SRR AREER « 7 SEFERLLIES o
CFi ekt
ItEABERARENESEART
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

EVi§Bucket £ E 1@ R14HRE
[Get Bucket 42 & | BEANAAREE R OIECHEEVAAREXML ~ IR EER(HEFENESEE

A o]
/|
B BEBS3 : GetBucketMetadataiBXI#ERR ~ TR Froot ~ A BESTRULIESE ©

FRER R

IEE R EHEING AR EFE 2 PEB B bucket ©
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es: region:account-

ID :domain/ mydomain/myindex/mytype </Urn>

</Destination>

</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SEPESHENATTEI—NZERA - SERRIEEE
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Metadata
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BEERUETTES ©
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B EERuUleTTEF ©

urn EXYHPEBERNBEN 2 — o WA =HY

EStorageGRID E& B4 ARIHFAEIURN :

*es WERE=ETTE -
* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

B A EIE R RARREXMLZ AT TR AE ~ HWRIARREH
IR BB 404865R ©

BRErxE"HESum.

[ElFE&E 15
ZEBEZHIXML

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> IZEaCEEmIN{E
AHFFERTHESESIRMNES - FUIHHIP - MEFPEBRSEEXE L SMElasticsearch®5| current
A#s Anamed 2017 ERUAWSHBIE L records ©
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HERIE A
ERRAIRA"
MRER R ERBRIERE

B ABEATTER) BMBRERARECHEERNEURMBESEEIRT - BEERE
XHPRRHBPESFEAAREXML « SiEERTEBENMEXRZEBRMES RSB -

T AR EFERSS | PuttBucketMetadataiBAIHERR - SZMRFIRIEFR « A BETTAIEIESE o
E

ERGBEERSIXPEIPEUSTFEENER - SETPESHENERSRE S —NZERA) - SERAETIEE
EERNYM - StorageGRID LU FER#( R B RHEIX 2 HE B 893t -

YRR Y) L FBRYRI B AT TERE © AIU0 ~ eI UEXABFEBZYHNFHEER /inages E—EBBY
i~ URBEBREBRYMY /videos EIS—1E °

BELREFORERER « IR GEEERE - A9 « SEREFTYHRAIRER test MEERA ~ A
REBRERIYHT test2 RNAEF o

B eIt A StorageGRID AR IFFFIURNRIEE - EFEERBENEREIRR « ERUKBHATURR

B~ IRELAZETETE 400 Bad Request © #HRsNE3I5H | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=EITE °

* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IR EE A BTEIR AT ARREXML Z Fi (TR E ~ BHIAREEE
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BRErxE"HESum.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEHH ~ MHNPEER S RAEFET /inages BFXE—EBRIM « YA PESHR G EFEFE

T /videos BXEF _EBRMM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
" key" :
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"accountId":
"size": 38,

"md5" :

"metadata": {
"age": "25"

by

"tags": {
"color":

}

"yellow"
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"SGWS/Tagging.txt",

- BT ERF R A E R SR

B/ER

"86928401983529626822",

"3d6c7634a85436eee06d43415012855",

"region":"us-east-1",
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NETTENRERIEE - URHERINR o G BLERS| EEVAENRERMAIHIE « TR EES
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[Get StoragefE &1 EXGSHEEMERFFAIEMNBHERE - UkEZik P HERH
HEERTFREE -

RS ERNEE AR R EHER AIEBEXREN Listouckets EREVE x-ntap-sg-usage BHBY - (7 E
B RS B ARIBHPUTAIDELETEER S RREH: o ERETAREREERIIEE « FHFSTARE - £
HEAGEIBER -

R#ETER StorageGRID ~ IHAEE B ERFHAARN2IH —H M RFEEEREN - MRELEMBANEZIK—K
% - StorageGRID B EH AL S —R 4 REEEEAE ©

AR ASS ¢ listAlMybtF #FR ~ St2MRFroot « 7 BETTRUIEIEZE -
Rt

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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* "NetAppXli#iJE : WA EHEStorageGRID ZIEZENHIHE « F2H (MHEXE

BEFREREIEEX !
BB’ B IRRERIEUART G ARENK"

SGCompliance XMLITZE BB o Scal « A& StorageGRID ILERKEM BT TTEMNA TTENXMLE
KABF ~ UBIFEERNEFEER °

BB - V{8 Bucket &R EE"

Get BucketZZFRERERBIBR - 1B « EAI LU EFE A L ER KA IR EBRERHEFE BRI A MBS ER
BIERIE ©

BB - fFE Put Bucket $R&E"

MRARER) ERBREREBE - A8 - SR BB R ILERRIENIRB ERESRAVEREBEERE
g ~ SRR IRARRTRREN AR ARE « SZERFBHAMRE -

[e]

B8R . ARAMMIBEL CreateBucket E3K

SGCompliance XMLITE BB o LA ~ AT LA ILE StorageGRID BET7TEMA
CreateBucket Z3RHVEER XML BERANX ~ LRI FTEERNHEER o

FARRERIARZIE (ZRATEENR) Tt ~ IREASEEHEM © StorageGRID
StorageGRIDUNFRFHAMAE ~ sA2R TIIAR !

* "{§5F S3 REST API K& E S3 ¥ tHE"
* "NetAppX:/E : W{AEIEStorageGRID TIEEERNRE - 520 (FiEEXE"

CEZBEILMA NARERE) BUMEN - REESER CreateBucket EXIEDREILTBVIBRETEE ~ RIE
EOTHHERAR -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

BB : Get Bucket ComplianceZ 3k
Get Bucket;ZRIBIBE K BB © B A MUEEFE R IEERRFENIRB ERER T
& BRIBMHVEREERE ©
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@ * "{§A S3 REST API & E S3 ¥{4-tHE"
* "NetAppX:H/E : W{AEIEStorageGRID TIEEERNRE - 520 (FilEXE"

B BEBS3 : GetBucketCompliance#[R - o2tk Froot ~ A BESERULEIEE ©
FRzE &I
IEEE BB R ORISR ER AN REFEEREAREBIERTE mybucket ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EiE

FEEIEXMLA » <sGCompliance> FIHEMIAMANERBERE © IEIREMBERFEFERIERBERE « H
hEEVHRRE—F (525600018) ~ EYIMHEEEIERRRER - WEMBRRAERERE - SEAYHR
TE—FR BB -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
atE SRR
RetentionPeriodMinutes MEE R Fe2YENFREHBERE (UDEREMN) - REHABER

VI R E AR BT A o

96


https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

by 2B

LegalHold = ILREFEERERGAFANRE « FRIFBUHGARE « TRIES
MIFRILETRE AV ~ BMfERBERFEIEBEA

* R IEEBEMIBRIREGEFE o IWHEEFEPHYIFRIERE B EIRR

B o
EENTES * B IREERHNYIGSEREHREZIER BB  FRIFRFEERE
REERFAMRRE

* & REBHIREIER  ILREFERIGTE BEMIER - MRFEM
BRELEMIMT ~ B RFBMEREED M -

fEER O
NBEREERILATEEREK « AIEIEMHTTPAREERIES 404 Not Found' BIS3EHERMHS

"XNoSuchBucketCompliance °
BB | REE RS ERBRBENRK

MAARER ) EREBBEEKREBR - T8 - ERIMEEERAIIEERRELERB ERBERF
RYERRBIERTE o U0 ~ ERILGRIRANETREN SEFANRE « IEERAREHME -

FTRIARANAZIE (ZBEAFEER) s ~ IREBSIWHHTER © StorageGRID
StorageGRIDWNFHHAE » cA2RATIIAR !

* "M S3 REST API 2Rs&E S3 ¥4 HHE"
* "NetAppHI:#/E : 1A EEStorageGRID ZIEEZERANHE « A2 (HHMEXE"
S ZBEES3 ¢ PuttBucketCompliance R ~ SR Froot ~ A BESERULLIEEE ©
ERH TRAENLL FREBERE « S AR EREBERENSERIEE—EE -
]
LEEFHIER FENRANFEFENVREERTE nybucket © FELEEHIF « ¥HAIF mybucket IRERFREME (

g$~ 051+ 20043%8) ~ MIE—F ~ YHFEABRRILEIE - ILEWRASERE - SEMHREMEREEM

97


https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site
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"Principal™: {"AWS":"*"}
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:: :mybucket/*"
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"Resource": "arn:aws:s3:::mybucket/*"
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"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

tEEEHIEATE A IRAID 27233906934684427525 « HA B Z R Frootfltk A RAVFAEEAE !

"Principal”: { "AWS": "27233906934684427525" }

* WRAEEFEERPIRE &

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* SRR ENBBAEAE ( TAlex) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEESERIERRHE ( M) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* TWRILUEEERERS :

"Principal": "*"

* BTEIES - LALUERFEREVUID « TIEERERTE !

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

* FREFAMEE R EFERAE R ARFEREHE/ERERTE

R PIEEREIR

ZREIT « GfEAActionTTER A ZF/AEBE RMER o EalUTE/RAIPISE—4EHER « LUITE MAction) &/T
L NotAction] FTTBEPREERR o BETTRAPHEEFERIS3 REST APIfEE ©

BLEXRRIIHERERFFENER - UREREMHIER -

Amazon S3 IRTE & #1¥t PuttBucketReplication #1 DeleteBucketReplication Bi{E{EF
@ S3:PutReplicationConfiguration #[R o $#+¥&ETEIFERRRRIER « EHFEBIAmazon S3i7
MABRT o StorageGRID

() @ Pu ERRAEREHTMI -

EREITERIRER

RERR S3 REST API{E% & &UStorageGRID
{ELAfHiEERE

S3 . B BRI = o

*© fyEE* C ERR
BAEEA -

S3 : MRE RIS fiflB&Bucket

S3 : flEfBucketMetadatai@4N fHIBREFEL P AE B BB AN AH RS prLin

S3 : fB&BucketPolicy fiB&BucketPolicy

S3 : MIPRERAERS fHB& BucketReplication = A RIRFAM
PRIERR

S3  GetBucketAcl GetBucketAcl

S3 : GetBucketCompliance BSEREEREE (BB =

S3 : GetBucketConsistency ESEM—4 =0

S3 . GetBucketCORS GetBucketCors

S3 . GetEncryptionConfiguration GetBucketEncryption
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FEMR

S3 . GetBucketLastAccessTime

S3 . GetBucketLocation

S3 . GetBucketMetadatai®4]

S3 . GetBucketNotification

S3  GetBucketObjectLockConfiguration

S3 : GetBucketPolicy

S3 . GetBucketting

S3 ! GetBucketVersion

o

S3 ! Get%dn BHAAERS
S3 ! GetReplicationConfiguration

S3 : ListAllMyb##

S3:HEE

S3 ! listBucketMultiPartUploads

S3 : listBucketVerions
S3 : PuttBucketCompliance

S3 : PuttBucketConsistency

S3 REST API{E%E

EVS R B ERAF N

GetBucketLocation

HYiSBucketth B @A AR

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersion

GetBucketLifecycleConfiguration

GetBucketReplication

* JIERIF
- NSRHEERE

BEMH
* 1RREE
RestoreObject

ListMultipartUploads

RestoreObject

EX{8Buckethr s

FHEERERE (BBF)

BIREMU—RE

& &UStorageGRID
{ELAfHiEEsE

=l

28~ ARESEE
fEAE -

© BfEEE CERR

BHEERA -
=1
=1
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FEMR

S3 . PuttBucketCORS

S3 : PuttEncryptionConfiguration

S3 ! PuttBucketLastAccessTime

S3 . PuttBucketMetadatai@4l

S3  PuttBucketNotification

S3 : PuttBucketObjectLockConfiguration

S3 : PuttBucketPolicy

S3 [ PuttBucketting

S3 : PuttBucketVersion

S3 : PuttH & 23407

S3 : PuttReplicationConfiguration

EREMHIIEIR

FEMR

S3:HIEZEABLE

106

S3 REST API{E%E

* MiF& BucketCors t
* PuttBucketCors

* fiB% BucketEncryption
» PuttBucketEncryption

i BRI iR 1R T AN
MERE P EERBNAARE

PutBucketNotificationConfiguration

* Bl—{E{FERIAY CreateBucket x—amz-
bucket-object-lock-enabled:
true BXRIZE (WFHES3 | BIIiFHE
fR)

» PutObjectLockConfiguration

PuttBucketPolicy

* MIFRERET
» PuttBucketTagging

PuttBucketVersion

* fB% BucketLifecycle t

» PuttBucketLifecycleConfiguration

PutBucketReplication

S3 REST API{EZ

* AbortMultiPart L 18
» RestoreObject

& &UStorageGRID
{ELAfHiEEsE

=~ s R T A
PRIEMR

& 3StorageGRID
{ELA A8



1R S3 REST APIfE% & #iStorageGRID
1ELAfHEE

S3 : BypassGovernanceRetention * MIBRID

* MBI
» PutObjectRetention

S3 : BRI+ * MERYCF

* BRI
» RestoreObject

S3 : flBRObjectTagging fiflB&ObjectTagging

S3 : filERObjectVersiontRz RIER RS (RIS ERRES)
S3 : MBRObjectVersion DeleteObject (¥1fH94FE HRZS)
S3 : GetObject - GetObject

© REYG
» RestoreObject

© EEMIHARE

S3 ! GetObjectAcl GetObjectAcl

S3 : GetObjectLegalHold GetObjectLegalHold

S3  GetObjectRetention GetObjectRetention

S3 . GetObjectTagging GetObjectTagging

S3 : GetObjectVersioniZs GetObjectTagging( ¥I4HI4S ERRES )
S3 : GetObjectVersion GetObject (MY ERRES)

S3: FHZEZH LETH ListParts + RestoreObject
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1R S3 REST APIfE% & #iStorageGRID

{ELAfHEEE

S3 © PuttObject » PuttObject

» CopyObject

* RestoreObject

* B ZEHD LE

* TR ERRD LE

- HERG

* t{&PartCopy
S3 : PuttObjectLegalHold PutObjectlLegalHold
S3 : PuttObjectRetention PutObjectRetention
S3 : PuttObjectTagging PuttObjectTagging
S3 : PuttObjectVersioniZ3 PutObjectTagging( ¥4 8945 ERRZS )
S3 : PuttOverwriteObject * PuttObject 28

» CopyObject

* PuttObjectTagging
* fBRObjectTagging
* SERZERRD LE

S3 : WEWH RestoreObject

fEAPuttOverwriteObjectiEfR

S3 : PuttOverwriteObjectf#[RZE StorageGRID AER I SEMNYIM 2 (FEBIBETINAE  ILERAIRTERE A
Fine B UBRYHNER - EAEERIPET ISR °

HEHEPRAY R BERR E B4

* RFF L BRIHEAUBRYMN - EETARRE °
* ERR*  BRIREEERYMN o 584 BB B - PuttOverwriteObjectfEfRAVEIE A TNAIT -
° MRER—BEKRIREYMH -
" YHRER ~ EREESPESB S S3 M REEEER °
* EEPEITHRRRE R G ECH « WEOFER o

* MNRESA S3 hRAERTE ~ Bl T4E4B) sREGRALE PutObjectTagging 3¢ DeleteObjectTagging EZ1(&
B R L IEB AR A TagSet ©
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© MRHLAZRBWE - ILERBATER
* BUILERAEFER - MRE TR5F) REMER -

WR BRI S3 REAFEE - M PutOverwriteObject #[R:R EAIE4LE -~ BB IRE LB B
@ HER « FRETEEMNPEER HYGIZEC o b ~ INREEE * 2 FARIREN * 2B (*
AEE > ZRMRTE > HERMYH ¢ ) ~ BIZREEEE PutOverwriteObject H#ERAVERE ©

ERRIPIEE R
R EERRAMENEFRE - R REEFFNEIRERY -

FHERSIBERHETE o RETRUUEIZSERS - MASERGIUEISESRELY  FER

ERTIIEI -

Condition: {
condition type: {
condition key: condition values

I T5EERIF ~ ipAddressi& - {EH Sourcelpl& &% o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

SENREERTF
HRHHEEFRIDEMT ¢

* FH

T

* FME

* IP {ifit

* nulli&E
RHEREF =RER
HNEEER RIF=2EF (EDANE)
#AEYNotEquals RIBFSELESH (EDKNE)

VR EIRRT REEITIER -

C R EiRA T REEITIER
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IR EREF

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

DFE

il

NumericNotEquals

HEEH

NumericGreaterThang Equals

B =FLessThan

NumericLessThang Equals

Gl

|Pth 3t

NotlppAddress

null

SENIRTER
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RIBTE2HEMTINER (BEEANE) ~ BEBEFREETHEER -

RESELLH (BRANE) - RERRTFHREETIER

WER2IER @BAANE) - BLBRTRERITLLR - AUEEF
?BAFT

RETELEH (BHOANE) - BSiERATREETIER - AU EIE
?ERFIT

RIFT2ETIGER « RERESEETIER -

RIEESERLEYE « B2 REBEETIER -

RiE TR EE - R EBEETIER -

RiE TAREER B~ RS REHBEEITIER -

RiE DS R R EBEEITIER -

RiE VNREER LB~ R ESaE TR -

R "TRUE B( FALSE" Lb¥} ~ R & BB mMEEITILER -

EEEE S8 LI P BRIP AL EEE] o

RIFETENELE  HEIRMIPAH R IP A EEEITEEE o

BEMRHERESFERENERREF -



B8
AWS : FKiRIp

AWS : [FHELTE

S3 DR

S3 ¢

<tag-key>

178
IPEESE

=V =R il

S3 : BERHEFEMN

S3 : listBucketVerions#&

S3 : filFRObjectTagging

S3 : flB&ObjectVersioniZ

S3  GetObject

S3 . GetObjectAcl

3 : GetObjectTagging
S3 . GetObjectVersion
S3 : GetObjectVerionAcl

S3 : GetObjectVersiontZ

S3  PutObjectAcl
S3 . PuttObjectTagging

S3 ¢
PutObjectVersionAcl

S3 : PuttObjectVersioniZ
50

=RER
12 BMEX ERAIPIEEITEEER o TR B
EZ o

*fEE : *UIRSIER BB B E IR RN E R LAY
BHETERRFGEX - AESHaHTHSRRE LE
BYIP{IHEEITELER ©

MizE : MREAE =7 « NEANEH TEHE

LE# ez & B T3S RYIPALE o 1Ef] X-Forwarded-
For {ZEER WA - AAELIEEEBMME -

G EERERENERELTE  UREPEEENK - 7
RIS EZE -

##£2 ListObjects 3¢ ListObjectVerions EXKHHI5EHI 5
PRSBUEITLEE -

RERAY AR ENRCERRMIE -

1M



(EREasa 178 siLPH

S3: &iF LR S3 . BFEREEM H& 8 ListObjects Y ListObjectVerions Z3RF115E R
max-keys SHUEITLEE ©
S3 : listBucketVerions#E

PR
S3 I I HEERERMRE R  S3 : PuttObject BrhEE AR B &L HHEALEER x-amz-object-
2 lock-retain-until-date BEXRIEENIETRETES
REBHAMIETSE « LERELEE NIERWAFEE
A

» PuttObject
* CopyObject
* B ZEZD LE

S3: YIMFHERIERIRE X  S3 : PuttObjectRetention £ PutObjectRetention 23R $5E IR Z & LE A EAE

# 1TEEER ~ R REEAFEHER o
S3 . FIEN S3 . FEREEM H& 4 ListObjects Y ListObjectVerions 3R 35 ERIA]

BESHCEITIER -
S3 : listBucketVerions#&
R

<tag-key> S3 : PuttObject EYVIHERESIZECE - EEREIESEEEME o
S3 © PuttObjectTagging

S3 : PuttObjectVersioniZ

Y
=]

ERRIPIEEEH

eI E R PERAEE - ERATERBEARAEN o ErIUERFERRBES Resource FRTRIFH
EE®X condition JTZ ©

TELELEEBIR ~ B3 S {aws:username} BEIRITRN—ES :

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"
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"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by

=2

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${$}

B REERAREENRE

=RER
FERRRIpEBIEAIRMEES o

fEAUserName iR {73 2 AV -
ARG EBNR BB ESRHINER -
ERRGEBNRATIRIEARMENER -
BHRFTT o EAFTMANFFIT °
BHFTT - ERFTHAFE ?FT -

BHRFTT o ERFTHAXFSFTT

BRERBFTAEE IR AL 2 MR EERI IR « MEEEHITIEE « FIUNEHEIRFABrootEME - E/RAIESE
HAR] ~ R1&Amazon ~ StorageGRID #1177 21%S3 REST APl RIFRHIEL ~ (B[R AL HAR BIRERAE

[RRI5RER [RR$EE Amazon{T# E{EH T StorageGRID

{E4Brootik B BY{ERITERR =t

ég%@%ﬂﬁﬁ%%/ﬁﬁﬂﬁﬁﬁﬁff&“ 24

%H%%Kﬁﬁﬁ%ﬂ%ﬁ&ﬁ’fg iE =+

B HE « {BrootEAEIR HE
BREFAESIMHEEREEE

AR
B EES I
EMHER B~ BIRAIREFE ~ FIAS3

HEERIEENERSEE
B MRAsFER40575%) &5
-gbl::!\l
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[FRI5RER [RR$EE AmazoniT# E{EH T StorageGRID

SEFIMNEBIRFrootS (EAEE & BN ~ BRAIAFE « FTAS3 18R
BEAER HEFERRAEENEREEE
B IRAFFEM4057575)
2
AEFFSEANBBEEANTRES #E} B ~ BFFAS3EEERRIE 1EE
3 EHEREFEBRIERARE
BMEREFRETH 140575
Al SRR
1EXEPTE AHFREEHERVEIR  $23} B E®SS « BrootfEAEIR 1ER
FREBFASHEFRIRAIESE
HYRERR
FREANFENERENEE #3) EYBIER B
BRENFRENSHHTFE i) By GG
FheR A EHE i =} EHBIER B
RAISREFEEERS (& #3} BY - MItHRBUERFE B - MrHEEMEEEIRE
EERIRFA) H#R - LUREY) B BEURAANER - B %A - BRABEAEER
fF o EiRPURERYHFACLIRR

BT ENAERR o

—RBEAZE (WORM) fR:#

TAIURBI—RBEAZREN (WORM) #FE « LUREER - ERAEESAHPESF - URS3YHIR
it © SRR EWORMBETFE ~ LUAFFERILIMG « UHLEBERIRRIREARS  AEAAXFINEF—&
Fik e

AT REBERKEWIES « a0
* #¢ Grid Manager B E * 4888 * > * 22 * > * Z2MRTE * > * FHRMYH * ~ RBEIR * BIEARIRENR
* RZERS IR ©
* ERTIIRAIMSIERE :
° #&PuttOverwriteObjectiE4B(EZEFTIE Z=SIRA ©
° EMIBRYIMEEBIEREINE ESIFEA o
° 1% PutObject s2FFIERFTIEE S3 [RRAY

@ 7£ S3 [RAIH# DeleteObject :REAIEAE « WARERFE 30 RETEA ) FHRAEF - fHIE
ILM fIBRYIHF ©
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@ BMEER TRrABLERAMERR « hEEELTRA FE2RERA) - EfIEEENILES
STRER (GE2RIENB)

BRA L BITRA (RRFRE)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

BB BETHER (Ph%)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

FERAE
* UM F] A ILMAR PR E 344 StorageGRID"
* "RPRSIR A EEH"
* "BHERBIEG)"
* ERILME R4
* “ERERIRE"

BTRS/R A2 Al
ERZAE R RVEER ~ ABTEEEEIL StorageGRID ZEXREA! o

FrERAEEERAMMPFEFEFIER © #FERRIZFEMAS3 PuttBucketPolicy APIEITRE ° 5526 "
fERTRE LIRS -

RIFETFIE< « AIfEAAWS CLIREMFERR !

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

#Eh - AFEEAREFRHTE
FUELEHF ~ SEAN (BEFEESR) WMAIUFLETRRPREYHE « MHETIRPRIFIEYIH#1T GetObject {FE < FAR

HEREAFELE - 52 R « BERERFISELAFRIER ~ ARERTIRFREZZIN  REEMAEER AR
HYTERR o
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

#H : AFFE—ERF RS EABES TBEFIE « DUREMIRS FRSEAREFIENL

FELEEEHIR « EEIEERF FHNSEASAIUTEFNEBRFE « M5 —EEERS PRSEA RS Hfi#
F& ~ MRBIRHF#FERIYHHMITGetObject{F2 shared/ MFEIRAIERS ©

@ fEINAEE FStorageGRID ~ FJFERERFFMEZIINYMG (BEEERIRF) - HREEEERR
A - EURRBERNEEYMG -
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

P . AFSEARBENEEE - LHRIEEHEETTEBEFN

Ut AP - BIEERTEARNSEAZBRAIUTLATE « MERTRERFIEYIMH L#IT GetObject {F3E ~ MR AET!
HERBFERIERE Marketing IHEEMIRE A ~ RAFFREFR
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRAPIRUNRIPEE « BIAFFSEABIRE AREFERFEVE
TSP ~ SEAN (BiFER) HILGILEHFE « LEEEFEEPHNMENHE LHITEEAYEEE « AiiREE

KIRBIEEWIPEE (54.240.143.0554.240.143.255 ~ {854.240.143.188F%5M) o FREHMIEXEE G ERIE
A8~ MEIPSEELSMNIFIEERE G B EIELE -
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"Sta
{

["arn:

tement": [
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

8P . AFFRERBEREERTEETNHEE

TEUEZEAH

« BHEREFAEAIleX AR IF X examplebucket RFEEKEYMY - FREHMERE - G4F T
root]  ZPEPAFEIEABPIAIESR c RBFEEE ~ Troot) KIET GRIEBTFEUERIRINE/BUS/MIFR

BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&35 : PuttOverwriteObjecti#[R

#EUL#EHIH Deny PuttoverwriteObjectfIDeletef HI3 BRI FZEM A BEE B ERMISMAER « (%
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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