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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html

"GetBucketLocation"

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o
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e
it
0\
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"GetBucketNotificationConfiguration™

URI EH2#MMERITE

StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o
EREAAX

e
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"TERTHE ("

"GetBucketPolicy"

URI EH 2N ERITTE

StorageGRID ZiEFTATHAE B2 AEE $HHEIEEK
FREA X
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A= HEStorageGRID
"fERTRE L IEZE"
"GetBucketReplication"

URI EH2#HMNEKIRER
StorageGRID iEFRBINAE E 2 HANIREE SHEIEEK o
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X StorageGRID
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html

"GetBucketTagging"

URI A2 EMEKIZH

StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o
ERE A X

4

Y

A= HEStorageGRID
"TEETRE E{EEE"
"GetBucketVersion"

URI EH2#MMERITE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o

FREE AL

e
Hit
7

X1 StorageGRID
"TERTEE EEZE"

"GetObject"

URI T2 M EKIZE

StorageGRID XIEFFAINAE i 2 AR SHHIEER « LTI EM URI EH2H :

* partNumber

* response-cache-control

* response-content-disposition
* response-content-encoding

* response-content-language

®* response-content-type

* response-expires
A R3S EEERIMAY B SKAREE

* Range

* x-amz-server-side-encryption-customer-algorithm
* x—-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* If-Match

* If-Modified-Since
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

* If-None-Match

* If-Unmodified-Since

FAsAZN X

—
Hit
7y

A HEStorageGRID
"GetObject"

"GetObjectAcl"

URI A2 B EKIZH
StorageGRID ZiEFTATHAE B2 HAEE $HEIEEK

FAsAZN X

e
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7

A= HEStorageGRID
"W EROPEZE"
"GetObjectLegalHold"

URI EH2HMNEKIREH
StorageGRID iEFRBINAE A2 HANIREE SHEITEEK o

FREE AL

e
Hit
7y

A #EStorageGRID
"EF S3 REST API 2R S3 ¥4 HE"
"GetObjectLockConfiguration"

URI T2 M EKIZE
StorageGRID Z#EFrBINAE 8 A S HAIEE SHHITEEK o

FASAZN X

—
Hit
7y

=g StorageGRID
" S3 REST API ZR:&7E S3 ¥4 HE"

"GetObjectRetention"

URI EFH2HMERITER
StorageGRID iEFRBINAE @2 HANIREE SHHEIEEK o
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html

FREB AL
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7y

X StorageGRID
" S3 REST API 2Re&E S3 ¥ iHE"

"GetObjectTagging"

URI EH 2 #ANERITE

StorageGRID XiRFAIETHAE 8 A2 HA1IRE SHEIEEX -
EREEA

S
Hit
7y

At StorageGRID
" LR

[ 1] %%E"
URI ZH2 M ERZE
StorageGRID ZiEFTATHAE @A 2 HAEE $HEIEEK

FAEAZN X

4

7y

A HEStorageGRID
"TEATRE E1EE"

"IRRE

URI B2 M ERIZE

StorageGRID X #RFAIBTIHAE A2 HAIREE SHHIEEX « M EF7IZESMEEE !

x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
X—amz-server-side-encryption-customer-key-MD5
* If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

* Range

FASAZN X

f—
it
7
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html

<X t&StorageGRID
"B

"B RAE"

URI B2 M ERIZEE

StorageGRID XEFIBINSE 8 A2 HAIZE SHEItEEK o
EREEAN

-
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A& StorageGRID
ARFS > ListBiF BYIR1E

"ListMultipartUploads"

URI B2 HMERIZEE
StorageGRID ZiEFFEINGE B2 HFEE S IEEK « i1 T7ZEIN2 8 ¢

* delimiter

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker

FEAZA X

S
Hit
7

A~ HEStorageGRID
"ListMultipartUploads"

L L
URI 02 HMERITH
StorageGRID X#EFRIAINEE B 2 HANIREE SEIEENR « J1 LTINS H
* delimiter
* encoding-type
* marker
* max-keys

* prefix

FREE AL
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html

4=

Y

2 t&StorageGRID
"TERTRE L EZE"

"BEIIRV2."

URI B2 M ERIZE
StorageGRID Z1EFFEINGE B2 HF1EE HEIEEK « i1 T7ZEIN2 8

* continuation-token
* delimiter

* encoding-type

¢ fetch-owner

* max—-keys

* prefix

* start-after

FREE AL

Er

7y

X #EStorageGRID
"TEETRE L EE"

"ListObjectVerions"

URI B2 M ERIZE
StorageGRID Z#EFrBINEE & A S HAIZE SHHIEEK « L T7IZEINRE ¢

* delimiter

* encoding-type

* key-marker

* max—-keys

* prefix

* version-id-marker

FAsAZN X

.
it
7

A= HEStorageGRID
"TEETRE L EZE"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html

T
URI B2 M ERIZE
StorageGRID Z#EFrBINGE & A S HAIZE ST IEEK « L T7IZEINRE ¢

®* max-parts
* part-number-marker
* uploadId

FAsAZNX

f—
it
7

A HEStorageGRID
"ListMultipartUploads"

"PuttBucketCors"

URI EH2MNEKITE
StorageGRID ZiEFTATHAE @A 2 AR $HEIEEK

EREEAX

StorageGRID 1% Amazon S3 REST AP| (X B1FFFIERNFIEERFELIH o
A3 HEStorageGRID

"TEETRS L1

"PuttBucketEncryption™

URI EH2#HMNEKIRE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o
ERAX XML 155
StorageGRID ZiRELE KA XML 125C -
* ApplyServerSideEncryptionByDefault
* Rule
* ServerSideEncryptionConfiguration

* SSEAlgorithm

X #EStorageGRID
"TEETRS L EE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html

"PuttBucketLifecycleConfiguration"

URI 2 HMNERIZE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o
ERAX XML 15
StorageGRID Z1EELEE KA XML 125
* And
* Days
* Expiration
* ExpiredObjectDeleteMarker
* Filter
* ID
* Key
* LifecycleConfiguration
* NewerNoncurrentVersions
®* NoncurrentDays
* NoncurrentVersionExpiration
®* Prefix
* Rule
® Status
* Tag

®* Value

At StorageGRID
* "ERTRE LR
* "I S34apiEERARRR"

"PutBucketNotificationConfiguration”
URI ZH2 M ERITE
StorageGRID ZiEFTATHAE B2 SAEE $H¥IEEK o
ERAX XML 1Z5
StorageGRID ZIiEELE KA XML 125
* Event
* Filter

* FilterRule


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html

° Id

* Name

®* NotificationConfiguration
* Prefix

* S3Key

* Suffix

* Topic

®* TopicConfiguration

®* Value

X StorageGRID
"TERTEE EEZE"

"PuttBucketPolicy"

URI T2 M EKIZE
StorageGRID ZIEFFBEINSE B2 HAIEE ST IEEK

FAsAZNX

MFBER S JSON ASHRURVHAER « 5526 “EAT I EHEEFEURA" o

"PutBucketReplication"

URI ER2HMERITER
StorageGRID <#RFRIBTIHEE & AS HAIRE SHEUIEEX -
ERANX XML 155

* Bucket

* Destination

® Prefix

®* ReplicationConfiguration

* Rule

* Status

®* StorageClass

I t&StorageGRID
"TEBTRS L EE"

18


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html

"PuttBucketTagging"”

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o

ERE A X

StorageGRID 1% Amazon S3 REST AP| X B1FFFFIERNFIEERTELIH o
A HEStorageGRID

"IERTRE L1

"PuttBucketVersion"

URI EH2#MMERITE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o

ERFEBY
StorageGRID Z1E T EKRFE2H -

®* VersioningConfiguration

Status

A HEStorageGRID
"TERTRE EEE"

"PuttObject”

URI T2 M EKIZE

StorageGRID X #RFAIBIHAE A2 YR SHHIEEX « M EFFIEESMEEE !

Cache-Control

Content-Disposition

Content-Encoding

Content-Language

x—-amz-server-side-encryption
x—amz-storage-class
x—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
x—amz-tagging

x—amz-object-lock-mode

x—amz-object-lock-retain-until-date
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

FRER AL
© UM BN

A HEStorageGRID
"PuttObject"

"PutObjectLegalHold"

URI A2 B EKIZH
StorageGRID ZiEFTATHAE B2 HAEE $HEIEEK

EREEZAN L
StorageGRID 1% Amazon S3 REST AP| X B1EFFIERNFIEEREEZH o

A HEStorageGRID
"“f§F S3 REST API 2R S3 ¥HFHHE"
"PutObjectLockConfiguration"

URI EH2HMNEKIREH
StorageGRID iEFRBINAE A2 HANIREE SHEITEEK o

FEEZAN X
StorageGRID 32#& Amazon S3 REST AP| T EERFIEHENFIEEREERH -

X StorageGRID
"f§EF S3 REST API 3R:&E S3 ¥ E"
"PutObjectRetention™

URI B2 HMERIZE
StorageGRID Z#EFrBEINAE 8 A S HAIZE STHIEEK ~ i1 L IEEEIMESE :

* x-amz-bypass-governance-retention

FEAZAN X
StorageGRID 3232 Amazon S3 REST AP| B ERFIEHZNFIEEREEZH -

X1 StorageGRID
"f#F S3 REST API 2R&&7E S3 ¥ EHE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html

"PuttObjectTagging"

URI EH 2N ERITE
StorageGRID ZiEFTATHAE @A 2 AEE $HEIEEK o

BREEAX

StorageGRID 1% Amazon S3 REST AP| X B1FFFFIERNFIEERTELIH o
A HEStorageGRID

"M LR EE"

"RestoreObject"

URI EH2#MMERITE
StorageGRID iEFRBIHAE 2 HANIREE SHEIEEK o

FREE AN
NEZZIEERBOAAGEMAEN - 552/ "RestoreObject” ©
“EEWFRE"

URI EFH 2 HMERITER
StorageGRID 3iEFRBINAE A2 HANIREE $HHHIEEK o

Z2H 7,194

MEZZEERRUMNGEASN  FRETIRES ©
* "{EFHS3 Select"
* ERYIHERE"

=

URI B2 HHMERIZE
StorageGRID ZEFrAINGE B A S HAIEE SHHILEX « i LT EM URI EHZ2EH :

* partNumber

* uploadId
MR B L3RI MNY B SKAREA
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
BRERZAN
BN TEMER
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html

<X t&StorageGRID
" EETH

"_F{&EPartCopy"

URI B2 M ERIZEE
StorageGRID ZiBFFEINGE B2 HFEE $HEIEEK « 1L TFEM URI EHSE :

* partNumber

* uploadId
MU B Lo RR N B SKAREA

* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x-amz-copy-source-if-unmodified-since

* Xx—amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm

* x-—amz-copy-source-server-side-encryption-customer-key

* Xx-amz-copy-source-server-side-encryption-customer-key-MD5
B

7ny

A HEStorageGRID
" F{EPartCopy"

rm

A 83 REST API #HRS
R LUEA Amazon Web Services 85257 TE (AWS CLI) RAIGERMAVELR « WEE
R EL I LGER MG

BAtAZ Al
s MBI ENE LEEAWS CLI "aws.amazon.com/cli" o

* SHETLUEE 'EE U B H T ERIRR" - TR « EMAEZERVHEFER P AU - UWkEFERERE
SR o A2 R "R P InZEARAY IP (INAERE" o
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://aws.amazon.com/cli
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
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https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/summary-ip-addresses-and-ports-for-client-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/summary-ip-addresses-and-ports-for-client-connections.html
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a. EAMERSIET © aws configure

- BATFREIIREHTEERESE ID o
. BASFREILIR P MR IR I8 o
BAZFEANTERER o FlW0 » us-east-1°
- AR FERANTEREEAET « 3% Enter *EEEJson ©
2. BIfEERE

a o ©T

[}

FEHIRREERF AT ERIHIRE AR P Uik 10.96.101.17 FEIZIR 10443 o

aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

MRAINEIL T #FE  AIEEOFEFRIUE - AT

"Location": "/testbucket"

3. L&t o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

R EERTH ~ BIEEOEtag « ERVHERINHE -
4. FIHRFFENARS RSt ESELE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIBRI#TEREE

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha?256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"



4B ER IR
B A apiBHRARRRIE R 2% BT L 32 PuttBucketLifecycleConfiguration 3K ~ i EERE#FE o
EERGRBHAEZPNEMBIRARERERANFERPIYE testbucket ©

aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EERFERIFEMBIRARERERS « 5% GetBucketLifecycleConfiguration Z3K o fiI40 :

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PRIV EIFEE S hGEIE AR E e B AR o

et B IRE R EAEN s ERAZIHA

fEAI ATE3EH PutObject ~ HeadObject 3¢ GetObject KT  ¥|Er 4 spiBHRARRE PV EIERRB R T E AN E
Wt - NRBEARA - CEEES Explratlon?EijFWq:?UHHE%F"ﬂEzﬁAEUHH%EE'JE’J%%(°

(D HAHEFEEFERGIMNILM expiry-date BERHEYIHMIFRRIERBER - NFFMESH -
B2 "MEFE I RE" o

B4 ~ 7 PutObject FAFERS 2020 4F 6 A 22 B ~ WHERREYMH testbucket s} o

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYDHEIFERTIMHITE 100K (20205108 1H) #®iBHA - BRFS LA iBHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn ~ Itk HeadObject X AL EXSF testBucket fFEFPHERAMGHFEER]
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

(D) HREBIRAZHINEEE « x-anz-expiration EREMEEERERIE BRI -

E1ES3 REST APINiE:E
B {ES3 REST APILUIEEZStorageGRID AR ~ :HEBUTES °

HHANFEVHNERERLES

MREHEAREANSERERENH RS FENEAREZVHERETNRE « MEZER 7TA1 —2
" o BIg0 ~ MREHEARENEREN IR EME - RIEER 7R —Bit-

TSR~ MRANRIEERAZYMG - WRE—LE LAEMENSEFEFMIREEER « WEkESEAER « &7
BEGUWEIRE 500 1EAERAIARESFEER

CRIERRESEIEN (AIR) —5M SRm I R « ChALTEER AP (FENE RS
E—Hik o

ML RRE

HRAE— R INER  BE T SRR o

7£ StorageGRID 11.4 S E RhRASHERII TR

* SAME A EMAYHEEBIEIIEF T o EEAAWSEHR BRI BEBNEERRE o BB IEREE - JEM
—BIBEIEF 7T ~ B image ©

* MRICEER AWS BIEE « T2 RERPEAMEHANE—F 7T « SEYMA RN LB ERE - a2
FRIEAR -

mybucket/mydir/f8e3-image3132. jpg

36



MIEHERE ¢

mybucket/f8e3-image3132. jpg

7f StorageGRID 11.4 S EMhRAPEILAIETHS

FARERFMG SR LBUN SREREEBME - EAZHBERT » EIUEYG R BOEINEF TR
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—-random UUID.Jjpg
MSEAL B

MRR "EREREFEIRIGEE BB S3 MRREAEIEREHIT GetObject fEX « LUSEESE

B TARREME o Lt TREEREN (FEMEAE « B StorageGRID AR MG FME RN

4 o WIERHAPIMIHER D RAITAAM GetObjeot {E¥AEIAT I « UM 50 GB EEMRYIFHEER 10 MB fE]

RUEFTH -

NRAEER MY EENEEE ~ R IRERPIAE G AR o

() wRoESEENE - TR HERRYAERBEER - SENERRR RIS -

%1% Amazon S3 REST API

S3 REST API E{EsF4AE R

LR SGEESEH#IEZIRISAPI (APIFRZS2002-03) ~ RIBAZEDIEE « MH—LE[RE
#ll o StorageGRIDZ4&S3 REST APIHFIRFERTEINRF « G BRMR S /EsHER o

REERTERERMBERERRIE ° StorageGRID

HERERIE
S3 REST APIISTREZIEAMBIHTTPHEAME K  StorageGRID

SRILTHAER(E 2 12155 HHRERVEIRERM A MHT TP H AT o StorageGRID HEARYBF AR AJ LIS M fE B

RERRE (GMT) RIEE ~ SLERWHRRRE (UTC) RIVERE - BERKERT (WAEISE+0000) ° MRE
B3 x-amz-date RRALHNERT - EBRE B ERITERIEENEAE - EAAWSELIRA4ETF x-
amz-date HARAXEBHARE « FILREAREERRZENERF o

—ARE KR
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BHEMARE R EEAEEH)
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLEE G

IEEHEEISMNG ~ 2010F A0 ~ 201555t AD ~ UKREBEMESAERNEE T - EEPIFRENCEHD
BB o

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHIEER%TT | SUB-EST2020 ALL.csv ~ ¥ITFFR ¢
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI FE%E%] (CSV)

L)

70

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

HIEZERVAEIT21T - changes.csv >~ WFFAR ©

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI FF%E% ( Parquet )

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443

--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP)
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME
'SQL' --input-serialization '{"Parquet":{}}"
'{"Csv": {}}' changes.csv

AS DECIMAL) /
STNAME" --expression-type
--output-serialization

B HAEZEAIFI41T ¢ changes .csv ~ M1 FFAT ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es: region:account-

ID :domain/ mydomain/myindex/mytype </Urn>

</Destination>

</Rule>
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<ID>Rule-2</ID>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HERIE A
ERRAIRA"
MRER R ERBRIERE

B ABEATTER) BMBRERARECHEERNEURMBESEEIRT - BEERE
XHPRRHBPESFEAAREXML « SiEERTEBENMEXRZEBRMES RSB -

T AR EFERSS | PuttBucketMetadataiBAIHERR - SZMRFIRIEFR « A BETTAIEIESE o
E

ERGBEERSIXPEIPEUSTFEENER - SETPESHENERSRE S —NZERA) - SERAETIEE
EERNYM - StorageGRID LU FER#( R B RHEIX 2 HE B 893t -

YRR Y) L FBRYRI B AT TERE © AIU0 ~ eI UEXABFEBZYHNFHEER /inages E—EBBY
i~ URBEBREBRYMY /videos EIS—1E °

BELREFORERER « IR GEEERE - A9 « SEREFTYHRAIRER test MEERA ~ A
REBRERIYHT test2 RNAEF o

B eIt A StorageGRID AR IFFFIURNRIEE - EFEERBENEREIRR « ERUKBHATURR

B~ IRELAZETETE 400 Bad Request © #HRsNE3I5H | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEHH ~ MHNPEER S RAEFET /inages BFXE—EBRIM « YA PESHR G EFEFE

T /videos BXEF _EBRMM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
" key" :
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"md5" :

"metadata": {
"age": "25"

by

"tags": {
"color":

}
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fEREFMEER PEEE key:value I EIPR A ERETEER - 85
TIBEACH
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HEZCAEREPEE R StorageGRID ~ i HEAMEF UF R SIE MBI EX
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[Get StoragefE &1 EXGSHEEMERFFAIEMNBHERE - UkEZik P HERH
HEERTFREE -

RS ERNEE AR R EHER AIEBEXREN Listouckets EREVE x-ntap-sg-usage BHBY - (7 E
B RS B ARIBHPUTAIDELETEER S RREH: o ERETAREREERIIEE « FHFSTARE - £
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AR ASS ¢ listAlMybtF #FR ~ St2MRFroot « 7 BETTRUIEIEZE -
Rt

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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s “FERILMEEYE"
* "NetAppXli#iJE : WA EHEStorageGRID ZIEZENHIHE « F2H (MHEXE

BEFREREIEEX !
BB’ B IRRERIEUART G ARENK"
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BB - V{8 Bucket &R EE"

Get BucketZZFRERERBIBR - 1B « EAI LU EFE A L ER KA IR EBRERHEFE BRI A MBS ER
BIERIE ©

BB - fFE Put Bucket $R&E"

MRARER) ERBREREBE - A8 - SR BB R ILERRIENIRB ERESRAVEREBEERE
g ~ SRR IRARRTRREN AR ARE « SZERFBHAMRE -

[e]

B8R . ARAMMIBEL CreateBucket E3K

SGCompliance XMLITE BB o LA ~ AT LA ILE StorageGRID BET7TEMA
CreateBucket Z3RHVEER XML BERANX ~ LRI FTEERNHEER o
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CEZBEILMA NARERE) BUMEN - REESER CreateBucket EXIEDREILTBVIBRETEE ~ RIE
EOTHHERAR -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

BB : Get Bucket ComplianceZ 3k
Get Bucket;ZRIBIBE K BB © B A MUEEFE R IEERRFENIRB ERER T
& BRIBMHVEREERE ©
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FRIRRANAZIE (ZEFATEEK) Ih5E ~ IREBS3YHFHTERL o StorageGRID
StorageGRIDUNFEFHAAE ~ sA2R TIIAR !

@ * "{§A S3 REST API & E S3 ¥{4-tHE"
* "NetAppX:H/E : W{AEIEStorageGRID TIEEERNRE - 520 (FilEXE"

B BEBS3 : GetBucketCompliance#[R - o2tk Froot ~ A BESERULEIEE ©
FRzE &I
IEEE BB R ORISR ER AN REFEEREAREBIERTE mybucket ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EiE

FEEIEXMLA » <sGCompliance> FIHEMIAMANERBERE © IEIREMBERFEFERIERBERE « H
hEEVHRRE—F (525600018) ~ EYIMHEEEIERRRER - WEMBRRAERERE - SEAYHR
TE—FR BB -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
atE SRR
RetentionPeriodMinutes MEE R Fe2YENFREHBERE (UDEREMN) - REHABER

VI R E AR BT A o
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

iE s A
RetentionPeriodMinutes WEEILFEFEZMANRERERE (UDEREN - REHEIR
I RN E AR A o

* EE * % RetentionPeriodMinutes 5 EFER ~ SN BEIEE—EE
ZEERH AN ZETRERNREHRE - REITRAZIEZE - &
BV ZME ~ RAsGNzE -

LegalHold * = ILREFEERERGAFANRE « FRIFBUHGARE « DRI
MIFRILETRE AV ~ BMERBEAREIEBEA

* R IEEBMIBRIRGENE o IWHEFEPHYIH AR E AR EIRR
fp o

EENTES * B ItREEFEPHNYHEERENBEIARESME  BRIFREFER
REERAMRRE

* & REBHIREEIER  ILREFERMHTE BEMIER - MRFEM
BRELEMM ~ B BAFEMFE LM -

EREERERN B

ERENSHEFEAEARERERT « LR TERFEEEEREBE) EXKEStorageGRID ~ BRI EFHEME(E
MRNREFEREER - IRIETAR - StorageGRID S * BRI * —RMRFREFMAERFOILSNFIE
BEREFEPEBENNREFNE HREERERERERE  fIEARARER—RE -

1R StorageGRID AAF(ELL&E RO A NS EFFHEAFERAMEEED * X2 ~ —20E - §Y
[EIFERY HTTP ARBELHEA 503 Service Unavailable.

YIREUWREIEEIFE « RISEREEREIES - URRAIRNREIRFENEREY - IREREESELESE
AL IR E SR RETFENRS « AT IR PIRE G 98 HIfER Strong-site —E1% + SIENEHKMAIER o

@ PRIERIiT <R A BIaRGEST « [RIYIZ75818 * s8TUuh e * —2E « FRIECBRARERILERE
TRR-
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E—EUAEREE * IS * B« StorageGRID R EMBEREBRREIGHLEANAFIREREAER

& —2% - E&R T StorageGRID EFFA LA MEFHMEMAIAZA » ILRFEHREFIETEREZER—X
BURRTE ° A —EBVERE FIAE G S I FTRRAMIETRAIRITSS o B0 ~ NRIERETRENSIAFREZT ~ MEEaEIF
B—201% - RIBTRR SRR ERERERE (BIE/AFRSE) AISESEETREENFOMEERN - FIt « ERREE
RENYG « DTS ERBEHEIEARERIMER « ERESESMR WMREKR) -

LEaEIER  BIhE * —M - FEWEDY THEEA EREBEER ~ MAA Consistency-Control
HTTPERAREE « Y1 TFAI7 -

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

3RO
* MRFBEFERIUANTEIERER « BIEIBRHTTPIRAEAMNSA 404 Not Found ©

* Y18 RetentionPeriodMinutes EEXH « HTTPARREIE/ N\iMEFE&E B iAV R B EAR 400 Bad
Request ©

HERIEN
"BBE | RERBEREUART GEREK"

A FEMEEFEURA

fERATREM A EF IR A

X &{ERAmazon Web Services (AWS) [RRIFEES -~ 5ES3HH P ST ¥ E LAEFRER AR
HEENYHFIITER o StorageGRIDIL R E{ES3 REST APIRAIZESHF

£ o StorageGRIDS3 APIFYTFEUR A @ LAJsoniEEs o

FEURAIAEEE

S ERNEFEURR] B M ° StorageGRID

* * Bucket Policies * - {8 GetBucketPolicy - PuttBucketPolicy Bz DeleteBucketPolicy S3 API {EX 3K E
12 o BE(URAGMIMNEREN « FItELRAAIREAIEFEAEES ERFEMERPHFEREHEMUAE
R EITEER o EAIRBMEEAR—ERE(L ~ eIsethBRAN 2 @4 -

* BHERR ~ EREFEERAZER EEAPETRE - BHERRISHMNERS FREHE « FItEERAE
REBAAZBHAFIRIRPAIEANEEERR - BHERAMEERN —EE#4E - FIEERRZEREFE -

()  eERuAHEERNZENECETIEER -

RIFEAMazonERRMFEEE « BUUTEUMEIBIRE) o StorageGRIDEER B AZRERE —4HRRIERE - SE R
#HWEZTTITE :

* HIREID (Sid) (M)
* MR
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* ZENKRZETA

* BRIARER

* TEIKR1TE

* &M% GER)
[RBBR S A b AE B AR ERERR © TEE A <condition>H¥ » 1% 8l <effect> 7 5F/3E4B<Principe>#11T<Action"
SERATEEBARISEINGE :

pavE S 55

SID SidTTEREMRIER - SIHERERERPFER - E8R#GF
{BStorageGRID A E#WIEFE R RS ©

e fEFeffect TRIRETE RS REFIEBISEREE  LARAXZE
BYActionTTRRIRET - MBERET (TIEME) RIBTEESIF(EE -

HEANREFEA WRILRETERE « BHEAMRAFEREEERLERITIEEF - MREXK
PREESIFEL  AIAEESEAFT () #HEhE - MEREFN - RIE
Fas « RAroottk A ATUEFEGLIRP BEANER

TREEEEURAPIEEETETE - HREERRIMS « MNERRRE:

HEANZHERRTE °
BR/ARER BERTHEUHNBEFENYMG o Bl UEAAmazonEREHE (ARN) 2K

REFHBMBITREAN M RIREIR ~ LUGRBIEIR o

TEIRTE 780 M TR TRIEROWETH - ERHEERERE - RIEE
i ERAVTF ENRERR IR T BIEAE o BRIFICHFRIETREIR « DRIFENEEE
BISFI LA ABRMEEAR R B R H M RRIFAX FRIRER -

& IR TEBERER (KM ECREERN « LHERREERRE

EActionstEH ~ IERINEREBEAFT () RIEEFMBIEESIEEFE AN ~ IEBESLLEIS3 | GetObject
+ 83 ! PuttObjectf1S3 : Delete#J{F5#ER o

s3:*0bject

EERTET  CANERERTT () A (?) 2% () HOENEMFTAR B () HAE
g o

7 Principal TEH BT REELHISL - FRBEATT - ERHRRETSAEA A - CREAFT (
) BBHTEM -

"Principal":"*"
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"Principal™: {"AWS":"*"}

ET7IEERIF « FRAERANE R ~ TEE) ~ 178 M &R & o LEHIFERTERBucket/RE
20 HfEA T2 HRERKIEFERE (BNEIEE#H) federated-group/admin MKBAFEEIRX
federated-group/finance HIHEPR “s3:ListBucket EHRANFEEFE L mybucket F{TE)
s3:GetObject HF@ANMBEYIH o

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:: :mybucket/*"

HEFERAIFIA/NERZ20 ~ 480fE{7TAE ~ M ABHERAIFIA/N LR35 ~ 120fE{LTAE ©

JRAI—EiE

RIETAR « CREHERAIFMIVERERREEHE N - ERHERRER[ 20T - ARRERIRE - @ErIER
EERIM 156 DEEA FEER - IRIBETAR ~ EHREERAIFMIAVERNEREBZIFE —2HY -

TR MR E 2 EEURAENRN—RIERE o G100 ~ ErRERERIL A PEEIRE EITRREA

FUEERT ~ AILIERE Consistency-Control PuttBucketPolicy EKFRVAESE « & AT LUER Put
Bucket —EYMEER o EEPERASE—IES « M RANREY BB AIATEEE) 8 FIVESEAA AR o

@ MRER—BIEREATRNERABEEER - HHUETTHAFHRITRRERRE WERRIE
{8 o BRI ~ FIERRRETIREREC G ERENBIRE °
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HERRIEZBAPEAARN
ERAEREAPR - ARNAREENERTE
* (EALEEEARIERESIEIRARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* AR ARIEES DR EIRARN (EREMEAE)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HthEZE8FIE :

* TEIMERES: () MABAFT - UtEHYH RN SESRZEF T
* AIUTEYIE R IBPIEE B F 7T ~ FEfERJson utf-83Json \uEEERF I TR ° FZIEE 7D LLARS o

"RFC 2141 URNEEE"

PuttBucketPolicy 2RI HTTP ZRERBH AL charset=UTF-8 #Rff ©

ERAPIEEER
ERAERF « SO UERERITRRIEE AT HIEE RN FEFEIMF -

* SERDBZHEEFEERTE o 7T/RAP ~ BEELUITERERMN Resource WE NotResource HEbf o
* e LA{ERASIERARNKISEE R o filan -

"Resource": "arn:aws:s3:::mybucket/*"

* BRI UEM S A E R IR RS - B4

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

* BREFALUSEEZAHERRFGHRFENRHEFE
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ERAIPIEE R
ERERETR KA RABRAAFAEEEFNERNEAE « BHENEARS o

s ENMRAFHNESERIERENEESTETE o BHHRASHNERDERTREE Principal 7t& « KA&EH#H
WIRfRATRE o
s ERAF ~ FFEELITE T Principal 1 &=~ @2 T NotPrincipal 1| FRRHERR ©

* IRP RS R IAERIDEARNIRISE !

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

tEEEHIEATE A IRAID 27233906934684427525 « HA B Z R Frootfltk A RAVFAEEAE !

"Principal”: { "AWS": "27233906934684427525" }

* WRAEEFEERPIRE &

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* SRR ENBBAEAE ( TAlex) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEESERIERRHE ( M) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* TWRILUEEERERS :

"Principal": "*"

* BTEIES - LALUERFEREVUID « TIEERERTE !

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

* FREFAMEE R EFERAE R ARFEREHE/ERERTE

R PIEEREIR

ZREIT « GfEAActionTTER A ZF/AEBE RMER o EalUTE/RAIPISE—4EHER « LUITE MAction) &/T
L NotAction] FTTBEPREERR o BETTRAPHEEFERIS3 REST APIfEE ©

BLEXRRIIHERERFFENER - UREREMHIER -

Amazon S3 IRTE & #1¥t PuttBucketReplication #1 DeleteBucketReplication Bi{E{EF
@ S3:PutReplicationConfiguration #[R o $#+¥&ETEIFERRRRIER « EHFEBIAmazon S3i7
MABRT o StorageGRID

() @ Pu ERRAEREHTMI -

EREITERIRER

RERR S3 REST API{E% & &UStorageGRID
{ELAfHiEERE

S3 . B BRI = o

*© fyEE* C ERR
BAEEA -

S3 : MRE RIS fiflB&Bucket

S3 : flEfBucketMetadatai@4N fHIBREFEL P AE B BB AN AH RS prLin

S3 : fB&BucketPolicy fiB&BucketPolicy

S3 : MIPRERAERS fHB& BucketReplication = A RIRFAM
PRIERR

S3  GetBucketAcl GetBucketAcl

S3 : GetBucketCompliance BSEREEREE (BB =

S3 : GetBucketConsistency ESEM—4 =0

S3 . GetBucketCORS GetBucketCors

S3 . GetEncryptionConfiguration GetBucketEncryption
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FEMR

S3 . GetBucketLastAccessTime

S3 . GetBucketLocation

S3 . GetBucketMetadatai®4]

S3 . GetBucketNotification

S3  GetBucketObjectLockConfiguration

S3 : GetBucketPolicy

S3 . GetBucketting

S3 ! GetBucketVersion

o

S3 ! Get%dn BHAAERS
S3 ! GetReplicationConfiguration

S3 : ListAllMyb##

S3:HEE

S3 ! listBucketMultiPartUploads

S3 : listBucketVerions
S3 : PuttBucketCompliance

S3 : PuttBucketConsistency

S3 REST API{E%E

EVS R B ERAF N

GetBucketLocation

HYiSBucketth B @A AR

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersion

GetBucketLifecycleConfiguration

GetBucketReplication

* JIERIF
- NSRHEERE

BEMH
* 1RREE
RestoreObject

ListMultipartUploads

RestoreObject

EX{8Buckethr s

FHEERERE (BBF)

BIREMU—RE

& &UStorageGRID
{ELAfHiEEsE

=l

28~ ARESEE
fEAE -

© BfEEE CERR

BHEERA -
=1
=1
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FEMR

S3 . PuttBucketCORS

S3 : PuttEncryptionConfiguration

S3 ! PuttBucketLastAccessTime

S3 . PuttBucketMetadatai@4l

S3  PuttBucketNotification

S3 : PuttBucketObjectLockConfiguration

S3 : PuttBucketPolicy

S3 [ PuttBucketting

S3 : PuttBucketVersion

S3 : PuttH & 23407

S3 : PuttReplicationConfiguration

EREMHIIEIR

FEMR

S3:HIEZEABLE
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* MiF& BucketCors t
* PuttBucketCors

* fiB% BucketEncryption
» PuttBucketEncryption

i BRI iR 1R T AN
MERE P EERBNAARE

PutBucketNotificationConfiguration

* Bl—{E{FERIAY CreateBucket x—amz-
bucket-object-lock-enabled:
true BXRIZE (WFHES3 | BIIiFHE
fR)

» PutObjectLockConfiguration

PuttBucketPolicy

* MIFRERET
» PuttBucketTagging

PuttBucketVersion

* fB% BucketLifecycle t

» PuttBucketLifecycleConfiguration

PutBucketReplication

S3 REST API{EZ

* AbortMultiPart L 18
» RestoreObject

& &UStorageGRID
{ELAfHiEEsE

=~ s R T A
PRIEMR

& 3StorageGRID
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1R S3 REST APIfE% & #iStorageGRID
1ELAfHEE

S3 : BypassGovernanceRetention * MIBRID

* MBI
» PutObjectRetention

S3 : BRI+ * MERYCF

* BRI
» RestoreObject

S3 : flBRObjectTagging fiflB&ObjectTagging

S3 : filERObjectVersiontRz RIER RS (RIS ERRES)
S3 : MBRObjectVersion DeleteObject (¥1fH94FE HRZS)
S3 : GetObject - GetObject

© REYG
» RestoreObject

© EEMIHARE

S3 ! GetObjectAcl GetObjectAcl

S3 : GetObjectLegalHold GetObjectLegalHold

S3  GetObjectRetention GetObjectRetention

S3 . GetObjectTagging GetObjectTagging

S3 : GetObjectVersioniZs GetObjectTagging( ¥I4HI4S ERRES )
S3 : GetObjectVersion GetObject (MY ERRES)

S3: FHZEZH LETH ListParts + RestoreObject
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1R S3 REST APIfE% & #iStorageGRID

{ELAfHEEE

S3 © PuttObject » PuttObject

» CopyObject

* RestoreObject

* B ZEHD LE

* TR ERRD LE

- HERG

* t{&PartCopy
S3 : PuttObjectLegalHold PutObjectlLegalHold
S3 : PuttObjectRetention PutObjectRetention
S3 : PuttObjectTagging PuttObjectTagging
S3 : PuttObjectVersioniZ3 PutObjectTagging( ¥4 8945 ERRZS )
S3 : PuttOverwriteObject * PuttObject 28

» CopyObject

* PuttObjectTagging
* fBRObjectTagging
* SERZERRD LE

S3 : WEWH RestoreObject

fEAPuttOverwriteObjectiEfR

S3 : PuttOverwriteObjectf#[RZE StorageGRID AER I SEMNYIM 2 (FEBIBETINAE  ILERAIRTERE A
Fine B UBRYHNER - EAEERIPET ISR °

HEHEPRAY R BERR E B4

* RFF L BRIHEAUBRYMN - EETARRE °
* ERR*  BRIREEERYMN o 584 BB B - PuttOverwriteObjectfEfRAVEIE A TNAIT -
° MRER—BEKRIREYMH -
" YHRER ~ EREESPESB S S3 M REEEER °
* EEPEITHRRRE R G ECH « WEOFER o

* MNRESA S3 hRAERTE ~ Bl T4E4B) sREGRALE PutObjectTagging 3¢ DeleteObjectTagging EZ1(&
B R L IEB AR A TagSet ©
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© MRHLAZRBWE - ILERBATER
* BUILERAEFER - MRE TR5F) REMER -

WR BRI S3 REAFEE - M PutOverwriteObject #[R:R EAIE4LE -~ BB IRE LB B
@ HER « FRETEEMNPEER HYGIZEC o b ~ INREEE * 2 FARIREN * 2B (*
AEE > ZRMRTE > HERMYH ¢ ) ~ BIZREEEE PutOverwriteObject H#ERAVERE ©

ERRIPIEE R
R EERRAMENEFRE - R REEFFNEIRERY -

FHERSIBERHETE o RETRUUEIZSERS - MASERGIUEISESRELY  FER

ERTIIEI -

Condition: {
condition type: {
condition key: condition values

I T5EERIF ~ ipAddressi& - {EH Sourcelpl& &% o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

SENREERTF
HRHHEEFRIDEMT ¢

* FH

T

* FME

* IP {ifit

* nulli&E
RHEREF =RER
HNEEER RIF=2EF (EDANE)
#AEYNotEquals RIBFSELESH (EDKNE)

VR EIRRT REEITIER -

C R EiRA T REEITIER
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IR EREF

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

DFE

il

NumericNotEquals

HEEH

NumericGreaterThang Equals

B =FLessThan

NumericLessThang Equals

Gl

|Pth 3t

NotlppAddress

null

SENIRTER
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RIBTE2HEMTINER (BEEANE) ~ BEBEFREETHEER -

RESELLH (BRANE) - RERRTFHREETIER

WER2IER @BAANE) - BLBRTRERITLLR - AUEEF
?BAFT

RETELEH (BHOANE) - BSiERATREETIER - AU EIE
?ERFIT

RIFT2ETIGER « RERESEETIER -

RIEESERLEYE « B2 REBEETIER -

RiE TR EE - R EBEETIER -

RiE TAREER B~ RS REHBEEITIER -

RiE DS R R EBEEITIER -

RiE VNREER LB~ R ESaE TR -

R "TRUE B( FALSE" Lb¥} ~ R & BB mMEEITILER -

EEEE S8 LI P BRIP AL EEE] o

RIFETENELE  HEIRMIPAH R IP A EEEITEEE o

BEMRHERESFERENERREF -



B8
AWS : FKiRIp

AWS : [FHELTE

S3 DR

S3 ¢

<tag-key>

178
IPEESE

=V =R il

S3 : BERHEFEMN

S3 : listBucketVerions#&

S3 : filFRObjectTagging

S3 : flB&ObjectVersioniZ

S3  GetObject

S3 . GetObjectAcl

3 : GetObjectTagging
S3 . GetObjectVersion
S3 : GetObjectVerionAcl

S3 : GetObjectVersiontZ

S3  PutObjectAcl
S3 . PuttObjectTagging

S3 ¢
PutObjectVersionAcl

S3 : PuttObjectVersioniZ
50

=RER
12 BMEX ERAIPIEEITEEER o TR B
EZ o

*fEE : *UIRSIER BB B E IR RN E R LAY
BHETERRFGEX - AESHaHTHSRRE LE
BYIP{IHEEITELER ©

MizE : MREAE =7 « NEANEH TEHE

LE# ez & B T3S RYIPALE o 1Ef] X-Forwarded-
For {ZEER WA - AAELIEEEBMME -

G EERERENERELTE  UREPEEENK - 7
RIS EZE -

##£2 ListObjects 3¢ ListObjectVerions EXKHHI5EHI 5
PRSBUEITLEE -

RERAY AR ENRCERRMIE -
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(EREasa 178 siLPH

S3: &iF LR S3 . BFEREEM H& 8 ListObjects Y ListObjectVerions Z3RF115E R
max-keys SHUEITLEE ©
S3 : listBucketVerions#E

PR
S3 I I HEERERMRE R  S3 : PuttObject BrhEE AR B &L HHEALEER x-amz-object-
2 lock-retain-until-date BEXRIEENIETRETES
REBHAMIETSE « LERELEE NIERWAFEE
A

» PuttObject
* CopyObject
* B ZEZD LE

S3: YIMFHERIERIRE X  S3 : PuttObjectRetention £ PutObjectRetention 23R $5E IR Z & LE A EAE

# 1TEEER ~ R REEAFEHER o
S3 . FIEN S3 . FEREEM H& 4 ListObjects Y ListObjectVerions 3R 35 ERIA]

BESHCEITIER -
S3 : listBucketVerions#&
R

<tag-key> S3 : PuttObject EYVIHERESIZECE - EEREIESEEEME o
S3 © PuttObjectTagging

S3 : PuttObjectVersioniZ

Y
=]

ERRIPIEEEH

eI E R PERAEE - ERATERBEARAEN o ErIUERFERRBES Resource FRTRIFH
EE®X condition JTZ ©

TELELEEBIR ~ B3 S {aws:username} BEIRITRN—ES :

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"
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"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by

=2

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${$}

B REERAREENRE

=RER
FERRRIpEBIEAIRMEES o

fEAUserName iR {73 2 AV -
ARG EBNR BB ESRHINER -
ERRGEBNRATIRIEARMENER -
BHRFTT o EAFTMANFFIT °
BHFTT - ERFTHAFE ?FT -

BHRFTT o ERFTHAXFSFTT

BRERBFTAEE IR AL 2 MR EERI IR « MEEEHITIEE « FIUNEHEIRFABrootEME - E/RAIESE
HAR] ~ R1&Amazon ~ StorageGRID #1177 21%S3 REST APl RIFRHIEL ~ (B[R AL HAR BIRERAE

[RRI5RER [RR$EE Amazon{T# E{EH T StorageGRID

{E4Brootik B BY{ERITERR =t

ég%@%ﬂﬁﬁ%%/ﬁﬁﬂﬁﬁﬁﬁff&“ 24

%H%%Kﬁﬁﬁ%ﬂ%ﬁ&ﬁ’fg iE =+

B HE « {BrootEAEIR HE
BREFAESIMHEEREEE
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B EES I
EMHER B~ BIRAIREFE ~ FIAS3

HEERIEENERSEE
B MRAsFER40575%) &5
-gbl::!\l
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[FRI5RER [RR$EE AmazoniT# E{EH T StorageGRID

SEFIMNEBIRFrootS (EAEE & BN ~ BRAIAFE « FTAS3 18R
BEAER HEFERRAEENEREEE
B IRAFFEM4057575)
2
AEFFSEANBBEEANTRES #E} B ~ BFFAS3EEERRIE 1EE
3 EHEREFEBRIERARE
BMEREFRETH 140575
Al SRR
1EXEPTE AHFREEHERVEIR  $23} B E®SS « BrootfEAEIR 1ER
FREBFASHEFRIRAIESE
HYRERR
FREANFENERENEE #3) EYBIER B
BRENFRENSHHTFE i) By GG
FheR A EHE i =} EHBIER B
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/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

BB BETHER (Ph%)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

#H : AFFE—ERF RS EABES TBEFIE « DUREMIRS FRSEAREFIENL

FELEEEHIR « EEIEERF FHNSEASAIUTEFNEBRFE « M5 —EEERS PRSEA RS Hfi#
F& ~ MRBIRHF#FERIYHHMITGetObject{F2 shared/ MFEIRAIERS ©
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

P . AFSEARBENEEE - LHRIEEHEETTEBEFN

Ut AP - BIEERTEARNSEAZBRAIUTLATE « MERTRERFIEYIMH L#IT GetObject {F3E ~ MR AET!
HERBFERIERE Marketing IHEEMIRE A ~ RAFFREFR
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

A MRAPIRUNRIPEE « BIAFFSEABIRE AREFERFEVE
TSP ~ SEAN (BiFER) HILGILEHFE « LEEEFEEPHNMENHE LHITEEAYEEE « AiiREE

KIRBIEEWIPEE (54.240.143.0554.240.143.255 ~ {854.240.143.188F%5M) o FREHMIEXEE G ERIE
A8~ MEIPSEELSMNIFIEERE G B EIELE -
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"Sta
{

["arn:

tement": [
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

8P . AFFRERBEREERTEETNHEE

TEUEZEAH

« BHEREFAEAIleX AR IF X examplebucket RFEEKEYMY - FREHMERE - G4F T
root]  ZPEPAFEIEABPIAIESR c RBFEEE ~ Troot) KIET GRIEBTFEUERIRINE/BUS/MIFR

BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&35 : PuttOverwriteObjecti#[R

#EUL#EHIH Deny PuttoverwriteObjectfIDeletef HI3 BRI FZEM A BEE B ERMISMAER « (%
TP RIS ZET o
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BEAHIR AR
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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