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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
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@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

EHAPIER

@ IEERAPIHEBE R THEMAPHEREER ZENRFEE o 35/ NOAREEERIEE - BHMIBRAERS
BRI EMER o
1. BEEVHTTPENMEULEEERFMAER -

2. YIERBEREERRTEHLMBEY « GIMIBHESERZEID - ARIUSELE - BERERELFEHTENAPIER
7 BEBUSFRERNE ©

3. PIUFEETBBERBABRA - MBE « R LU HE RS ER R -
4. BRI o
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5. IREEANENSY « HRBEEIEHERELS o
6. JEIEHIT" o
7. RRIEIE AR ERE TR o
AF BIEAPIEA SIS
HAEIEAPHE AR EIR R T IEAHETEERNHA
I ~ I Request URL 57 API BOMRZS 4 o

https://hostname or ip address/api/v4/authorize

EETRERTESHEER « AP WEZRAEIEN - EXTHEERESHEER « G150 API BIRERR
7 o BANEE BIEIL RSB 1T o

T5EBHIER PRI AR IRPT AV AR B ARIR S APIRRZS ©

APIEEERY =N AR
BEIRER 2.1. 2.2.
BERRAHEE 2.1. 3.0

— % StorageGRID #REERS « D EEVARIARM API o Ri « EEAH 4K StorageGRID E 2 HMIIHEERRZAHY
E%H&E# s [ el 4 4B ENEE RBIAPI ~ L/(HWE'E"‘—ﬂEIStorageGRID H}iZISE’JE%IjJHb °

@ R LR E T EERIRRZS o 552260 Swagger API SXERY * 4HAE * —&f « LIS "4EE EIEAPI" LY
BELEN - LEZTENE AP| BRmLUEREHRAZ % ~ FHERNZIE -

BEFNERGU T A NERR BB

* [BIFE1ZEEA (deprecated : truel
* JsonEIfEANEE rdeprecatedJ : true
* NMS.logHr &3 EBRIES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

F| i B AT AR s S IR MPLEAPIRR 2

€M GET /versions APl BEXREEIZIER APl T EHRAIEE o IEERAIF Swagger API X8 * 4HRE * &

B o
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

S 2 KBYAPIhRZ

AT UER RIS S BURIEEAPIRRZ (/api/v4) SAREE (Api-Version: 4) o YIRERERRHEEWEE - A
REEEBRREE -

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

PrEEsHEILE RIS (CSRF)

& StorageGRID 7] LA {8 F§ CSRF M5 2k 581 B A Cookie BIEREE TNSE ~ 1BNFA EEES AR UL E K
4% (CSRF) IXZE o Grid ManagerfifA R EIEEXNE HERAILLZ 25 ~ EMAPIAE
ImA A EIER R ESAREA °

;%%%Eﬁ%ﬁ%?é?&*%*lﬂﬂ%ﬁﬁ (PIENHTTPREPOST) - AIREEEXREABAERENCookieRE HIFEE

FFICSRFHER BB EECSRFIEE © StorageGRIDEXAEF « 53 Cookie A B AN B EIRATAFEPOST
ENBHHINE °

EERYFAILINGE - 5B E csriToken 28E true EBEEHAR o TAR{EA false ©

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

YNRIERE ~ BIAA GridCsrfToken Cookiel AMBIEERRE ~ I E AGrid Managerfll AccountCsrfToken
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CookieBLAMBHERTE - BREARLEERER °
HD%Coomeﬁ‘ BIFf B A {E R FARBEESR (POST ~ PUT ~ PATCH ~ DELETE) #@W BB S THEP—IF

* o X-Csrf-Token 1Z58  WHETAER 2 CSRFERICookieHI{E ©
* BMESRARIEEIEMIFEE - a csrfToken REFBERAENZREY o

EERTECSRF{R:E « sAfFEA "R EIEAPI" oy "THE EIEAPI" ©

@ MBERFKRET CSRF ML Cookie ~ thEEHEMERER JSON B K F M AZEINIRAEFEHE
2% T Content-Type : application/json 1 1ZEERFAEE CSRF K o

e MR F SR AR
WA F BAARERE

YRR N AREE P LU RS ERELR « AIZIAF 1 —E StorageGRID 4t (ZKI/RTH
B) #5235 —{@ StorageGRID &4t (#EXHF) - #SHARZE - ML ERIEHE
BEEHHEMEREE S ENIERERL -

=32 F B StorageGRID Z4EEHHER _ ZKIFEAN _ - E5FTHF I StorageGRID 24 2HAE _ BRI
4B _ o MERAIREEAEHERERIES ID ~ %18 - 8 - EERENIERNER - EEMMELARYINEZE
root EFAE RS o MFFMAEN » FBRRE "HESRAER" M "EEAFFHHEE" o

FERERARIRFEN "BERER" BE - EWEMES LEEEENEREENERE  JEEEEFERE—
s _EHERVRTREAIM ©

tRAERATER TIERE

MRECWHEFIRERS * ERMERERER * #R SRR ILIEREE - EEERRITILED BRREREHE - &
FAE# S3 FEXESR ©
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Permitted

o Sign in to tenant
tenant account on source grid
s,

9 Configure same identity tlEnant SEIE No
sgurce on both grids

identity
federation?
¢ * Yes, grid

Optionally, create

o Create federated . £ e Create local groups _and
Eroupson source grid . USErson source grid
sourcegrid
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

UTRIERIZNEEDER

Q..

BAREAEE (RVZIIERRENE) EREARE

e T RT LUE R E & 73 58 Al Bk ER

MRECHEPIRA RS * EABCSHEDHAIHKIE * #IR - AIUERRBEEEMNERE « FARRMB AR
MRAREAERS 2HEAIKE (ERERNKRE) - RIFMEFERERERNS DHAIRER « TRIFEZERER
EAMERE - MFBERET ~ F2R RS0 MG HE"

e BiBENERE

BIuBENERER « FHELRERRIRIFERFRLE - SEHHIEEHER « StorageGRID BRI EEREIBM
A% o

* MR 55 EE 2 # ¥ (B StorageGRID RFERIHPIREMRE « "EIUHRIE A 24" 165 255!
HIREAREREAE -

* MREAERF ORI « "EICRpIAEEE" AR "B AERE" -

e 1 S3 FENER

eI "B S EH CEFERER" E "B EMERENFIER ERRAERIE AR _EFEEZAER LR
AThS o
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o TR LUEEER 83 FHER

MREFEZEMERL LEFRABEREEFNEENITIE  SAERRER LRIFIER - 2ARER Tenant
Manager AP| iR EFIFEIEREI BRI - MNFTAERAIET « SF2 R (/A APl B2 S3 FHEE"

ISR - (ERET S3 FIEIR 7
2 RIZANED ~ BRARIIAITERE P RIRAEARANTE P B Ut AR 2 RS B4 ~ EAEM S3 ZEEER o

ERIERRAES LRI A EHE

BIUHAIRELERE BRMAAR 2% « StorageGRID & BENH NG £ P IR ERAEEEAE « 18R
ZFE PRI B RO

RIGEHEREE BB HERNFEIIEL « B4R S3 B¥4ERA - NFARRRIET « 5525 "AS3HRELEHE

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ ECTERRRAES LRI AEHERFIERVERERE « A ERENE BRI EREMAR
B o Rt ~ BIAHERER/DIEEERE - MEERIEREREEEE -

BRI LRI ERE

BRTERIRAEN LRI FERER - StorageGRID B HENMIZERAEE R T BRIMAA - RIGEAER
HEARFHEENEZS - £RAERER  BEFN - RE - MEERE LBNRE—ER#E - NFERET 5F2
B "EEAHERE" -

BERNZEEE - PREAETHBAGERE BpER - MRS EREFTEFIERMER LAY Tenant

Manager * BIfE R iIRFRIRMERE L ATE B AUt LITEZER BT - NFAERET « F2H "EEAK
fERE" -
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Tenant source grid

Create local user

Local user
has a password

Tenant destination grid

Local user cloned

—»>

Local user must get
new password

>

BRI RIRE IR E R E

BRRERARFERNER "E—5A" M "SoHEE" ENE « GERFAR LAEBAREIL (BA) pBR

BHEEEENEIBRENR LRVERR -

EmEEEEARRENEFEET « BH4EHERM S3 BHERRA -

AEFEPBIFRRBENEREBMBER 2% - AAERETUEE—RARLEAER -

Tenant source grid

Create (import) federated |_|
group

Federated user can signin

—p

Tenant destination grid

Federated group
cloned

—1» Federated user can signin

S3 FHERAIUFEER

StorageGRID A& BEI#EH S3 TR « ARSEMEE LAEFRNER « AEZE2HFEINE -

EEEEMEMENE LNFRER « S UIT I EP—IE

* MREAFEHSEERERBRNZR « SR BB CHENER" & "B EMERENFRER"

TEEEEEL -

* MREFEFEMERR LERBRNER « EeILUTERIERERE LBIIEIR « AR ER Tenant Manager API

FEET TR ERTR EERHER o
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Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

Tenant destination grid

Create S3 access keys
for destination

| Optionally clone access
keys with API

(D)  srEnRBERED S3ERERE RSN S3 FRSBHTERIBHHIES o

NEEBGEE B AR A AN ERE

REREPRZRREREITE R B B Bt ETER - IREEEFNEMER LT SEABBNERE -
StorageGRID A &5 L2 T8 B 48 RO A B ARRAEE -

Tenant source grid

Tenant destination grid

4—— New useror group

New S3 access key

AREEEMIEREVERAE « ERENENER I EER
REELCRIMBHENERER « 7 2&TER -

NRETEE—ENR _LARESMIEREHE « EAENEFNER - CHEERTERRNEIEHMAERS -
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

£/ APl 85! S3 ZEE 8

MRERERIRP AR * (ERMERERZER * IR  CATLUERBEREZEAPI ~ 4§ S3 77
BB IR IE R IRAENS L ROTE P FEMERE| B Yt LR -
FtaZ Al

- HARIRFAE * ERMRERER * #IR -

© WEMBEGERIEAREY * BARARE B BER o

* EWRIERBE AR A RIFAR ENEFEIES "R E R EEE o

* BERAENERERE "EETE O S3 PENRFEUER" o

* MRECEERARERENFRER - UZEREEFTNWEREE L -

(D) srenP@REREn S3ERSHN  EREMN S3 ERSBHETEEE NS o

HIEE BHER S
MREEEFEMEEE_ EREEREES « AIFLERE CRFIER ©

1. ERREE LERAAREER « "EUCEOHNFNER" L TH .csv EE
2. 1EFE R EIRERAIEI « BEEGREAEIT « FAREEEY * API XXM * o
3. 7£ 82 @R  EEUTHimAS -

POST /org/users/current-user/replicate-s3-access-key

~

___ forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. [

4 B A

5. 1F * AN * XFHIRH + 1§ AccessKey # secretAccessKey HEIFIIEE IS TEHM * o csv* HEET
HIfE °

R E SEF ERRIES|5R o
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bod}f * reguired
Edit Value | Model
{body )

{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"

b

6. UNREIHEAMKEAHA ~ 55U 1SO 8601 BRI EIEILIIF B ~ i * Expires* BIEEHITEE B AEHA H HAFN
B (B8O ~ 2024-02-28T22:46:33-08:00) ° MREHWAZEHER « s58A * null * {EA * Expires* 18

SEE (A58 * Expires™ 1T RATEATESE) o
7. BT o
8. HEABIARRSSEIAEEEA 204 « FnE IR E AIHEAE] H HHAEH: o

EREMEAENTINEE
R EAMEREFE2FIMERRE LREEREFE « S e RZERENTFIER
BER
1. ERFEMAE LEREABIESS « "EUHEMFEREN S3FIEE" LT .csv i8R ©
2. T FBEIRERAVTELS « EEGREAEIT « AREERY * API XXM+ o
3. BSfEAE ID - CREEILERERAMERAENEFNEE
a. ft* EAE * BERH « EEUTSiRES
GET /org/users
b. B HE o
C. IEEEEHAFRREFEANERZE -
d. SR o
e. SREERNESBNERE « AB7E *id* MUPERZEF -
4. 1£ 82 BELAP ~ SEEU TR -

POST /org/users/{userId}/replicate-s3-access-key
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
autormnatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be

synced to the other grid.
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You can add users to this group or remove users from this group.
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User_02 User_02_Managers

39




b. 3EEY * MEERE * -
C. EINEEMENIRBERE  AREN * MEERE * -

ALATHRMINAE -

EIERERSIRR -
A - BPRERE * ©
C. EINEERIFNERE - AREN * BIFERE * -

8. EEMBHEPBIRAKERE
a.
b.

ALATHRMINAE -
0. B REENBEEREET ~HEFEEE " -

wREHE
RIS SIRABHA ~ UIEREILIEHE -

@ MREEFIRF RS * ERMEMRERER * #R « MELCKEHEFRREREREE « AIER
BUEHER SRR EITE A B pYithAERS -

S 8w

CEEEIEE >R o

EINCEERZBHENIZEUT IR

A ) >+ TEREFE o

2R "SSIEREI A" B A SwifttE R I EHE" MBS ARMBMARBHFEER

AV EILBEAE" o

-

.U".-b.wl\)

ElfrEER
HEEAHRMIER !
1 EIEHERET AR _ (ERKAR) _pvs@ERsE -
2. BEER - BIF > - EREHE o
3 RCBHENNESERHENFAENEE « ISRERIFEIIRE o

BRI SR IER S AR R .

Fs—=X Z{E84E
TR UAMFR—EZEEHAE - RBR ERFEENEAEREREEZBEAMFREESNERERIRE -

@ MREERIRF RS * ERMERERER * #R « MEKLMPERT 854 « StorageGRID A&
PREMhAERE LAVEEEHE - MREFERFULEANRY  ELEREMIESEPRHFFEEREAE

40



1. S FEUEE > EF A" o

2. ERUCEMIFRAYSERFERIIZEUT IR ©

3. BEE * 1780 > * MIBREHAE * 30 * 178 * > * MIBRE¥AE ~ o
BERNFE ST H S T IR

4. 3R * MIBREEAE * 50 * MUBREFAE * o

BEEAKERE

TR AR A EE A WS RS RAa A EF4H « LURTE B LEERE I LUIFEILEINSE - 18
FEERAEIT—EFRLTERNSHERE « BTBA Troot ) o HAKAILGIERIBRZA
WERE ~ BEERFRERSE -

@ INRIEHY StorageGRID RGRMAE—F A (SSO) ~ ANEFEREREELIEARFREESHMES
B API ~ NEMFIRTLURIBE EEIREA A R IR AEREIREFHNER

FAYaZ Bl
s N EREARE EERER "SIENEEZESS" -
CBREEREREEHE "root TZEVERR" o

* MREERIRE RS * ERMERERER  #R - CERRNIIERENZEFIR EREFEENER
7" TR E AR BAREN -

BUAKERE
R A RS I RISTRAA— S EAMEHE « MR HIBURIR -

REIMEAEFER S3 EAERA SEHEIR S3 BHERANEREIMM - EEERENATERREFRRAIR
T S3HFEIFEUE

REFERIEAER Swift (FREREEIEHEIR T Swift Container 77EXE o

FHEIERERE

1 R ENEE > ERE" -

MREHERIRF AR * ERMRERER - #R « AIEGRETIELERE,RIFERE - SAELERE L
BUMERAKERENGEREERPIEMAENS -

41


https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/web-browser-requirements.html

Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other

grid.
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3 Notifications

my-end point-4 S3 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® = Type® = URI® = URN® =
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

LB ARAY IR ©
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IR B R R EPEEN IR -

Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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use.

4 endpoints

Display name @ lasterror @ * Type® =

Platform services endpoints

URI® =+

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 S3 Bucket
my-endpoint-2 € 2hoursago Search
my-endpoint-3 Notifications
my-end point-4 S3 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ
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* SITEBESHEM BN NIGE EAERE ~ MEKEHEETER URN o
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B« BEREASREERAPIVERSRE ©
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o
e ERR TEAFEER) Bme
EE T ERE > EHEA -
B ERSEMEN REE -
- REERAEREXMLAE I F A 1R ~ ARIERRHFEE
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Bucket options Bucket access Platform services 53 Console

Replication Disabled “

Event notifications Disabled ~

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

.

<TopicConfisuration>
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>
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el -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion”":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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"SGR ELRISON"
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"{FFS3 REST API"
HESRArEREXML

HERSRGEERATE S —ERBIRRE
<MetadataNotificationConfiguration> Fl
</MetadataNotificationConfiguration> 250 o BERAESEIEERABRNY
% ~ StorageGRID LUK FERE Y4 ch A2 B RHBR X EI HHME B pYih o

MR  RIBRY AT B SR TERE © N0 ~ BRI UEXAAREHBZMGNFEER inages E—EBEHN
#h~ U BEBRIEBZMGNFEEE videos BI5—(E - FEEBRIEF TAMARER « BB EIELE -
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
Metadata NotifyationConfiguration  FjA 5 E R E RHEER YA B A9t 2~ 3B B 2312
ﬁ&o

BE—HSERATE -

gLl MABAZRITEC « AR ERS P EE RIS =157E
5191 -

SEERAELAENAIRE o

B fEEMetadata NotifyationConfigurationJc & ©

ID BB — B BIRE o
BE1ERuUleTTEH ©

4RAE HREEFTUE TERA] 3 TEEHL o REtHEHN
R BIREE A4 TE o
S5 ERUleTTER ©

[

17

99



By =R EH
Al B MEmEEBNYIH e EIRAIRE « HhgER =
EIEER BRI o

AENGAEYN  BiEE—EZaEH -

BEERUETTES ©
=]k A BRI S B1FAC ©
B EERuUleTTET ©
urn EXYHPEBERNBEN 2 — o B

EStorageGRID E& B4 ARIHFAEIURN :

*es WWBRE=(EITE °

* URNEMUERS|4ERE ~ EREPEAPESERN
{#1FE domain-name/myindex/mytype ©
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

TEUEEERIP ~ MNP EER G RFTEFMETT /inages EEXE—EBM « MGPESER SR BTN

T /videos HEEFE _(EBRIM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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FIE SR AMRIEELAIJISON
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EEA Json X4 X E B Bt s 2 o

It FIEERIsonZi Al ~ sZEEH A EEE WM EEREL sGws/Tagging. txt ERANERPEIL
test o o test (EEFEERBREA ~ At versionId fEAZ%EH ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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d. MAEFERNTERER © %0 » us-east-1°
e. MAEFANTERBELER « HIZ* Enter *EERWUson ©
2. BIEFRE

KEFRREER B EH T ERIREREAFEA IP {3k 10.96.101.17 FEHHE 10443 o

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

WRMINEILT FFE  MIEELFEFEENE « NFHEAFTR

"Location": "/testbucket"

3. L&t o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. BRI o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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* ¥ GetObjectLockConfiguration 3K o
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>

<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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BT A ehBHBAEREIE R % ISR LAEE Y PuttBucketLifecycleConfiguration 3K ~ i$ HERE#1EE o

HEERERBAERTNESBIERERELSNREFERIHF testbucket ©

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EEEFOHINSEamBHAEEREIE « 553 GetBucketLifecycleConfiguration E3R o #40 :

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUZHEEIE S5 LERI E R s BHRAER -

EeE R DB E £ BRI

&R A7EEEH PutObject ~ HeadObject 3% GetObject Z3KEF ~ HEf 4 apiBHA4ARE PV R EARB R T ERNEE
Wik o INRBARY « CIFEEE R Expiration IFHEYIF IR RS RIEIRAIMNEH -

@ HRFEFERLENBIHEINAILM expiry-date BRI ENHRIFNERBHA - MFT/FHAS -
HSE LB R o

fI40 ~ Zx PutObject FREERT 2020 4 6 A 22 HE#H ~ WEFHREWMH testbucket 3} ©

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYINEIERTYIMHETE100K (20205108 1H) ®IBHA - BN S LA EHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RUTHEIFE BLFE AR E R  F5HHISTE 100K B « BRFSRAN2 -

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

PHEMIRE KR AEEH
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLE A
IEEHFEIGMN S ~ 2010F A0 ~ 201585t AD ~ UREBGABRNEETR N - EEPIFRECEHS
kel

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHEZAI%IT | SUB-EST2020 ALL.csv ™ W FFmR
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI {EF%Ef (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

BIHAEZREMEI2%1T - changes.csv > WITFFR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI FR&i% ( Parquet )

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B iEZERYFT41T - changes .csv ~ S FFAR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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Authorization: authorization string
Host: host
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tEEEfI &= A EEF &R _E RFEER -

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

fHIPRAF ER P AR B LB A4 RR
fERES (U AP 4 B L B AN AR RS E K AT R IEMUPRABREXML ~ U FRER B ESE S IRTS
T AR HFERNSS | fiFfBucketMetadataiBAIHEFR  SiEMRFIRIEIR ~ A BeTeAULEIESE o
FREEEE A
IEEEPERRERERIVIESESRRT
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

EV{§BucketPEE RAXI4HRE
FGet BucketP#EE 1) BAABRSE R FRICHEAERRXML ~ UREERFEFENESE

é;o
EAEEES3 | GetBucketMetadata’BXNHE R ~ MR Froot ~ A BESTRLIL{EZE ©
FRzEEEf
IEE R RN R AR REFE 2 PEBEEEAERS bucket ©
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

S

EIfEAX B2 #FENPESEIBRMAER - PESKENARARIRERFENESESREAN - il
ERRERAEZRBURS T - UREBRYIHPESEHEIXE UﬂBﬂE T ©
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SEPESEEENERRE S —HSERE - SERAEHSIEEERNYIMG « StorageGRID UK &R 4
BRHSIXEIME B 9t - B A9t /A EF StorageGRID A EIRREFIURNIRIETE ©

s 5P WE
Metadata ARfEEPEERBNYHN Bt ZRANESEERE  EN

NotifyationConfiguration % o

BE—HZERATE -

il RANEB[REC « ARNERERPEENEERE =8
591 -

SEERAELAENAIRA o
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ID FRAIRME— SR RIRE o =5
BEERUETTES ©
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urn EXYHPEBERNBEN 2 — o WA =HY

EStorageGRID E& B4 ARIHFAEIURN :

*es WERE=ETTE -
* URNEMUERS|4ERE ~ EREPEAPES RN
#1FE domain-name/myindex/mytype ©

insie EAEA EEENNER BEAPIRRE - EF
RATIF -

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TERAEAR
"ERERIRE"

TR B PR B BN RS

B AETTER) BMERERARECHEERNEURMBESEEIRT - BEERE
XHPRRHBPESFEAAREXML « SiEERTEBENMEXRZEBRES RSB -

1S EHER 7 ERYIS3 | PuttBucketMetadataiBANER - SLZ2IRFIRMEIR ~ A RESTAILLIESE ©

ERPATEERA R FRETRHENER - SEPESENERETE S -2 @R - SERREEIEE
EERYM - StorageGRID LU &R Pl ERHEXZIMHME B 89t

Y IR R BBV AT B SR ETTERE o AU ~ IERIUBXAAR BB ZYHHIFEER /inages E—EEH
i~ UREBREBERIYIM /videos BI—1E -

BEEMEFOREREN  IRXEEERHEE - A0 - SARMEF T RAIRAER cest MEBEZM@RR « A
REAREBIYIMH test2 RAEF o

B EYIt A StorageGRID A EIRFEFIURNIRIEE - EFEBERBENERERR « HERUKBHATUER

B ~ IRELWAZETFTE 400 Bad Request o $Ez2:E35Y | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

192



<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEFIG ~ MR EERN S EFIBEAER /inages BEXZE—EB M - MG PEZER S S5 ERE
T /videos BXEF _EBRM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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HESEAIRFEENISON

ECRARTFENESBEOIRGR « S - BSR4 P EBSHSURECE « B8 EEJsonX I EX
E BRIt ImES ©

It FIEE R Isoni Al ~ sZEEH I EEE MM EEREL sGws/Tagging. txt ERANEEEPEIL
test o © test (EEFEERERA ~ At versionIid {E5AZ%EH ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

PHEERENP eI EER
HEFRARTIHISON A FRFRB AL ~ BEMU SR RSESFRHBXE BAUthiRaS o
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HEENYHENR 8
FEEMYHER RRZSID
HEEERNYMHENR &5
R R R R~F
RSN md5
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Y THE TR siLPH

fERERESN A E YIHRIPRE EFRE PHEER - 753
key:value FiRERH

1R A A ERNFIEYHIRE « 855
key:value TiRERY

HEZsEMERE DB K StorageGRID Hé}EIHH*EI%(—T—L,{—T—%‘ES(&E#?&E%BE’\J%EW%?E
@ ZEElasticsearch ° HE R EElasticsearchifiELF BFZEA HEIEF « s521EElasticsearchig
T?Eﬁ@ﬁﬁgﬁﬁuﬁﬁ UK FEBEAE T © S BAERS| RN ENRE ﬁ%ﬁh%ﬂé ~ A RERREE S
BIRTE o BINXMHERS|E ~ SMEEARERS P XXHRMAER o
HEREE R
“EREARE"

WG EREER

[Get Storageft £ EXRGEHFEEERFFAMERNBRERE - MUREZRA R
HWEERHTFERE -

IRAFEANRERERERFEAIFEARENEN Listouckets ZREUF x-ntap-sg-usage BHBY - #EFEE
MERETEARRIENPUTHIDELETEZR RGN - £RENESTEEERFILE « fHNSTRAE L
HERGEHBER o

RIEFER StorageGRID ~ AEE & EnlFAAKRN 2N — M REMEERE N c MRBEEMRBANEIK—
% + StorageGRID & ER AR S — I RBEVERE o

T EEBS3 | listAllMybi #PR « SiZMR root ~ 7 BESTALEIEZE ©
EREAEa

GET /?x-ntap-sg-usage HTTP/1.1

Date: date

Authorization: authorization string
Host: host

[l FE a1

s IR —EIRE ~ HRmERHTERELEYEN12EM AN ER - SERFFESSWEY 4B
TCHERYERL ©
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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HENSEYHhRAE BB ObjectCount M DataBytes EIEFFRIE o MERMELAEINEZE objectCount
Wt o

ELEE
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BBERNERBERX - BRANERERERE
BEERNERBER - BRRERERERE

S A SEEEEAStorageGRID Sfs3 REST APIZRE 2 & RRComplianceThAEFR LB
=& o

EFRBRINAE BB
FRIRANAZE (ZEAFEEK) 6t ~ IREBSIYHEHTERN ° StorageGRID StorageGRID
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REST APll REBEMRANFTSERBOVHEETE

* "{§5F S3 REST API K& E S3 ¥4 sEE"
s FEHILMEEY)HE"
* "NetApp&l:%E : MN{AIEEStorageGRID XIBEZERAIHE « (5208 (MFHEXE"

BEFREREIEEX !
* "BRR-RERRERIESUR G AR ENK"

SGCompliance XMLITZE BB o Scal « A& StorageGRID ILERKEM BT TTEMNA TTENXMLE
KABF ~ UBIFEERNEFEER °

s "BiBERF - BY{E Bucket JEFREE"

Get BucketAIISIEERTIBES « T - AT LUBEEAILE R B A HEE B A KI5
WERE o

s "BiBEF - FFE Put Bucket $R&E"

TRARER ) EREBREREBE - N8 « GRILMEEERILERREREERESTHIEREERE °
g ~ SRR IRARRTRREN AR ARE « SZERFBHAMRE -

BiA | ARTA M mMIEK CreateBucket Z3K

SGCompliance XMLITEBBEF o LA ~ AT LA ILE StorageGRID BEITEREMA
CreateBucket ERHVER XML BEXRAX ~ LB TS ERNH#ER o

AR A ZIE (FEATAENR) ThEE » IREHSIWHHTERM © StorageGRID
StorageGRIDUIEFHME N  A2R TIIAR !

@ * "{§5F S3 REST API ZR:&E S3 ¥4 sHE"
* "NetAppXl:%E : A EIEStorageGRID TIBEEMNFE « FH2H (GlHEEXE"

CEZABRIUMA NAREE) BUMENL - REESER CreateBucket EXKIEDREIIBBRETEE » BIE
B THERAS -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

23BFF . Get Bucket ComplianceEK

Get BuckebZ B IRERBIBR - F@ - ERTLUEEERILENRKFENRB ERERHT
& BRIAMBERERERTE °
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StorageGRIDUNFEFHAAE ~ sA2R TIIAR !

@ * "f§5F3 S3 REST API Z2Re&7E S3 W HE"
* "NetAppXl:/E : WA EIEStorageGRID ZIEEEMNIHE « 5208 (NHEXE"
B BEBS3 : GetBucketCompliance#[R - o2tk Froot ~ A BESERULEIEE ©
EREA R
LEEFIE KA BERE L ANRERIEREBIERE nybucket ©
GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string
Host: host

[E1FEEE A

FELIFEXMLAR » <SGCompliance> FIHEUAMANERERERE © ILORSEFHBERMHEFERIVARBERE « H
hEEYHRARE—F (5256007018) - (EMHFEEEIEMEGELE - LEUBRRARERE - SEYHE

TE—FREFMEF -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
ey Bkl
RetentionPeriodMinutes MEEIREFEZYMHNRBHERE (USEAREN) - FREHHESR

YRR E AR BT RRYA ©
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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UNR StorageGRID AAFEEILSHER P OILE L EFFEHEAFEAMEAED * 82 * —2% - 81
[EFERY HTTP ARRE1CAEA 503 Service Unavailable.
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HTTPERAREE « Y1 TFAI7 -

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site
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[R B FRat 25 B 4S8 2RI EHERR © 7EE A <condition>BF » & El<effect> st 5F/FB4B <Principe>#11T<Action" ©
SERATTEE AR EIGE -

paTE s5iPH
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s3:*0Object
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7E Principal TTEH * [T REERFIIN « TREEAF T  EERERKETESEA - Gt ~ GREBRFT ¢
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"Principal":"*"
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"Principal™: {"AWS":"*"}

ET7IEERIF « FRAERANE R ~ TEE) ~ 178 M &R & o LEHIFERTERBucket/RE
20 HfEA T2 HRERKIEFERE (BNEIEE#H) federated-group/admin MKBAFEEIRX
federated-group/finance HIHEPR “s3:ListBucket EHRANFEEFE L mybucket F{TE)
s3:GetObject HF@ANMBEYIH o

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"
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* ERALLEEARIERESIEIRARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* AR ERIEES D HAERARN (EREMEHE)

arn:
arn:
arn:
arn:

arn:

aws :

aws

aws :
aws :

aws :

HthEZ8FE :

iam:
iam:
iam:
iam:

iam:

raccount id:root

taccount id:user/user name

raccount id:group/group name

taccount id:federated-user/user name
taccount id:federated-group/group name

 WEIUEREN () MABAEFET  ULEEYGSERANSERZEFT
s AIUTEYIHE S B PISENEMEFIT « FEEAJIson utf-88Json \uEEFEHBEITHRIE - FXIERDLLERES o

"RFC 2141 URNZE X"

PuttBucketPolicy {2/ HTTP ER FRSZELL charset=UTF-8 #RH5 ©
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"Resource":

"arn:aws:s3:::mybucket/*"

TR ATE VRS A e A IR B2 - flin -

"Resource":

"arn:aws:s3:::mybucket/home/${aws:username}/*"

BRERLISE R I AERRAFF AR EFERHTE


https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
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* ERR)AF ~ EFBELITE [ Principal 1 =/ ~ @24 T NotPrincipal 1 R ©

* RAB SR AERIDHARNIRRISE -

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

LEEBHIEATE A IRAID 27233906934684427525 « HAR B Z R Frootfltk A RRVFREEAE !

"Principal": { "AWS": "27233906934684427525" }

* CRBEEEIRPIREER

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* BRILUEERERNBBEERE ( TAlexs )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEERERMEREHE ( TE1E) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* WRILUEEERERS :

"Principal": "*"

BTBRES ~ EALUERAMEAEUUID » MIEERERTE !

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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S3 : listBucketVerions
S3 : PuttBucketCompliance
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S3 . PuttBucketCORS
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"IpAddress": {
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"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

6 : AFFE—ERF PNSEASER TBEIE « LREMRS RESEA RBEFEEL

FUEFEAF ~ HEEERS PRSEABAUSEFRREEFEFE « Ma—EEERS FRSEARFES HX#
F& ~ MRBIRE T ERIYHHITGetObject{F2 shared/ MHFEIRAIEHS ©

@ TEINAEE F StorageGRID ~ FRERERFFMZIIMNYG (BIEERRF) - HIREEEERR
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

0 . AFSEARBEENEEFE « THIEEHEETTEEFR

EUtEH P - BEERTEANSEAZRIUTILHATE « MERTERRIFIEYIH L#IT GetObject {FEE ~ TR AET!
HEBREFAERERE Marketing IEEEMIRE R ~ RAFFEEEFE
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

g6 - MRAPIRANIPEER - B AFSEAENRE AMEFENFEIE
EUEEEAIP ~ BEAN (BEFER) HELFHEHEFE « TERFEFEEFHRABEYHE LMITERDEHEE « fIRREE

RIRBISEMNIPEEE (54.240.143.05E54.240.143.255 ~ {854.240.143.188F%9M) - FRAEHM{EEE S ERE
48~ MBIPEELIMNIFIAE ERETEEIELE o
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"Statement": |

{

["arn:

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TELLEERI ~ BBREFE AlexAI AT ZEY examplebucket EFEREYIH - FREHMERE - G1F T
root]  EPEPAFEIEABPIAIEZR c FiBFEEE ~ Troot) KIET GRIEETFEUERIKINE/EUS/MIFR

BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"

7EUEEEHIH Deny PuttoverwriteObjectflDelete ¥4 BRI SR A FE fR1EA A ER S
EZNPEZRFSIYHIZ ©
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BHAER B EEA

ERARETFRVEER] - AEBE4HZEE StorageGRID ZFEURE] ©
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

6 : AFFEHEME TR FREEESN BRI
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REFRAERS - [EE B HEMBERAMFFERAMNFIER o

==E=l4 ==
°ERITE

EREELEEH

227



"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object

-—-object-name test object
3. ES B s ABRE MM -

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. MR -

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

S. MIRAES

swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container
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https://FQDN | Node IP:Swift Port/info/
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https://10.99.106.103:18083/info/
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https://FQDN | Node IP:Swift Port/auth/v1.0/

B REPIRTHAIRAID ~ AE BRBMEBFRSH x-ruth-User M X-Auth-Key BKIRER ~ MIFPI/R

X-Auth-User: Tenant Account ID:Username
X-Auth-Key: Password
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* Tenant Account_ID igStorageGRID 21 Swiftil Rz E A BSIKAVIRFID - E2HFAEEEEAR
H _EfERBVERIESIRAID ©

* Username SR EEEXPEYWHEFFERERE o ItEREXAEBEBSwift AdministratoriEfR BV EE
4 - HPBIRFEREBEREAMER Swift REST API ©

YNSRI AR A ERUAIdentity Federation ~ 55t (i LDAP{EIARZSAYHHER (A E L TBINZHS - 2E& - IRHLDAP
ERERAEERTE o HII0

X-Auth-User: Tenant Account ID:Username@Domain Name

* Password IR ERENEN - FRAERNBEEAFREERAPRIKEEN -
PR ThEREE E KAV EIFE EEH#EFURLAM RS AL ~ IR -
X-Storage-Url: https://FQDN | Node IP:Swift Port/v1l/Tenant Account ID
X-Auth-Token: token
X-Storage-Token: token
RIETR N BEEFRRE24/ N NERE ©
SHEREMEP IR ELEEN - —EIRFPIBBEN L REEEREFNS —EIRE °
{#7ZURL
FA R inFE A2 TURT AZE i Swift REST APIRFRY « LUfE #1¥} F7E BNRN S (AR BRI TSR RIIR P ~ Ba3fH-E
é FEEXRGWEUE 5B OEFFERNFFURL - ZXRtAAE S5 ZREEIRIX-auth-TokentREEA]
https://FQDN | IP:Swift Port/vl/Tenant Account ID
[/container] [ /object]

X-Auth-Token: token

BLnEREEO S ER B EE  EEiRREEERG N ERYT - S BRI EE A R
R AERE T RRRO ]S o

THRAN AR EFENCIRRER E & AR BRI

* X-Account-Bytes-Used
* X-Account-0Object-Count
* X-Container-Bytes-Used

* X-Container-0Object-Count

e
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TFSwift APIEEETEIRA L#AT ©
EfSIRA

IEFE SRR IR P MR A EAEMR BB A SRBE -
RBETINERSH

* Account

RETHIERIRE !

* X-Auth-Token
TENEREHAHSHRERER !

* Delimiter
* End marker
* Format

° Limit

* Marker

® Prefix

MBHREIMRE BREREHBRNFEREN « TS ERITHIZER T HTTP/1.1 204 RS [OIFE ; MR
HERAE BRESEEAREZH ~ B)E[LE THTTP/1.1 200 FEE ) [CIFE :

®* Accept-Ranges
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R

GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: true

Host: test.com
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ek =5 F RN R EA R AR 25 BVEAR ©
X-trans-ID ERIME—RX Z AR o
ABRRE EIFEAXHRE o
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* 2E* I FTEREERE I ENZIRER » THIEREEL -
Strong-globall : REFFE AL LFAERPIRERNS A BB -
Strong-site : fREEAHIEAIFE AR mEKIE ABEBI—E -
CHBEARER ¢ (AR REFTYHENE ARER 2 ~ U
HEHNRA - - RESTRERERRERSE - BEAZHIE
S TER ©
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HEIRENIT head T Get fEZE) © S3 FabricPool #F&FZ1% °
[E]FEEE

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site
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PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com
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Content-Length EEAXHRE °

[E]FEEEH)

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
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