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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
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® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493
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@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

EHAPIER

@ IEERAPIHEBE R THEMAPHEREER ZENRFEE o 35/ NOAREEERIEE - BHMIBRAERS
BRI EMER o
1. BEEVHTTPENMEULEEERFMAER -

2. YIERBEREERRTEHLMBEY « GIMIBHESERZEID - ARIUSELE - BERERELFEHTENAPIER
7 BEBUSFRERNE ©

3. PIUFEETBBERBABRA - MBE « R LU HE RS ER R -
4. BRI o
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5. IREEANENSY « HRBEEIEHERELS o
6. JEIEHIT" o
7. RRIEIE AR ERE TR o
AF BIEAPIEA SIS
HAEIEAPHE AR EIR R T IEAHETEERNHA
I ~ I Request URL 57 API BOMRZS 4 o

https://hostname or ip address/api/v4/authorize

EETRERTESHEER « AP WEZRAEIEN - EXTHEERESHEER « G150 API BIRERR
7 o BANEE BIEIL RSB 1T o

T5EBHIER PRI AR IRPT AV AR B ARIR S APIRRZS ©

APIEEERY =N AR
BEIRER 2.1. 2.2.
BERRAHEE 2.1. 3.0

— % StorageGRID #REERS « D EEVARIARM API o Ri « EEAH 4K StorageGRID E 2 HMIIHEERRZAHY
E%H&E# s [ el 4 4B ENEE RBIAPI ~ L/(HWE'E"‘—ﬂEIStorageGRID H}iZISE’JE%IjJHb °

@ R LR E T EERIRRZS o 552260 Swagger API SXERY * 4HAE * —&f « LIS "4EE EIEAPI" LY
BELEN - LEZTENE AP| BRmLUEREHRAZ % ~ FHERNZIE -

BEFNERGU T A NERR BB

* [BIFE1ZEEA (deprecated : truel
* JsonEIfEANEE rdeprecatedJ : true
* NMS.logHr &3 EBRIES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

F| i B AT AR s S IR MPLEAPIRR 2

€M GET /versions APl BEXREEIZIER APl T EHRAIEE o IEERAIF Swagger API X8 * 4HRE * &

B o
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

S 2 KBYAPIhRZ

AT UER RIS S BURIEEAPIRRZ (/api/v4) SAREE (Api-Version: 4) o YIRERERRHEEWEE - A
REEEBRREE -

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

PrEEsHEILE RIS (CSRF)

& StorageGRID 7] LA {8 F§ CSRF M5 2k 581 B A Cookie BIEREE TNSE ~ 1BNFA EEES AR UL E K
4% (CSRF) IXZE o Grid ManagerfifA R EIEEXNE HERAILLZ 25 ~ EMAPIAE
ImA A EIER R ESAREA °

;%%%Eﬁ%ﬁ%?é?&*%*lﬂﬂ%ﬁﬁ (PIENHTTPREPOST) - AIREEEXREABAERENCookieRE HIFEE

FFICSRFHER BB EECSRFIEE © StorageGRIDEXAEF « 53 Cookie A B AN B EIRATAFEPOST
ENBHHINE °

EERYFAILINGE - 5B E csriToken 28E true EBEEHAR o TAR{EA false ©

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

YNRIERE ~ BIAA GridCsrfToken Cookiel AMBIEERRE ~ I E AGrid Managerfll AccountCsrfToken
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CookieBLAMBHERTE - BREARLEERER °
HD%Coomeﬁ‘ BIFf B A {E R FARBEESR (POST ~ PUT ~ PATCH ~ DELETE) #@W BB S THEP—IF

* o X-Csrf-Token 1Z58  WHETAER 2 CSRFERICookieHI{E ©
* BMESRARIEEIEMIFEE - a csrfToken REFBERAENZREY o

EERTECSRF{R:E « sAfFEA "R EIEAPI" oy "THE EIEAPI" ©

@ MBERFKRET CSRF ML Cookie ~ thEEHEMERER JSON B K F M AZEINIRAEFEHE
2% T Content-Type : application/json 1 1ZEERFAEE CSRF K o

e MR F SR AR
WA F BAARERE

YRR N AREE P LU RS ERELR « AIZIAF 1 —E StorageGRID 4t (ZKI/RTH
B) #5235 —{@ StorageGRID &4t (#EXHF) - #SHARZE - ML ERIEHE
BEEHHEMEREE S ENIERERL -

=32 F B StorageGRID Z4EEHHER _ ZKIFEAN _ - E5FTHF I StorageGRID 24 2HAE _ BRI
4B _ o MERAIREEAEHERERIES ID ~ %18 - 8 - EERENIERNER - EEMMELARYINEZE
root EFAE RS o MFFMAEN » FBRRE "HESRAER" M "EEAFFHHEE" o

FERERARIRFEN "BERER" BE - EWEMES LEEEENEREENERE  JEEEEFERE—
s _EHERVRTREAIM ©

tRAERATER TIERE

MRECWHEFIRERS * ERMERERER * #R SRR ILIEREE - EEERRITILED BRREREHE - &
FAE# S3 FEXESR ©

15


https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-grid-management-api.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-cross-grid-replication.html

Permitted

o Sign in to tenant
tenant account on source grid
s,

9 Configure same identity tlEnant SEIE No
sgurce on both grids

identity
federation?
¢ * Yes, grid

Optionally, create

o Create federated . £ e Create local groups _and
Eroupson source grid . USErson source grid
sourcegrid
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

UTRIERIZNEEDER

Q..

BAREAEE (RVZIIERRENE) EREARE

e T RT LUE R E & 73 58 Al Bk ER

MRECHEPIRA RS * EABCSHEDHAIHKIE * #IR - AIUERRBEEEMNERE « FARRMB AR
MRAREAERS 2HEAIKE (ERERNKRE) - RIFMEFERERERNS DHAIRER « TRIFEZERER
EAMERE - MFBERET ~ F2R RS0 MG HE"

e BiBENERE

BIuBENERER « FHELRERRIRIFERFRLE - SEHHIEEHER « StorageGRID BRI EEREIBM
A% o

* MR 55 EE 2 # ¥ (B StorageGRID RFERIHPIREMRE « "EIUHRIE A 24" 165 255!
HIREAREREAE -

* MREAERF ORI « "EICRpIAEEE" AR "B AERE" -

e 1 S3 FENER

eI "B S EH CEFERER" E "B EMERENFIER ERRAERIE AR _EFEEZAER LR
AThS o
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o TR LUEEER 83 FHER

MREFEZEMERL LEFRABEREEFNEENITIE  SAERRER LRIFIER - 2ARER Tenant
Manager AP| iR EFIFEIEREI BRI - MNFTAERAIET « SF2 R (/A APl B2 S3 FHEE"

ISR - (ERET S3 FIEIR 7
2 RIZANED ~ BRARIIAITERE P RIRAEARANTE P B Ut AR 2 RS B4 ~ EAEM S3 ZEEER o

ERIERRAES LRI A EHE

BIUHAIRELERE BRMAAR 2% « StorageGRID & BENH NG £ P IR ERAEEEAE « 18R
ZFE PRI B RO

RIGEHEREE BB HERNFEIIEL « B4R S3 B¥4ERA - NFARRRIET « 5525 "AS3HRELEHE

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ ECTERRRAES LRI AEHERFIERVERERE « A ERENE BRI EREMAR
B o Rt ~ BIAHERER/DIEEERE - MEERIEREREEEE -

BRI LRI ERE

BRTERIRAEN LRI FERER - StorageGRID B HENMIZERAEE R T BRIMAA - RIGEAER
HEARFHEENEZS - £RAERER  BEFN - RE - MEERE LBNRE—ER#E - NFERET 5F2
B "EEAHERE" -

BERNZEEE - PREAETHBAGERE BpER - MRS EREFTEFIERMER LAY Tenant

Manager * BIfE R iIRFRIRMERE L ATE B AUt LITEZER BT - NFAERET « F2H "EEAK
fERE" -
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Tenant source grid

Create local user

Local user
has a password

Tenant destination grid

Local user cloned

—»>

Local user must get
new password

>

BRI RIRE IR E R E

BRRERARFERNER "E—5A" M "SoHEE" ENE « GERFAR LAEBAREIL (BA) pBR

BHEEEENEIBRENR LRVERR -

EmEEEEARRENEFEET « BH4EHERM S3 BHERRA -

AEFEPBIFRRBENEREBMBER 2% - AAERETUEE—RARLEAER -

Tenant source grid

Create (import) federated |_|
group

Federated user can signin

—p

Tenant destination grid

Federated group
cloned

—1» Federated user can signin

S3 FHERAIUFEER

StorageGRID A& BEI#EH S3 TR « ARSEMEE LAEFRNER « AEZE2HFEINE -

EEEEMEMENE LNFRER « S UIT I EP—IE

* MREAFEHSEERERBRNZR « SR BB CHENER" & "B EMERENFRER"

TEEEEEL -

* MREFEFEMERR LERBRNER « EeILUTERIERERE LBIIEIR « AR ER Tenant Manager API

FEET TR ERTR EERHER o
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Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

Tenant destination grid

Create S3 access keys
for destination

| Optionally clone access
keys with API

(D)  srEnRBERED S3ERERE RSN S3 FRSBHTERIBHHIES o

NEEBGEE B AR A AN ERE

REREPRZRREREITE R B B Bt ETER - IREEEFNEMER LT SEABBNERE -
StorageGRID A &5 L2 T8 B 48 RO A B ARRAEE -

Tenant source grid

Tenant destination grid

4—— New useror group

New S3 access key

AREEEMIEREVERAE « ERENENER I EER
REELCRIMBHENERER « 7 2&TER -

NRETEE—ENR _LARESMIEREHE « EAENEFNER - CHEERTERRNEIEHMAERS -
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

£/ APl 85! S3 ZEE 8

MRERERIRP AR * (ERMERERZER * IR  CATLUERBEREZEAPI ~ 4§ S3 77
BB IR IE R IRAENS L ROTE P FEMERE| B Yt LR -
FtaZ Al

- HARIRFAE * ERMRERER * #IR -

© WEMBEGERIEAREY * BARARE B BER o

* EWRIERBE AR A RIFAR ENEFEIES "R E R EEE o

* BERAENERERE "EETE O S3 PENRFEUER" o

* MRECEERARERENFRER - UZEREEFTNWEREE L -

(D) srenP@REREn S3ERSHN  EREMN S3 ERSBHETEEE NS o

HIEE BHER S
MREEEFEMEEE_ EREEREES « AIFLERE CRFIER ©

1. ERREE LERAAREER « "EUCEOHNFNER" L TH .csv EE
2. 1EFE R EIRERAIEI « BEEGREAEIT « FAREEEY * API XXM * o
3. 7£ 82 @R  EEUTHimAS -

POST /org/users/current-user/replicate-s3-access-key

~

___ forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. [

4 B A

5. 1F * AN * XFHIRH + 1§ AccessKey # secretAccessKey HEIFIIEE IS TEHM * o csv* HEET
HIfE °

R E SEF ERRIES|5R o
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bod}f * reguired
Edit Value | Model
{body )

{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"

b

6. UNREIHEAMKEAHA ~ 55U 1SO 8601 BRI EIEILIIF B ~ i * Expires* BIEEHITEE B AEHA H HAFN
B (B8O ~ 2024-02-28T22:46:33-08:00) ° MREHWAZEHER « s58A * null * {EA * Expires* 18

SEE (A58 * Expires™ 1T RATEATESE) o
7. BT o
8. HEABIARRSSEIAEEEA 204 « FnE IR E AIHEAE] H HHAEH: o

EREMEAENTINEE
R EAMEREFE2FIMERRE LREEREFE « S e RZERENTFIER
BER
1. ERFEMAE LEREABIESS « "EUHEMFEREN S3FIEE" LT .csv i8R ©
2. T FBEIRERAVTELS « EEGREAEIT « AREERY * API XXM+ o
3. BSfEAE ID - CREEILERERAMERAENEFNEE
a. ft* EAE * BERH « EEUTSiRES
GET /org/users
b. B HE o
C. IEEEEHAFRREFEANERZE -
d. SR o
e. SREERNESBNERE « AB7E *id* MUPERZEF -
4. 1£ 82 BELAP ~ SEEU TR -

POST /org/users/{userId}/replicate-s3-access-key

f Jorg/users/{userld}/replicate-s3-access-key Clone an 53 key to the ather grids.

5. BB HA o
6. 7£ * [E3% D" XTI « Bk EOHEMMERE D o

7 7E A XFHIRE i - BHITFEER M - MEEIREE - NEAIER « RAZERER * o csv*

EEPHE -
AR E TR EERES5E o

8. WNREMEANKIBE ~ 35U 1SO 8601 BERIFFRIENMF R « 1§ * Expires* RISEHIIEE BV ABHA B HAF]
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BERS (BI90 ~ 2023-02-28T22:46:33-08:00) © AREE

TEEME (S5 * Expires* {TRATEAESE) o
9. BEE T o
10. FESR(EARESEIFERSA 204 « RT-2IRCHIHENE BV AR
EIRBERES
MEREWNEEIREERIREERRK * FH
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
autormnatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be

synced to the other grid.
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You can add users to this group or remove users from this group.

Username = Fulllame = Denied =

User_02 User_02_Managers
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other

grid.
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Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

\iew bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
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my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [£]

Q Bucket is empty but is still read-only.
This bucket is now empty.

» Toremove this bucket, select Delete bucket.
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Stop deleting objects
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3 Notifications

my-end point-4 S3 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® = Type® = URI® = URN® =
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

LB ARAY IR ©
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IR B R R EPEEN IR -

Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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use.

4 endpoints

Display name @ lasterror @ * Type® =

Platform services endpoints

URI® =+

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 S3 Bucket
my-endpoint-2 € 2hoursago Search
my-endpoint-3 Notifications
my-end point-4 S3 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- R EERENP  ERRTERE (S3) >*F o
- ERCRIRFEFER R o
e ERR TEAFEER) Bme
EE T ERE > EHEA -
B ERSEMEN REE -
- REERAEREXMLAE I F A 1R ~ ARIERRHFEE
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Bucket options Bucket access Platform services 53 Console

Replication Disabled “

Event notifications Disabled ~

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

.

<TopicConfisuration>
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>
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el -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion”":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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"{FFS3 REST API"
HESRArEREXML

HERSRGEERATE S —ERBIRRE
<MetadataNotificationConfiguration> Fl
</MetadataNotificationConfiguration> 250 o BERAESEIEERABRNY
% ~ StorageGRID LUK FERE Y4 ch A2 B RHBR X EI HHME B pYih o

MR  RIBRY AT B SR TERE © N0 ~ BRI UEXAAREHBZMGNFEER inages E—EBEHN
#h~ U BEBRIEBZMGNFEEE videos BI5—(E - FEEBRIEF TAMARER « BB EIELE -
BN ~ SE—EREF T RBIAAR test MEZEFRR - AR EBREBIIIH test2 FREF ©

B B9t B{FE A StorageGRID BEAE S S IRFFE A —EIREEAIURNIRIERE © 5L FsEElasticSearch
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRMRAPEEFENBREXMLANITE °

by 2B
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BN RAAEEmIFARR

TEUEEERIP ~ MNP EER G RFTEFMETT /inages EEXE—EBM « MGPESER SR BTN

T /videos HEEFE _(EBRIM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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EEA Json X4 X E B Bt s 2 o

It FIEERIsonZi Al ~ sZEEH A EEE WM EEREL sGws/Tagging. txt ERANERPEIL
test o o test (EEFEERBREA ~ At versionId fEAZ%EH ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

¢ If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

* Range
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"ListMultipartUploads"

URI EH2HMNEKRRE
StorageGRID X#RFAIBIHAEE & A2 HAIRE SHEIEEXR « M EFHIEESN2EL

* delimiter

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
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A= HEStorageGRID
"ListMultipartUploads"

118


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html

EEE

URI EH2HMNEKRRE

StorageGRID X#RFAIBIHEE & A2 UAIRE SHEIEEXR « ML FHIZESINEL

* delimiter

* encoding-type

* marker

* max-keys

* prefix
BRERZN
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< t&StorageGRID
"TEETRS L E"

BEHRV2"

URI T2 A EKIZE

StorageGRID X #RFAIBIHAE A2 HAIRE SHHIEEX « M ETFFIEESMN2EL

* continuation-token
* delimiter

* encoding-type

¢ fetch-owner

* max—-keys

* prefix

* start-after

FREE AL
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=X HEStorageGRID
"TEETRE L EE"

"ListObjectVerions"

URI T2 M EKIZEE

StorageGRID XIEFFAINAE A2 AANIREE SHIEER « M ETHIERINSEL

* delimiter

* encoding-type
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¢ key-marker

* max—-keys

* prefix

* version-id-marker
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X g StorageGRID
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EHE4m
URI B2 HMERIZEE
StorageGRID ZiBFFEINGE B2 HFEE B IEEK « i1 T7ZEIN2 8 ¢

®* max-parts
* part-number-marker

* uploadId

BSR4 3L
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X1 StorageGRID
"ListMultipartUploads"

"PuttBucketCors"

URI EAZ2 B EKIZH
StorageGRID ZiEFTETHAE @S AEE $HEIEEK

EREE AL
StorageGRID 3z1% Amazon S3 REST AP| X B1EFFFIERNFIEERTEZH o

A3 HEStorageGRID
"TERTRE E1EE"

"PuttBucketEncryption™

URI T2 M EKIZE
StorageGRID ZiEFFBEINSE B2 HAEE S IEEXK o

FERAX XML 1232
StorageGRID Z1RELEERAN XML 1Z5

* ApplyServerSideEncryptionByDefault
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* Rule
* ServerSideEncryptionConfiguration

* SSEAlgorithm

2 t&StorageGRID
"TEETRE b EZE"

"PuttBucketLifecycleConfiguration"

URI EH2HMNEKRZE
StorageGRID ZiEFTATHAE EFH 2 HAEE $HEIEEK o
ERAX XML 185
StorageGRID 1RELERAN XML 1F5
° And
* Days
* Expiration
* ExpiredObjectDeleteMarker
°* Filter
* ID
* Key
* LifecycleConfiguration
* NewerNoncurrentVersions
®* NoncurrentDays
®* NoncurrentVersionExpiration
® Prefix
* Rule
* Status
* Tag

* Value

<X t&StorageGRID
* "TERTRE E{EE"
* "ERIIS34AnERAARR"

"PutBucketNotificationConfiguration™

URI &S HMERIZE
StorageGRID iEFRBINAE E 2 HANIREE SHEIEEK o
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ERAX XML 155
StorageGRID Z1EELEERA XML 125
¢ Event
* Filter
°* FilterRule
° Id
* Name
®* NotificationConfiguration
* Prefix
* S3Key
° Suffix
* Topic
* TopicConfiguration

* Value

2 t&StorageGRID
"TEETRE b EZE"

"PuttBucketPolicy"

URI B2 #ANERITEHR

StorageGRID ZiEFRBINAE @ A2 MR SHEITEEK o
BB A X

MFZZ4E JSON AXMRAIRFHAE « 5526

" FRETREA BF AR T EUR A" ©

"PutBucketReplication”

URI 2 HMERITEH
StorageGRID XIRFFAINAE A2 HANIRE SHHITEXK o
ERANX XML 175

* Bucket

* Destination

* Prefix

°* ReplicationConfiguration

* Rule

® Status

* StorageClass
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A HEStorageGRID
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"PuttBucketTagging"

URI T2 M EKIZE
StorageGRID ZiEFFBEINSE B2 HAIEE ST IEEK

FREB AL

StorageGRID 1% Amazon S3 REST AP| T E1EFFIERNFIEERTEZH o
A~ HEStorageGRID

"IEETRE L1

"PuttBucketVersion"
URI EH2 M ERITTE
StorageGRID iEFRBIHAE E 2 HANIRGE SHEITEEK o
ERFRE2H
StorageGRID 1 FF|EKRFRESH -
®* VersioningConfiguration

* Status

A3 HEStorageGRID
"TEETRE L EZE"

"PuttObject"

URI B2 M ERIZE
StorageGRID ZIEFFEINSE B2 HAIEE S IEEK « 11 L T5ZE5MEEE .

* Cache-Control

* Content-Disposition

* Content-Encoding

* Content-Language

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x-—amz-server-side-encryption-customer-key-MD5

* x-amz-tagging
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* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
FRERZN
* MR TEAER
X g StorageGRID
"PuttObject"
"PutObjectLegalHold"
URI EH2HMNEKRRE
StorageGRID X iEFRAIHAE & A2 HANIRGE STHIEEK o
FREF X
StorageGRID 218 Amazon S3 REST AP| (1 EBERFIEBENFIEERTESH -

A& StorageGRID
"{#F S3 REST API 2R&&7E S3 ¥HFEHE"
"PutObjectLockConfiguration"

URI A2 ERIZA
StorageGRID iEFRBIHAE 2 HANIREE SHEITEEK o

FAZE AL
StorageGRID 321& Amazon S3 REST AP| T E{EFFAEBMNFIE 2R EEIH -

X StorageGRID
" S3 REST API 2Re&E S3 ¥ HE"

"PutObjectRetention™

URI T2 ERIEEE
StorageGRID Z1BFFEINAE B2 HAIZE SHEIEEK ~ 1N tEEEIMESE :

* x-—amz-bypass-governance-retention

EREE AL
StorageGRID 1% Amazon S3 REST AP| T B1EFRFIERNFIEERTEZH o

A HEStorageGRID
" S3 REST API 2% S3 ¥4 HE"
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"PuttObjectTagging”

URI EH2#HMNEKIRE
StorageGRID iEFRBIHAE A2 HANIREE SHHHITEEK o

FRERZN

StorageGRID 32#& Amazon S3 REST AP| T EERFIEBENFIEEREERH -
A& StorageGRID

"I LR R

"RestoreObject"

URI A2 #ANERITE
StorageGRID iEFRBINAE B2 HANIREE $HHEITEEK o

=2F5-7:9

MBEZZEERBUNGFAEN - 552/ "RestoreObject” ©
“ERYFARE"

URI B2 M ERIZE

StorageGRID ZEFrBINEE A2 HARE SHEIEEK o
ERERAS X

MEZZEERBUNGEASA - F2RETIRS ©

* "{§EFES3 Select"
* "ERYIERE"

" LA

URI EH2 M ERIZEE

StorageGRID #&RFRFATHAE & A2 HANIREE SEIEEK ~ i1 ETF7EM URI EFH2H !
* partNumber

* uploadId
AR5 EE BRIV B SKAREE
* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
FREFZN
BN TEMER
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< t&StorageGRID
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" L{EPartCopy"

URI T2 M EKRIZE
StorageGRID Z1BFFEINGE B2 HF1IZE HEIEEK ~ LT EM URI EHSE :

* partNumber

* uploadId
MU E Lo RR SNV R SKAREA

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* X-amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm

* x-—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5
FREE X

7y

A~ HEStorageGRID
"_F{EPartCopy"

rm

Azt S3 REST API 4B%:

& LUE A Amazon Web Services a5 <57 E (AWS CLI) ZRAIGREIRAFRVELR ~ W ER
HIREEALGEEYIMHE o

FAtaZ Al
s MERTEAZLEAWS CLI "aws.amazon.com/cli" ©

* AR 'EE U B HTERIER" - TR « EMAERERNHFER P (i - UWREFERRERE
5EHE o SA 2R "R P InEARAY IP (IUAIERHE" o
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* KEEAMRN "BERIUFIHER"
MBELEDRVFASEN « B2 "REAFIRER"

*/F%?%
TE AWS CLI %E U fERIGTE StorageGRID RAAEILHINRS
a. AR . aws configure
b. & AKEEREILIRA MTFEESE ID ©
C. BAFRERILIRE A FENE S o
d. MAEFERNTERER © %0 » us-east-1°
e. MAEFANTERBELER « HIZ* Enter *EERWUson ©
2. BIEFRE

KEFRREER B EH T ERIREREAFEA IP {3k 10.96.101.17 FEHHE 10443 o

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

WRMINEILT FFE  MIEELFEFEENE « NFHEAFTR

"Location": "/testbucket"

3. L&t o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

R LEMT ~ BIEEEIEtag « BRYHERIHE o
4. J|HRFEFENAS « UEBEEYHESELE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. BRI o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
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6. MIFRRFHETFE o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>

<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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BT A ehBHBAEREIE R % ISR LAEE Y PuttBucketLifecycleConfiguration 3K ~ i$ HERE#1EE o

HEERERBAERTNESBIERERELSNREFERIHF testbucket ©

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EEEFOHINSEamBHAEEREIE « 553 GetBucketLifecycleConfiguration E3R o #40 :

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RUZHEEIE S5 LERI E R s BHRAER -

EeE R DB E £ BRI

&R A7EEEH PutObject ~ HeadObject 3% GetObject Z3KEF ~ HEf 4 apiBHA4ARE PV R EARB R T ERNEE
Wik o INRBARY « CIFEEE R Expiration IFHEYIF IR RS RIEIRAIMNEH -

@ HRFEFERLENBIHEINAILM expiry-date BRI ENHRIFNERBHA - MFT/FHAS -
HSE LB R o

fI40 ~ Zx PutObject FREERT 2020 4 6 A 22 HE#H ~ WEFHREWMH testbucket 3} ©

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYINEIERTYIMHETE100K (20205108 1H) ®IBHA - BN S LA EHRMERERIRAI2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

B30 ~ Itk HeadObject 3R A EXS testBucket #F & MEEM R DAL E L] o
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FEAREEIER—EES - FEEHERXAERNER - IRIAE—EHERSEDST
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5% REDUCED REDUNDANCY REFHEE—REMEWMHRAMEILINERHE - EAGHEFEAYF ILM RAFL
M RIFTEUERN I B A E « ARG ERERHATETE StorageGRID RAFERIENEIRER ©

R IR HEENZE R S3Y S E RYf#7F & ~ RIS HER REDUCED REDUNDANCY ZEIRE KA
() %o nRCBEYEEREEIRIESNMEE « 55 REDUCED_REDUNDANCY EEGFEE
R o BT TEFHKGE NEFR « BURAENSEARERBENK o StorageGRID
E KRR NN 2 BIAREE
SR AR THERITER ~ LUAIARSZ RN RINEMY o TSSE] M SSE-Cy ZEIEE 48R o
* * SSE-* : MNR I StorageGRID HZ IR —SIRRMEZYM4 ~ :FER THIREE o
° x—amz-server-side-encryption
* * SSE-C* : IR TEFATIREREIENE —SRRNMZYHG « BERE =EFHE o
° x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©
° x-amz-server-side-encryption-customer-key : ISEMYIEHIINEZRIE o

° x-amz-server-side-encryption-customer-key-MD5 | FEEM B RIMNZBZIEFIMISHHE o

@ TR BEEBKETERHET - IRTCEXRNERIR - MEERHEOYHE - EEATFREM
HEIRRFAEYHER 2/  FRBRENEEEE ERARSRME"

()  mEMERLISSESNSSE-CINE « BIRZBE M EBRRBHEBRIMERE -

IRAEE

MRERRHEFEENIREEIRINAE « B)AM—M versionId GEHEHHEEZENYIGREBHES © 8 versionld
&R CfE x-amz-version-id [C]fEZEE .

MNRARZASIEHIE S ~ BIMMEFRRASE LAnullfETE versionTd MR EHRABLEFE GBS o
REZENE A
fEFKF Authorization FAMEREEERAVIREE « StorageGRID £ AWS B T3IARME :

* StorageGRID REE host EEZHIEE CanonicalHeaders ©
* StorageGRID REE content-Type BFE7EA CanonicalHeaders ©

* StorageGRID A"FE x-amz-* EEFHIEEE CanonicalHeaders ©

@ —RREBHEMER— RIS ELIZEE S7EA Canonicalleaders & 7 R ELIZHED BB
5 BUNRIEHRELEIZEEE - StorageGRID A2 [O]$E:R o

MFHAEN « F2H "BRERENZLHE | EE—BIRPERENEH (AWS BRhRk44) "o

FERAER
"ERAILMEIEYH"
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RestoreObject
TRILAfERA S3 RestoreObject Z2RARIERHFE EimfAF MR o

SIRREREER
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YIEARRE RestoreObject F1T7%

Y HEENZE StorageGRID A%ILM 403 Forbidden » InvalidObjectState
E‘ﬁﬁi s YA EZiGFHEFEE R

Cloud Storage PoolHI#4 ~ B8 200 OK AEEITEAEE o
REFIRARIERERIARE
AR EYMHEIRATRIRERAREE 2 A« BEEEEYG
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Y Te s &= EOAREENRVAR RS 202 Accepted iRV RTHEENE A IZ R E Cloud Storage Pool ~ HEIE
RASHEE IR E o FELLHARAERET ~ ¥4 2R EIEARREAVARES o
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FsaZ Al
* HAIRAAAES3 Selecti#fR o
=] s3:GetObject BB R YRR
* BETHNME L BERATIEP—ERR
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o * hEithiR * o EEMIARIIMFAVELMEESK :
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

PHEMIRE KR AEEH
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLE A
IEEHFEIGMN S ~ 2010F A0 ~ 201585t AD ~ UREBGABRNEETR N - EEPIFRECEHS
kel

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEHEZAI%IT | SUB-EST2020 ALL.csv ™ W FFmR
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI {EF%Ef (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

BIHAEZREMEI2%1T - changes.csv > WITFFR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI FR&i% ( Parquet )

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

B iEZERYFT41T - changes .csv ~ S FFAR ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1

Date: date

Authorization: authorization string
Host: host

188



tEEEfI &= A EEF &R _E RFEER -

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

fHIPRAF ER P AR B LB A4 RR
fERES (U AP 4 B L B AN AR RS E K AT R IEMUPRABREXML ~ U FRER B ESE S IRTS
T AR HFERNSS | fiFfBucketMetadataiBAIHEFR  SiEMRFIRIEIR ~ A BeTeAULEIESE o
FREEEE A
IEEEPERRERERIVIESESRRT
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

EV{§BucketPEE RAXI4HRE
FGet BucketP#EE 1) BAABRSE R FRICHEAERRXML ~ UREERFEFENESE

é;o
EAEEES3 | GetBucketMetadata’BXNHE R ~ MR Froot ~ A BESTRLIL{EZE ©
FRzEEEf
IEE R RN R AR REFE 2 PEBEEEAERS bucket ©
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

S

EIfEAX B2 #FENPESEIBRMAER - PESKENARARIRERFENESESREAN - il
ERRERAEZRBURS T - UREBRYIHPESEHEIXE UﬂBﬂE T ©

189



<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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B EYIt A StorageGRID A EIRFEFIURNIRIEE - EFEBERBENERERR « HERUKBHATUER

B ~ IRELWAZETFTE 400 Bad Request o $Ez2:E35Y | Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEFIG ~ MR EERN S EFIBEAER /inages BEXZE—EB M - MG PEZER S S5 ERE
T /videos BXEF _EBRM o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}
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GET /?x-ntap-sg-usage HTTP/1.1

Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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Wt o

ELEE
"

BBERNERBERX - BRANERERERE
BEERNERBER - BRRERERERE

S A SEEEEAStorageGRID Sfs3 REST APIZRE 2 & RRComplianceThAEFR LB
=& o

EFRBRINAE BB
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

23BFF . Get Bucket ComplianceEK
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StorageGRIDUNFEFHAAE ~ sA2R TIIAR !

@ * "f§5F3 S3 REST API Z2Re&7E S3 W HE"
* "NetAppXl:/E : WA EIEStorageGRID ZIEEEMNIHE « 5208 (NHEXE"
B BEBS3 : GetBucketCompliance#[R - o2tk Froot ~ A BESERULEIEE ©
EREA R
LEEFIE KA BERE L ANRERIEREBIERE nybucket ©
GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string
Host: host

[E1FEEE A

FELIFEXMLAR » <SGCompliance> FIHEUAMANERERERE © ILORSEFHBERMHEFERIVARBERE « H
hEEYHRARE—F (5256007018) - (EMHFEEEIEMEGELE - LEUBRRARERE - SEYHE

TE—FREFMEF -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
ey Bkl
RetentionPeriodMinutes MEEIREFEZYMHNRBHERE (USEAREN) - FREHHESR

YRR E AR BT RRYA ©
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https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

iE s A
RetentionPeriodMinutes WEEILFEFEZMANRERERE (UDEREN - REHEIR
I RN E AR A o

* EE * % RetentionPeriodMinutes 5 EFER ~ SN BEIEE—EE
ZEERH AN ZETRERNREHRE - REITRAZIEZE - &
BV ZME ~ RAsGNzE -

LegalHold * = ILREFEERERGAFANRE « FRIFBUHGARE « DRI
MIFRILETRE AV ~ BMERBEAREIEBEA

* R IEEBMIBRIRGENE o IWHEFEPHYIH AR E AR EIRR
fp o

EENTES * B ItREEFEPHNYHEERENBEIARESME  BRIFREFER
REERAMRRE

* & REBHIREEIER  ILREFERMHTE BEMIER - MRFEM
BRELEMM ~ B BAFEMFE LM -

ERBREREN M

ENENSHEFEAVARER/RTE « Wik TERRFEFEEREMRE) EXKEStorageGRID ~ BRI ERHEME(E
MRIEEFEEDEER - |RIZTAR - StorageGRID /A * 82 * —BIERFREFBERFOILSHMAE
BERHFEFEBRFHFEHR - HRNEBEERERERE « SRR AREBN Y -

UNR StorageGRID AAFEEILSHER P OILE L EFFEHEAFEAMEAED * 82 * —2% - 81
[EFERY HTTP ARRE1CAEA 503 Service Unavailable.

ORI EILEEIFE « RISAEREEREIES - URRAIRNAFIRFENEIREMY - IREREESELESHE
ARG IR E SRR ENRS « AT FIRE G 98 fER Strong-site —21% ~ SIEMEHKMAIEN o

@ PRIERAMTSTIR A BIEMITEST « [RIYIZZ5858 * s * —BUE - BRIFEEEE AL ERAYE
TRR -
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E—EUAEREE * IS * B« StorageGRID R EMBEREBRREIGHLEANAFIREREAER

& —2% - E&R T StorageGRID EFFA LA MEFHMEMAIAZA » ILRFEHREFIETEREZER—X
BURRTE ° A —EBVERE FIAE G S I FTRRAMIETRAIRITSS o B0 ~ NRIERETRENSIAFREZT ~ MEEaEIF
B—201% - RIBTRR SRR ERERERE (BIE/AFRSE) AISESEETREENFOMEERN - FIt « ERREE
RENYG « DTS ERBEHEIEARERIMER « ERESESMR WMREKR) -

LEaEIER  BIhE * —M - FEWEDY THEEA EREBEER ~ MAA Consistency-Control
HTTPERAREE « Y1 TFAI7 -

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

$EERMIE

* MRFBEFERIUANTEIERER « BIEIERHTTPIRAEAMEA 404 Not Found ©

* N2 RetentionPeriodMinutes TEERA « HTTPAREERES/NMEFE B RIFVREHEIR 400 Bad
Request °

FERAER
"BBF | RERBEREARTEEREKX"

(A EMNEFEFERE

fERTRIRMEHEEEURA

< 1&fEAAmazon Web Services (AWS) JRRIEES ~ 58S3H P eS0T HI ¥ E LHEFEE AR
HEFEEMYMHRITEEL ° StorageGRIDIERAAEES3 REST APIRAIEESHF
£ o StorageGRIDS3 APIFYTFEUR B ZLAJsoniEE o

FEURAAEE
S ENFEURBE R o StorageGRID

* * Bucket Policies * - {8 GetBucketPolicy * PuttBucketPolicy Kz DeleteBucketPolicy S3 API {E¥ 3k E
12 o BE(IRAGMIMEREN « FItELFR A REAEFEAES EREHEMEAPNEREHEUAE
FRYIHRYTEER o EE(IRANEEAN —EREL « rIREtERN Z(ER#4E o

* BERA) ~ EREF EEREN A, EEAPIEITRE o BHERRBEMNERS FrIEHE « FItELERAE
REBAAXBHATFIAIRPPIERIEESRNR - BFHERAEERR —E2#4E - FIsEtERARSERFFE -

() mamRmEEERNZ EOEEFEEER -

RIEAmazonEERMFEEE « BUTEMIFELAB/RE! o StorageGRIDEER B AZRERE —4B/R B EEHE « SERR
HWEETTITE -

* HIREID (Sid) (M)
* MR
* ZENERSZFEA
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* BRIARER

* TENIRITED

* R GER)
[R B FRat 25 B 4S8 2RI EHERR © 7EE A <condition>BF » & El<effect> st 5F/FB4B <Principe>#11T<Action" ©
SERATTEE AR EIGE -

paTE s5iPH

SID SiditRAERER ° SIHERERERBER - TBHE
{BStorageGRID A EWIEX£ R #ifR:E o

VS fEMeffect TR ARFEE RS REFHIEBIEERIER  LAAEARE
BIActionTTRRIRT ~ WA RET (HIEE) HIRTEIRIIMHES

HFENREFEA TAIMURERE « BHEMRA FESEERLFITRES(F - NREX
hAREESIESL  AIAEEBATT () HAREE - MEREFN - R
A~ RAroothk A ATUEFEGLIRF BEAERER

TREBREEVRAFIEEETETE - BNEERAIMS « WINRRIBE
HEAZHERRTTE °

BRKRER BERTRAHEFENYMG o EeIUfFERAmazonERETE (ARN) 2k
FOEFEIEABRTREANI A BVIEIR ~ LURIER

TENRITE 17801 M TR TRE2EROWETH - EFHEERERE - RIRE
& EIRAVF EVERRIZ T EIEAR - FRIFEISRIETREIR « D[RIEFINEEE
BIEA U fEFAPRREEARRE R EMRRIFIR T HURER -

& IR TEBERERER R JRCEEESN « LHERRIREERRR

fEActionTTEH ~ BAINFERERFT () KIEEFMBIEERIEEFE © AIM ~ IEBEZEEEIS3 | GetObject
+ 83 : PuttObject#1S3 : Delete¥J{+ E R o

s3:*0Object

TERTER  CERIUERERFT () M (?) - 25 () DoENUERFIEFT « B (?) FEER

B—Fige
7E Principal TTEH * [T REERFIIN « TREEAF T  EERERKETESEA - Gt ~ GREBRFT ¢
) RABEEE-

"Principal":"*"

204



"Principal™: {"AWS":"*"}

ET7IEERIF « FRAERANE R ~ TEE) ~ 178 M &R & o LEHIFERTERBucket/RE
20 HfEA T2 HRERKIEFERE (BNEIEE#H) federated-group/admin MKBAFEEIRX
federated-group/finance HIHEPR “s3:ListBucket EHRANFEEFE L mybucket F{TE)
s3:GetObject HF@ANMBEYIH o

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

HEFERAIFIA/NERZ20 ~ 480fE{7TAE ~ M ABHERAIFIA/N LR35 ~ 120fE{LTAE ©

[RAIB—E1E

RIETERR ~ CHEHERRIFTEBEREN RAAEE—E - ERHERAERS 2 - AIRRAMRE - @B AR
EEEIN 156 DEEA BEERL - RIFTER ~ LHHAFERAFHMRBERERERIEE —2HT -

TRIURR 2 BEMRERN—RIERE o G0 ~ EAsEBEEL S PEHRE EirieRE

FUEERT ~ SAILIERE Cconsistency-Control PuttBucketPolicy ERFRVIZETE « & SR LUEA Put
Bucket =24 EK - EITRRRBET—ET - BRNRAIRE « £FEAJAeREERI 8 THVRFREA BEEN

(D MRER—BMERESTENEREEBERER « FHOETHRFRATIRERRE MERRSA
8- &R~ FrE HEJIEE’JHTQ—EX%‘BQEFHWE&@E’JmE °
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ERAEBAREAARN
E/RAIZEAS - ARNAREBMERTE ©

* ERALLEEARIERESIEIRARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* AR ERIEES D HAERARN (EREMEHE)

arn:
arn:
arn:
arn:

arn:

aws :

aws

aws :
aws :

aws :

HthEZ8FE :

iam:
iam:
iam:
iam:

iam:

raccount id:root

taccount id:user/user name

raccount id:group/group name

taccount id:federated-user/user name
taccount id:federated-group/group name

 WEIUEREN () MABAEFET  ULEEYGSERANSERZEFT
s AIUTEYIHE S B PISENEMEFIT « FEEAJIson utf-88Json \uEEFEHBEITHRIE - FXIERDLLERES o

"RFC 2141 URNZE X"

PuttBucketPolicy {2/ HTTP ER FRSZELL charset=UTF-8 #RH5 ©

ERAPIEEER
ERAERF A UERAERTRRIEE AT IEEERNFFEIMM

* BERDZHEEFEERTTE c 7TRAIP ~ BIEELUITERMN Resource W@ NotResource HEff o
Bl LUEASIERARNIRIEEEIR o Hin :
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"Resource":

"arn:aws:s3:::mybucket/*"

TR ATE VRS A e A IR B2 - flin -

"Resource":

"arn:aws:s3:::mybucket/home/${aws:username}/*"

BRERLISE R I AERRAFF AR EFERHTE


https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

HERAPIEE RS
fEAERRTR KA R BB ASTARBENERIVERE - BHEERIRS -

* BENREFHNEERBEREHNNBESTETE o B4ERAFHREEBAREE Principal 7T ~ AAEHH
WIRfRATRE o
* ERR)AF ~ EFBELITE [ Principal 1 =/ ~ @24 T NotPrincipal 1 R ©

* RAB SR AERIDHARNIRRISE -

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

LEEBHIEATE A IRAID 27233906934684427525 « HAR B Z R Frootfltk A RRVFREEAE !

"Principal": { "AWS": "27233906934684427525" }

* CRBEEEIRPIREER

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* BRILUEERERNBBEERE ( TAlexs )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* WRILUEERERMEREHE ( TE1E) )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* WRILUEEERERS :

"Principal": "*"

BTBRES ~ EALUERAMEAEUUID » MIEERERTE !

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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IS0 - {BRRAIxEBIBMANERERTE ALex EMIR - MBAFEAXIALS - BISTRAHALERIAR
Alex BERELTE « MEMETEBFNLBETET FIBEREORIR -

FEEANLIEE B FEFERAKEAREFENVEHEERERM

ERAPIEE IR

RS ~ FEAActionTTRR ASFAEBERAIER o K] UERBIRIsE—4EMERR « LUtE lAction) Fm
ZELL NotAction] FRTEEFFHEIR o SETTREPHEZIFEAISI REST API{EZE

BRI L EREREENER - UWREREWHBIER -
Amazon S3 IRTEE #+¥f PuttBucketReplication #1 DeleteBucketReplication E1{E{EH
@ S3:PutReplicationConfiguration #[R o #H¥&EITENERRRIAVER - S8 RIARYAmazon S3FHR
MABFT o StorageGRID
() @/ P EBRAEREHITHIRL -
EREITRMER
REPR S3 REST API{E% & 3UStorageGRID
{ELAfHiEERE
S3 : EIIf@ I =Y o

S3:

S3:

S3:

S3:

S3:

S3:

S3

S3:

S3:
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© BfEE D ERR
BFAERRY o

iR E Rt fiBRBucket
filBBucketMetadatai®E 0 IR EE FRAE B BB R4 RS =l
fiBRBucketPolicy fiBRBucketPolicy
fPREEI4EH RS fiB% BucketReplication = B RERTAM
PRAEMR

GetBucketAcl GetBucketAcl
GetBucketCompliance BSEREEREE (BB =

: GetBucketConsistency ESEM—4 =0
GetBucketCORS GetBucketCors
GetEncryptionConfiguration GetBucketEncryption



FEMR

S3 . GetBucketLastAccessTime

S3 . GetBucketLocation

S3 . GetBucketMetadatai®4]

S3 . GetBucketNotification

S3  GetBucketObjectLockConfiguration

S3 : GetBucketPolicy

S3 . GetBucketting

S3 ! GetBucketVersion

o

S3 ! Get%dn BHAAERS
S3 ! GetReplicationConfiguration

S3 : ListAllMyb##

S3:HEE

S3 ! listBucketMultiPartUploads

S3 : listBucketVerions
S3 : PuttBucketCompliance

S3 : PuttBucketConsistency

S3 REST API{E%E

EVS R B ERAF N

GetBucketLocation

HYiSBucketth B @A AR

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersion

GetBucketLifecycleConfiguration

GetBucketReplication

* JIERIF
- NSRHEERE

BEMH
* 1RREE
RestoreObject

ListMultipartUploads

RestoreObject

EX{8Buckethr s

FHEERERE (BBF)

BIREMU—RE

& &UStorageGRID
{ELAfHiEEsE

=l

28~ ARESEE
fEAE -

© BfEEE CERR

BHEERA -
=1
=1
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FEMR

S3 . PuttBucketCORS

S3 : PuttEncryptionConfiguration

S3 ! PuttBucketLastAccessTime

S3 . PuttBucketMetadatai@4l

S3  PuttBucketNotification

S3 : PuttBucketObjectLockConfiguration

S3 : PuttBucketPolicy

S3 [ PuttBucketting

S3 : PuttBucketVersion

S3 : PuttH & 23407

S3 : PuttReplicationConfiguration

EREYMHHIRERR
FERR

S3:FLZEABLE
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S3 REST API{E%E

* MiF& BucketCors t
* PuttBucketCors

* fiB% BucketEncryption
» PuttBucketEncryption

i BRI iR 1R T AN
MERE P EERBNAARE

PutBucketNotificationConfiguration

* Bl—{E{FERIAY CreateBucket x—amz-
bucket-object-lock-enabled:
true BXRIZE (WFHES3 | BIIiFHE
fR)

» PutObjectLockConfiguration

PuttBucketPolicy

* MIFRERET
» PuttBucketTagging

PuttBucketVersion

* fB% BucketLifecycle t

» PuttBucketLifecycleConfiguration

PutBucketReplication

S3 REST API{EE

* AbortMultiPart - &
» RestoreObject

& &UStorageGRID
{ELAfHiEEsE

=~ s R T A
PRIEMR

EHUStorageGRID
{ELAfHiEEE



1R S3 REST APIfE% & #iStorageGRID
1ELAfHEE

S3 : BypassGovernanceRetention * MIBRID

* MBI
» PutObjectRetention

S3 : BRI+ * MERYCF

* BRI
» RestoreObject

S3 : flBRObjectTagging fiflB&ObjectTagging

S3 : filERObjectVersiontRz RIER RS (RIS ERRES)
S3 : MBRObjectVersion DeleteObject (¥1fH94FE HRZS)
S3 : GetObject - GetObject

© REYG
» RestoreObject

© EEMIHARE

S3 ! GetObjectAcl GetObjectAcl

S3 : GetObjectLegalHold GetObjectLegalHold

S3  GetObjectRetention GetObjectRetention

S3 . GetObjectTagging GetObjectTagging

S3 : GetObjectVersioniZs GetObjectTagging( ¥I4HI4S ERRES )
S3 : GetObjectVersion GetObject (MY ERRES)

S3 : F|HZETH LETH ListParts * RestoreObject
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1R S3 REST APIfE% & #iStorageGRID

{ELAfHEEE

S3 © PuttObject » PuttObject

» CopyObject

* RestoreObject

* B ZEHD LE

* TR ERRD LE

- HERG

* t{&PartCopy
S3 : PuttObjectLegalHold PutObjectlLegalHold
S3 : PuttObjectRetention PutObjectRetention
S3 : PuttObjectTagging PuttObjectTagging
S3 : PuttObjectVersioniZ3 PutObjectTagging( ¥4 8945 ERRZS )
S3 : PuttOverwriteObject * PuttObject 28

» CopyObject

* PuttObjectTagging
* fBRObjectTagging
* SERZERRD LE

S3 : WEWH RestoreObject

fEFAPuttOverwriteObjectiEfR

S3 : PuttOverwriteObjectf#[RZE StorageGRID FAER IS EMYIM 2 (FEBBETINAE  ILHERRERTE A
Fin2 R UBRYHNER « EAEERIPESHISSIYIHRT

HEHEPRAY AT BERR E B4

* 5T BRIEAUEBRYH - ERTARRKRE °
* *1BRE ¢ L BRIREIAERYM - &% TE4B) BT » PuttOverwriteObjectiERBVEF AT :
° MRER—BERREYMH -
" MRVER ~ EREEENPETS S3 M REELAER o
* HAETPRRBREEREGECH « WEBEIEER o

* UNEREXF S3 hRAS:RE ~ Il THE4B) 3R EEFHLE PutObjectTagging X DeleteObjectTagging fE¥1E
B R B IEB Ak AHY TagSet ©
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© MRHLAZRBWE - ILERBATER
* BUILERAEFER - MRE TR5F) REMER -

WR BRI S3 REAFEE - M PutOverwriteObject #[R:R EAIE4LE -~ BB IRE LB B
C) HER « FRETEEMNPEER HYGIZEC o b ~ INREEE * 2 FARIREN * 2B (*
AEE > ZRMRTE > HERMYH ¢ ) ~ BIZREEEE PutOverwriteObject H#ERAVERE ©

ERRIPIEE R
FHEERRANENERE - R BEEEEFNSBERY -

FAHERSIRERHETE o RETHRUUEISERG « MASERGTIUESISESRERY  FHER

ERTIIEA :

Condition: {
condition type: {
condition key: condition values

£ T5EBI « ipAddressi& A Sourcelpl& it £iE o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
Yo
SRR EE T

RHEREFRIDEMT ¢

* FH

T

* FME

* IP {ifit

* nulli&aE
RHEREF =RER
HNEEER RIF=2EF (EDANE)
#AEYNotEquals RIBFSELESH (EDKNE)

VR EIRRT REEITIER -

C R EiRA T REEITIER
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IR EREF

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

DFE

il

NumericNotEquals

HEEH

NumericGreaterThang Equals

B =FLessThan

NumericLessThang Equals

Gl

|Pth 3t

NotlppAddress

null

LB S
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RESELLH (BRANE) - RERRTFHREETIER

WER2IER @BAANE) - BLBRTRERITLLR - AUEEF
?BAFT

RETELEH (BHOANE) - BSiERATREETIER - AU EIE
?ERFIT

RIFT2ETIGER « RERESEETIER -

RIEESERLEYE « B2 REBEETIER -

RiE TR EE - R EBEETIER -

RiE TAREER B~ RS REHBEEITIER -

RiE DS R R EBEEITIER -

RiE VNREER LB~ R ESaE TR -

R "TRUE B( FALSE" Lb¥} ~ R & BB mMEEITILER -

EEEE S8 LI P BRIP AL EEE] o

RIFETENELE  HEIRMIPAH R IP A EEEITEEE o

BEMRHERESFERENERREF -



B8
AWS : FKiRIp

AWS : [FHELTE

S3 DR

S3 ¢

<tag-key>

178
IPEESE

=V =R il

S3 : BERHEFEMN

S3 : listBucketVerions#&

S3 : filFRObjectTagging

S3 : flB&ObjectVersioniZ

S3  GetObject

S3 . GetObjectAcl

3 : GetObjectTagging
S3 . GetObjectVersion
S3 : GetObjectVerionAcl

S3 : GetObjectVersiontZ

S3  PutObjectAcl
S3 . PuttObjectTagging

S3 ¢
PutObjectVersionAcl

S3 : PuttObjectVersioniZ
50

=RER
12 BMEX ERAIPIEEITEEER o TR B
EZ o

*fEE : *UIRSIER BB B E IR RN E R LAY
BHETERRFGEX - AESHaHTHSRRE LE
BYIP{IHEEITELER ©

MizE : MREAE =7 « NEANEH TEHE

LE# ez & B T3S RYIPALE o 1Ef] X-Forwarded-
For {ZEER WA - AAELIEEEBMME -

G EERERENERELTE  UREPEEENK - 7
RIS EZE -

##£2 ListObjects 3¢ ListObjectVerions EXKHHI5EHI 5
PRSBUEITLEE -

RERAY AR ENRCERRMIE -
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(EREasa 178 siLPH

S3: &iF LR S3 . BFEREEM H& 8 ListObjects Y ListObjectVerions Z3RF115E R
max-keys SHUEITLEE ©
S3 : listBucketVerions#E

PR
S3 I I HEERERMRE R  S3 : PuttObject BrhEE AR B &L HHEALEER x-amz-object-
2 lock-retain-until-date BEXRIEENIETRETES
REBHAMIETSE « LERELEE NIERWAFEE
A

» PuttObject
» CopyObject
* B ZED LE

S3: YIMFHERIERIRE X  S3 : PuttObjectRetention £ PutObjectRetention 23R $5E IR Z & LE A EAE

# 1TEEER ~ R REEAFEHER o
S3 . FIEN S3 . FEREEM H& 4 ListObjects Y ListObjectVerions 3R 35 ERIA]

BESHCEITIER -
S3 : listBucketVerions#&
R

<tag-key> S3 : PuttObject EYVIHERESIZECE - EEREIESEEEME o
S3 © PuttObjectTagging

S3 : PuttObjectVersioniZ

Y
=]

TERAIPIEEE
TR UERAPEREY - ERRTAFEARAEN - EAIUEFERRAEH Resource FRITEMF &

EEER condition JTE ©

TEUEEEHIA ~ B2 $ {aws:username} BBIRTTEN—ED :

"Resource": "arn:aws:s3:::bucket-name/home/${aws:username}/*"

TEUESBAIP ~ B S (aws:username} BIFHFERPFRHFEN—ES
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"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by

=2

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${$}

BUREREHREENERR

=RER
FERRRIpEBIEAIRMEES o

fEAUserName iR {73 2 AV -
ARG EBNR BB ESRHINER -
ERRGEBNRATIRIEARMENER -
BHRFTT o EAFTMANFFIT °
BHFTT - ERFTHAFE ?FT -

BHRFTT o ERFTHAXFSFTT

BFRREFER RS REZ2 MM ERIRER « MEEBENITIEE - FINETHEIRE MrootfEARE o TE/RAIEE
HARS ~ R f&Amazon ~ StorageGRID #117 £#8S3 REST APIl1 HIPEHIE/L « (B1E/R B MG HAR EAR AR o

[RAIZRER [RR$EE AmazoniT# #1E5{StorageGRID

1B4Brootik A HIE(AIERR §E=}

%E%ﬁﬁﬁﬁ%%/ﬁ%ﬂ%ﬁ&ﬁ’f&“ E¥4H

ﬁfé%#%%ﬂﬂﬁﬁﬁﬁﬁ%ﬁ&ﬁ’fg =}

B E®E - BrootfFAEIR 1B
BREFFESHEFERRIEE

HIRERR
B A& GG
EHHER B~ BIRAIEFE ~ FRiES3

HEFERRAFENEREEE
B T RARFFEMR4057575)
%5
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[FRI5RER [RR$EE AmazoniT# E{EH T StorageGRID

FEFIMNEBIRFroota EAEE  #E BN ~ BRAIAFE « FTAS3 18R
BEAER HEFERRAEENEREEE
B IRAFFEM4057575)
2
AEFFSEANBBEEANTRES #E} B ~ BFFAS3EEERRIE 1EE
3 EHEREFEBRIERARE
BMEREFRETH 140575
Al SRR
1EXEPTE AHFREEHERVEIR  $23} B E®%S « BrootfEAEIR 1ER
FREFRASHEFERAIESE
HYRERR
FREANFENERENEE #3) EYBIER B
BRENFRENSHHTFE i) By GG
FheR A EHE i =} EHBIER B
RAISREFEEERS (& #3} BY - MItHRBUERFE B - MrHEEMEEEIRE
EERRFA) H#R - LUREY) B BEURAANER - B %A - BRAEAER
fF o EiRPURERYHFACLIRR

BT ENAERR o

—REALE (WORM) 1R:E

TWRAILEZI —RBAZREN (WORM) #EFE ~ UREER - EREERMIYHPEER « USSR
&0 © IEAIAREWORMEFE ~ UAFFRIMYMN « LWHLEBRIMFIREAR  SEAAXFAHHNES—E
J3ik e

A TRARERKEWIELE « eI
* #¢ Grid Manager B E * 4B/ * > * L2 * > * L2 MRTE * > * ERMNYMYG © ~ ABER - ZIERARKIER
* KA ©
* ERTSIRAIAISIRE
° #&PuttOverwriteObjectiEAB {E2EFTIE = SIRA! ©
° BRIERYIHEAB (EEIME = S3/RAY o
° #& PutObject AFFIEEFMEE S3 [RA| o

@ 7 S3 [RAIH# DeleteObject 5REAIELE « WARTETFE 30 RETEA ) FHRAEF - fHIE
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/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

BB BETHER (Ph%)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

6 : AFFE—ERF PNSEASER TBEIE « LREMRS RESEA RBEFEEL

FUEFEAF ~ HEEERS PRSEABAUSEFRREEFEFE « Ma—EEERS FRSEARFES HX#
F& ~ MRBIRE T ERIYHHITGetObject{F2 shared/ MHFEIRAIEHS ©
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

0 . AFSEARBEENEEFE « THIEEHEETTEEFR

EUtEH P - BEERTEANSEAZRIUTILHATE « MERTERRIFIEYIH L#IT GetObject {FEE ~ TR AET!
HEBREFAERERE Marketing IEEEMIRE R ~ RAFFEEEFE
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

g6 - MRAPIRANIPEER - B AFSEAENRE AMEFENFEIE
EUEEEAIP ~ BEAN (BEFER) HELFHEHEFE « TERFEFEEFHRABEYHE LMITERDEHEE « fIRREE

RIRBISEMNIPEEE (54.240.143.05E54.240.143.255 ~ {854.240.143.188F%9M) - FRAEHM{EEE S ERE
48~ MBIPEELIMNIFIAE ERETEEIELE o
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"Statement": |

{

["arn:

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P AR ERREREERTRFIHER

TELLEERI ~ BBREFE AlexAI AT ZEY examplebucket EFEREYIH - FREHMERE - G1F T
root]  EPEPAFEIEABPIAIEZR c FiBFEEE ~ Troot) KIET GRIEETFEUERIKINE/EUS/MIFR

BucketPolicy °
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

&) : PuttOverwriteObjecttE[R

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"

7EUEEEHIH Deny PuttoverwriteObjectflDelete ¥4 BRI SR A FE fR1EA A ER S
EZNPEZRFSIYHIZ ©
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BHAER B EEA

ERARETFRVEER] - AEBE4HZEE StorageGRID ZFEURE] ©
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

P AFFRHEMEETFIFIAERTE
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

6 : AFFEHEME TR FREEESN BRI

FEUEEEGIT « BEME RAEEIRENRFFERI M RFIRESEENR (ZREH)
REFRAERS - [EE B HEMBERAMFFERAMNFIER o
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

TEtxECER P IEHtRYS 3RS

814N /2 2 StorageGRID HXERRTFEE « LiEFEXFLERIER ©
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* PuttBucketTagging

e PuttBucketVersion
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* CopyObject
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* REYG
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© EEAG (B ILM RAER T &SR RREE)
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touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object

-—-object-name test object
3. ES B s ABRE MM -

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. MR -

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

S. MIRAES

swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container
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X-Auth-User: Tenant Account ID:Username@Domain Name

* Password IR ERENEN - FRAERNBEEAFREERAPRIKEEN -
PR ThEREE E KAV EIFE EEH#EFURLAM RS AL ~ IR -
X-Storage-Url: https://FQDN | Node IP:Swift Port/v1l/Tenant Account ID
X-Auth-Token: token
X-Storage-Token: token
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X-Auth-Token: token
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* X-Auth-Token
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* Delimiter
* End marker
* Format

° Limit

* Marker

® Prefix
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®* Accept-Ranges

* Content-Length

* Content-Type

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id
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R

GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: true

Host: test.com
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HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site
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PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com

[E]FE

[EIFEHTTPAREA st

Date [EIFERY B HAFIBE RS ©
Connection T FARNEKRA R BRI AR 2R AOEAR ©
X-Trans-Id ERNME—IZ Z B AIAE o
Content-Length EEAXHRE °

[E]FEEEH)

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
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