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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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1. e T RIZVEE PER SSO|EL -
2. IRIBEOERRISSOLEEY ~ 1R THNHAIRMEE ) EBRPRIMIL -
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Active Directory

1. WMASDHBIRMEHERF R  S2WFActive Directory Federation Service (AD FS) HFft

MNe

EEZHFederationikF5& 8 ~ s5A11EWindows Server Manager ° ##2*T B*>* AD FS
@ BB o 1t TEfE) THEERFIEE: [4REEFederation Service WA * ° Federation
Service L B REMTE S BRI o

2. IEE BB D HAI MR EIXSSOAREE A LUEIfEStorageGRID F3KREF « i EAMLETLSRE R IREZE
MEE o
© ERFERMCARSE | ERFERAR LRENTARCABRERFEERLE -
° (EFBEF]CAGE | EABFICARERFEERZE °
NRFEEULERE ~ sFERBEFIRENXT  ARRE [ CASTR" ) XFHLEF -

° R/NERTLS | BEATLSERRFREEREE ©

@ WNRICETE CAREE ~ 55 ANEE " EIREEL_ EEHEE) mgmt-AP| fRFS" 1585
Grid Manager @ AR IIE A SSO o

3. 7£ TK#751 &R ~ 5" StorageGRID KB #plIFFIE-LUHBE o ILERIEHIAD FSHEE k%
HIEEFRERBIATE o

° Bl ~ INRERVER RE —EEEHR - MESTRARRA SIS ESEIRME » B8A sc 5L
StorageGRID°

c RERE S S ESIEENE « FHMAFE [HOSTNAME] TEHEAIAER o 4] ~ SG- [HOSTNAME] ©
EEES—ERS  RIBEMNTHETE BRASKPESESIEHEAIRFTE S A o

@ 18775 StorageGRID SRR M FRVEESIEMRGR ISR A GIERIE o SEEE
EIEERAIRIES « AIRAREREENLZEMBARE HEAIEIEEHRS

4 BB RE o
MiEtr SR IR G SRS o

Save

Azure

1. 15 B 5 7 # 5 M B EESSOAA R E U EIFEStorageGRID F3KEF ~ i EAMILTLS KGR (R EE
MEE o

° ERFERMCARE | ERFEAR LLZENTARCARERFREEZRRE °
° LA BEICAK:E | A BEFICARERREEREE °

PNSUERULRTE « AN BFTERENXTF ~ ARRME [ CARE ] XFHHEF -
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° SB/DEATLS [ B/NERTLSBRRMEEREL R o

@ WNRITEETE CA KT « AU ANEE " EIREEL EEFEE) momt-AP| RFS" MRl
Grid Manager @& INIEA SSO ©

2. 71 TREEAER) BERF 5T EEBARENATE" StorageGRID UH2E - IL{EATHEEHIAzure AD
i EREREREFTERRRTE o

° BN ~ NRECHVER RE—EEIRERS « MECTERRRAGINEES EIREHE - FWA sG 5L
StorageGRID°

* NRANRBE ZZESIENEL ~ BMAFE [HOSTNAME] TEHBITEH o HI40 « SG- [HOSTNAME] ©
EEES—ERS REBAMNTHELE BRARTESESEHMENTEERERRTE o

@ 1T A7 StorageGRID N A RN ESE SRR U CERARER - ASEEIRHR,
RECEMEARER « TRFREAELEMEA KRB HEREEREHR,

3. %_ﬁtﬂ‘iﬁ’?’\qﬂﬂ’ﬂiﬁ%?ﬁﬁﬁ "TEAzure ADFRE I (PRI RREPFINSEEEHHELECERRRE
T o

4. ftAzure ADIRRSE X EMARNABEREZRURL - 2418 ~ RILURLALZStorageGRID ABRARY* B
ER P BRI URL ML ©

o ARG FFABIRMBNBBRETHNURLZ &  SFEIEHE"
M7, %R EEHIRGEIREIE o

Save

PingFedate
1. 167 & B 0l B R FiXSSOMA R E U B fEStorageGRID Fa3KEF ~ REAMLETLS /KB RIREE
RLEE o

° EAFERMCARSE | ERFERAR LLENTARCABRERFEERLE -
° A BEICAKE | EAEFICARERMRERREE °

NRFEEULERE © FEHRBEFRENXT  ARRE [ CASERE" ) XFHLEF -
° R/NERTLS | BEATLSERRFREERRLE ©

@ WMNRICETE CAREE ~ sHI BB " EIREEL_ EEHEE) mgmt-AP| fRFS" M58
Grid Manager @ ERIHE A SSO °

2. 71 THR#SMHAER (SP) 1 BERHP - 357" SPEARID* StorageGRID MUH2E o LEREZEHIL
fEPingFedate® A EESPEAZHI L HE ©

° Bl ~ INRERVER R E —EEEHNR - MECTRARRA SIS ESEIRME » SB8A sc 5L
StorageGRID °

c RERE S ZESIEEE « FFMAFE [HOSTNAME] TEEAIAER o FI4] ~ SG- [HOSTNAME] ©
ERBHENEIERTE - EE—ERSK BRASKTPESESIEHIEAISPELID o
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@ 1T 775 StorageGRID SRR AN ESEEIERIRILSPER - HEEEIEMHEE
I SPELR ~ FIEFREAEREMEA RS LR EEER -

3. P URL IR - SRR R AP ERURL o
HEA TSR ;

https://<Federation Service

Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
D>

4. BEEMRE o

M7, %R E IR B IREIE o

Save

REMBEHEE « EEEBIENHSPER
FATEARASES © UTLO RSN o ABHERDAERX TR - IR HEIET -

RIFFE « AR EREBEEDVFEEIF o StorageGRIDRE ~ £ TE—F A1 BEERDFEEE ~ Fi
EStorageGRID HIXRIEE EREGIFASSOINEE - SANKMEREAEZEA °

AREBR TP ERREESFEHEE (Active Directory) ~ SEEXEMRTE (Azure) HERESPE4LR (PingFedate
) °
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1. #Z Active Directory Federation Services (AD FS) o

2. fEFAStorageGRID MEMHEBE—F A BEEXRFATHNESEEES HAE « BII—HSZERTEHNESE

{S1F © StorageGRID
T ARRISPETRNSE SRR E T —EEERMZ o
MEEABRAET ~ BRI "TEAD FSHELKREHEE"
Azure
BER

1. REBMBEAZEEHEN E—FA) HE  ERURRUA TR FEFSAMLAEER] o
2. A% ~ HHEERPREMEMERESR - EE TSR

a. TR ©
b. BEHEMARE > TFEUEHI > B—F A

C. THUETFLEEERISAMLE4EE K] o
3. HifEAzure Portal ©

4. FRBAPBLERET "TEAzure ADFRET EFEARL BEEEEHHNSAMLPEEERZ LEE

HENAzure b EEARER ©

PingFedate

HER

1. REERBAZBIEHRYN E—FA) HE  EUBEUA THLEFESAMLPEE K o

2. A% ~ HHEARPRE A EMEIRERS - EE TSR
a. ZAHRR o
b. JEEARRE > TF TR > E—F A ©
C. FEM #7FZENREIISAMLAAEE K] -

3. AifEPingFedate °

4. "1 —(B5 S EStorageGRID FRESIEAER (SP) MBARLUHER" - (EAGSAEIRMBMISPEIID (
fStorageGRID [ HEE—BA | BEREFT) ~ WREHHEEREHS FHHSAMLPEER -

T ARRPAAITISE SRR —ESPELR

Al SSOELR

EIE 732 EStorageGRID (FEERABHIERE—SAZA » LREIESSESEMMERRKE

—Eih -

BE—QAME

13



14

Active Directory
BER
1. 4 TIHAEREB—BA, BE - REVEEM S hiyEst o StorageGRID

HEURLTTAE B27E* Federation service name* i {i &g A F{E o

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR

3. BEMSTITHUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ENEEE
EIRERAAVRIB T RIRS « AREEVE A" o

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. B AICAVEHER (5P B R IBANZRDS -
° WIRSSOBAMBHIEEMT » M LIRS o

+" Single sign-on authentication and logout test completed successfully.

° YNRSSOEEARRI) « EHIRIERAE © HIEERRE « BRI E2RAICookie ~ AEHEF—R
o EREBELESR BB SEEEMRNSSOELR

Azure

TR



1. gifEAzure \O4BIAR) TEE—F A BH@E ©
2. A b rEmE o
3. BARBRFERAENREER o
° WIRSSOBAMBHIEEMT) « M HIRHINAL o

+ S5ingle sign-on authentication and logout test completed successfully.

° MIRSSOEEAMIN « GHIREERAS o HIEIEME » B2 ERRICookie « REB/H—R
4. EREBELIR  BREPERDESESIEMRMNSSOELR o

PingFedate
BER
1. %% TIHRERE—FB A1 BE * EEUVFAER S R E—(EE4S © StorageGRID

—JOEEIL A — (B4

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. BARIBERENDBEL o
© MBSSOBAFIBWIFEMT) - G HIBLIHAE o

+ Single sign-on authentication and logout test completed successfully.

° YISRSSOEEARRLN ~ EHIRIERAE - SHIEERRE « BFRBIEERAICookie ~ AEHFH—RK
3. BT —EEL « BE RS EEEARISSOELR

MREEER TEEmBH) S FEHESTER [ E—F) %l - AREMIEGVEER

BAE—EA
BRI UEASSOE ABEEIREIET « MR MU % EStorageGRID ZIERFRIASSO °
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E{FESSOF « FrAEFREE M /BFHSSOTEENGrid Manager ~ A F E12#21( + Grid Management
APIR PR EIEAPI o AN EREE A B FEXStorageGRID LEINEE ©

1. EEEARE > US> BB A o
2. WSSOMREERITE A DRRFA" o

3. EERT o

4. IREREEME  RBBECRRE" o

REERAE—EA-

R IEEAAzure Portal ~ il StorageGRID #{EFARIFENAzure I [E]—EP ERSTZENESSE ~ 58
7EAzure Portal B & 12 iEStorageGRID MYfEFI% (EEAStorageGRID %I 5338 MBI
BHATMMERE) o 5iE HAzure Portal& B E & AStorageGRID ©

£AD FSHEZIIKFEH ST

& w78 {E B Active Directory Federation Services (AD FS) AZR#AGHHNESESIEEEET
SRBMBENEE o eI LUEREPowerShellif % ~ {tStorageGRID X 3&AHC\EEASAMLA 4
Bl SiFEIMABR ~ REBIKBHEE
FtEZ Al

* B EStorageGRID E—& ALMAER ~ WM3EE* AD FS*EASSOFER o

* £Grid Managerfy TEE—& A BE_EER DOFEER] o B2 AV FEE o

* BHERGTSESIENMNTEMEN RS (HIPAE) MK HFIS o eI TEStorageGRID EIES

ERRAEFARERL) KA TE@EBAL BEELEIREIELEE-

@ 1T, A7 StorageGRID MR AN EEEIREMRLR I EBRAIR AN S ERE - SESEEE
ENEERVIKRR TS ~ FIFEREEAE SN L 2 E A KRB HEREIRERS

* [GHATEAD FSHEIEREANSERFRVEE « SE R LU7FEMicrosoft AD FSX 4 ©
* fEAMZAD FSEERANEEET « B TREEES) BE -

* MRECEFHEUSTERAGAGERE « BT A _LEZEStorageGRID ZEENEHETESE - B EE
WAL F % Shell B A S IRETEL o

RINERI(E

ELfE B AR Windows Server 2016 AD FS o YR FERAMZEARERZASBIAD FS ~ EEF 2 RNEF ERAAGE
2 o iNFEMIREE « 552K Microsoft AD FSX 1

{EFIWindows PowerShelli2 I S BB 51T
&R LUE B Windows PowerShell|RiRE 17— ZESFBEHAEASE ©
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. RWindowsBItATHAER T ~ LUB B A TERPowerShellBlTT  ABIEEUARREIEE BT o
. TEPowerShel S @B "FETTHBA T G< ¢

FAdd-AdfsRelyingPartyTrust -Name <em>admin_Node_Identer</em>] -Metadata URL "<a
href="https://<em>Admin_Node_FQDN</em>/api/saml-metadata™
class="bare">https://<em>Admin_Node FQDN</em>/api/saml-metadata"</a>

° Lﬁﬁﬁ’\ Admin Node Identifier' T > BABIEEEMEREAME « T2WE TE—F A1 EEF
o ffl#N ~ ~SG-DC1-ADMI °

° RIS "Admin_Node_FQDN' ' ~ S AR EIEZERAAI TR RME o (MAKE « ERILICKAER,
BYIPiAE o A58 ~ YIRISTEULEBAIPAIUL « 55 R ~ MRZIPAIUBEREE « S BB EREIL
IEERERIRAGIE <)

- #€Windows Server ManagerH ~ #EY* Tools > AD FS Management * ©
MEENEE/RAD FSEIETH o

- BEEY M AD FS*>*ZRBmm s o

IR g HIRERAEEEE -

- S EFEUEHIRB ERE IS ERMGRAEE

a. HHERIEIIASFERGRA ©

b. FEELIZ—TBEAR - ABENHREFIUEHIRA" o
C. EEENFEUEHIRA o

d. #EE* TApplyy (EH) -~ RBEN TOK) FEE) *

MG E B R E MR NGRS 5T ¢

a. RHERIEIIAEFERGEA ©

b. LUBEGRIE—TMET « ARBEIREFNEZFEA" o
C. EERHTIERA o

d. 7£Select Rule Template (EEiZEiRAIEA) BmE L ~ #7588 hEEE Send LDAP Attributes* (#LDAP/B
MEEABR) ~ ABER Next* (F—%*) o

e & IREMRA BEEL - BALRBNETRTE
fIgn > * HR GUID E47E ID* 5 * UPN E478 ID* o

f. $HEEEFERE - BB Active Directory * o

9. 7£ THFE) FIEH LDAP BMHED ~ A * objectGUID* SRR * FAHEFRERME * o
£ M) R MEHFERER WP - T HNBERERRMID*

LR  RAMBIEETETE

=

7. ESEREER ERINEA o

a. ERBELEELR—TEEEE « HREASR -
b. FERDEIEA IREE  *HBE B R RERE AR -
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MERAPEBERIER « AR ERPEERILIERE - FEEAE o
8. EEELESP I « AStorageGRID EHNEEA AT HFIE SEMIRERBHEIE
9. ek ~ s5R[EIStorageGRID M&EE) MRIHFIBEERAGANGE - UERERTIER - A28 "#HA)
FaED UESAERATE T ©
HiBEARBEPEE IR KB L EE
SR F NS E EEMHEASAMLAREE R « IEASEEREAEENE -
TER
1. TEWindows Server Manager ~ #E* T A* ~ 7R BEE* AD FSEIE* o
2. 7£ TActions (EN1E) 1 F ~ 3EHY M Add SIXEB A Trust (“Frig{SEBA
3. FEUIEm b - 152 ClaimsRA* ~ JABEEHY* Start* o
4. BV EEALR FEERRE A AR ER - R4S ATEE EAVAEREE R o
5. EEA AR RMINE (EMBMEIURL) *H ~ AL EIREIZMISAMLPE B RIS :

https://Admin Node FQDN/api/saml-metadata

B " Admin_Node FQDN T ~ M ABRI ERERMCREMELE o (WALE - 0] LUK A ERLRYIPL
it o i@ ~ NIRRT AIPALLL « FHEE ~ MIRZIPAUHEREE « S ABHSERE L I ERERAE
ANEE-)

6. 5em TERAEE) BE  RFERAEET - ARBEERBE -

@ B ABTGEE - BEREIEMMEEA M - MEANREIESN TE—8 A1 EEL
FREERBY—H% o B0 ~ sG-DC1-ADMI ©

7. HIEERIEARA |
a. DUBBEARIR—MEE - AREIREFREER
b. JEIFHTIEFRA

C. 7£Select Rule Template (EiZFRBEEA) BE L « {HEFER* Send LDAP Attributes* (#&LDAP/E
MEREAER) ~ ABER Next* (F—%*) o

d. £ TRRERA BELE -~ BALRAERGHE o
BN > * ¥R GUID £4#8 ID* & * UPN £47#8 ID*

e. HHBEMHFME&E - A Active Directory * ©
f. 75 THAE) FRIEH LDAP B ~ A * objectGUID* ZEEEEY * EAE EHEHTE * o
o & M) REHY MEHBRERR WP~ T HNBERERRM\ID*
h. 31 STR ~ RABIEETEE” ©
8. HERPEEREHINEA
a. EBAEELE—TBEGRE - BRERS -
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10.

b. FESREEA IREE « AR FE R RS IRE LAIRAL

NRFPEBREEK ~ FHET AR PAEBEHMUILIER « SIFBBRAE -

EHELEDER « AStorageGRID BB ERRTHAAEEHMREKRBEHIEE

ST ~

IRV UBUSAERET ©

FEEEIUMKBELEE
INREEEREARBSTHHEENER  CRTUFBRALE o

TR
fEWindows Server Manager™ ~ ZEEV* T E* « JARIEE" AD FSEIE* o

1.

2
3
4.
5

-

lActions (BhfE) J T -~ #EHY M Add SIK#B A Trust (CETIE{=HBA
- EECDET L~ 82 Claims/REN* ~ JA1RIEEHY” Start* o
A FEE A KBS R ER « ABERT—%*
. SERERRRBEEERE .
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