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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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* * A2 * | TE S3 EPAEEN Swift BEF EHATIEE o
* *{ZFHINEE * WA BEEE AN EE -
© imEh L BIRIRRERVIEE o InRL Rl AESETFEE A IMEBARFE StorageGRID 2R3 1TCloudMirrorfE 5% ~ BH1TY

BEES o

©ERSEHSEAR ¢ | S EGNBERERIEE -

©CBHE BRI R BERRIMNBE D MBI AR RRE R BAFE B B ARRIEE o

* > BOHEBIRR *  REIMNPE D EBR R FEE D E R A REAEERNEE
*rILM*  BHAEREIREIE (ILM) RENEE

* & ARFEEDE StorageGRID RAFECE ML R IHAIIRIE o

* 81 : BIEAFERE S3 FIEIRAIEE o

* S3-object-lock : TE21% S3 YIHFHERE LHEE « BN ZIBAREME o
CCERE RRREEEAEREENEE -

SEFAERN

ERASEAPIEER « eI UBFIEHHTTPENE » iB5URL ~ ERIXEHERADHHVEE « BRAXHEHF (]
FBE) ~ WURAJSEREAE o
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Parameters

Hame

type

string
(query)
limit
integer

(query)

marker
string

(query)

includeMarker
boolean

(query)

order

string

(query)

Responses

Code

200

EHAPIEK

O

TR
FEEHTTPENEUEBZERFMEER -

1.
2.

3.

B ERESREH

1SFREREES -
EEREHIERA - IRZ2

7 HE
FIERY

RE <R
BERE

Description

filter by group type

maximum number of results

marker-style pagination offset (value is Group's URN)

if set, the marker element is also returned

pagination order (desc requires marker)

Description

Example Value Model

{

"status":
"apiVer=ion":

CERAPIX BB RITRIEAAPIER R 2RI EE - 55
B HEMER -

4 BB EA o

12

"responseTime" :
"success"

S8~

Response content type

applicationf/json

"2018-02-01Ti6:22:31.0662",

way a

A

INOARESEERIIE T  ERTEMIPRAERE

o Ll\
ILJ\

PIMNEHAEEEREID - ARISELEE REATLEAERIAPIENR

~ /|\
00

S ET DUSE R A SRR S BRI T K o



5. IREEANENSY « HRBEEIEHERELS o

6. JEIEHIT" o

7. RRIEIE AR ERE TR o
HAEEAPINRASIE
1P EIEAPHE A RAS BIE R TR AP ETFEER A 4K o
I ~ I Request URL 157 API BOMRZS 4 o

https://hostname or ip address/api/v4/authorize

EITHERTETNEER - API WEZERAFIEN - ERTHRERBSHVEER « G101 API BIRERR

7k o BANEE BIEIE RSB 1 o

THIEEFIERBRUNEIAR B AV S R B SR IR S APIRRZS

APIEEER ERR7 HrhRZs
BRI 2.1. 2.2.
BB FAER 2.1. 3.0

$E—R %% StorageGRID #EeRs - D @RVARIIRA APl K8 « EEFA4kStorageGRID E2HHITHEEIRASHY
EHTARET ~ T2 EFEERAVAPI ~ LUEVS E /D —{EStorageGRID hRZAsAYEFTINAE o

@ R LR E T RIS o 552288 Swagger API SXERY * 4HAE * —&f ~ LIS "4EE EIEAPI" LY
BELEN - BEZETEENE API BEmUEREHRAZ % « FHERNSIE -

BRENEREU T AR TRAEBE -

* [BIFE1ZEEA (deprecated : truel
* Json[EIfEARN EE ldeprecated] : true
* NMS.logHr &g EBRIES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

FEr B RTAR A SZ 1B HRLEAPIRR 2
fEF GET /versions APl EXXR{ERLITHEA APl FERRATEE o IEERAIF Swagger APl XXHRY * 4BRE * &

B o
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

fEE EKBIAPIhRZS
eI LAE R RIS S BERIEEAPIRRZS (/api/v4) SUIREE (Api-Version: 4) o MMREFEFHEMEMEE « 8
RRESERREE- -

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

et EuLERABE (CSRF)

&iStorageGRID FILAfEEFCSRFEM ZRIRIEEE A CookieFIERETAE ~ BN EREEAHIAE R
3E (CSRF) KZ o Grid Managerf2iH R EE1Z N & BERAILZ 2 TNEE « HthAPIFF
imHPEER S EEAREA -

;%%g%%ﬁ%ﬁﬁ%égﬁi:%?\ﬁﬂﬁﬁﬁ (BIMNHTTPREPOST) - EIRE G EREREAERERICookieZE HITE R

FI|FACSRF1ER #7BNBASECSRFINE © StorageGRIDEXAFF ~ ¥ CookieFIA B AR S E IR T EPOST
TXBHEHIAR °

EERMALEINEE « 5555 csrfToken 2E true ER:5HAM o TER{ES false ©

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE « A E AGrid Managerfll AccountCsrfToken
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Cookie B MBI ERE « BREARFAEERRER -

R Cookie?Z7E ~ BIFAB AlER R FARBEMESR (POST ~ PUT * PATCH ~ DELETE) #wWASS FoHF—IF

* o X-Csrf-Token 1Z58  WHETAER 2 CSRFERICookieHI{E ©
* BMESRARIEEIEMIFEE - a csrfToken REFBERAENZREY o

EERTECSRF{R:E « sAfFEA "R EIEAPI" oy "THE EIEAPI" ©

@ MREKRZTE T CSRF #ML Cookie ~ thFHEMERER JSON ERFREMAERIMNIBHEFEE -
3&fIfER T Content-Type : application/json | 1ZEEZ ;&5 CSRF EE -

1 A R 22 AR
R R BHAR R

WNRZFBI T AREEIE P UERAAEFERELSR « BIFZAP Z1E—(@ StorageGRID 4t (CRIEHE
B) 23 5—@ StorageGRID &4 (EAMEF) - ERHEBRZE ~ EAHEERIRHE
BEREHEMEREEH SENIELRERR -

AL F B StorageGRID 2R EIHER _ KIEAME - #85=FHF A StorageGRID 2 FH _ BRI
4B _ o mEEAIRSEEHERRIIRS ID ~ %18 - 1A - AEFERENIERER - EENMELARYINLEE
root EFAE RS o MFFFHMAEN ~ B2 "HEISIRAER" M "SEAFFHHEE" o

FERERBRIRFEN "BERER" R - EWEMES LHEEERNAFEENERE  JRETEFERE—
Hars R FERVRTRS A1 ©

MRAERAVER TR

MBEHTEIES B * FERERERES * IR BRI TIERRZE « 55 3T S ERAE R « 6
FREM S3 7S ©
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Permitted

o Sign in to tenant
tenant account on source grid
s,

9 Configure same identity tlEnant SEIE No
sgurce on both grids

identity
federation?
¢ * Yes, grid

Optionally, create

o Create federated . £ e Create local groups _and
Eroupson source grid . USErson source grid
sourcegrid
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

UTRIERIZNEEDER

Q..

BAREAEE (RVZIIERRENE) EREARE

e T RT LUE R E & 73 58 Al Bk ER

MRECHEPIRA RS * EABCSHEDHAIHKIE * #IR - AIUERRBEEEMNERE « FARRMB AR
MRAREAERS 2HEAIKE (ERERNKRE) - RIFMEFERERERNS DHAIRER « TRIFEZERER
EAMERE - MFBERET ~ F2R RS0 MG HE"

e BiBENERE

BIuBENERER « FHELRERRIRIFERFRLE - SEHHIEEHER « StorageGRID BRI EEREIBM
A% o

* MR 55 EE 2 # ¥ (B StorageGRID RFERIHPIREMRE « "EIUHRIE A 24" 165 255!
HIREAREREAE -

* MREAERF ORI « "EICRpIAEEE" AR "B AERE" -

e 1 S3 FENER

eI "B S EH CEFERER" E "B EMERENFIER ERRAERIE AR _EFEEZAER LR
AThS o
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o TR LUEEER 83 FHER

MREFEZEMERL LEFRABEREEFNEENITIE  SAERRER LRIFIER - 2ARER Tenant
Manager AP| iR EFIFEIEREI BRI - MNFTAERAIET « SF2 R (/A APl B2 S3 FHEE"

ynfrIsRSeEEAE ~ EREM S3 FIEE ?
A2 RZANED ~ BRARIIAITERE P ARIRAEASANTE P B Bt AR 2 e REHE - EAEM S3 AR -

BRTERIFAENE LRI BV EHAE

BIUHAIRELERE BRMAAR 2% « StorageGRID & BENH NG £ P IR ERAEEEAE « 18R
ZFE PRI B RO

RIGEHEREE BB HERNFEIIEL « B4R S3 B¥4ERA - NFARRRIET « 5525 "AS3HRELEHE

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ ECTERRRAES LRI AEHERFIERVERERE « A ERENE BRI EREMAR
B o Rt ~ BIAHERER/DIEEERE - MEERIEREREEEE -

BEUERRANE L2 AR ERE

BRTERIRAENR LRI AEFERER - StorageGRID B HENGZERAEERE BRIMAAE - RIGEAER
HEAEFHEENEZS  £RERER * EEFIN * RE - MEERE LBINE—EE#E - MFEREET F2
B "EEARERE"

BERNZEEE - PMLERAETHBAGENE BrVHER - MRAILEREFTEFIEAIMENE LAY Tenant

Manager ~ RITERiRFABVIRFERE LA BRIER LIS ERENEN - MFBERET « F2R "EEAH
ERE" -
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Tenant source grid Tenant destination grid
Create local user — Local user doned

Local user | Local user must get
has a password new password

ERIERIRAEN I HEREAE

BRERARFERNER "E—5A" M "SoHEE" ENE « GERFAR LEAEBREIL (BA) pER
BHEEEENEIBRENR LRVERR -

EMmEREREEERNFEET « 2R S3 BHERA -
AEFEAPRIFRMENERE BB, 2% - ARERAETUEE—RRLEAER -

Tenant source grid Tenant destination grid

Create (import) federated |_| ) Federated group
Eroup cloned

Federated user cansignin | » Federated user can sign in

S3 FERE R UFEER
StorageGRID A& BEEH S3 FINEH - AASEMER LHAEFTRNEHE - AIitZ2MS2INE -
AEEEMEMER LERER « S URIT I EF—IR

* MREAFENSERBERBERNEE - Ea "2 CHEREHRE" & "B EMERENFINEE"
EEEMEEL -

* MREEEEMERER LERBRENER « SR LUTERIREREE LBII2R « AR fER Tenant Manager API
FHREUTIR "ENTH" EERMERS -

18


https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-tw/storagegrid-118/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation

Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

—

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access

keys with API

(D)  srEnRBERED S3ERERE RSN S3 FRSBHTERIBHHIES o

FEEREE Bt ERNEHENERE

S E2WHELNRREREIE LBt AR ETES - MREERLIB A EEII R EARAMERE
StorageGRID # A &1 iE 18 B 8 84 E]FE 5 193 R4EE ©

Tenant source grid

@ No change

b

e

Tenant destination grid

New user or group

New S3 access key

AREESMIFREVEHAE « ERENENEB/AEER
REECEILMEHENERER « 7T e#&TER -

MREEE—E LAREMEREHE « ERENFNER « CHEERASEREIHthES -
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

fEF API 53! S3 ZENE R

MRERIERIRP AR * (ERMERERZER * IR -« ErILUERBEREE AP ~ 1§ S3 77
N R ARAEE LV P FEERE| B ayithiErs La9FER -

FIsEZ Al

* HRIRF AR * ERMERERER " #ER -

* AEREREREEARRY * EGGRRE S BER T o

* ERIMUEREARPRFER LRVER EIEE STENEE S -

* BERAENERERE "EETE O S3 PENRFEUER" o

* MREEERARERENEFNER « AZEREEFENWERBSL -

(D srenP@REREn S3EMSHN  EREMN S3 ERSBHETEEE S o

BRI E CHFENER
MRECFEEFMERRS LREEHEER « BRI UERE CHNFIER -

1.
2
3.

20

ERFER EEREA EES - "BULECHNFNER" W TEH csv 8
WA EESRIER « EIGRABEIT « AREE * API XXfF* o
£ 82 @EgH ~ BEEU TS iRRs -

POST /org/users/current-user/replicate-s3-access-key

o

. forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. =5

B o

T * A * XFEHRF - 1% AccessKey # secretAccessKey FIEIHIIEE BV AT TEHAM * o csv* 1EZEH
BIME ©
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Grid federation connections

O\ Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permizsion for connection Grid 1 to Grid 2. New local tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be

synced to the other grid.
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other
grid.
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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& Success

Buckets = my-bucket
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being

deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have

already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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Create endpoint

@ Enterdetails — Select authentication type o 'fen_f?f_ :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Create endpoint

Display name @ * Llasterror@ = Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urnisgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2

EICE R R BRI IRES
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Overview o
Display name: my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ < Lasterror® = Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services
Replication Disabled ~
Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.
& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.
Enable replication
<ReplicationConfiguration>
<hole></Rale®>
<Bule>
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
</Replicationfor f1g“¢at10ﬁﬂ
IIII#HHHEHHHH%%’III
@ ’éﬂiﬁﬂ)ﬁ iR B &R 7B StorageGRID fEHGrid Manager:EGrid Management APIFYEIE B R
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled “

Event notifications Disabled ~

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

.

<TopicConfisuration>
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>
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el -

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion”":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRI AA A MIFRA

TEUEEEFID ~ MG EEN S EFIBRAERT /inages BEXE—EB UM « MG PEZ RS 55 ERE
T /videos BEEF _EERM o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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It EEFIRE R Json&E B ~ ZEHIRIIE A A S EE R ESL SGWS/Tagging. txt FRAMNBEEREIL
test © © test (EAEFERERA ~ AUt versionId {EsA%EH ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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