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. . Perform prerequisites
Grid admin e

Create HA groups (optional)
Add DNS entries
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Configure connection

Grid 1
Add configuration -
Download verification file

Grid 2 A
Upload verification file —— |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

StorageGRID generates security
* certificates for each grid.
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Grid
admin No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

) 4
Yes,

Configure same identity tenant Using No

. < identity
source on both grids federation?
¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid

\ 4 v

StorageGRID imports StorageGRID clones

federated groups to local groups and users

destination grid to destination grid

Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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HMRIER my-bucket fEAEH 1 EIAEM 2 ~ (BEEMABLREA °

Grid 1-Tenant A
my-bucket

Cross-grid replication:
Enabled

Add objects

@ No change

T

<

Grid 2-Tenant A
my-bucket

Cross-grid replication:
Disabled

Objects added

Add objects
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7 ERRBERES ny-bucket M{EIGR °

Grid 1-Tenant A
my-bucket
Cross-grid replication:
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota —
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: -

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name % Connection status @ = Remote grid hostname @ % Lasterror @ =
Grid 1 to Grid 2 0 Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove

ERIBIT T Ep—IE ¢

(B o) BEAMPEERER - WEASERFBNERIE - F2H "EEERERER" - ARE
BT ERUTEER * (ERAENRER * 18R -

* SREITBERIEIR - SE2RT—H o
4. BEHMMARTERESLEDR - UBIREMANE _LABREERFARR -
Sa A5 BRERR
MALE ~ ERILGRFITEFRE R A EME R EREIR - BEER BERRBERER -
ERHBRERERZ A » FHESN—REEFE ZIHER URUTRINEE !

* MNRITRHIISER *© EAERREIRER - R « AAHEEREAMAER (BIEHKRER) Y HRaEE
B/E - BEMILEEREPYMEIEBBtETES « S AR IRE MR _ERER R -

* BiR T ERERERER 1 ERZRE - EAURBEIRRITENYN « X ETSEREIBRMETE
ﬁ"%

25


https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html

—_

REEEEEHEE A Grid Manager °
CEEEAERE > R > AEARERER ¢ o
- EREARL BB T HFEENER o

£+ AR * REE - BEEVERRVEIRGHE -
AN * TEPRAERR * o

® ;e N

R HE L RPNES « ARER * BHEBER ~ -

BEENEERA IR o UL A R A B AEREEER -

7. REEBEHMERE  RREEELETHR %ﬁ%ﬂ%l‘?ﬁﬁﬂﬂ%t*ﬁlﬂ%ﬂﬁmﬁﬁE’J*&BE BN ~ IS
AN L BIRIELEPER ~ MU LERIEF Y4 E
=

B AUt AR o
%ﬁ%&*ﬁFﬁgmn%H B fE ;b:l
TRl AETR B AR S PE AR B AR P BRI AR ~ IR B R EEERE R AR ERMEER
[[grid-Federation $55% ]] Grid 8
Gl 2

BRI AR RS0
U BB SRR TR 38 o
FERTEARE L RESEIES % -
EERER R -

A AlEL AR ~ DURE(REARAR

RE[O]E| * B4R * o WIEMERAtE ~ A2 "
Grid Federation ZE4R LKL
G
2% * Grid Federation ZARKE * &R o
BN
IEERR AN 2 AN [E) SR AR LB o
BEEETE
1. BB ERE I EMEEIRIIRTE - BRF A EEIERER c A2 "SRR EEELE" -
2. BEANELFHIVERE - AT R A AHERRERE:R
RV eE AR RRRTe s "B IR [E B AR o
3. 4E
Ba—Ro

s ET « MESERENFATSHEZAERY - F2H
o B R RIFR A BIEE R RE ENRGI9 AR L H eI - ERATAE

BEMRMAEMER « A%
REA B RIRERIZHTERERME (FQDN )
HEEAEREE 7 " BRARHEE

N uﬁ I:VL. DNS 1—_”1&%%6
IP fiL3tF0 DNS 3K o
Grid Federation &z

BETIBH
RIER

ERERIHER - B2 "

fE T * RS RER IR ¢

T o

26



HHRER
IEERTR—H SRS R R /RERRBH o

R RENRYTED

2 RPRIIEEERERIET "B PR EREER" -
AREEAIR F B AR AR B R B R

=2
ARIEAEAR A BR AR  BECEEE  REIAE C B - FREITHYESAR | EETE NS EHM ERIREE
REFEZE © |
AR
AmEEAEIR [ BREARET © StorageGRID & E 15 — A LFAE SIRER i TREEMERR) 2% - IRE
AR IERFETEEA EIRER O EEHARR - MEHREEAE -
BREEETTE
1. e REEEARAVE R ~ BEEL - EiBL * o
2. WESDRZAAREF A BIEER9E LR -
3. MRBEAIERLREA  FBREEW L4F - ARBRERREES -

MRAERIER

BABABRIERIRE

8

TEZEABRNARIRE - HFEEEABARE LHNHEZRAERE ENIRAIEEY - 5B R "

HARER

BERNZ2EH - EHAIRPIEEPRZRIFREREREIER BRI ERE « RHEPRAEIRERERENEN
TEER - @E - EHPEERRER LRI AMEERER « SREAETBFTHENE B HthERS o

R ERENAYITED

REAELVALHEREESEARFNEMAER « ZEEARRB BB "SE A root EAENE
HE" EE RN £ o

BRI A ERE L ANTE BRI AR LTS ERERE « FEE AR BRMAER - MFBERET « 52H
"EEAHERE F2REREEENERREA -

KRB EAREIFEF

=2
TRUAR [ ERARFRRER ) ERNIERFZE - EEEIAE MRRURASENIER) -

AR
INRBUIRERERILE « AISEERAREEWYIS * BIR * - MYREIRH=E -

BRI TED

27


https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/changing-password-for-tenant-local-root-user.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/managing-local-users.html

1. RtERNE R HARE W AR AEE R AR H L 1F B B (ER AR EtRERE - 552 Grid
Federation B4R L RHEEER o

2. FRERIEMERRRARRRER "SIEERERES BREEEER
3. WP RZRIRAEMER « BEEY * FHP * o
4. FRHEEERNERIRE o
S ERVHF LU REHEENEM o
6. iEiZE ~ EAIRAER " o
Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protocol: 53 utilization:
Object count: 0 Logical space 0 bytes
' used:
Quota: -

Actions

o N

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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a. BATH&< | ssh admin@primary Admin Node IP
b. & ASFRFIIZEE Passwords . txt T !
C. AT LU Eroot : su -

d. BAFRFRFIFIZERS Passwords . txt HEEE ©
S LlrootBE AR « RTEREE s E 4 o
. 7£ audit.log FIEE CGRR A8 ~ M FEABZRATAREEER
Bl ~ b S BERE 30 DIEANAFA CGRR HEIRM Greps - MFMATEIZRATA -

# awk -vdate=$ (date -d "30 minutes ago" '+3%Y-%m-%dT$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

i L AR IEES) « HhEE75E CGRR :ABRIER - EHAIF - FiABRERERERBEEE—

AefEeR « A EAER - M= EERERN ERWHF) 1Fx - RBE=EIEREAN MERMFE F
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o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNQ3MyOxMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTglIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXxMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwWQkUENFQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
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