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. . Perform prerequisites
Grid admin e

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1
Add configuration -
Download verification file

Grid 2 A
Upload verification file —— |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

StorageGRID generates security
* certificates for each grid.

NS E BB EARIYE 2 EA5ES
* FARAE& R SRRV B AAS ERAZB 1T StorageGRID 11.7 S E#TARZS ©

* ERE LA — B SEERE R AR B EL i o SEAEMREBRERER TR E thiE AR 18 BRI o WJ!IIJ gn

R Grid 1 52 Grid 2 B—1EE4R ~ M Grid 3 A% _E=E4R ~ 8l Grid 2 1 Grid 3 ZEAEEEMAIRES

4 o




* PERRBRERELE M o BIIERE - T URE—AREERERER -
* BRAEDEFE—ERBERER - 7EER "IRFER" 3 "EHEEER"

AEREAN IP fIHEFRR

* ERRERRER A SER TR AEER « IR A P IREE L -

* EMERER SR —(EERERES RS - SEEREERRSES — AR LIEE — (MRS mEs
sz imeh N EHEENRS - FEREMmE AR o

s REERMEARER S AE (HA) &4 SEMEE LR Gateway FIEIRENR, o A HAﬁ%ﬂﬁﬂbﬁ"ﬁE
1?““@'5@5&/%@%5% s WK [E) BB AR (RIT AR LAKRE o TN R1E— HA BHAETRIER DT ERE « EARFLAT
LERER A E

* FEZEIUGRAE-EEMAERENR P (IARERFEEER - MREMEEAER « ERERERTR
AR -

* EERER" VT BEERESEME LNFEFERESNERS —ERR LRENEERMEER o Bt
SERRE - FRSFAREFHMTASRRRE - UMAZEGFERN SRR FEERS -

M FQDN REEEREH

HRENMERIRIR  SFEATEMENRTE (FQDN) KHEHEETSEMERE - A% « BIEE DNS I8E
LIRS

* Grid 1 89 FQDN HFEZXE Grid 1  HA BHERN—HZEEERE P (VIP) fiit ~ HEEE Grid 1 F—FHZ1E
Admin B Gateway EiZ5HY IP fidlk o

* Grid 2 B9 FQDN HFEZ! Grid 2 B—{EZX 2@ VIP {iiiit ~ 32E Grid 2 F—{EZH Z1{E Admin 3 Gateway &figh
8 1P fifdlk o

EMERS(E DNS HER « EREENERSANTEHN AR :
* SHHEEIS (8 HA B4R VIP (4L DNS HE B7F HA BHABFR0(E R RIS 2 IR TR Te -
© WSS EEIHESSALERE P {IiHH) DNS HE B1E NS R TaRTE -
EHSER

BB EIRERE « GRILUSTE AR ERRVEZIRRES « SEETE 23000 £ 23999 o ILERFRIMEREEER
SEAERRVERIE o

WARRME—RAR PRI S A ILERRETHMER -

O3
'ﬂlll‘

REE K
TR E AR EEELRES - StorageGRID € EHBIESIN(E SSL /&% ©

i

PH

* [FEIARSIAI A P iR/REE « AR EREE A MNZE AN 1 BEERERE 2 B
* [EIARESA A P in/&E « AREREMMNELAER 2 BEEMER 1 ER


https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-high-availability-groups.html

Grid 1 Grid 2

Server certificate P Client certificate

Client certificate «f Server certificate

&FER ~ REBENBRHARA 730 X (2 F) o BEL/REIEAHENGEIHAR « ARBSRE * AHETSIRE
1 heEsRsgE ~ A LAER Grid Manager 2R¥#E1T ©

(D  oRssE—moRmes  ERReELEE - SHERENE - EESERAL -

RN R
* "BRILAEAR[E BRI AR
* "EIRERE R ER
* "RREEBFAR AR [E B EERR

TERRFESR?

IEFENR EBERAAIES « ARA  FAERE « LUREE T StorageGRID
R M S3 FHEE HRARES o

EETEUIRE "EERER" - BIREENHIR StorageGRID Z#1E 32 B AU StorageGRID &4t « AJFEIRIE
B fEREMBAEENFEIT—48 LW HERERAYMHE -

RAERTIERE

TERR B4R SRR AR SRS MR BTN R - BESRREZRIT DREAEE
B o



Grid
admin No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination
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Sign in to tenant
tenant account on source grid

) 4
Yes,

Configure same identity tenant Using No

. < identity
source on both grids federation?
¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid

\ 4 v

StorageGRID imports StorageGRID clones

federated groups to local groups and users

destination grid to destination grid

Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
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Tenant Create versioning-enabled
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Create identical bucket for
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Replication
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directions?
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Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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my-bucket

Cross-grid replication:
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Grid 2-Tenant A
my-bucket

Cross-grid replication:
Disabled

Objects added

Add objects
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota —
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: -

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name % Connection status @ = Remote grid hostname @ % Lasterror @ =
Grid 1 to Grid 2 0 Connected 10.96.106.230 Check for errors

3. (FJiE) 3EZ *Grid Federation (49#REHRER) *IEIEF "ERIZEMERER"
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Grid1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Local hostname (this grid): 10.96.130.64
Port: 23000
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Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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a. BATH&< | ssh admin@primary Admin Node IP
b. & ASFRFIIZEE Passwords . txt T !
C. AT LU Eroot : su -

d. BAFRFRFIFIZERS Passwords . txt HEEE ©
S LlrootBE AR « RTEREE s E 4 o
. 7£ audit.log FIEE CGRR A8 ~ M FEABZRATAREEER
Bl ~ b S BERE 30 DIEANAFA CGRR HEIRM Greps - MFMATEIZRATA -

# awk -vdate=$ (date -d "30 minutes ago" '+3%Y-%m-%dT$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

i L AR IEES) « HhEE75E CGRR :ABRIER - EHAIF - FiABRERERERBEEE—

AefEeR « A EAER - M= EERERN ERWHF) 1Fx - RBE=EIEREAN MERMFE F
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o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNQ3MyOxMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTglIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXxMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwWQkUENFQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
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POST /private/cross-grid-replication-retry-failed
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GET /private/cross-grid-replication-object-status/{id}
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4. BT o
o. HERN AR A (AR 200 o
6. BEEENRE « ERETIHEP—IE !
c B I YIFERER ©
c B BRI
° R ERARMBEKAKK - ERELABRILIER o

34


https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/head-object.html
https://docs.netapp.com/zh-tw/storagegrid-118/s3/get-object.html

RRIEE

Copyright © 2024 NetApp, Inc. FRTEFRE ° GEEIR  JHEREFMBE ASASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

35


http://www.netapp.com/TM

	使用網格同盟 : StorageGRID 11.8
	目錄
	使用網格同盟
	什麼是網格同盟？
	什麼是帳戶複製？
	什麼是跨網格複寫？
	比較跨網格複寫和 CloudMirror 複寫
	建立網格同盟連線
	管理網格同盟連線
	管理 Grid Federation 的允許租戶
	疑難排解網格同盟錯誤
	識別並重試失敗的複寫作業


