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a. BATH&S | ssh admin@grid node IP
b. & ARFRFIMEERS Passwords . txt B3
C. BATFEL U Eroot : su -
d. B ARFRFIBIZHE Passwords . txt TEE

BiIELrootBE AR B RBREE s E 4 o

2. (ZIEAMSERFELAB IR FTRYECERAE | service ams stop
3. BIBERZELBR .

cd /var/local/log

4. EXERKIR audit. log EEBME—RITAIERBTE o BN ~ # audit.log EREM R 2023-10-

25.txt.1°

1lg =l
mv audit.log 2023-10-25.txt.1

S. EMEEAMSHRTS | service ams start

6. BB ~ KA EMERNEER AR ER LR AGIE | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRIRREF « B AadminBYZHS o

1. BEAEREIZIMERNEIEENE | scp -p * admin@grid node IP:/var/local/tmp/saved-
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1. AR RIE2R IR ESE https: //primary admin node ip°

NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
recovery.

» Ve

Install a StorageGRID system Recover a failed primary Admin
Node
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1. BAIENEIRERS

a. A6 | ssh admin@recovery Admin Node IP
b. & AFFRFIAVENE Passwords . txt B !
C. WA THan < LU Eroot © su -
d. BARFRS|HERS Passwords. txt R !
BrootBEAZE - RMEMEE s E 4

2. IGEMLERIZIEREMRE | cd /var/local/log

3. BREIFEIZECIMEE R EIERN EIREIRL | scp admin@grid node IP:/var/local/tmp/saved-
audit-logs/YYYY* .
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ManagerIhREfE A o
1. BARREIRERS

a. MIATHE< | ssh admin@grid node IP

b. & AFFRFIMIERE Passwords . txt HEE !

C. AT U Eroot : su -

d. A FRFRFIEIZERS Passwords . txt FEEE :

2. RWRBIREELELEMIARTS @ service mi stop
3. I REIEME L EEEAREXNE (mgmt-API) BRFS | service mgmt-api stop
4. TEIREMNEIREE LR TS8R |
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ii. 8 AFPFRFIBZRE Passwords . txt HEEE ©
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YR ERERGKE « EIREFE_EPrometheus BRI ERFIEENEEREEX - ERMIEEIREHMEE « REERE
EFEEIFTBIPrometheus B E o FEMIEMN ERERRENE - ETHISR - MEBLEEHTTStorageGRID &
HMBERER ML E 1% -

MBTBER T TEIBEEEL - StorageGRID BEMIEstringR4AE Z—EEIEEIRY « A LUigPrometheus Bl EH#E
JEEEIREEE ( SOURUSEIRENEL) ERIIEMTEIREHEL « LUBRRETIEE - MRECHNAKRETEEE
E2L « BIfEIEIZIE Prometheus BHLE o

@ B Prometheus BRI ERISE R E— /U LRI - EIRFEERFEEIEEN _LF LR  F93Grid
ManagerIhSErf A B o

1. BARIREIRENRS
a. BATH&S | ssh admin@grid node IP
b. & AFFrFIMIZEE Passwords . txt HEEE
C. BATFEL U Eroot : su -
d. BAFRFRFIFIZERS Passwords . txt HEEE .
2. AR EIBE = 1EPrometheusfRTS © service prometheus stop
3. BN EIRENRL A TSP ER
BAWENEIRER
i BIATSI&H% . ssh admin@grid node IP
ii. B AFPFRFIRZRE Passwords . txt HEZE :
iii. #A TE S U Eroot © su -



v. B APFRYIBIZEERS Passwords . txt fEE ¢
b. {£1EPrometheusfR¥S : service prometheus stop
C. #SSHAAE B IBIEESSHRIERZL o BIA : ssh-add
d. WA FRFRFIFSSHIZEVEHS Passwords. txt M85 :
e. f§Prometheus ERHEN SRR E IR MG N EIIEN SIRER

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIRIRTREF - 12 Enter *HESR IS EHE: MBI EIREIRE) EAYFTPrometheus BRI ©

[RYGHIPrometheus B E R HE L B SRR EIMEN EIRER - ERIFETHER  I5THERENE
AYEIRENRS o ILRFE R FOIUMREAS

BREEER - [ETEREIRT

a. BT ERERTHREINHEHMAIRSEE « SAUESSHHERERBIRTAZE® o WA [ ssh-add -D
4. ERFREIREE EEHEEPrometheusfR#E.service prometheus start

WIFEEEEMAAERIIE
eI B IR IS |

AT T ~ ZReIFEEBEEMAEHETINE - —(AEEMFERHHERESERD
B (CMN) BR# ~ AT E2EIREHEL - #AERILIES ZEEIEERL « (B5StorageGRID
EZERREEI—(EAETEZEEHE - FIEHMNEEHRIINIFETEEIEHE -

WHPERIEE BB IR ERE MR ZEC iR

NRECHESE AR E IR E AL, « BIEREE LR « LUEEERINAREH
MEERGEER o LAINEEMERIFEEEEMBRELHITZE « i RERTEZGCEHIER
EEAE

LERZ RS TEIL e BB R B IR A RE R EE R R IR LN ERNIE - A% - BEFRBITEIZEERF AL
BREZRRERNE - RGN E BRI SRR

REFERAUME « EREEEINSREN EIEMIERIELCE - IRMBBIAE—EEEH - RIMERIEIENR,

SEMNEBERETD - AR S CREfEZHE - MARRHENER/EEX - IRFECSSEEEEHNE
TR AR 55— B IRENRE R B e %0 ek ©

@ NRIBASAEHEN EIRERS L FEERECE: « SRR F] LUARRFEUE EacE: « HIMNTE IR
‘'z®&-

1. INBRTEE « FEAMEN SRR - B  FEATZEEMHRFHEMEERSHR (BH) -

a. AT <S | ssh admin@grid node IP

b. B ATBFRFBIZZEE Passwords. txt 1EZ .



c. AT UIEroot ¢ su -

d. B APFIFIAYZREE Passwords. txt T2 &
B rootBE AR B RBREE s E 4 o
- ZIEAMSHRFE LU SR 2 L FTHYGCERAE © service ams stop
- BEEREZELBR .

cd /var/local/log

- IR audit.log HEREN L AME—ARITIIERSTE o HIE0 « 1§ auditlog IERERManHA 2023-10-
25.txt.1l°

1 =l
mv audit.log 2023-10-25.txt.1

. EFENENAMSHRFS | service ams start

- BB ~ RFTAE B EMER N EER R ETRL LRV AIE | ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRIRTREF ~ B AadminBYZEE o

- BB B EC g BB R FAIE . scp -p * admin@grid node IP:/var/local/tmp/saved-
audit-logs

HIRIETREF ~ B AadminBY=RES o

. MlrootBH : exit

WAIEEEEEE
AEMEIFTEEIREHE « EH AL ERBRCSERERE

ERILMEBER—EF & LITHIFE EEEMARIUAIENIF T EEIRHES « AT LUREVMware E#TTHY
JEETEEIRER « R Linux T EREHIIFTEEIREMR « BINTERBRARE LAEX EEIREHE,

AERNAEAMMMEERTENER - TREREREF (ERNFIANREL) 2%  ZE2FR5IE5E
TEEEEEMAERN T -

BRTESs 2
VMware "EHVMware S EL"
Linux "EHALinuxENEL"

SG100E4SG1000RRFSFEREEE BRI E R E"
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BT a EdR 2

OpenStack NetAppieftB90penStack E # % 2SR g RIS AB I BERIE

F o MREFEEMIBTEOpenStackEPE RHITRIENRS « FF FEBAMN
ELInUXEERMBVIER - 155 « FEREMIIER "EH Linux BIRL" °

#EHY Start Recovery) (FtRIEIR) UREIEEEEIRER

ERIEFETIEHMHE % « [SAZBETEGrid Manager®35EY Start Recoveryl (BHBER
)~ R ENEAER E AR ENEARV B AR RS o
FYaZ Al
* {EHEEFAE AGrid Manager "SZ BRI E 2|5 28" o
© CHER "R SIRTFEUER" o
* BEE R E BN o
© B BB E B HARNES o
1. #Grid Manager/#£#£* maintenance > Tasks > Recovery* °

2. 7£ TPending Node (HIEHiR:) HEPEIEEZIMERFERER, o
EREHER G HIRARED « BEEXEINER - EEISMENREL EFFMERL -
3 WA ECEEN
4. BERRIIE" o
Recovery

Select the failed grid nede to recover, enter your provisioning passphrase, and then click Start Recovery te begin the recovery procedure.

Pending Nodes

Searct Q
Name 1T 1Pv4 Address 1T State It Recoverable I
® 104-217-81 10.96.104. 217 Unknown
Passphrase
Provisioning Passphrase | sesess

Start Recovery

o. BEEMIEERERREPITIEERE -
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@ EERFAITHRE « ERILUR— T EXL REGBHIIRE o RS HFE—EHNELR - &R
NRCEREZR © BIRGR RIFEFREEARES o

O Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For VMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

=1 3

MRECEEERREFRESAME - A ERNRERERTRENIALE TR -

Do you want to reset recovery?

° *VMware* : MIBRE SERVERRRER o A% « BCEBFERRENER « AEMEEEIRS o

° *Linux * : FELinuxEH# EBITIE A S LAEFENENENRL | storagegrid node force-recovery
node-name

c FEREE | MRCHEEREFREAER  MAN BRI TREAREMNIERATRT LIRS
sgareinstall TEEIRE L o 5E2H "EEXREUEMZE (ERFEEK) "o

6. YNEStorageGRID EMZIBAMEAAE—B A (SSO) - BEMNE 2 EIRMEMKES SR EARE
REREENERE « 58 (EMRREREIL) &%iTEActive Directory Federation Services (AD FS)
REVKRE S (E1E o AT EIEMRNERE AR E £ TERFIRSREE o

@ EERTEERAEME A2E "REE—FA" c FEEFIFERERIEE  BEATEEHE
MIaE< Shell o BiifE /var/local/mgmt-api B&E ~ JABIER server.crt EE !

EIERIF X EE IR HIBERISZC iR

NRETHESIIE R PZRVIF E B2 EIRMF R B IZCE ~ WERE B LB HREH » EAIU
R EENECEMENIFTEEIEME o
FtaZ Al

* BRRINITERNEENES -

* ERIGEIEEHFKAB 2B - LEREILCEEREEMIE -

RIRERI(E

MREEMBAN ~ REELESEMNMBEZECHAISETER - TR UREEIEN EEMAEREAGCE « ARR
BERIZGEEREMENEIRNR - LIBRERIER - REIEME - AIsEE AR SR SRR RIEZET
B o EEEIER T ~ MRHBEAZEEIERHR « TS —EESRHRMIERE I - AL EERE
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FREEIRER, o

MRIAA—EEEEER - MEEECHREHRERERCE  ERNEENMERERE e EEZT
& MEBEmRE—1 -

WA ARIRNEEIRERL « A AEBIRECERINGE ©

RiETAR « BREASEXEERHF LATERCE - MR TIME—IRER « TE I UBAELE
TR

@ * [EERTEIMEsysloglfRas ~ iz kIR T B 1HIX EsyslogfAlfR2s ~ MIEEIREIRL o
* IS E RN E R EEEL B LM E A ERL E o
B2E "RERIZAEEC B " UBSFEMAER o
IR
BEARENEIRER
a. HATHEGRS
ssh admin@recovery Admin Node IP
b. i ATBFRFBIZZEE Passwords. txt 182
C. AT UYIEroot ¢ su -
d. #ARFRYIRIZZEE Passwords. txt 12
BlrootBEAZE S IRTEREE s E 4 ©

M

H

2 HEMLERELERERS
cd /var/local/log

3. BRE ML EER NI IERNEIRER,
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIRIRREF « B AadminBYZHS o

4 BTLEDER « FEESENNEREZCHEIMEN SRR 2B « ERIENERERMIPRE LR o
o. EREMIE EIREMRL E e EER R EMEERTE ¢

chown ams-user:bycast *
6. LlrootEH : exit

T RE RS AN AEEA B R IREEUE - MFFEEN « F20R "REEZARIREFE
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V. B AFRFERFIBYZEDE Passwords . txt 1B !
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h. 2T BEERTHEENHMMARSEE « FRSSHAER{BRRFAZEM c WA | ssh-add -D

6. EFREHREIREEE EAYARTS | service servermanager start

BEIET E SRR Prometheusi5iE
& ~ AL Prometheus s E R BB (R B EARBIIEF ETIEEL L

FAsAZ Al
* BERELHITERNEIRERS o
* StorageGRID 2 ZE /B ME SRR, ©

* [®¥EH Passwords.txt 1EZE .

* BAERECEERMEN

RIRER T

R EEERGKE « EIREFE_EPrometheus BRI EFFIEENEEREERX - ERMIEEIREHMEE « EERR
REFEEIFBIPrometheus B E © FEMIERN EREREE - ETHIGR - MELEEHITStorageGRID &

HMBERER ML E 1 -

WNREBRIFTEEIRERL « EE] U Prometheus BRI ERR T2 EIREFE (SOURUSEIRENRL) #HHE

I2EAR  LUBIREESLSRR ©

@ B8 Prometheus BRI ER AERE—/ R LRI o ERFBERFES IR IR -
ManagerIhAEdG E AR o

BARREENR,

a. BATH&S | ssh admin@grid node IP
b. & ASFRFIMIZEE Passwords . txt T !

C. A THaR L U Eroot © su -

14

IRERE

893 Grid
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3. EIREREIRENRL EER T5IPER
B AEREIREE,
i. MIA TS . ssh admin@grid node IP
ii. B AFPFRFIRIZENS Passwords . txt &5 ©
iil. A TFERS U Eroot ¢ su -
v. BIAFPFIFIRIERS Passwords . txt HEER
b. {Z1FPrometheusBR¥: | service prometheus stop
C. #ESSHALAZEBIIEESSHRERER o #IA © ssh-add
d. WA FFRFIFSSHIZEVE RS Passwords. txt M85 :
e. fFPrometheus ERHEWRIRE RN ER IR EIREHRS

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIRRTRES ~ 2 Enter *“FERCEHE WIEMNEIRERL) EAIFPrometheus BRI o

EHaHIPrometheus i B R ELFF s TR i RSB R SIRENEY o WERELEMIE - I5SB e REvE
BYBTRERRS o ILES @B FAUMRAE -

BXEEER - [ETEREIRTS

a. B BREERETIBEFINHEHMEARESE « SAESSHRIERERBIRIAZ E1E c ®A | ssh-add -D
4. ERFEESIBEE, FEHEEPrometheusfi#5.service prometheus start
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