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Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username
myusername
he username of a federated user,

Test password

-----------
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Edit the tenant

@ Enterdetails ———— e Select permissions

Select permissions

Select the permissions for this tenant account.
Allow platform services @

Use own identity source @

Allow S3 Select @
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying

the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
D>
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M7, %R E IR B IREIE o

Save
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Active Directory
BER
1. 4 TIHAEREB—BA, BE - REVEEM S hiyEst o StorageGRID

HEURLTTAE B27E* Federation service name* i {i &g A F{E o

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR

3. BEMSPITHUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ERNEEE
EIRERAAVRIB T RIRS « AREEVE A" o

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. B AICAVEHER (5P B R IBANZRDS -
° WIRSSOBAMBHIEEMT » LIRS -

+" Single sign-on authentication and logout test completed successfully.

° YNRSSOEEARRI) « EHIRIERAE © HIEERRE « BRI E2RAICookie ~ AEHEF—R
o EREBELESR IR SEEEMRISSOELR

Azure
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1. gifEAzure \O4BIAR) TEE—F A BH@E ©
2. R bR o
3. BARBRFERAENREER o
° YIRSSOBAMBHIEEMT) « M HIREINAL o

+ S5ingle sign-on authentication and logout test completed successfully.

° MIRSSOEEAMIN « GHIREERAS o HIEIEME » B2 ERRICookie « REB/H—R
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PingFedate
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1. %% TIHRERE—FB A1 BE « EEUVFAER S RHE—(EE4S © StorageGRID

—JOEEIL A — (B4

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. HARBRERENEERER -
° MNRSSOBAMBHIEEMI) ~ MMEHIRAIIASL o

+ Single sign-on authentication and logout test completed successfully.

° YISRSSOEEARRLN ~ EHIRIERAE - SHIEERRE « BFRBIEERAICookie ~ AEHFH—RK
3. BT —EEL « BE AR EEERRISSO=ELR

MREEER TEEmBH) S FEHESTER [ E—F) %l - AREMIEGVEER

BAE—EA
BRI UEASSOE ABEEIREERLET « /U AE(EStorageGRID XIER#RIFASSO °
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FAdd-AdfsRelyingPartyTrust -Name <em>admin_Node_Identer</em>] -Metadata URL "<a
href="https://<em>Admin_Node_FQDN</em>/api/saml-metadata™
class="bare">https://<em>Admin_Node FQDN</em>/api/saml-metadata"</a>
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=
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MEERER) ~ ABER Next* (F—%*) o
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