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AEFE T (UbuntuziDebian)
TR E T L EIABINEE A

ERIEAM L « StorageGRID EHEFEFHET —LELEE sysctl RE :

T TS :

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/0O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4d.tcp slow start after idle = 0



# Tune TCP window settings to improve throughput
8388608

8388608

net.ipvé.tcp rmem 4096 524288 8388608
net.ipvé4.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

net.core.rmem max

net.core.wmem max

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc_thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.

net.core.somaxconn=4096

net.ipvé.tcp max syn backlog=4096
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1. IRBAEARETRICRRERRF « EFTABRESUERMR I L2 Linux

@ BNZEEAEFACEmIRE o Z8UbuntufF « (N BEIIZER G ARER o BEER
OpenSSH server* L EXA¥TUbuntuF 14 fssh7zEX o Fira EthEEIEER o] LURIFEFRARAS o

2. FE{RPRA EHEBRETFERUbuntus DebianE 4 #7F)E o
3. MNRERRAAH
a. MITFAIEG<S ¢ $ sudo swapoff --all

b. FPRAIPIBIMAIER /etc/fstab MUREBRE °

() mRmrx2ems - TERRERERE -

R Z A AppArmorss E1E

NRIEEEBITEZEBIUbuntulRIEIR(E ~ MR RSIEABVAppArmorZEERI R 4% -
BB R 2 ER R ENES BRI RIAppArmors: A& Rl AE & & Bl 222 StorageGRID
BRI TSENERE 298 o

IRIETER ~ SHHTRRETEREEZR R LNEHLEAPPArMorskETE ° B51¢StorageGRID Ex£%
{iContainerITELEHES - B HZAMMIAPPArmorsE ERE © DHCP ~ MySQL ~ NTPHtcdumpEREEH
Bl AppArmorfErsE « HMEREMH I sEEe o

A MmEEIER] LURIEAppArmorsg g :

* EHRRETERAS EBEStorageGRID EAMBRTPEMAEENEMHERRTEE - BREHERRERE
B ~ StorageGRID EE—EIBEEHIRTE EMEZ2ECERIEl F » RSB AppArmor ©

ERATYESS :

sudo 1n -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

#h -

sudo 1n -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping

* 52 (R AppArmor ° F#AUbuntu 9.103EFTARZA ~ s5EEUbuntufR L EFRVTER | "EFHAppArm" o 728
#T89 Ubuntu hRzs £ ~ AISERASTE 2 1EH AppArmor ©

{F AppArmor Z 1 ~ StorageGRID se#iER A& HIRKRRE R AppArmor FYIEH
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* GRID NETWORK TARGET TYPE INTERFACE CLONE MAC
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* REIAAMaciE® | E CLONE Mac EEMEREFMEMARTENRSA [MR1 -~ BRIFEPIEEMAC ~ TRIE
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@ Hypervisor $8RERIIE « SRFETE E RS IREBRTEIDREHAB RN R EMHARTE MalE) ~ T
MAC {55 #1 MREMER) PRA *1BR * - ERRS ERENER RERIREHERE R
BEER - RIFEREMELERNREEER o

EERMBAMACHESR « B2/R "B ENEAERRIER R ©
MactE &L &5

E&%MAC?’E%E’J%@@J s FHERIMACTIEEZ11 22 : 33 : 44 : 55 : 66 ~ 7T Hens256 1L 4BAEFE R 5 &8

®* ADMIN NETWORK TARGET = ens256
°* ADMIN NETWORK MAC = b2:9c:02:c2:27:10

®* ADMIN NETWORK TARGET TYPE INTERFACE CLONE MAC = true
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bond0.1002

bond0.1003
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FRERLIF
RERFEFHIRE (LUN) DECAEME « FER [MEAFER) PRRMERAET7IEE :

* SETHFIENEGEH#HE (RERESEBEZEH SIS EMNERME)
* SEWEENREFEN ERKERIMEHER)
* F{EVolumeRI A/

E157EStorageGRID 1% _FERESTIRENELET IR EEALLE » UkLinuds kG EEERE VolumeRIH &R
78 o

() CFEEHE - RRCRHBEAELHRE « RERR ST BT LRRET -

() EreEnsREEnBIRE—ENEEE LUN -

EBRER TRIG) SHEEER (/dev/sdo flll) BEERVoluneBIBRER - SR SEETEEMEMN
BB EE « EMEERRNEEEE - MELEFEAMNF 1scsT LUN # Device Mapper ZERE 3
BEFPFEAZERER% /dev/mapper Bif - LEHEESANRE G BT HEREERENHREREE

B o B ~ BRI LUER TR RMREILNERFSESS /dev/disk/by-path/ UBUSHHEREE LT o

fgn

1s -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part?2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd
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/etc/multipath.conf ¥E2 :

fgn -

multipaths {

multipath {
wwid 3600a09800059d6df00005df2573c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573¢c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£f6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

EEERFAEPRTREREE /dev/mapper EEH FRIBERF -

HAER & Ry

®

HERIEN

© CHLBEISE HC BB 2 RsarR s o

MREERLTEHABHERBEIRTIE StorageGRID §iE#58 « M FEAEEHMEREAZTERE - Al
LA S 2@ ARy /etc/multipath.conf {EFFEH tEIE IRV E L o
J:@Fﬁ?ﬂﬂ’]Dockerﬁ%Tﬂ%iﬁﬁEEﬂﬂ ° EFH/”J'J%f[tT‘ﬁﬂElDocker{n%??Volume LUNBYRIS DA

RS B ERERHILE  BREEEM -

"SRR R

SEMERHMEEFERERE
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"HREREERER’

5% EDocker{# iR &

E%8DockerZ Al ~ EE]SEBEMRT{EDockerf#FHAR & M id L & E £
/var/lib/docker ©

RAREIETLIE

RIS HB A EF R ERAMR Dockerf#FHEE « WHEESMNTIENIE LEEHNAHEZER -« BRI A
BLESER /var/libe

1. TEDockerf#FHitRE FEIITERAMR

sudo mkfs.ext4 docker-storage-volume-device

2. #i#iDocker{# LR -

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. K&Dockerf{# 17 iR & % B HYIE E 318 = /etc/Fstab ©
It B R MR AR B T BRI E BB E M -

Z4EDocker

EERSKIELinux EBIT ~ @DockerF2sHIES o StorageGRIDZ 4 StorageGRID 5T
ZEBM T 2 FH ~ [SAZBSZEEDocker ©

1. SBRIELINUXERIEE R MRS RIRZEDocker ©

@ MREHLinuxEEEEE R AR FEMIDocker ~ E R Dockerddis T &, o

2. YT THIMER S ~ BIRERARREE Docker !

sudo systemctl enable docker

sudo systemctl start docker
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3. BATYES « REEREDockerFFRRARRAS

sudo docker version

FA R A A AR 8 AR A 6 2B A% 1.11. OB B RfTAR S o

HERIEN
"RE R HTTRE"

24t StorageGRID 12 T H#ARTS
e LU FE A StorageGRID EEINSE B 2K 28t StorageGRID 1B F HEARTS ©

RIRERI(E

B AR A Deb B RE T HARTS o b5 IS AT LIER LR EIEF B RIAPTRHEFERHEE R « |tiE
imZ25eDebEMH o FH2RBRARELINUXEERARIAPTHIFEEREA o

1. #StorageGRID (FEAER) EMERIISHEIH - IREH=RHERE LR -

HIen ~ WEFBIEF /tnp BEPHEGEGHRS o
2. DlrootF N EfEA BB SudotEfRAMIRA B ABE T « ABMIT TSRS o

TREREE inages REMH « REBEH service BEMN - MBEHEMBIEMUINMIBEF /tmp » &
REn @ AR BRIGFE AR RIBRAE o

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb
sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

WAZBSTZEEPython 2.7 ~ A 5EStorageGRID ZEEIEINFEEM © © sudo dpkg --install
@ /tmp/storagegrid-webscale-images-version-SHA.deb S EBELHW - BEFEEE
A LE o
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