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System Metadata

Object 1D AT1ZE9EFF-B13F-4905-9E9E-453T3FEETDAS
Mame tesiobject

Container source

Account t-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12.15:689 PST

Replicated Copies

Node Disk Path

99-37 ivarflocallrangedb/2/p/06/0B/00nMBHS TFbnQQ)CV2E
99-99 Ivarflocallrangedb/1/p/12/04/00nMEBHS | TFEoW2B|CXG%
Raw Metadata

“PYRE™: “ETHT",
“CHND™ 1 "ALZE9GFF-Bl3F-4995-9E9E-45373F0ETDAG™ ,
"MAME™: “testobject”,
TCEIDT: “8x3823DEFECTCIBAIS",
"PHED": "FEABAES1-534A-11EA-9FCD-31FFBAC3IB056",
"PRTH™: “source”,
"META"2" {
"BASE": {

"PAWS": "27,;

MHERE (FEFHRE) SE
TR ENERFEEFRED SV FHE - M FRE N BAREHRIRE
TR RSEREFHRMNIGEREEN - MHEFRERRT B> REaR > #ERE EERIES o



Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Current Online

Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) %6.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 M0B Wo% No Erors e
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Overview ' Alarms \ Reports | Conﬁgurathn\

Main

Updated: 2021-11-11 07:12:00 MST

@ Configuration: LDR (.~ w ) - Verification

Reset Missing Objects Count O

Background Verification

Venfication Rate | Adaptive i

Reset Corrupt Objects Count 0

Quarantined Objects

Delete Quarantined Objects O

Apply Changes *

D i rmmE 85 TH)  SESENERNVPR (BEF) EXEH-

6. — T EREE
7. RS RRRER o
a. W EIEN > (IR N> o
b. E MBS BERT - BeiSHBY RIS R BB B0 o

MR SERERIRRIENESTYHER « *RIEMNObjects* EEZIEY « StorageGRID MSing@ ERRE
ﬂqﬂ?ﬁﬂyfr%ﬁ%ﬁ%ﬂ']ﬁ% SR -

* MR T LAEERA 44 BIURS ~ StorageGRID RIE BENREI MG ERBIFTIEZR  FRVEA T U
StorageGRID RAAFRMERIMIERIE « LUmEERFH ILM JRE o

" MREERBAANE (AAHEHBRE) ~ AIEEE * T Unidentified* 8318141 EE - WA *
I Unidentified Corrupt object Detected* | ({&RIE] * RBBIMERIBYH) LR o

C. MNRIFINFPIBMERMHFER « FBHHAEIITIZEPT ~ UHIESRIBIRARER o
8. BEITIHEMRIB YIRS RERREAER o
MRS =EHEEREREEMEERNSIER & ~ AMERZISEN R RBMEIRIE - ZR—EREFME LS
%ELEBE?EE’JHEQLXP‘IE o StorageGRID
a. EEU IR > T AE> A iniE o
b. 5812 THE1ZEIRL_>* LAR*>*MIFR4RES*) o
c. 7f MEEsBMER. R~ B5iF MERIRISIENREL (ECCD) 1 Bt o
9. BIFEARFZBEHERRIENYIHStorageGRID Z % ~ sAERBRIBHYIHEL o
a. EEUZIES T A EsiniE: o
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b. JE1B TATFERES_L > [ LdRJ > [ERiE) > TAARS) o
. JEIER BRI B o
d H—TEREE
10. INRATHES TR EIRBRECE « FTLUSEMIR o
() DRmEmEsETmEE GERMM) G RTEARE S UG IR
I ~ DB AR B SRR o
a E > TR o
b. JEIE TATFEPES_) > [ LARJ > [ERE) > RS o
. JEER MIBRPAREEOYILE" o
o METERSE o

TERMHFERE ?

M FERE R SRR TN LREF AR E S MHRRE R R - MHEFERECGEEYHER
75 (FRBETRE) - MEREREREFEETRENGZ LHERIRENERMEEEZEENT
R o

HBEFETHRESEAR - CORAFHREMAFEREIE -

VI FEIRE §:REXStorageGRID HFEVHHHISEVHRPEE R « WEREERTIHERNHRREERN
YR ERREFE o HERNERE U TG EE

* BERER | MRHFDIRRYH B RIAVIEZ « StorageGRID B BB ER R FEFERFEMM S AVEARDE
ISR - FEHAEEBILMIHERITRAES « HEEMHEARBNSBANILMERER - BRGAD 5 —EE
A o MG EEWREMBESR « LURRRFEHEE ILM [RRY o ILHEARRISER SR HFERESHE
EfE -

* MIBRAREREY R R - U RMIBRARESIIERY R BYIESK ~ StorageGRID BIERAHEHEFNR EE - BBIE R TR —ER
PR EEEERIA K - IREZEZERNVAR (ARERNRERXE) LM SEASHMGNS—
B84 « URAREEMBIHRRER &

BT EERE

B—RIACBI L HIT A HFEIRELIF - BIU TR « SR USRI ERSERHEFHRMEIRE - Sthalld
FEEXT(ERI—2ME o

FIsEZ Al
* I&HBERE AGrid Manager "SZ IRV E 225" o
© BHER "HETURTFEER" -

* BEHGERENFEFEMAE LR - BRI LURREIR R - FRECERENVMARAEE KRR
LRETR

* KERGATNIRERFR R ECERENEHR LT !
° HERBIRTTLARTIE (HFENRS
° REFEREUHEE
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° ISR HEIRE

° RIE A B IIE R AR IR TR A RS
° ECEHM T

° FEFSEEERIEHR

Mt FERERE AT EEEFETHRRMEREN -
BRERIIF

RIBERPRYIHRE  ENNREFRMEIRE « WAERR—E « M FERE TER R 28RN EE
RIS Rl A BESERY © I8 —RRBEFIT—ELIF BRI URRPERSE#F RIRENHRE

5
1 B> T (> AR o

2 BECRIUT(F o RIS TIEEMEHE -

3. EMOANERE MBS - BEEIFTALS T  SEIEIERERN - R U o

TR LUK ENRE R L S TS o
CEREBURER E R RIEIRS -

4. FE e -
O. A BEPHSENRIEN—HZEMRE - S0 AR FERE R ER A BRI SHIRE

AERCENNESEHMENPTAHIRE « SFEEUREED * RFHIRE * 518

6. BEE R -
7. ERN TR —EE -

—HIEREMHPEERNERHE « BRYIHEERE -

° * Stronglt5* | B—UAEMMIEREERIEZ o
° BRIEN | BEME AN PEBEREZ o
°*Al (2B * (FAR)  SELSHFE = ERESEHEZ -

BT BRI © AL B E R o

8. BEE A" o
9. RN EREE (CRVEEHE - (MATLUEEC E—B - BEREN L—EDHR « LEMTHEEE -

MHEEFERELFEEELRIT - HRIRETHHP—IE

o TE5ERK ©
o AU E{EHEUET(E o LRI UMECEEMNIIE « BEENECBCHRI(E

° TYErplf - @M EEREEFLEET « FERHHERFIEENEETH °
° TIRKRM - S MU EERERBET - FEREHHERFHEERNEETE
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IR TIRRSEAREA o (PEAIRESIEIR) B - — 9%  ENEEEEMMEEETIE -
() #%= . cEbEe MsEE) HEEE  ASEELUEEEETIE

10. ETERITE  FRAMERPTE RS IRE - MR MIAZIRERMAEAE -
IERR—RZEER R ROVERY M HRRES Y AERE B -
NRERFRERYHEEBEARI100 ~ AR FEHRNFEFRE IS EEME -

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
"ﬁ M-lsr;i\;g S.ﬁic.ctcou{c.-s.a.ercctcci. 0 D ’_'I Elapsed time @:
Progress: 0% Estimated time to completion -
Volumes Details
~
Selected node = Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

N. TEFEmi® « BERIEREMSETS
© MRERZBMHERERST « AIRAEIRE - EFRIERTE -

© MRERZEMHERABRIANT « BR\IEMHERET - ARFEGEEFIAEKRIESR - 55D
EEEERERRERE « LUBRYIHERRRTIE o

© MEERZHMHERBERIANE « BEFREYHERET « AENTBERAREEREIRE - Bigk
flosz4% o
° fSRILAER Grep #BEX LLST 1% E ~ SREATERIIMHGIEZ | grep LLST audit file name ©
R RNEFEL HEERNYG  BESHETESHNYMHESR LLsT MIF oLsT °
2. MREATEEET BRALANBAEE R « FEFOZBHPESH - - ARBRIEER IR
& EEHMPITIE
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EITILT (R - ERREALFRASEMRHEREERPEBEH - « ERPITLIFA S BMRE
ORI ED « R TEERFIREHMYIAHEZ - StorageGRID
a. EE e > Y EERE > TRER -
b. FIERL TIFEEBIF EEMNIT
AEEERERE M « L= ERTITRIIIE -
ii. FWHYELETIE « FRHE—EIHERI « HHRIa e a2
C. EhEBMETHSEMFENEIEE > AREE rerun

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
Ifyou have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
|l J
—
Nodes (valumes) Missing object Consistency . )
JobID Stat - — e Start ti End t -
= e o IR = -] copiesdetected @ ~  control - i@ S L it & ]
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
DC1-53 (2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) [i] Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d EEFPTIIEEED « REIEIRRESRAMIRE « DUR—8M -
e. BENEREFEMNITIER « SAEEEMRIT

LERF S HIREAR TR IRE - CEINNFA LR SERG e —BE EUE-—THENAXERRNIT 1
SEHERL @R ER TF RIS RIS TFBVIIFID

FERKTE
MRBENHBERTREEBEARE « BRI > TA>@RRE> e > #FaR > LdR*>* 58 >"4H

B> 8 WREHREER - ARBEIREMEREFNYTERN RS ER « MEEHREIMMEE - FIR
B IMAEEEERE « AR EBERERER

SEHHE S3 TR RNRISARKRL W

MR EHRNITER S3 K/NLIR 5 GiB BIFEZE S PutObject E5 ~ BIEHEEE S3 TR
BEYMMFARKR] ERe
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FIYAZ Al
* IS (EF% AGrid Manager "Sz U4 E 2| E 28" o
s BB "SEEFEUER"

FIERPLEFE R ERAARS 5 GiB BU¥ ~ LUEBHIMI o

1. @=L E * > BT~ > BtRMH SRS ~ o
2. MRARBRBARBER « AP IFEZECER |

a.
b.

C.

BiA ssh admin@primary Admin Node IP
B A FFRFIAYZHEE Passwords. txt REZE ©
BATSEGRS U Eroot © su -

B ASFRSIB9ZHE Passwords . txt TEE

BIELrootBE AR B RBREE s E 4 o

BIA cd /var/local/log
R RLERE P E ARV KBS 5 GIB ©

i. 8IA zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]*[5-9][0-9]{9}"

ii. $HEERPHSERBZNE « F52H s3a1 BULURERFRIRE ID o A SRR MR (53] &R

R -~ BrREAIYHEARY 1P {idt

AV HiAA

SAIP *R 1P

S3Al #E ID

S3BK §E3}

S3KY Wt

CSliz R/ ({urchB)

* FerxECEAE REEH)
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3 MRARIRBARER  AERAETHTER ID ZR#HES

a. X support > Tools > Logs ° WWEERHEFERNERIENGE - IEEE AR 15 DiE °

b. fRERAEIEZRIAIE bycast.log :
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. S50k method=PUT MR HIAFIG client TP MR ©

* #ifjl] bycast.log*

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S$CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. EMFEF ~ PutObject R AA/NA 5 GiB ~ WA 5 GiB IYHERSE D LE -
S MREAREAEEE  FRKER—B -

SEEHHRIERMERNYHER

SR PHRIERTIERMNYEER | Bt

YN EHENREEZE - SE AP REAREIENEX  RRYHERNE =R
58 ~ ILMEFEHE « UK ERHTFHRERABERYAEER -

RSB ERYE P EE R PRI EEFRF B ZREME BRI o StorageGRIDINRIETARAN B A E¥4
EA -~ G ESRARFEPEMUERBYFNS —EEE  BRRILMRRIESZIMENSEYHESIR

U
INRISTRFRENALL] ~ StorageGRID RULERAMEMABERIIMHEL © TRIGEEMIHERETR ~ WTFHR

* BHNERIES - MREZHENS—EEL - MG ERAER - TERET -
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* NRBLAMIPRTS UAREERIEZS - QD%ﬂﬂ/ﬂiﬁ‘EHHME?EHWEZK * AR AIZIEBAY4E 4 (ECOR) BMEHE
ESRtHEMUBERBBERZATPEE —K - IR EHMER « BIEHELET

CREENREA MIHERET « DHENERIVIRARE ~ MBS EENBERE B R A ERRRA
TFENELEERIZENRS S5 2R "REERIIMT o

MR RBEENYHEREER « AIRBAMERRSE - T8 « GAER NEKYIM 5t8Es  UMIEERIRYE
KBS EMHBVERMG o F2R "SRIERERIIFE"

AEERIYIH

MR ETRE « BRLERE - WERZEMHRIEREN « TWHHERITZIE
#BFT o

FtaZ Al
RN BFERE AGrid Manager "z U4 B2 B85
* BB "SEFBER" -

* I[RAJEER Passwords. txt B2 .

RAMEETE
HIE R E MR StorageGRID ~ Sures3 A MEEHRBEMHIIEZL - EREREEXKAEK °

Y EAEERIMHET o ErRIERERETE « BRE—PHNERER - TRELEFRT « IRECRIUERT
B ~ AIRERJLUERIERRIM o

1. EEERRL o
2. BE TREFEE_>H o
3. 1B M8 RIRPETRERYEH

HEEF R AR EIRL (A ZIZ B StorageGRID {FERFHIERAIIMH4EEL o ILERELDRMDDSARTS
&~ BRMREFETHERYA St EERIAER -
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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 1B/s
D.800 B/s D.B00 Bfs
0.600B/s No data 0.600 B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

0B/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: @ 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4. eEIRENRL « FEVEZSCEY EEXEMES [ YIHEX ) BETRAMRIME—#AES (UUID)
a. EAMIRERES
i. BIAT#< . ssh admin@grid node IP
ii. A FFFRSIHZEHS Passwords . txt 3
. & A58 < U Eroot ¢ su -
v. 8 AFRFRFIRIERS Passwords . txt HEE | BEMUrootBE AR  IRMBREE s E # o
b. BEEREZECIRFIERNESE c 8IA | cd /var/local/log/
C. fEFAGrepfBEIMHER (OLST) FEI%AE o WA © grep OLST audit file name
d. FHEEAEHEZHUUIDIE o

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- f£F ObjectByUUID 83 < ~ MRS (UUID) SHMH « REFEERESTBRERE °

a. LUBIEE Alocalhost 1402 fZEXLMR LS o

b. #jA . /proc/OBRP/ObjectByUUID UUID value

EIEE—E#F « 2EENYHE UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 § AL
:%o

ade 12448208

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {

: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-ACT2-

"BASE (Protocol metadata)": {

by

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D

OxBAC2A2617C1DFFT7E959A76731EGEAFSE",

12T719:16:10.

12T719:16:10.

by

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
983000",

"MTME (Object store modified timestamp)": "2020-02-
983000",

"ITME": "1581534970983000"

"CMSM": {

12T19:16:10.
by

"LATM (Object last access time)": "2020-02-
983000™"

"AWS3": |

by

"LOCC": "us-east-1"

"CLCO\ (Locations\)": \][
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\ {

"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EE B « BEYYIY vUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FKRHIBIERIIE



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. 1% f/proc/OBRP / ObjectByUUIDRYEIL ~ AR IKEVEERITTE)
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FRiEE R i)
HAEMH (TEEsR1 1) ORIAEM ~ RSO MEERR 1) B -

R ~ CRAIIER BRI BIETE  LUBRRE TR « 82D
MR R L EMIBREY o
fIE>0 RBEFHETUE ~ B MFER) ERAIERIRER °

FESD I TFTE o EFR B Y HAYERRS DANTESRRRIE ~ WD IHAE
EIRFRFMLE o

(B2 "EFEIE S A AEER B 1 SRBFUN I R ENREIDIR S IE
FERY TR ERRE © )

MR ~ BRI UER BRI BT  LUBRET ©
IE=0 NREBHPRTHERNUE « KT EIREER - TAIUER E=

WEERYIH B St A USRI ST 3R BRFT o

iz A\ERIRE G EXREFER SR EEETHNREMERR -

AZEHMERAE A Grid Manager ZFEYIGER" F " Eik
BIREREFHIRE"

=B R A AEE SRR

TR HEIERMAES NEXYMHF (GBX) Tnilr MHES) Byt - mAK
Baal% TrIsEER] B o

FAtaZ Al
s BBEBEEERYMHER UUID ~ dNFRFrat sHEE R o
* {C¥ER Passwords.txt B :

FAREETLF

CRAILUETELLIER ~ IR ESHERMANERES - EASEIERT » IHAZEKEMF - T8 -
ARLEFERT - MREEWTIRATE  AISEEREINERERNERYMT -

(D wmirRmmHE) - AR RATSIRET o

1. EEREMRIESIELECH « AR UE ¢

a. B AMEMEENES
I BIAT36< | ssh admin@Rgrid node IP
ii. 5 AFRFRTIRERES Passwords. txt HEEE !

iii. & AFEERL U Eroot @ su -
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V. B AFRFRFIBIZEE Passwords. txt 1EE | BEMUrootE AR ~ RMEREB s £ 4o
b. SEFFELFCEEFAIENBEE | cd /var/local/log/
C. £ Grep #EEY "TEZELBETTER M HERNNE" URAEBEEHEER c ®A | grep uuid-

valueaudit file name > output file name

B0 -

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. EAGrepfEULEHIER PR MIEEK (LLST) 1 FEZER o WA | grep LLST

output file name

fugn

Admin: # grep LLST messages_about lost objects.txt

LLST #EZA S BERGEELEFNE o

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

e. ZELLSTEAE S+ PCLDHEAIFINOIDIREAL ©

MNREFTT « PCLDRYERHIE LIERERYHERITERE - NOIDWER A A EIHEZHILDRER
BEID o

MRILBMHEUE ~ R R] LUS R o

a. SEIL LDR 8125 ID 1BRIAYHEIZENRL o TEGrid ManagerH ~ AR 2 38*>* T B*>* Grid topology © 72
BEEE ERAO S EFEIRE_>* LdR*) o

LDR ARF5HIEARL ID i Node Information  (EIRSEF) FRARH o iRRSEREFERAIENR « E2IHE
HHUILLDRAEFEIREZSLE ©

2. FIERFEIZEN B s R R LR S FEYHS ¢

a. BANERENRS

I BIAT36< | ssh admin@grid node IP
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ii. B3 A FRFRFIREES Passwords . txt HEZEE !
iii. B A TF5ERS U Eroot & su -

v. B AFPFIFIBIERS Passwords . txt HEE .
EEMUroot B AR ~ IRTREWNEE s E 4 ©
b. B HIERRREEFE ©
HRYIHHIE RIS  BEALLSTREIZNEPHIPCLDE ©
flan ~ WA

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG"

() sBaEsmo LSS IREE A RRIE - LR EMEHTT -

* MR ~ R EIER - EIAERIREFER o BHERMIE -
* MRBLEMHRRE  FBEE T o ERILEEIREIRI) 18R StorageGRID [al[g3 o

3. MRHFMHIRE ~ HERYHE/RStorageGRID ETFIER :

26

a. fEE—EfEFER, - EEVIHERIIBERE - UfEStorageGRID HXIEHFIEITER ° WIA | chown
ldr-user:bycast 'file path of object’

b. LUEEE Alocalhost 1402LA7ZEXLMREIES o BiA © telnet 0 1402
C. 8 A ! cd /proc/STOR

d. A . Object Found 'file path of object'

fan ~ A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6"’

21T Object\_Found L ERYIGRIUEBENMENE - SRR ILM RA » MRRSERR
FRYIERE « RIFERIMNVIEZS o

SRR 0GR EVRBEAS: © (TLU I B E AR EOREIZENRS © ISMIIEIRIESS

()  LesmasEfivariocalirangedb B8 o #4% » Bfi Object\ round #% » B
SRR A o

 UMRAESRIEIR « A Object\_Found R9KH o BHERITIE o

* MRV IhE R StorageGRID Z¥)5 -~ BISRETRAINENE o filin :



ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’
BET—F o
4. IRV RLIHIB R StorageGRID EYM4 AR EBILINE ©

a. A . cd /proc/OBRP

b. #A . ObjectByUUID UUID value

THEFIZET ~ UUIDA926026C4-00A4-449B-AC72-BCCA72DD 1311 BV B MBI E ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by
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5.

28

"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. BFHLIRFEER c BIA | exit
%Eﬁﬁﬁ%ﬁﬁ%ﬁ%ﬁ%ﬂﬁ C SHRIEMHERNORLMIEIZAE ~ UEREALHERERE (ILM) ERFERE
a. B AMIIRERRS |
.. BIATS#< . ssh admin@grid node IP
ii. ) AFFFRSIMZEHS Passwords . txt 2
il &5 A TS U Eroot ¢ su -
v. BIARPFIFIRERS Passwords. txt HE | BEMUrootB AR ~ IRTEREB s E 4 ©
b. B#EFEZECIRFIERIBLE | cd /var/local/log/
C. £ Grepi& YA ERAFE X SN EBMHAESE c WA | grep uuid-valueaudit_file name

> output file name

fian



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. fEAGrepitiEEE LIERMINT SRR (ORLM) BIRERZENS ° #IA © grep ORLM
output file name

fign

Admin: # grep ORLM messages about restored object.txt

ORLM #&izsl S BEERGERALHIAE

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZENE FEHHLOCSIRIL

YNSRTFE ~ LOCSHBICLDHERN A BRI DA I Y44 B9Volume ID » LB RERILMEER « MAEB
AR W E (L BRI B8 -

6. "ERIERMERBFEHE” £ Grid Manager H o
BERERMBERIYIGE

7£5A7E StorageGRID SEE(ER AN FESRFI A eIV ERY G IR ABERH B BRERZE
&R L& Lost Objects BMREERAT ©

FsaZ Al
* IR ZEEE AGrid Manager "SZiEHIATE 2B 25" o
© 8B "N EFEEUER" o

FREETLF
TAIMRETIE—EEER NEXRYMH) T8 .

© S TR BRIER > A RS> R > > £
© BB TR HBRIEE > A (HEEIR_> DDS > BRI E> e > B
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104 51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104 .20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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| Overview I
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Overview: SSM (DC2-S1) - Services
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3. [[Restart_Cassandra ~ B _the_Storage_Node] 35 & s ¢ FEIELEFESH) Cassandra :
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i BMATYSHS
i. B ARFRFIBVERS Passwords . txt TR !
iii. B A THIE<L U E oot
v. B APPSR Passwords . txt HEER .
b. #iA :
C. W Cassandrak#fT

ssh admin@grid node IP

su —

/etc/init.d/cassandra status

\ SAERTRNE)

B UrootBE AR~ IBTNBHET s E 4o

/etc/init.d/cassandra restart
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Julls Jul1g Jul 2= Jul 27 Jul 31 Aug 4 Aug 3
Tlrme {days)

6. EERREFEE E#servermanager.logigZE :

a. B AMEMENRS

I A T38< | ssh admin@grid node IP

44

Aug Lz



i. 8 AFFRYIMZREE Passwords . txt TEZE -
iii. B A TF5ERS U Eroot & su -
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b. A . cat /var/local/log/servermanager.log
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S8 2
& Privacy error 5 B
« C v A Notsecure | adm.sg.example.com/grid/#/server—certificates T 6

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Hide advanced

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network

errors and attacks are usually temparary, so this page will probably work later.
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®* Your credentials for this account were invalid. Please try again.

* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
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Support.
®* Unable to communicate with server. Reloading page..
1. EF10018 ~ AEBEREHFTA °
MRFERAKRBEER « FAIE T —F ©
2. YNRStorageGRID BRI B L EEIREE, « FERN S —EEEEHEEE AGrid Manager ©
° MRTHESNE A ~ AIUERAERRR « 8138 « B R IETER G H RV R A o
* MRERE—EEIEEHE  RNEEEA  FAIEF—F o
3. FIERERBERIFERE S T REAR ©
4. MREH StorageGRID RAERMAE—FA (SSO) ~F2HENIW REE—FAN"°

(AR B PR B — BRI EAEASSO « 7 AEARRMEMRIME o
() WREUH SSO - CRELERBHINEBHEBA  CUBEREFEM3 -

S, e ERIER R T BB BRERE -
MREBEAERFBAEE - FEAUTRERESZ S (Fl¥llroot) E AGrid Manager ©

° MRAHEERERTUFA !
. ARRMEARERAVER o
il SR AR AR > F TR > 5 73 s Al Bk Bl o
iil. $%—"F* A EAR I ERELDAPRIARESAVEEAR R TE ©
v. YNSRI KRR ~ SARRRIEAIARARFEER ©

c MRAKFERAEREEA « MECHEGREERESR  FaFET—F -

6. {#/ASecure Shell (ssh) EAEIBHIE, :

a. A& | ssh admin@Admin Node IP

b. & AFRFRFIMIZRRE Passwords . txt HEZE !

C. BATFEL U Eroot © su -

d. B ARFRFIB9ZHE Passwords . txt TEE

EIELrootB AR ~ IR RBIEE s E 4 o
7. WBRIEHIASENEE EITRIFRAARFEAAS | storagegrid-status
SEEENMS ~ Ml ~ Nginf& IR EIEAPIRRFSERTEAITH ©
INRARFSARASEE « Bl BIEMEL o
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. FEZR Nginx) ARFSIEEHITH # service nginx-gw status

9. [[use_lumbjack_to_collect_logs - start=9] f/A Lumbjack ZRUKEDEE © #
/usr/local/sbin/lumberjack.rb

MRAEZERRFR ~ o LUEA—startil—end LumberjackiE < 5= IERIS EE ENRESE - MFE

LEEETERVEFAAE ~ A MIumberjack -h ©
Hixintkava L S5 iR B R B o
10. [[Review_logs * start=10]#&E3 F5528% :
° /var/local/log/bycast.log

° /var/local/log/bycast-err.log

° /var/local/log/nms.log
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° ** /*commands.txt

. MREEEHR EIRHRAVEARRE  FRETIE—S « LHETEEL S EHITADCIRFEH = (EfE77H
BERIP(LIE - —REM S ~ SR A L REMFI = ERHFEERS o

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

B SRR R AR EFRADCHRTS -
12. EEIRENRS « ERATHRRYIPAIIEE A SEADCHETFERRS

a. MATY&< | ssh admin@grid node IP
b. & AFFrFIMZEEE Passwords . txt HEEE

C. BATFEL U Eroot : su -

d. B ARFRFIBIZENES Passwords . txt HEE !

o

EIEUrootE AR~ B MBREFE s E 40
13. AT ENE_ EMITHIFR B ARISARAE | storagegrid-status
FBFEEIdnt, acct, Nginf® FlcassandrafRFSEBTEHITE ©

14. ERPER £ Lumberjack iS50 E: M REIECEH: LIS IR _ERISCER °
15, MNRITEERARIRE « BHHAERMTIRERFT o

RS EINEE SRR AR STIRA B - 55R2H "SLiffE2Z" o

FEARENERE
7f StorageGRID #iEEFH4k 2 % ~ Grid Manager 5f Tenant Manager F9{&£ & 7\ [ A AE £ 4 AN TR ARG [BIFE o

1. FREELEANE ZRENEERESE" -

@ 58 StorageGRID ik A# A LU BRI EAR 71 - D ERRERIESR StorageGRID hR7s
527

2. B ERIEE 23 RER o

BPRIRING 2 ERE R StorageGRID FIEFHEIR « L AHERENMEBREMENE - (NFEERET - F268E
BB SRAVEREAS o
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HAERANEERNR
MBEERAOSSESRH « CEIUER S —EERHLIREE R0 EEREEAIRE  StorageGRID

ez Al
A "HEFEIVER" -

HER

1. T ANEIRENE, « FERAZE AGrid Manager "z 1EI4HE 2B 23" o

2. EEC SR> T B> g o

3. BE N> \EFEANSIEHE > SES> IRE > RE>FE*) o
4. SRS TNot Running (R#1T) 1 ERIRERERAEGENARTE

[ overview \| Aams |

| Idain

Reports ', ! Configuration \

Overview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:81 EST

Operating System: Liruix
3.16.0-4-amdb64
Services
. 10:4.0- : = 5 o
Audit Management System (AMS) 50170113 2207 2ec Zed0 Running 0.043 % F935.7 MB
CIFS Filesharing (nmbd) 242 14+dfsg0+debB2 Running =% 1 0% §55MB I
CIFS Filesharing (smbd) 247 14+dfsg-D+debBuZ  Rumning =& 1 0%  F145MB 5
CIFS Filesharing (winbindd) 2:4.2 14+dfsg-0+debBu2 gﬂ‘n ing 290 H0% Hos H
: : 10:4.0- : — = 5 e
Configuration Management Mode (CMN) 50170113 2207 3ec Zed0 Running £ & 52 0.055 % 9413 MB
Database Engine £.5.53-0+debiu Running )% 47 [H0.354% 11,3368 iy
. e 10:4.0- ;
Grid Deployment Utility Server J0470449 2198 c47Eapp  RUMRING =&Y 3 0% F§328MB B
Management Application Program Interface 10.4.0- Mot = e 3
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J
: ; 10.4.0- ot - 7
) o
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- . = i
NMS Data Cleanup 20161224 0333 B03edgy  Rumming @ 22 F§H0008% 524 MB
10:4.0- . = T 5 )
NMS Data Downsampler 1 20161224.0333 80%cdgq  Running He 22 0.045 % [ 195 MB
10.4.0- : :
NMS Data Dewnsampler 2 20161224.0333 803cdy|  Rumning BH% 22 [0009% FH157MB B
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

5. JIiF R B OABRET o
6. SEIREVE R THRARARIE o
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SRR HEAR AR ~ IR e F S RIRE
SR LITZIETME « LURBNHIEStorageGRID & PER RIRIRIRER IR ©

422 : BZRIENSERE i85

g"EJ*lEb% 422 : EARIENERAEERANEREMEE - FEEHERNE « LHETRHEZ R ARREER

MRECEHRHREERAE 2 — « FERINEERTE -

fRERENE IR RE EEE1TE
WNRITTEFE A Windows Active Directory (AD) :RES
422: Unprocessable Entity DHEBIBERRT I [MERHEL2M (TLS) 1 TRE

fEFATLS] #EIH « BAISEF HIRLEAR -
Validation failed. Please check
the values you entered for AL RER" [AMERTLS ) EIRRIEECRITLDAPES
ENADEARSER © S EEREAARTTLS EIR
S EFLDAPSHEIEREATLS o

errors. Test connection failed.
Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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HEERANS RAEREEMEEITEN
MRECEAERIZIENEN « RERELZ2E

422: Unprocessable Entity (TLS) #E#F1¢StorageGRID ZIBEHIANZB R4 - HiZ
E)=20s %ﬁfﬂ']Hﬁﬁﬁﬁ&f@ﬁ"ﬁﬁ%ﬁﬁﬁﬂﬂﬂ@%gﬁ%%ﬁ ~BjE
Validation failed. Please check HIRLEERE o

the values you entered for ..
BEIMNBRMIRMNE - RV ACRES—IA
"StorageGRID ZigHIZHE" HHMELAY TLS &E4R ~ W

Elease welliy yous ‘E12 StorageGRID BIIETRFAT ©
configuration.Unable to

errors. Test connection failed.

begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

[[troubleshoot MTU _alert]] Grid Network MTU RABFFE T

EGrid Network/ Y (eth0) BIRAEEHEN (MTU) RETEBPHZEEE 2 BARBEBRAEE - M
Grid Network MTU mismis* &7 o

RIRERI(E

MTURREREZAISENRE D (BIEIFEER) ethOMBEREREAERER - MTUX/NFBRFEIEARR
1000 ~ FIREE BB ABER AU AERTRE o

1. B FrE BB _EethOBIMTUERE ©
° fEFGrid Managerf i {ftAIE ) ©

° BIEZE primary Admin Node IP address/metrics/graph %A T5E:H :
node network mtu bytes{device="eth(O"}

2. R MTU R7E" #FEMRFTA SR ERAERERNE (eth0) 1R - BRFEZMUFES

o WA LinuxFlVMwareBUEREL ~ s5EHA 3@ < ¢ /usr/sbin/change-ip.py [-h] [-n node]

mtu network [network...]
&l . change-ip.py -n node 1500 grid admin

M‘J‘.:?E ELinuxBETRE £~ NRBB[AMEBFAIEOMTUEBBRI RN E LERENE « BORTREEN
RERFITBBIMTUME ~ AR EMA change-ip.py IESIHREE RSB P HERNIMTUE ©

FE(EA TS| R E K LinuxsVMware BiZs_ERIMTU o

ESIE 55t EA
mtu ERTERIMTU o ENT1280F9216 2 ©
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-h, - help FETERAAEN S A5 R o

-n node, --node node BRRL o FARRK(EARHERRS o

AERRIZUREESR (NRER) E#R

HEERIEINEEER (NERRE) Z/RAJHEEStorageGRID FHMHPEEIAY  FIUNTEEIZ I S4B R R RSP S8 AL R o
FERELERT - NERRERIERAIUERTFEIN ANER TER o MRIERLEEMR « SBREURENITE o
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C. MNRTAEEEE FEC R TUEH AR NRER £/ - 55chESI1E StorageGRID FERE BRI
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d. SEINZEIZIR FH) FEC 8RE © WIRAIRE ~ ZEMERIEFHEHFECRKE © StorageGRID

@i A7E StorageGRID FEFARE FRE FEC RTE  HHRM - EARES ERRRL R HFTER
ZITHMERIERHE FFECTRTE W RIEIRIBEF|25-GbEEL100-GhEARRRIRE « THABZMINICFEI 5E
EOEWERIEAMFECRE » MNRZABAMN FEC RE « FEMEMES TE FEC 1 &R - IRK
F{F FEC ~ BIERER SR EFHMFIEMRIERTE -

@ StorageGRID FEFREEE L E Firecode (FC) #1 Reed Solomon (RS) FEC -
R 1%& FEC ©

RIUEFEIZIBHINIC MTUARTF

YNREER B ARIRIRELIBMINIC MTURFIFRER ~ SRR EEIRL LREMNMTUR/NE T E R IRIRE R
IBBIMTUREARR] ©

EIEE FERERIMTUR/NETBE/ VA BN BEFR 1R 2 SRS EIRIE FAVERAE o AR StorageGRID E{Eit 5%
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O swemzsvURE
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Linux @ BABGAKREZA THNAL]

BRI AR AR B Linux BT BL3E B FRStorageGRID  ~ #£4l|StorageGRID EiE5 A 258N IRFS N 2 BN BE BRI AV &R

RhEEIEIZT0  STEIRTREIBE R TOET ©

RIRERI(E
YNRLinuxERREEIREEE I ANILAREE ~ (EFE

* BECERPES A HERNAE o

* EREMRENENRL o

s MBENE « s5{FAContainer Enginefh £ RKEIHIRAREELASE o
* ERTRRENENES o

1. B ERFEENNLERAEE « EEESHPRNERIGFERERIAE

2. Dlroot& Nl EA AR SudotEfRAIR A B A o

3. HITTAGhS - EREMENEE ¢ s sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

YNRENEEZANILAY ~ BUEIFER

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux{ZLEContainers | ZF{E{A1Z 4 storagegrid BiEEFER © M0 © sudo docker stop --time
secondscontainer-name

BN “seconds’ T » WIAKLEFRFARFLNMWE (BER150ENERE) - flg :

sudo docker stop —--time 900 storagegrid-DC1l-S1-172-16-1-172

S. EFTRNENRNES - storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux . SREEHEAZIPV6SZ1E

UNERIZEStorageGRID LinuxEi% 28 7 H1EIPveRIENE: ~ M B EEEIPve it s R UNTEERTS R4S BN
2% ~ AITSEEEEZOFEUBIPV6IE ©

RIER I
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1&EILATEGrid ManagerfY AL EEE Ba kAR ENREAYIPVE L

* EEUCENEE ~ ARIEENENRL o ARTE THEED) AREL L  BE M IPAY) RV TRREZ) *e

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information &

MName: DC1-52

Type: Storage Node

1D: 352bd978-ff3e-45¢c5-aacl-24cT278206fa

Connection state: a Connected

Storage used: Object data % @
Object metadata 0% [~

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

|P addresses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethi (Admin Networik)

Hide additional IP addresses ~

Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Network) fd20:328:328:0:250:56f-fe87:b532 |

©ERU RS T A>T o SABEEEY [HifL_>* SUS*>* Resources (*EIR) 1 ° MIREIEKIPV6(L
Ht~ BUETE MERRMUNE) EERAY TIPvefitit) T7AEFIH ©

MRREETIPVEUE « BEIRERRTELinuxER L ~ SHKREB TP BREZOFRABIPVESZE o
1. Rroot& D fEFA R A SudoERIIRE B AT o
2. Y17 FHEL | sysctl net.ipv6.conf.all. disable ipv6
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

LERFEAO

net.ipvé6.conf.all.disable ipv6 = 0

@ WRERTZR0 « F2REERFEIFLIRRIAEE sysctl RE - AR FBAREEE
FHOFBHEE -
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3. # AStorageGRID THi25A 8351 | storagegrid node enter node-name

4. HITT3I8< | sysctl net.ipv6.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

IERIER o

net.ipv6.conf.all.disable ipv6 = 1

(D) mRERFR1 - MERETER - BERiE -

S. METRAEY | exit
root@DC1-S1l:~ # exit
6. rootF1p4REE F5#EZE | /var/lib/storagegrid/settings/sysctl.d/net.conf ©

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7. HTIIWIT © WABFREEARTEC o ARFFLRARAIESR

net.ipv6.conf.all.disable ipv6 = 0

net.ipv6.conf.default.disable ipvée = 0

8. 1T FFE < LU EHE EStorageGRID IEENAS !

storagegrid node stop node-name

storagegrid node start node-name

HEFRIMERsyslogfRIAR 23 RV P&
TERERBAEIAEELSMAR Syslog AIARZSHERIRVEESRAS ~ W5 HEETTE) ©
MBSTEEARMEEIN Sysiog ARAHAAN  HEM -
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* “EAIMNE Syslog AIAREIRIZE ESFIR"
* "REREZEMINE Syslog fAIARAS"

RS
HORMRIT E R

BIEIE

EHEIRER
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SREAELERITE
& A syslogfAlAR23 %I A BIF QDN AR 23 IP{dE o
1. BELEANEERTE - WREEHA P (i FRECEEN P Ak« L
W.XY.Z ( MBEp+3&Hl) ) RERR o
2. IEDNSARBIRE ST IER ©
3. FERESEERLER P A 7ZEXDN SR AREFAYIP ALt o

1E#BHsyslogMARESAITCPELTLSEELR - FIERITCPELTLSERIERIAEIR A RISAR
% ~ R AR P SEETIRTFEN ©
1. BEEEE #sysloglRBR2S#I A [EFERIFQDNEYIP{E ~ EHHENEHIFE o
2. ERARCHRBN IR EEN TRIBIEEERBNRARTCEIEE
3. FESDRA NG R E S BT RL Bl syslog AR SR IPRIE R RITCP/IPEARTFEX ©

syslogfalAkZz AL EZMINIRY FHEEE L - AR EEICMPHIENR « RNEIER
AR SR AV EIREEREX B syslogAARES o

1. BELEH AMsyslog@iR2sFQDNEX PR E IEFE ©

2. #HE5) HAYSEENES ~ #5EGrid Network Subnet List (48R48R FAEER S EE
)~ BIREIRF4ERREEMClient Network Gateways (FE P IR4ERRRRE) o FE
SR E NS A TR AR A EMFEE (Grid ~ Adming{Client) ~ #REEK
H1EX EsyslogfAliRas o

syslogfRI AR NI EIZMIINAY F43EE (FR%EEEA N EGrid « AdminZXClient IP{iL
W F4EER) | o ENEAEREXAIEAE « BkUkE it EisyslogfERESMACHLiL
RIARPER[D]FE o

1. &L ARsyslogfAAREEFQDNEL PR & IERE
2. BEHITsysloghRFNEHERERE)

DERETTCPIPESR « B RGIHHFAMRS SRR IKEHEREIFE - PTAEERMR
ESHS  REHNEENEAEADRNER TERAE (ERERE) .

1. &L ARsyslogfAAREEFQDNEL PR & IERE

2. $HH5H S EETEL « 12 Grid Network Subnet List (A& A9E& FAERK HE
)~ BIEERFERAEEMNClient Network Gateways (R PR UR4EIRREIE) o B
B T B AIETERATTEAR T Syslog AARSIMER AT EAREE ( Grid
Admin 3§ Client) ~ B REEEHZE Syslog AIARES °

3. ﬁ%ﬁ[‘ﬁkﬂ%ﬂﬁiﬁiﬁﬁ%ﬁﬁﬂﬁﬁ%&iﬁﬂﬁﬂsyslogﬁﬂﬁ%ﬁIP%D?@%EE’\JTCP/IPE
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TLS/&R:EiHR

TLSTEREERBARLE

HEREAARK

SREAEIEERITE
B RIhE I Bisyslogf@ARESHITCPEAR ~ B2 IKEART o [RAAISERSE ©

* RifECiR ARSI P AEE EMRREN N E R o

* EiEsHsyslogfRARES AT SER ARV TCP/IPELE ©

* FRfERA XS PTSE 2 RARAM BRI TCPEEAR o

* {E8EsyslogfAfR2S EIZIERYIEsyslog Rl AR ES B AE B RARDELR ©

AEMERICREE

1. BEREE AsyslogfaiR2s & A IEFEAIFQDNIY P ~ EIFIBF{EEHIRE o

2. NRITFEATLS ~ sAMEYsyslogRARE T EATLS  MIREFER TCP ~ &
Syslog falARzs A TCP o

3. B NRER SRR ESMFMBENTCPELR -

fitsyslogfA Ak as Y IR AR AR B ISR M CARRE NN AR IR/EEFER

1. BRACAREEMHESMAEIHE&E (NRA) HsyslogEhRas LHIEMRES&E
=

2. R BsyslogfAfRe: Z AR /&EP RS 2 # 5 € = TEHARIIPSFQDNIE ©

RiFCER A BEE R R AL EARES « StorageGRID B EE(ERIREA o
WRRIILEEERFRIRMEAV(ESEECEE - UERHEMRERER -

syslogfafRes4% LETLS T {EREER - StorageGRID B AERIREA o

1. Rt sEERFrIR AV R EEECE: « UEHHEMRARE o
2. BELES HsyslogRAREZH A EFERFQDNERIPAL « EEIRFERFE

3. MNRITFEATLS - sAMESsyslogfRIARZZI T EEATLS o YNREFER TCP - 5D
Syslog ARSI fEA TCP °

4 BRCABERMHEATIAFWER (IR5) SKBsysogfRBIRREE
BAAE o

S. HESUZR B syslogfRlARe: 2 MARER/&E RIS 1) 385 € = FREARYIPEIFQDNIE -
AR A&#sC kA AkEs AR P EIEE R E A BB R E KA AER - —@
WS BRI AEE T ©

1. FEEIRERB RS « REREIN G _EARRE - T BB TRERRARTSERTE
HITH ©
2. 725 HAYERRL L E TR E misdARFS ©
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