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/var/local/log/localaudit.log

/var/local/audit/export/audit.log
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DC1-51 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18/s 1B/s
D.B00B/s 0.B00 B/s
0.600 B/s Mo data 0.600 B/s No data
D400B/s 0.400 B/s
D.200B/s 0.200 B/s
D B/s 0B/s
1510 15:20 15:30 15:40 15:50 16:00 1510 1520 15:30 1540 15:50 16:00
Object counts
Total objects: @ 0
.(Il_sstc;bgcds: [~] 1 |i-l::
53 buckets and Swift containers: @ 2
4. REIVER ~ FEVEIZE L BEAEMEE [ AR * ) ETAYARO—#ERIES (UUID)
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BEIE B a9t
4 EBsyslogfrlAR 28 /var/local/log/localaudit.log

HIEZBERMEEEME ° 58MIA ¢ cd /var/local/log 3 °/var/local/audit/export/
EERARE 55 ERGEIZ S B RVH2E] o

C. EFGrepfEXIHEKR (OLST) FEiZsNS o #iA © grep OLST audit file name
d. FARMEFESMUUIDE -

Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-
AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

o. fEf ObjectByUUID 8% ~ K¥HEAIES (UUID) St « ARFEERESHE R

a. £/ SSH B AHA#EFER o A% A [ telnet 0 1402 | R7FEX LDR FiZEH ©

b. A . /proc/OBRP/ObjectByUUID UUID value

FIEE—EZFIP « 2EANYIE vUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 &I M@ L
E o

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-ACT2-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META": {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
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"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
0xBAC2A2617C1DFFT7E959A76731E6GEAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLIN\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZ(EESAHP ~ ARIYHE UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 KRFIBIEMIE



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. 1% f/proc/OBRP / ObjectByUUIDRYEIL ~ AR IKEVEERITTE)
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i. &5 A58 <L A ZEroot ¢ su -
v. S ARPRFIBERS Passwords. txt HEE | BEMUrootB AR IR RENEB s = 4 ©

b. [[substep - 1b]] B EEFEZCERFAERIE &R ©
fetzsotr B A B AR EBUR R S B HIERE o

BEIE Skl
ABEERRE (FERR /var/local/log/localaudit.log
EIREAR / ASHEETEA © BIEER (FEMIEEER)

/var/local/audit/export/audit.log

* FREEIEL © “/var/local/log/localaudit.log I RIEREE 2
ZEREERE ©

4hEfsyslogfElARES /var/local/log/localaudit.log

IRFEZBEHMEREME ° 558IA © cd /var/local/log '3 ‘/var/local/audit/export/
EERABE « 5 ERGEIZEN BRI 2R o
C. {£F Grep #EEX "fEiZ B BETTERYIHERIRENE" WA HEXEEHHER c 8A | grep uuid-

valueaudit file name > output file name

fugn

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about lost object.txt

d. fEAGrepfEULEHERE PR MUBEKR (LLST) 1 FEIZAE c #A ¢ grep LLST

output file name

fugn

Admin: # grep LLST /var/local/tmp/messages about lost objects.txt

LLST iz S BEREGEREHNS -
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[AUDT: [NOID(UI32):12448208] [CBIL (UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[

PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA#3tN6"]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :15815351

34379225]
[ATYP (FC32) :LLST] [ANID(UI32) :12448208] [AMID(FC32) :CLSM] [ATID (UI64) :70

868710831907434091] 1]

e. ZZLLSTEAE AR EPCLDHRIFINOIDHE(L

WNERTFTE ~ PCLDMY(E B HiRR LIERIEE MM E AP TTEE RS - NOIDIYEZ AT SEH DI E A HILDRER
24D o

R HUE BERTLUBIRYIM ©

a. SHEIE LDR 8125 ID 1HRIAYEIZENEL o 7EGrid ManagerH ~ #EER 2 38*>* T B*>* Grid topology © 72
BEEE ERAO S EFEIRE_>* LdR*) o

LDR AR#5BYERRS ID {iIi Node Information (EiRGEG) R o IR ERFEHRIVENR - HEIKE
RHUILLDRIVEFEIREZSLE ©

2. HEFERG B iSRRI RS EFEDG

a. B AMBIRERL
i. BIATS#< . ssh admin@grid node IP
ii. B AFFFRSIHZEHS Passwords . txt 3
iil. BATFEGELSUTHEroot & su -
V. B ASFRFIBIZES Passwords . txt fEZE ¢

B LArootBE AR ~ BTREWEHE s E 4 o
b. HEMHHIERREEEFE ©
HIHRIERRE « BEALLSTREZNE FRIPCLDME ©

fgn ~ g

1ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG'

(D #mpEnshUB3 REEIHEREE LB EAREHTT

" IRHAEHRE « AR EER  EIEAEREEFER o BHERMIE o
* MRBEMHRE  BEET 8 o ERIUEEREIRHE R StorageGRID [B][F3 o

3. MBHIMHRE « BEABYHERStorageGRID ZTF%IER



a. ftE—(EfEFERs - EEVIHERIBER R - UEStorageGRID HXEHFIEITER ° BIA | chown
ldr-user:bycast 'file path of object’

b. {5 SSH B AIEIATFEIZE o« FABEIA [ telnet 0 1402 | 3K7FHY LDR FiZ& o
C. 8 A . cd /proc/STOR

d. A . Object Found 'file path of object'

fan ~ A

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"
#E¥1T Object\ Found BAL &M EBMARE - S EFEBERPH ILM [RE] « MR ESERA]
RRVIERE ~ BERESMVIE RS ©
MR B E RV ETFERREREAR ~ (ERI LIR BB R B4R LRVRTZERES o iR ITEAR

()  LisemasErivariocalirangedb B8  #4% + Bfi Object\_round &% » BF
SHERBTAIENY -

" R ESEIBIR « B#M object\ Found MRk o BH4SIMTIE o
* R4 R IiE R StorageGRID EY14 « BIGEERINEAE o flin :

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

HWET—Z -

4. IR R IHER StorageGRID E¥)ft « BT ERILIE o

a. A . cd /proc/OBRP

b. #A . ObjectByUUID UUID value

THEFIFET ~ UUIDA926026C4-00A4-449B-AC72-BCCA72DD 1311 BV B AL E ©

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-ACT2-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",



10

"NAME": "cats",

"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

Yo
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": |
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

s
"CLCO\ (Locations\)": \[

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
N},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO0%$DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17

.880569"

.934425"



a

- BHLIREIZES o EiA | exit
S WEIRENEILSIEZECEE « SHUILYIHRORLMIEIZGIE ~ U ENEmE

' o

a.

BAIEENRS

i BIATS]&H< . ssh admin@grid node IP

ii. 8 AFRFRSAZEHS Passwords . txt B !

iil. & A58 < U ZEroot 1 su -

v. BARPRFIBIERS Passwords. txt HE | BEMUrootB AR IR RENEBE s E 4 ©
BEERIZGCIRFTERB R - 552 FH 1.B o
fEFA Grepf$ YA MERARFE X SN ERMLER c WA | grep uuid-valueaudit file name

> output file name

fgn -

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about restored object.txt

fEFGrepfiE EE L ERMET SWHRERA] (ORLM) BIFERZERS < BIA | grep ORLM

output file name

fgn

Admin: # grep ORLM /var/local/tmp/messages about restored object.txt

ORLM &zl S BEERGEREAEHIAS

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32) : ORLM] [ATIM(UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEFEIZNE FEHLOCSHRL

HEE (ILM) EREEZHRE
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YNR7FE ~ LOCSHRICLDHERN A EFEI DA IR A8 Volume ID » L BERILMEER ~ A
AR ME BRI WEY 8 o

6. "ERIEFELRYHETE" 1 Grid Manager 2 o

BRIEBRMERINYHE

7E£58E StorageGRID TE(E R R MESEFAB LV BRI EI KA BRHBRERZE
&R A #& Lost Objects BIERIBEER AT o
FsAZ Al
* IR ZEEAE AGrid Manager "2 1EHIATE 2B 25" o
* BB "SEFEUER"
RAMEIET(E
EAURTIME—EEER DERYH) sTH8Es -
© SRR T AES>YEREES>S IS > AR > BT  RE > T B
© EES T AE>YEREE > e > #FEE_>* DDS > BilfEEE> HE > T &>

BERPBERKE BT > BENEE ERER#ES -

1. A>T A > AR o
2. Ht AE Y ER ETRERETHRHEFENR  SFEINGE_>REFHR_> B RHEE > ERE -

3. EEERERYMEC

Overview Alarms Reports | Configuration |

Ivtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

4. BT EMARE
TEKAI) BUEERB0 . MfHEK) BT Tk BTEN  SREEELS SIS o
5. S  (CHATERBE S HOBIERT  ERFAEEMIERE L o

a. BEE kg >*HFHRL_ > LAR>*MIPR4REE > 4ERE*) -
b. ZEEY* IEREIKKEE M IEREAFMRIBEAAE ~ o
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MREHRENT 2R « FTLUEE * MIBRFRRERYDM * o

B =B RIBVERYHEEE « MERIIREIYHT - EAZ IS iStorageGRID T ~ A&
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