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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the gr .r_I
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
W
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Documentation center

AP| documentation

What's new

About
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S
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© * ENBEEEARER ¢ ¢ ERRASFANERIAVIEZE o

* EIREEAR ¢ ¢ BRAREAKIARE ERYVESE o
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* U A R EE R B EZE o
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* SNMP : HHl SNMP #HRERIVEZE ©
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* *EAE L RRKRERE Grid Manager EFERI(EE ©

Grid Management APIRRZ<E 12
Grid Management APHEFRRRZAS E IR IR Sz 1E AP ENSERFH4R o
4N ~ Itk Request URL &357E API BRRZS 4 ©

https://hostname or ip address/api/v4/authorize
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AP E1EE LhR7

iR
BERRER 2.1. 2.2.
BERRAFHEE 2.1. 3.0

F—RLHE StorageGRID #RELEES - I ZEASRITARA AP o Ri@ « EEF4KStorageGRID E2FHITHAERRZASHY
EFTRREF ~ MR 4EEBFEERRBIAPI ~ LEVSE /D —1EStorageGRID HRZABIEFTINAE ©

@ I LIRRE T ERIRRZS o 552260 Swagger API XX {4FHY * 4HAE * —&f ~ LUEYS 498 EIEAPI" LAY
BEZEN - LEZIEEHA AP| BEIRUERRIREZ % « EHERMNZE -

BRENEREUTI AR AEBE :

* [CIfEFESEA deprecated : true
* Json[EIfEARN B S ldeprecated) : true
* NMS.logHr &3 EBRIVES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

| B AT hR s S IR PLEAPIRR ZS

fEF GET /versions APl EXRERIZEMN APl FERABE o

B o

HEESRNIFY Swagger APl SXHHRY * 4BAE * &

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",

"apiVersion": "4.0",
"data": [

2,

3,

4

S1E 2 KBYAPIhRZ

IER U E RIS 2 HRIEEAPINRAS (/api/v4) SNIESE (Api-Version: 4)

o NRIEERFRAEMEE R
REREESERBEE-
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

PrEiEs L E KBS (CSRF)

{&iStorageGRID FILAfEEFCSRFHEM ZRRIEEE A CookieFIERETAE ~ BN EREEAHIAE R
3E (CSRF) KZ o Grid Managerf21H R B2 & BERAIL L2 INEE « HthAPIF A
IR EER R EEAREA -

;%%%%ﬁ%ﬁﬁﬁégz?ﬁxﬁﬁﬁﬁﬁ (BIIHTTPREPOST) ~ FISEEEMERBEAFEAEN CookieEHIFEE
FIFACSRF AL BRI SECSRFIEE ~ StorageGRIDEUAEF ~ #%E CookieBI A B AT 15 EARAFEPOST
EXSHHNG -
EERAILINGE « 555] € csrfToken B2#ZE true ER:EEAM o TEER(EA false ©
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/Jjson" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE « A E AGrid Managerfl AccountCsrfToken
Cookie@RUMBKERTE « ANBEABRREEER -

MR Cookie?F7E ~ BIFf B Rl{EK A LKIRBEMESR (POST ~ PUT » PATCH ~ DELETE) #@WASZ FHEP—IE

* ° X-Csrf-Token 1R5R + IRHIRER{ER A CSRFH#EM CookieBYE °
* BB IURIEERERINES | a csrfToken RERFBEERET X2 o

MFEAFEHISHEER  HS R EAPISTH o

@ MRENKRZTE T CSRF #ML Cookie ~ thFHEMERER JSON EKRFEMAERIMNIBHEFEE -
3&fIfER T Content-Type : application/json | 1ZEEZK ;&5 CSRF EE -

NREARE—ZA ~ FEAAPI
WMREAFHE—ZA ~ s5EFAPI (Active Directory)

MREE "EXRELRAE—SA (SSO) " mAKEHActive DirectoryffiASSOLFER
B E—RYIAPIEXR « 7 BEEVSE AR Grid Management APIZ{FE B BIRAPIAES B HE
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L e

MREFEE—ZA ~ 555 AAPI
IR IT(ER Active DirectoryffiaSSOF i8I HLFER « BEAE LT
FIYAZ Al
* {CENZE B i} StorageGRID FE{E IR & BH4HVEG R FEREBISSOF HE L IBAZES o
s NREEEFIIEE SIEAP| ~ SHENIEFABIKREID o

BAREETLF
EEISEEEN « ERIUER THHEHP—(ESE G

* ° storagegrid-ssoauth.py Pythonig<H5 ~ {itStorageGRID ZEEMEZB#%H (. /rpms ¥ Red
Hat Enterprise Linux - ./debs @A Ubuntud{DEBIAN,UB; . /vsphere CGERERVMware) o

* CurlZRBI TERIZEEH) o
MRBITEEKIE « B TERIZrIESEE o MRS EFIIUTHZR | A valid

SubjectConfirmation was not found on this Response?®°

() B TERIREm AN L S B 1%

NREEER URL 4RIERIRE ~ rIsE 2B FILLTEEER © Unsupported SAML version ©

HER
1. BEUT SR 2 — UEISBREE MY ¢
° ffM storagegrid-ssoauth.py Pythonfs<H§ : AifESEE 2
° fEFCUrZEK o FIfELSERS o
2. NREEFH storagegrid-ssoauth.py I5LH » 15 SHEFIEAPythonf2IE2S « RBHITIESHE ©

IR ~ SFEMA TS5 #REYE !

° SSOAE o #A TADFS] 3¢ TADFS] °

° SSOfERELTE

o T IRmAIAEIF StorageGRID

° fR7RiZ{EStorageGRID RizE

° fHRIRAID (MREEFEHEFAEIEAPI) o
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

B T BRSE M o StorageGRIDIEIRTE I LISRER AR ELthZE K ~ R R EASSORERAPIBY S

T o

3 MRCEEAHEEER « FEATIER -

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EE7FEGrid Management AP ~ 55{#FH0f(% TENANTACCOUNTID °

b. EEZFWKNEEZNEEURL ~ AREHPOSTERK /api/v3/authorize-saml » M EIEPBIFE
fthJson#RES o

IEEBFIEERAIE 2 EEFEFURLAIPOSTE K TENANTACCOUNTID © #&RIHEEE python -m
json.tool R JSON 4REE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json”™ -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEBHINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. 77 SAMLRequest HEIREFREVSUEEER S EA o
export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cvfwA%$3D’

d. BUS5EEAMURL « EFESAD FSBIEBIREXID ©
E J—

L —(EREIRE A TAIEERURLREREARE

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

[EIFEEHER R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. WEEFHEFRRIRERID -
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHREERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSE{E[E|302E#E [ - WIEZeEPREREMEH o

() |DRCHSSORMMBEASEAME (MFA) AREPOSTHE BANR (BN
BIER o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. f#%F MsIsauth RB[EIFEMICookie o
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. 1588 R FIX A CookieHIGetER EIEELE o

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

CIFEFEEE B FAD FSTEREEN - UMHEBHBREHFER - MEEAX EERERERMITE
& SAMLResponse °



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AN RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

OIS BLIEER R IERL o
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fFOlfEPAYERE M 55174 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MEMAE—ZA ~ FHEHAPI

MREMBE—ZA (SSO) - ENEEH—ZRFIAPIERK « LIEHGrid Management APIZ(FEE EIEAPI o 4l
Ri&{FEHActive DirectoryffiZASSO & i Bl FER - BIEAGLIET™

RIRERI(E

MBEE « RIS HABNE—SHEHR « BH StorageGRID AP| ° 5#& - {th 5] LU 2% StorageGRID R E
THIEEMNE—ZH (SLO) : EEEMStorageGRID BISESOAEHEN ©

1. BEEELEZZBENEHER ~ 5F5# T Cookie | T SSO=true | 1545 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

FEEIEHURL :
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. FIFEEHURL -

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. EEEREEHURLUMEZESLON EFE A StorageGRID ZER ©

curl --include "SLOGOUT REQUEST"

FEE302[EfE - EXFERUEBTERRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIpRStorageGRID &R o

filffStorageGRID LA ESSOE’JTES'Z?%*EHE’JHEWHE o MR ARIRME I Cookie 1 SSO=True s ~ Al
EAEEE Y StorageGRID MIAE 2 SSO HREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERNRFEABREEEH

HTTP/1.1 204 No Content

ERERE—FA - BfEHAPI (Azure)

MEREE "ERELEAE—EA (SSO) " &l UFEHAzurefZASSOMRER ~ {FRMIE
EHI5 S RIS E AR Grid Management APIEFEE BIEAPIRYER B HERL o

UMNRENFEAzure EE—E A ~ 55 AAPI
WRIEG(FE B Azureftfi 2SSO AL FER ~ BIEAE LIS
FAtEZ Al
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* fTHIE R StorageGRID B R SR EFAR RV A (5 FH E RISSOE FER (4 st FI 2205 o
* MREREFEFE A BEIEAPI ~ ENEHEFIRAID ©

RAREIETLIE

EEASEREEN ~ ERILUER THIEFESHS -
®* ° storagegrid-ssoauth-azure.py Python?'az’%ﬁ%

* o storagegrid-ssoauth-azure.js node.js I5<H5

EMEIE S IEERIFY StorageGRID REEFEZE B ##H (. /rpms ¥ Red Hat Enterprise Linux ~ . /debs
FAUbuntusiDEBIAN,J % . /vsphere (ERAIRVMware) o

EEH Azure BITIER API 5 « 552/ storagegrid-ssoauth-azure.py &85 | Pythonig <5
B StorageGRID EiZRHMIBEXR (FHESAMLRequest ~ Z BEVSIZHEREER) « hZMTANode. jstE<HE
BiAzure B &) ~ LUHIITSSOE ©

SSOEEAILUERA—RFIAPIERHIT « BEERMILEARERE - Puppeteer Node.jst& 4R °] FA 2k 1F1HAzure SSO7T
E o

WMNREEE) URL 4RIERIE ~ AISE @B EIA T 8852 | Unsupported SAML version ©
1. REEFFFBRAMGKME « WTFFR -
a. Z#Node.js (55288 "https:/nodejs.org/en/download/") o
b. Z#EEFREERINode.jsi84H (puppeteerfljsdom)

npm install -g <module>
2. ¥PythontE S IEEIEAAPythonfR 28R I TIS S F8 ©
SR Pythonts S B S IT I FERINode. jstE S5 ~ LIFNTTAZUre SSOEE) ©
3. IR  SFBMA TSI BHNE (HERSHEA)
° ARE AAzurefYSSOE FER {4k
° fR7RiZ(EStorageGRID RizE

° HRARFID (MNREEEFEIEF EIEAPI)
4. HIRGRTRE « SFRAEES - TERERERFRHEMFARESAZUre ©

ts\azure ssorpy storagegrid-szure-ssoauth.py sso-email-address userfmy -dosain.com

ocom --tenant -account-id @

11:30:48.8072" , "status’: - "success’, "apiVersion':
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https://nodejs.org/en/download/

@ LB REMFAZERMicrosoftigsg& Tehk © IERIBEREMEIUE < « LEHRHEMA R
MFA (BN AEXFEE P UREIRREIEE)

%ﬁgtﬂ FriR {7 BRsE AT o StorageGRIDIGIRTE A LURMER AR EME X ~ L R EASSORERAPIR 7
T o

MREFAE—F A ~ s5EFAPI (PingFedate)

MREH "ERELMAE—ZA (SSO) " MmAKEMPingFedateff#3SSOMIER « #47A
BFEH—RTIAPIER A REEIFE AR Grid Management APIZFE B EIEAPIRVER B RERL o
WIRRRE—EA ~ BEAAPI

YNREfEMAPingFedatefiZ3SSO& DA HIER « BIERAE LT

FIsEZ Al

* {CENE B StorageGRID F{EIL i A& BHAHAVEH B (£ A& RISSOfE A B R M HES -
* MRCHEEFIEF EEAP| ~ RIAEHEFKRAID o

BAREETLE

EEISEEEN ~ ERIUER THIHP— (G

* ° storagegrid-ssoauth.py Pythonig<H5  {itStorageGRID ZEEZB#%H (. /rpms ¥ Red
Hat Enterprise Linux ~ ./debs @A Ubuntud{DEBIAN,MB: . /vsphere CERERVMware) o

* CurlZBXRBITIERIZEEH)

MRHITRENE ~ BHTIERIZAIAEG AR - MRIAEFHRZILITHZR | A valid

SubjectConfirmation was not found on this Response?®°
() SICunNTemrasm £b L H e PR B BT o
UWRITEE URL ARIERIRE ~ nISe B FILAFE55R | Unsupported SAML version ©

HER
1. BN AE 2 —UESERsa R
° {fH storagegrid-ssoauth.py Pythonis<Hs : AIFPEE 2 o
° fEFACUrZEXK ° FI{EPERS o
2. NRIWEFEA storagegrid-ssoauth.py IHLHE » IETHHEREGPythonfRfE2s « AEHITIESH

HIRLRTET ~ SFEMA TS5 #EYE !

° SSOF % o A LA A T pingfederate | FU{EAEE ( PINGFEDESTATE - pingfederate &%) °
° SSOFERE %S
o ZAE T IREAIAEIE StorageGRID ° NI AE B PingFedate © (SR LS E (R BE Z° A ol A (E A ©
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° FRREMES

torageGRID %8

° fHRIRFID (MREEFEIEREEAPI) o

python3

storagegrid-ssoauth.py

sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T T T T

T P e P P P S P P TP TP S s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

BHPREHT
£ o

BRsE MY © StorageGRIDGIRTE AJ LURER AR EMEXR ~ B KREASSORfERAPIR T

3 MREBEAHBEENR « BEATIRERF

a. BEBAFRENEY o

export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

HE1FHGrid Management API ~ s5fEF0ff#A TENANTACCOUNTID ©

EEBWEEZENEEURL » SBREHPOSTEXR /api/v3/authorize-saml > M EIEFEEFE

ﬁﬂJsonﬁﬁﬁ%°
L& FIEERTENANTACCOUNTIDM 2 EBEG:EURLAIPOSTESK o 45 R & {HIEEpython -m json.toolAFE
BRJson4REE o
curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"
\
--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEEHIAYCIFE B S URLARIBH E 2 ZURL ~ ERE & HMJSON-encoding/E ©
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#fF saMLRequest EEIEFEIGUHEER SR ©

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[EIFEF Cookie i [E]FE[C]FEEIFE

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. [ lpf.adaperld] 1B ~ M [E]FECIFECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f B THay fE (BIRERFE) - AREIFELRE :

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g- BEH 178 fB:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. FEXAEVERICookie :
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {#7F SAMLResponse BRI :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF{#7F8Y sAMLResponse ~ ¥J#&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AN RelayState * MIRIEEE AGrid Management API ~ :5{EFTE A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE EIFEERE AL o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. O ERSE M 55174 MYTOKEN °
export MYTOKEN="56eb07bf-21£6-40b7-af0b-5c6cacfb25e7"
CIRERILAER MYTOREN BFCEMER « BN A EASSORERAPIFISG I ©
WRBABE—ZA « 55EHAPI

MREEMBEE—FA (SS0) - EEBEZEH—RFIAPIERK « LB HGrid Management APIZ(FEF EIEAPI o 4l
RIGfERAPingFedatefASSOB AR « BIERELIE~

FAREETLF
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MREFEE - S UEHASNE—SHER « B StorageGRID API o & ~ &1 LU#E 3¢ StorageGRID 2Rk

BTYIEEMNE—SH (SLO) : EEAEMStorageGRID FISESOEEER o

1. BEEELEZBENEHER « F# T Cookie | T SSO=true | 1545 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EfERIZHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. FEFEFHURL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. EXEREEHURLUAEZESLO E HiE (A StorageGRID EiER o

curl --include "SLOGOUT REQUEST"

ZE[O302[EE - ERERMEFBRRMAPIZ L -

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIBRStorageGRID &R o

flif%StorageGRID LA ZSSOMAZIR#EMM A AR o YIRKIEM I Cookie 1 [ SSO = True J

EAEEE Y StorageGRID MIAE R ZE SSO #REE ©

Nl
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content OERTEABREEEY -

HTTP/1.1 204 No Content

fEFRAPHZFThAE

&R LAfEEF Grid Management APIZR5E 2 StorageGRID {EE£ R 4P RIRLEINEE © (55
HIEINRERF ~ i EIETSIERMGEMIA ~ ABITEIAThREARARY TE o

RIRERI(E

S FRRINEE R4 AT R IGH] LE 7 EXStorageGRID FEEINFE  (FAIEERN LLHEA  IRTFECEIRBrootE A E BN
EIEEHERERE N ERZINBENME—T50E ©

EEFEMRULINEERIRR « FFE R FIES

AEAR—KARFFHIER « StorageGRID ERREIUBRIRE ~ UEEHEMBHN—ERAENRETEE - /7 (REH
BYHNZE - ARRHRERFARESTEIBIRARE « KEREZFETAERKRS

_ABIARLUERGrid Management APIFIfYDeactivate Features R4 RIEZM L E1E - B@ T2 EAGrid
Manager (UIFIAPI) Shpy*EETHFIRZIE INEE « ATAARREMSIESFERAE (EffrootlFRENER"
root access*#RNEHAFERE) #HEEZEFEAHELIRPIRERENZNE

TR

1. #ZEXGrid Management APIEJSwaggerXX {4 o s5288 "{E/H Grid Management API" o
2. R IZRThAEIRES o

3. BEEARIAINAE « FINEBHAFIRES « AR A SEXEAPI ~ TR -

{ "grid": {"changeTenantRootPassword": true} }

FREESER AT « S FHPIRBIBINESEA - FRENETABER - @A REHE * S1E#R - Exlgs
FHRRZREEAYE( APl EREPEZ R ~ WEET 403 ik o

EHREN AT

RIETAR ~ A UAEMAGrid Management APIEFTEENEFARIINAE ° R « MREAER ILIFAIIEERRHK
EHEE « LIS R RUAIRE ThEER S o

@ EORENRUR * (FRTOEE * IHEE - WRLIREFAULINGE « 55ER « ERKBERAENREEMR
HMSAINRERISET] o ER AR RAMTSZIRERPT ~ A BEWIEEAIRKRBITNAE ©
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1. 7ZHXGrid Management APIBSwaggerX {4 o

2. R HFRTHEEIRRS ©
3. EREMABIFIAIIEE « SHRAXEEEAP! ~ AT -

{ "grid": null }

SRILERE FrAYAE (QEEERAREENE SEENRD - ERENEREeET 2BHAR
THE SRR  MREMERE NN LB F REE ERER « AT RS ER S REE0AP
ERBAR ©
- —{EIA)E BHEEY_all RN - MREMEMBRISERENIEE « CAFEPUTE
()  mzmpuTER:

{ "grid": { "alarmAcknowledgment": true } }

% StorageGRID HINRERTTFEY

1%t StorageGRID 77HY : 42%8

@A A iE5E StorageGRID IS FEABFHENERE ~ WISERAGSERFE ~ RIEH|MILE
ANATATFERINRE ~ UK ERAE T UBITHLE T(E o St LOEERBE—F A (SSO) -
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HEURLTTAE B27E* Federation service name* i {i &g A F{E o

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR

3. BEMSPITHUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ERNEEE
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You are not signed in.

C Sign in to this site.
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+" Single sign-on authentication and logout test completed successfully.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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Delete object version
permanently from source

—>

Enable cross-grid replication Enable cross-grid replication
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FRRERE my-bucket 4K 1 A& 2 ~ BEEEMARLKREE ©

Grid 1-Tenant A

Grid 2-Tenant A

my-bucket my-bucket
Cross-grid replication: Cross-grid replication:
Enabled Disabled
Add objects - Objects added
@ No change - Add objects
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my-bucket my-bucket
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Add objects -1 Objects added
Objects added o Add objects
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota _
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

(] [

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying ane result
Connection name 35 Connection status @ = Remote grid hostname 9 = Lasterror @ =
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Errar

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

HEEn L BYAS RSB LI L EE A - HF 8 F7NE CGRR ASRIER - £8fF « FRABERER 2RI G E(0—
ARfEER « AP ERER - A= AERERN [ERWHF) 1FF - RBE=EIEREAN MERMFE F
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QJRBNDIZzODAENFQ3MyO0xMUVELTg2Q jJEtODIBM]JAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyOxMUVELTkzMOYtOTglMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUtN]jQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup

Create a 5torageGRID
clientin the KMS

v

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

*_

>

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS
configuration

KMS process *
> Appliance connects to
KMS to request key
Yes *
KMS key replaces
temporary KEK
Power on
or reboot? +
Appliance is secured by
KMS
No
B ERETKMSHKELARRRERTELITHIT - MEETLAREEK « 7EERE BN BRI Z Al
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X Appliance node without node encryption enabled

X MNon-appliance node (not encrypted)
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSY Search tenants by name or IC Q Displaying 5 results

Name @ = logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00 GB 100 _)] |_D
Tenant 02 §5.00GB 85%  100.00GB 500 = 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 4 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —)] |_D
Tenant 05 5.00 68 500 <+ 0
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSV Search tanants by name or IC O\ Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HRERETAE nkh BE - BRESERHNEMERARS - LHEEREERBZS AR o [RE—(E
2 WEETSERENRIREENE « SRS s S - aEnss €@ BATRAHRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Pending Requests

== Pending reguests
Request Completion Rate @
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== Replication completions == Requests committed

Request Failure Rate @
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Add interfaces to the HA group

Select one or more interfaces for this HA group. You can select only one interface for each node.

Q, Total interface
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ D1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

+

1 (Primary interface) s DCI1-ADMI1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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2. BB -

B APt
1. T FERRCID* NI ~ LCIDRFTAISEVIPFHEER « BI—fEIPVA(IILE «~ BEIZFE—ERMENFREBREE
(0-32) o

MRS REEA AT - HI0 ~ 192.16.0.0/22°

()  WREEAAITATER - VIPHER ) EHA REAVIP(E o

208



Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

- O RS L NPT S5 Cpe SO S
& e red by a slash and the subnat length (D

S —— ] Y
A d0aress foow

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address
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Binding mode:  Global
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

F/EVLANTTE

SR EIREN R AR E SRS _E I EHLAN (VLAN) TE ~ MEHAB AN & & T §i8s
InEEREAE LN ERIERM O ERE « UBRZEEME - EEENEE

VLANNEHZ =2

* WA LAEAVLAN ID ~ ARE—ES S AR LIEER FEUHLERIIVLANTTEH ©
* KN EDERE RSB ERRE ©

o RAEAILEGrid Network (eth0) ~ Client Network (eth2) ~ SRVMEEEEMMEMESHNET (I
U0 ~ ens256) o

* HREEVLANTE ~ ERERISEHREN—ERTE © fIE « EEEER—E VLAN IRTE L ~ R
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° *RHEL (ZEEHBEZAN * @ "EIEREAEREE"
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° *RHEL ~ Ubuntu B Debian (Z3EEiRE218) * @ "Linux | #iG 8 SFE T EE "
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BAtEZ Al
* {EHEEFAE AGrid Manager "Sz HEHV4HE 223" o
* {&HER "root IZEUER"
* BEEMARDREIHNAE  BHHINEVMELinuxEigs o SEE TR ENRTE
* ISHEETERERIVLAN ID ©

FAREETLE

TR EIEE T ERRE—HZEETHNEMN—HZEVLAN « LREBRAREARA B ANARIRNE
IBHRE o BEVLANEZ UEIFIDSAZC AR o FIE0 ~ AYAEER RTREZ EAVLAN 100/E4&FabricPool R
SREEE  M{EAVLAN 200/EAREERRER o

TR AEFAGrid Managerf2IZVLANSYE 32 P im#E$97E StorageGRID 45 EVLAN_EFEINEE < EEE
JZVLANSYERF  55F8REVLAN IDIHER—X B LR (E5) MTE °

FEUEE

1. AR > B> VLANSTE” ©
2. 342" Create (BII) °
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1. ISR FVLANBIID o &R LU AN 1704094 2 RAYIEEIE ©
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

‘ ® HTTPS ‘
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directly @
* via Proxy server @

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Test Configuration Cancel
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7. EEEBProxy AIRES" ©
8. BiiA tunnel-host EA&NIHE o

tunnel-host EFAEIEMEEZX E 25 AutoSupport EFFBIFFFRIL
9. BIA 10225 EIFIBREE o
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3. BEHEARE > FE o

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 20150824 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:if10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI
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Overview | Alarms | Reports | Configuration l\
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | Online -
Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *
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B Configuration: ARC (98-127) - Store
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Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *
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Overview Alarms Reports | Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 2

Maximum Store Sessions 1

Apply Changes *
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .
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5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT
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1. BRI > T B >4 o
2. BB ENEE > ARC/>*#EY o

3. AR T o
Overview Alarms ) Reports i Configuration |
Main Alarms

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Ratrieve State |Oniine
Reset Request Failure Count |
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Overview Alarms Reports Configuration |

Man Alarms

‘:",;’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT
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Apply Changes *
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1. BIRSE o

define library tapelibrary libtype=scsi

HA tapelibrary R EEENEETSE - LURIE libtype REHEHEEME -
2. EERNARBIIETFENRRE

define path servername tapelibrary srctype=server desttype=library device=1ib-
devicename

° servername ETSM{ARREZHIHTE

° tapelibrary S ERNETEELTE

° lib-devicename R ENEELTE
3. EHRIEEAVHERREE o

define drive tapelibrary drivename

° drivename ®IEEIEE AR ATE

° tapelibrary S EENHEERTE

RIERSAERETE © ERIREREREH MR o (FII0 ~ MMRTSMAEMRSSERECERER RS - B
R ABHTEENMERA « SRS REASERAEERE —EHEERE °)

gl{li:

4. ERNFARIZIPIE SRMREAIERIE o

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname ZWHIRISERVEE B ATE

° tapelibrary eiSE&ENHEHERE

HEIE AT EEENSEGIER - FRARNOMIEEEE L3P drivename Ml drive-dname &
B o

O. ERMEREREELRRR

define devclass DeviceClassName devtype=I1to library=tapelibrary
format=tapetype

° DeviceClassName 73 EHHINLTE
° lto BEEEMARSAMIRILEAE

° tapelibrary ei8EENHEHERTE
° tapetype EHAFEFER! ~ FHlFultum3

6. TSI & L E R ERETE o

checkin libvolume tapelibrary
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tapelibrary it E&RMHERE o
7. @I F BT RHEEIRAM o

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool ZSRIEENELAVIETE(HFNATE o (R AHEHES RAERTARE (REREE
FBBTSM{AIAR2SFATERARYEEEIER)) o
° DeviceClassName 24t ERIEELER%TE o

° description ERITETSM{AARES L EREERZ FHEFEEEAMBIERE query stgpool 85 o B0 : TR
FENRRAVEETRRE AL o

° collocate=filespace 15 TSMfAlREEERERIER ERBIHF R A BRI -
° XX & FYHA—IR !
* MEERN TS (RBENMEW—EAMTENREARER) -
* $DEckaStorageGRID HZAREANMETHE (EHEMTEENBERT) -
8. IETSM{ARRES L « BIIHIREAFE IR - ETSMEMRSEHNEERTIZSHWA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool 7 SRiBENRAHIRE B ATE MR UAMRHEEE RNERTMRE (REREE
FATSMTEHRRVEERIRR) -

° description & 1ETSMRIARES L ERBERZ FEEIRMBERE query stgpool 85% o U0 ~ TE&
TEENELRVEAIR A o

° maximum file size SEHIRFARIEA/NNYIGERBART « MIFRIEHIREER - ZRERE

maximum file size £10GB°
° nextstgpool=SGWSTapePool iR FE RAIERAFIEMNE RS HEE RN o

° percent high REMEECRBEBHEHASTREIMEEENE - BEERTE percent _high £0
LUEIBNFAsRE R 128

° percent low REZBEMTFTERNIFLLE « BEICRE percent low EOLUBMRMIFER o

. ETSMERRES L« BIUMIRHIRE (HHRE) I EISREHIRER -

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool AHiIEEE LTS o

° volume name EMR@UBRTERE (FI « /var/local/arc/stage6.dsm) TETSMIEAARS: L
BAMRERNAS « WEFSREET

° size EMIRERIA/N (LUIMBAEN) o

fIan « EEETBE—HIRE « EHRERHNATIEGE T « SFEEGHEIRER B ER200 GBR « i
A/JMERZ#$200000 °
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1. B EERER o

copy domain standard tsm-domain

2. IREAFERRANSIEER « FRATIHEHP—IE:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default #ERERTAR EIRLER

S BUEABEEEENREERN -BA (—17)
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define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0
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activate policyset tsm-domain standard

ERBRETEIA activate S S BFHIEAY T no backup copy group (E#EHEAREHE) | Lo
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