BIRRE
StorageGRID 11.8

NetApp
May 10, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-
security-certificates.html on May 10, 2024. Always check docs.netapp.com for the latest.



Sk

BITRE
BEEZE MR

o
R E AR as &EE
)

R E A P i /&R

43
o TG

B
=

10
21



S THZR JEESIX s
SRR M/EE 28

Z2HER/NAERIEZE « ARTEStorageGRID BT 2 ~ StorageGRID MU KRIEZ 1@
ToHF BN R 2 BRI L2 BESEFEIVELR o

FERAmERENEZ4/REE - StorageGRID
* FRAHTTPSERFREAREESE © AR REANRERPIHMERSZEEILZ2ELR - RERRINA
FiIRgH ~ MiRERZHNEREEMNRE © [ARBIMAFIRSE —H/BRHEEL
c APIWES REFARBNARRHERES D « RELEFBEZ2HNES - BRWESAZMEER -
ERPIRERHTTPSEEE ARSI « ARB[BETUSE ARV AR REEIE - AR AR EH

BEEEA LRVESEITIER - FBILERRILESE - IRZ=RET - BRHSEABRN AR RS EFREEN T
EPEER ©

REFLESR (FlNasTERine) NERSS - HEAEMESR (FlACloudMirroriBBARTS) BIFAF
% o StorageGRID
FE:%Grid CA/R:E

BEAENREREEM (CA) ~ AIERRLEHEEEAERGrid CAREE © StorageGRIDIR#ETESS ~ Grid CA
BEEANRENZIStorageGRID RIEERE o IMB/RBIREEN (CA) IIKEREASEMAENZ2REAIMN
B:1/&:% o BRI AU Grid CAREAMNIEEREEIBIE « BERFEIBIBNREMCE 2 ERINDREISHEE
(IFfEEEBNB/RE - SEEAFRIBNALRELR ~ BFREREEM

* B CAREBEFERIMGAZESE ; 748 » Bel'REEZEIETEANEEERESEARIRE ©

* FREET/REHVARE AR /REN R GARCEER" o

* TRRRCANGREESEE—1EE (BACABEEMN) StorageGRID ©

@ tESh ~ B EEFRA AR EAERINIEERRCAREE © StorageGRIDIEIERFEIRIRT « sAHEAIETE
FRSMBEERIREEMZEZENB/RE - UIUIEERFCARE ©

RS AP IEERENSEGUSEANEF - TRERMZAT © EFEZStorageGRID BT ERIZE
THAEXAREFR B BVFR A /RsE -

EFERE MR
f&A] A7 StorageGRID BE— I EFEFAEMEN « UKESERBIARE TIERIZELE
TR

1. 7 Grid Manager A2 ~ 3EH * 4HRE * > * Z2M *>* /G * o


https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/harden/hardening-guideline-for-server-certificates.html

Certificates

external certificate authority.

Name

Global Grid CA

Client Load balancer endpoints Tenants Other

Description Type @

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Expiration date @ =

Management interface certificate

S3 and Swift API certificate

Secures the connection between client web browsers and the Grid
Manager, Tenant Manager, Grid Management API, and Tenant Custom
Management APL

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway Cust

ustom
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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