FARIR1E

StorageGRID

NetApp
November 04, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/storagegrid-118/harden/index.html on
November 04, 2025. Always check docs.netapp.com for the latest.



Sk

S o

EN S i
581EStorageGRID IHAEH—fRE =

R {CERASF 4R 2R
4k StorageGRID EFE#HRERRE
FAREIMERARTS
F+#R ZEHypervisor
* FHRZE Linux B2 *

&b A R B 4R AV ZER StorageGRID
Grid NetworkZ£HI]
EIRMERRZER
FA P in4EE& ZE R

58105 RAENRERYZER StorageGRID
5% BMC BYRis IPMI ZEX
B A R 4R RS
EHARERNARTS
EEME ~ R H=EES
TR A HARE R EE RN RS
EIREELZER
ETFENRLZER]

FEERELZER
IERSFE A EENRaZER

TLS #1 SSH rya&{EZER|
Fery o El
TLS # SSH [RAIAY5R{E#ER]

Hthag{E#ERY
seErEITEAZEN R
NetApp AutoSupport
BRFEEREZ (CORS)
ShERZ R EEE
EZRERASAR AR

N N NN NYNo oo oD DD WLWLWOLODNDNDNDNDNMNDN_LA A



Z4oR1b

FAgoR(t [ B

#47581{C2HPRStorageGRID RRISEZ MR EAZRIREF « RAEERFEH—ERMEK
SR1CHY ©

Xt StorageGRID B g AFSINAERVRE %R o« FLAER| R ERIZEAMR B EREEHMENHTR
BH o f5Ign ~ B ERRR B EAR BB StorageGRID #ITINAE « ERHTTPSMIEHTTP « MAEAI{TRYIE
TEUA/RE R ER:T ©

LEREStorageGRID INEER ~ AT LUERE LR RIFGENITEMEAIRENEARFHEE « sTREMENT
REZZER -

StorageGRID 1 "NetApp 5555 I2RH" - {RENFBHERBERL 2 EFHEIREFEITRREMMR

s81tStorageGRID INEERN—RRE =
58{EStorageGRID INEEEF ~ N BE E T5FEE !
* BB 1EMStorageGRID ={AAREHEEH ~ BW—IE o FiA StorageGRID HI3Z1E R A& B Grid
Network ~ BIEt A SEE I EIRARER - AR InRERIME - SEFEKRBEFAANLEEE -

* [N StorageGRID {RIEE R BRI EIREAIT S4B o AITEVMware EEAEHEES © LinuxEH ERIRES51%
N EBERERE LB EZIRENRS o StorageGRIDERET SHA B SHRICREBHME

* RIRPAERE - IRERABFARETHEFIRFIRBHER « CNRE2EETRECRREENN
EHEARE o

* BEABREMEZZ2ERMES - CrRIEFEETHERNERIEEENK -

SRICERAE T AR ZER]
1545 FB{RF¥Storage GRID EHHYR U A HFIARRAARES - 7 AEIE AL -

F+4RStorageGRID = EHhRErFE

HEORE ~ EFEX A StorageGRID BRI E MR E M AR EARREHICAINERIRE o (RIFEHMER
PAEE B NS5 2ERIERRSR ~ MR/ D RS &5[E] o StorageGRIDUEYM ~ E3RRAY StorageGRID BE B 2 ERR
FREZFNEEMRIEINEE °

A2R "NetApp BiEMHERTA" (IMT) REENETREZEERR StorageGRID #ighkZAs - EREEHER
BF » NetApp BB ARIMIRARILEMH - FEEHEX I ARERTHES

* EETH R StorageGRID RZF] Hotfix ~ s5A11E "NetApp F&;StorageGRID" ©

* BEFA4R StorageGRID B2 ~ :F2R] "FHRIET" ©

* HEEH Hotfix ~ A2 "&1812F StorageGRID" ©


https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://security.netapp.com/policy/
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/upgrade/performing-upgrade.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/storagegrid-hotfix-procedure.html

FHRZEINEBARTS

SMNERBRTE P RE 2 A %R, ZStorageGRID FIFEINAEMAISSEE o (EFERE{RStorageGRID BRI RFS RIFHR A
RE o FLEARFEEIELDAP ~ KMS (FHKMIP{EIAR2S) ~ DNSHINTP o

INFBZIRRASHYTBEE ~ 552/ "NetApp @ MEHRERTA"

F+#k ZEHypervisor
N8R StorageGRID EHIVMwarefiZ5EE E fthHypervisor E#1T ~ B4 ZBRE{RHypervisorikBa M & ie A R ARE o

INFBZIRRASHYBEE ~ 552/ "NetApp E@MEHRERTA"

* FH4RZE Linux BAEL *

R StorageGRID SR IREFEALINUXERT S ~ BN ERGRLEMENNZOEMEEREERIEER
%o tESh ~ B BEEEN AR « REBENEREZR TR EMEEE -

MBIRIRARYBE ~ 552F "NetApp BiEMEHIEERT A" o

oR1EA BB s 498 RV #EHI StorageGRID

bz BB AR E RS = AR TE « AIEEHESEERN B8N TS - UFRFS
T2 24 MIFEEK © StorageGRID

YN StorageGRID MHREAVFFMAE « 52 H "HiZ4EE StorageGRID" °

Grid Network#EH|

RN B A FRE REBStorageGRID FIE R E:RE Grid Network © FiE FUARSENELER AL 4R 4RES | ~ MEXZA
AESHEARRA ELMhERRE SR ©

5 EGrid NetworkBF ~ :581E T 528 .

* BAEBRIARETAP mIVRE « FIMFRMRIUERRRER ERIB R

* 0B ETHE ~ 551 Grid Network BRI AERRE  EIZMERA AP in AR AR A FRSMNYRA A ASPRE! « BIEHERIMAR
HIAREBRRFS A E © <R Grid Network AIIME AR P ImAE ~ (BEREAAS N A REERDIRERE -

* U1 StorageGRID IEIHAEESHZE BRI ~ 55EAGrid Network ERE#RFAE AR (VPN) SEIZFHEE -
AREPTRERMEEINIIRE ©

* BEEEREFREE T EEIRMBMNAAA AR ER 2 BpVERR22 FEITREShell (SSH) FEL ° fE
FRSMERBA K & PR EISSHZES ERI A R i ©

B AER]

BIRMARBEANEETE (FAGrd Managers{SSHIEEET) ~ UKHMHEHMSENRTS (HIZILDAP
* DNS * NTPEKMS (FKKMIPfEIAR=S) &5 o FiStorageGRID ~ AEBASRFIEEFA EThAE

MREERANEEEMEE « FEETIIZER -


https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/storagegrid-network-types.html

* HSEIRER LA RNEIREERE B8R IS AR o
* MRRBEENAF AT LF ISR « 3545/ StorageGRID SN A HEEI S EIZAARE EAOTNAE o
PP imAg s 2 A

AP im4aERE T ARTEE R ESMNEIRTS (Hla1CloudMirrortE BARFS S Eth T & BRTE) 85N - RiBStorageGRID
~ BB & HI{sE A ILETOAE ©

NREFERNZRFIHE « 558/ T5%8

* HHAFIRAER_ ERFTEREUAEERE - F2R "WElEEIRFE" -
* QIERRARRENGM ENEARRIRRAE - A2 RMERAEN "SR AR o

R 1A RAENRLHYZE I StorageGRID

AJEVMwareEEHEER « LinuxE¥ LR R 5| ZERNNE B IERR R H L EE IR
Rl o StorageGRIDEERTAYT AN SEARNEREE B CRREREBFHICE ©

¥ BMC 893215 IPMI 12EX
Al AFREES BMC HWERLESMEHERIERE IPMI 1ZE o iEiE IPMI /Y E A 3EE %S BMC 1EEFIZE
BIA ~ HIEH StorageGRID FERLE BEEITIRFEIEREIFEY - IR AEEY BMC E1TiRiE IPMI 77EX ~ sAE A b3
IE o
* HE1E Grid Manager F#E4% BMC BYED: IPMI 778X  BR01E “ 4B * > * L2 > * 22 MRE *>*
R
° SBkR * BB ®EIE IPMI FEX * #ZEVA 1R ~ LUEAY BMC B9 IPMI 72EX ©
° 2 Enable remote IPMI access (ZXFETZ IPMI 3509 * ) #EIEELXAY BMC BY IPMI 35/ ©

B K S AR RS
ERHRIIEFH « CRARBISMNETASEAARSIANLUER  MUERIER RS P B RENE SR

2o
StorageGRID TEEHERIR_LEREL I AEEHINGE « AR CHER M ENRERVAAERZEN ~ FEUCI BRI L2 - (TR
% "EENEPINEES] [ IR I A IR - BT ERREI B RRVERIRIRIN o T THIAHEEE
) BE EFTEEIAARSEE B ERE 2 SEENRS o

AfEmE ~ SeIUEENTEE

Bt ERTAARFFEERY IP s FAERRFEN [EIRSMNBFEL R 1IER LR EFRRIRIRERE

o M

* EEIMERTFER ¢ ¢ A LARARATARRFRREVEIZIR « SN ERFBUTRIRARRVERIE -

* AREENBRIRER - | SR LUSEMMESEEREARHRERNEARE « UREREFZEEN
AP ImAERE « 2RV EMERZE o

HEPAIE I BRE AT (HEES MV REERE RIBR R LEE RIEE B AR RERINRTAAEEITK


https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/internal-grid-node-communications.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-firewall-controls.html

g% StorageGRID EEAMFRIE REIMIMNDEIZIRFE « F2MH HRERESE"

FRRERRIARTS

¥ FRA StorageGRID BISZIRENRS « [CIEZFAEHARERRFFZHEE o FIM0 ~ MREFITERE R P iR
NFS FEZHANER « B #HEERAHEELERFIFE

ERME ~ BSENEZMER

2P A StorageGRID HUYI{EEREY ~ 3585 1T StorageGRID A Z{E{ERVERAEFRTE AV B BEIERE TR A SERYTH
AE o ANER StorageGRID IR EHEM N E—SERERE L « 55701R:& Hypervisor {REFE R A LE B EEEE1FEY
StorageGRID {REMER} o U0 + MeltdownF1Spetter N S F IR EIRIMERGIE, « :EREXNER—ZPE
RIECIERE R EEENE K o

E LA REETR
TEEERES « FEMAF TR EENEAEFBMBKZI StorageGRID #18 © BIELNALMALE « FTHERDZ

EIEEIRLZER]

’f’g‘;ﬁﬁ'ﬁ%&iﬁﬁi\%%ﬁéﬂﬁ& - BEE ROt E EIRARTS o BI8E AGrid ManagersfH 5 BIRIZ KT « BIEMRE EIRE
2k o

HEEL TR ~ B EIBEE L 2t IFMIEStorageGRID 8 —E R4 L :
* REAREERP,IE (FIMNERNERAER EARIR) A SR - BREMNAZEENEBPIREE
JETZENGrid Network ~ EIRAEER A P in A BT EIEERR, o

* AJ#EHIGrid Managerfll Tenant ManagerIhSERITZEUHERR o StorageGRIDIR F&{EF A& B EHABMENR
{ERERR ~ i fsE PR MEREZ BRI 2R Bl L (E PR & B EE AR AL o

* {£AStorageGRID EhRc & & T a5 imasEs « FHEAZEENARIRME - ERREMHMIFEIREHR o

* MREEAREENER « BFPOAFMMAIEZREFIER BESNEA EE AP - MEREARZEERIER
fEARAEF EEAPIESRIER AOMEIAEIMNITER EERRE o

s BRI LERIBEAEIE Proxy ~ UBEAERIEHIIEEIREELE) NetApp SZ1EAY AutoSupport 3&:T 2R
FER "I EIE Proxy" o

* B th B LUSIE(E R S R AY84 371944 3FZIB 2 5 FEGrid Managerfl Tenant Manageri@:l o 8L =3E1E
18443 ~ MiGFE P E KPR 7R 9443 LUR HRESMRGE ©

s AU AR EESME A ERAEERERN NS IR, o
WEFHAE A2 REIETR "E1EStorageGRID" ©

{7 ENEL 2R
1%@@@57’5@&&%@%#:&*—%qﬂﬁﬁéﬂ o sHIE AL TR ~ RH#F AN B E £ StorageGRID EHN—E R4

* A AREENARRERBRERENE - CAAREHMNHHREa R T ERRERBNEHT
fra3imEs o


https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/network/network-port-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/index.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/index.html

* SRR/ AREENEREBRBIMEIRT - I - HAREENERBIIRFE « S57AMERERE NS D
AR ~ WA RFFERTEIRT - F2RNPER "EERIRE" -

* HEAREENRRIARERR BB TEE - F=AaRTHRREESERIES - LIRHEEIIY
[EMRIRE ~ PIIEIEE o

* S ETLUBEE AT Proxy ~ MEARIZERIZimf#E « MR H#FEHREISNBARFSHIT & AkFs@a
R 2RNPER "EILHF Proxy" o

* SR LUEEER AP iR @R EINBARTS o AR > BIE < HHRR > REM > PIARESR] * > * ARAE
ERVRPImEER * - WIS HEFEOM AR IRERAREE - MENMTBRET AR RAER _ LREREA
ME ~ MEEEATTTERFBIEHEX -

B EIRL 2R

RIEEEELIRMUERNEETEN E - B imfERIE ] BAKEEStorageGRID E|VMware © 5818 T ZER ~ {7
#£StorageGRID SV E(EEXE R ATV ERIFERR, -

* REREAEHTERIHRE - F2R AR THEE" -

* HRAZREENARIHAE  AEAPRARENMNRAFHRZBERRIBREa s TEHSE -  F=HaH
FEEIREESIEGRES « WIRMERIMNVERIRE « [HLENE - IRITHEBEERHHBEHEHTEEE « AR
MENAEEEEMRESEEAE AR T ERimt - NEREEERFEHR -

* MREEAEHTERIER - JEEZAP HE AP HRERER - A% > EE AR > Z2%E >
KAGHEER * > * AREERBFIRER * » WISHFESNR ERBRIRFER AR EE - RMEHRLERZ R
RERBHTERRR 2 BIRR LNEARE -

FERCFE A B ERRL 2RI

FREIEE RGN R TEIBREFEA o StorageGRID StorageGRIDALEFEREE B Al A HIZEIZ, - EMthEAKE M
ATIBMILTIRERR, o LGSR EHAHRBAMBESHER - IEHER T ENEREERER

iBE1E T 528 ~ FEfRStorageGRID RN EEFERRPIEMEREAREENHLREER :

* YNSRFEF SANtricity 2 EFANetApp R EIEE TR EIRHETFIEHIRR  FBRAZEERIA P IHSANTricity
FERERER (RREEREN) -

* MREAEEFEIRSIELSIZE (BMC) - B IFEBMCEIREFREAIEREIETN o (EHBVCEIRERR
IRERERE - RIEENAIEIRMI - MRREULBMEATA » FikBMCERERIRRIFRERIEHK
RE ~ BRIFRTSTIRBRPIERBMCEAR o

- MERALEEREELTAEENE (PM) 158 « SESAZ ARSI SITIISEE « BHusE
18623 E RS EEHTE °

ERIUAFEE S BMC WEREERBHERR IPMI 78X o i2i5 IPMI N E A EEA%ES

BMC tREFMZERA ~ $IETH StorageGRID FEA B EITIRMEIFIEZE - IREAEBRIENH
@ IPMI 72EX BMC ~ $5{8F T5IErh—i@ 75 A= A ILEE :

7E Grid Manager F ~ 8 ZF * 4HRE * > * L2 M * > * R2MRT * > * RkF * - REBBK BEE

% IPMI 72EY * #ZEX A 1R © + 1£ Grid BIE API &0 ~ EAFABIREY ¢ PUT /private/bme ©

* BB A SANtricity System Manager 12 SED + FDE 3 FIPS NL-SAS HAR A FERSE EA «
EUFRANERE SANtricity BEREI&Z 214" o

* HIXE3 SED 3 FIPS NVMe SSD HIFEREEE%E! « o] LAFF StorageGRID FERZEEZEREXNH Grid
Manager REE « "EXFA KR E StorageGRID BAREMINZR" o


https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/creating-tenant-account.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-storage-proxy-settings.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/managing-load-balancing.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html

* ¥15%8%8 SED - FDE I FIPS MR &R ERLEE « sARVB IR E StorageGRID EXEEEHEAMNZ EHSIEE
1B(FARES (KMS) "o

TLS #1 SSH Hy5&1C#ERI

TREZEN R EIEEIATER RS « WA TLS Ml SSH EREIGEENZZ MR -
Gy o el

TEZERECHBI/RRRIAZEABRINTERESE °

BN EF24AMM = StorageGRID ~ BREENBNMUREATEHENZE2BER - TEXEFERGF L - BEZE
SECAZBEMEHAI/RE ~ LU EE5E StorageGRID IHAE ©

AREME ~ CREZERABTRARSESE « MIETIITERRE !
* BENMEIE | AREE2EEGrid Manager ~ A EIETZI( + Grid Management APIKFEF EIEAPI o
* * S3FNSwift APIFREE* | FAMREREFEN A FEEEMEIRZE S « S3HSwiftf P infERE o] A2k L&
TEMEEN o
B2 EEZ MRS UEYSSHAENAIETR o

@ Al R EIE & T 2R imRa PR FARYIREE o StorageGRIDEEREEH T H2/RE  FBH "%
B THRIHEL"

A BT AR /&EEF « S5E/E T2
* JR:BMERR subjectAltName EEDNSIEB T StorageGRID © NFEFAAE T « FH2EHME 4.2.1.6
B TEEERLTE] "RFC 5280 : PKIX/&EEICRLEE EE"

* NAETAE « FRRERARERTITERE o IWERINFISMERZ S3 ERFEERIVIRRAVEAE - MREULES
KRB AIEEERRAFT -

* BWATREPERARRAF TR « BREIREMSERREERRE - FREBRAFTER « fld
*.s3.example.com ® SBIMER s3. example.com HinERARERXNFE o IHEX T ERAREREEISIE
EY ~ 5190 dc1-s1.s3.example.com/mybucket ©

* RREFIHAR IR AR (BIRN2f@R) -~ AR Grid Management API BB T/REIRE - BHERAFT
REERRIEE o

9 ~ FBF ImTEEAStorageGRID NetAppi@siliF - FEEABRIRH L ATBIRE o

TLS 71 SSH 5 HI|pY5R{E#EH]

SR LUEIRZ 24 RA « LURAE FERML SRR EMMNERRZIIEAFIGEAERNE S TLS &4 « UK
L2 SSH EAREWER StorageGRID ARFS ©

LEMRANES TLS M SSH MAIMEBEFHNER - REMERFEREARIARTERTENMEEE - 55
BEmNRACRE - BFFCHNRRREN G —RER - NCHRZEREMEDS -

2B "EIE TLS Ml SSH [RR" EVSSFABE FIAIET o


https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/configuring-load-balancer-endpoints.html
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html
https://docs.netapp.com/zh-tw/storagegrid-118/admin/manage-tls-ssh-policy.html

Hithor {48

BR T & 1EStorageGRID B A48 M TEARL BISR{EZERY - [RIRFEE EStorageGRID
R RGEMEIRAYRIEEER o

seErEITEIZGTIR

saT5 W StorageGRID UL EM A L REAEEECERMEZASEYE - RN AR AENERRRE ~ Zi&C

MBI ETIRHE S E - StorageGRIDIESMStorageGRID ~ & 1E M&:scit) M MEZAE) @l

PREFMGFAEEE - BEBRBRIEE -

X T StorageGRID ##&Z 2 EMHBFXEIMEBsyslogfalAR2s © MR FAsysloglEH ~ sFEZEETLSHIRELP/TLSAE
B{EHEHEREHERHT o

2R "SLEkIE2E " U1TE StorageGRID sE#xHVFAIE « 5526 o FF2R "TEIZE" 1T StorageGRID 1%
SMSREFEE « 5526 -

NetApp AutoSupport

StorageGRID BJ AutoSupport IHEERI:EE EEEATRMARBEAN ~ W BBRESEEXE NetApp ZEMALL ~ &
ABPIANSZEEFRZIESIERHE o RIETER « F—RRE StorageGRID B ~ ZEYAEIX AutoSupport E4
Z NetApp ©

AI{EFAIEINAE © AutoSupport i@ ~ NetAppiE:E SR LLEIHEE ~ E&AutoSupport E StorageGRID fEHIEE R 4R
BEURIRERY ~ IR SR IR TNAESRNNGR R RE S Bl AR R o

ZHRHTTPS » HTTPFISMTP{EEAEE SR EMEEIRTE o AutoSupportea it AutoSupport EXFBISIRIIEE
NetApp 38FUEHEH HTTPS 7 81% AutoSupport EZE NetApp MTERLEEHFEARE ©

BRREEFELEZ (CORS)

NRITHRRE A AEIE ) Web FEFZINAESNTFEN S3 ArRERRVBTREAIMME ~ BURTLAA S3 ITlEREBRIFE IR
H= (CORS) o —fM= * FRIFRE « TRIFEZRAE CORS © MNRFBECORS ~ A EHRHITEEERIZKIR ©

A2RENTSR "REBRRERLE (CORS) "o

SMEf2RE

FERHRICAER T W ARERR A StorageGRID FBI EMINAERN L 244 HRERE o EATRIMNVERIRIBE B KED
E R RHStorageGRID FEUINAE « BRI RMERBRE RERINANG A - BEINIREEECEN NS « A
RIAERG (IPS) MEMBZERE -

ARIETNARIFREZZERHNHBREEHTES - E=FARTHAREEZERIGESD « LIRHEINIER
fRs& ~ BILEIEE -

MR
PRI TETRER © HEREMERN RESRUAERE £/ StorageGRID EITHZRUAEMHE" o


https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/logs-files-reference.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/audit/audit-messages-main.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://docs.netapp.com/zh-tw/storagegrid-118/tenant/configuring-cross-origin-resource-sharing-cors.html
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf
https://www.netapp.com/media/69498-tr-4921.pdf

RRIEE

Copyright © 2025 NetApp, Inc. FRTEFRE o GEEIR ° IHEREFMB ARASERET » MERARERE T
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -


http://www.netapp.com/TM

	系統強化 : StorageGRID
	目錄
	系統強化
	系統強化：總覽
	強化StorageGRID 功能的一般考量

	強化軟體升級準則
	升級StorageGRID 至更新版軟體
	升級至外部服務
	升級至Hypervisor
	* 升級至 Linux 節點 *

	強化有關資訊網路的準則StorageGRID
	Grid Network準則
	管理網路準則
	用戶端網路準則

	強化有關節點的準則StorageGRID
	控制對 BMC 的遠端 IPMI 存取
	防火牆組態
	停用未使用的服務
	虛擬化、容器和共享硬體
	在安裝期間保護節點
	管理節點準則
	儲存節點準則
	閘道節點準則
	硬體應用裝置節點準則

	TLS 和 SSH 的強化準則
	證書強化準則
	TLS 和 SSH 原則的強化準則

	其他強化準則
	記錄與稽核訊息
	NetApp AutoSupport
	跨來源資源共享（ CORS ）
	外部安全裝置
	勒索軟體緩解



