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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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* &8 "HETFEER"
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1. %% Grid Manager 1Z5E32EEGREAEIT ~ JARIEEEL * API XXM * o

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BEEFERTAEAPIHITIEE « A% StorageGRID TEEEEAPI) HE LA AIEFABAPIH o
TAEAPIINEEE « OARRBITEN - A BRIt &R ZEKIIAPIRRZ o StorageGRID

3. JEENFRERHIVEEE o
ERIAPIWEERS « ISRIUERIAI ARIHTTPENE ~ HIZIGET ~ PUT » updatefIDELETE °

4. FEEHTTPEMEUE B FRAEFMAER « G1ERHMBURL » HANENEFASHAVEE « BAAEG (RE
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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Grid Management APISZIE R EEREEE AR - BETA ~ BN BERFEERNIsonBREPIRUEFEAE RS
=S (LR POST /api/v3/authorize) o HIRFEAECKRINESE - BSELZ2 MR o IEER
BT BBAPIERAIZEEFIRM ( TH2H#E © bear_tokon_| ) o HENIETE 16 /\EFBIBH -

@ UNER StorageGRID BUA T E—F AINE ~ N BHITARINEZ DR - 552H MIRBE
—Z A ~ BIESEE API o |

MERERELZMNEN « 520 HEBELERBE -

* AP ¢ | REAPIREEIEE - UEERIIMNIEZETAZ2MFE StorageGRID °

* *#HRE * © £ Grid Management AP| ZE ShRASFIRRAHERABIIEEE o RIS sZhR AP sZ 1B R 2 dm kR4S
#Grid Management APIEZERRZA ~ A UE A EBRIIAPIRRE o

* *{ZRTHEE * IR CIAEEEAThAEREE o

* *DNS falfRss * : FIHREEDREIMNE DNS AARSSAIVESE o
© C BORIEEHAER ¢ | B ERE SR B ARER IR IRE o

© CIRERAEIEAETE ¢ [ S RETE S3 iR R IERI(EE o

© * SHERARDS 1 SHEMRER S ENBHVIRIE o

BT O BRIEE RBFRER

* CIETERE ¢ IEREE (BIRER) o
cBERILE * EREE (WLEER) o

© O AEARAEER ¢ 1 B RS AR AR B EERYERE o

* *GRID ZHE * . FEREIEEIEREE o

o *EH4H * L BIEERH Grid Administrator B#4A K ESMER LDAP {alAR2SHEEN[EIEE Grid Administrator B£4HAY{E
o,
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* BAHEBIR *  REIMNPE D HBR R FEE D E R A REAE ERNEE
*rILM*  BFRERBEIREE (ILM) E¥E o
© CETRRER ¢ L BB RRETRIVEERR o
 * PRHE ¢ #EEUREEF StorageGRID IRIERIEE o
* Hak * L WER T E B S RIRE

* *$5fZ2 * . StorageGRID 151% LRYE% « G E B BNEHEIEEN - UKk—EREANSEEIEIES
&) ° Grid Management APIff fiPrometheus 2 4551 T E{EARIRERIE © W1EEEPrometheusE /Y
HERAE ~ 552 RPrometheus#Bik o

C) @Emﬁﬁpnmme%%ﬁEﬁW%ﬁ%°EE%E§%§E%m@£MD$%ﬁEﬂ%
BN TREERD Z FEEE -

© * ENBEEEARER ¢ ¢ ERRASFANERIAVIEZE o

* EIREEAR ¢ ¢ BRAREAKIARE ERYVESE o

° * ENRLETEARRE * ¢ ENRARETEIRRE ERUMEEE -

* *ntp AARES * : FIHSERIMNPEREREERHGE (NTP) EARSSAIIEE o

* U A R EE R B EZE o

*tIRIE ¢ IRIEIBIZRVIRIE

* T IREEM L TEIREEMRIESE

c B RRAEILEEREE o

* *SIMIHEHE * | TERIE S3 M HERTE ERIIEE o

* * EARERREE ¢ | AR SR Grid Manager AIARE3/REEAVIESE o

* SNMP : HHl SNMP #HRERIVEZE ©

* *RETFEOKED ¢ L RTFERRETFOKED o

* ORERER  OREDERAAESE o

* AREENBRIRER © | EAREENAP RERAER EREE -

* *EAE L RRKRERE Grid Manager EFERI(EE ©

Grid Management APIRRZEI2
Grid Management AP B IR ASE IR R 2 IR AP ETEERIHA K o
40 ~ Itk Request URL &¥57E API BIRRZS 4 ©

https://hostname or ip address/api/v4/authorize

EETHERTESNEER « API NEZIRAEIEN - EEITHRERBENEER « FIEI0 API BIRERR
7 o BARNEE BLEIE RSB 1 o

THIEEFIERBRIN AR B AV E R B SR IR S APIRRES
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APIETELRR EhR7 Hrhk s

BERRER 2.1. 2.2.
BERRAFHEE 2.1. 3.0

F—RLHE StorageGRID #RELEES - I ZEASRITARA AP o Ri@ « EEF4KStorageGRID E2FHITHAERRZASHY
EFTRREF ~ MR 4EEBFEERRBIAPI ~ LEVSE /D —1EStorageGRID HRZABIEFTINAE ©

@ I LIRRE T ERIRRZS o 552260 Swagger API XX {4FHY * 4HAE * —&f ~ LUEYS 498 EIEAPI" LAY
BEZEN - LEZIEEHA AP| BEIRUERRIREZ % « EHERMNZE -

BRENEREUTI AR AEBE :

* [CIfEFESEA deprecated : true
* Json[EIfEARN B S ldeprecated) : true
* NMS.logHr &3 EBRIVES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

H i B RTARASSZ 1R HPLEAPIRRZAS
5 GET /versions API EREEIZIRM API TERRAVFE o LERALF Swagger AP XY * 4HRS * &

B

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

IEEERMAPIRRZ

TR A RRIS 2 BIRIEEAPIERZ (/api/v4) SAREE (Api-Version: 4) o YIREEEHZEEWEE - 8
RRETERREE-
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

PEiEEHAILE KBS (CSRF)

1% StorageGRID BJ LA fE FH CSRFHEM 258168 A CookieBIEREEINAE ~ HABNBAEEEE UL B K
4% (CSRF) IXE o Grid ManagerfifHE & iﬂz‘tﬁ‘a@m&%ﬁt#%mﬁﬁ HithAPIFE
IHR IR R S EE AREE o

gﬂé%%%%ﬁ%ﬁﬁéégﬁiéxﬁﬂ%ﬁﬁ (BIMNHTTPREPOST) -~ HIRE G ERERBEAEAERCookieZE HIFTEE

FFICSRFEN 1 BIFAECSRFIZEE o StorageGRIDEXFEEF ~ 45 CookieFI A B BRT S EIZEa S EPOST
EXBEHAR °

EERIFILINGE ~ 5B € csriToken 28 E true FE:EHAR o TAR(EA false ©

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

UNSRIEHRE ~ BJAA GridCsrfToken CookieRAMBIIERRE ~ BN E AGrid Managerfll AccountCsrfToken
CookieZ UMBIERTE - ANEAHFREEER -

ﬂu%Coome?ﬂ‘ BIFF B al{ERAAAAREEMESR (POST ~ PUT » PATCH ~ DELETE) #WASS Ty HEA—

* © X-Csrf-Token 1R8R * I IRER{ER A CSRFH#ER CookieBI(E °
* HitESRUREISERRMIGEL | a csrfToken REMRIBFERANZH o

INFHMEEHIEFEER « SB2EIR LAPISF o

@ WMRERRTET CSRF #EM Cookie ~ B FHEMEMER JSON B3R FBBMAREIMIBHEIEHT
3&%IEMA I Content-Type : application/json | 1Z23EZK ;&5 CSRF IZE o

MRERE—F A « FBEEFAPI

MREMRE—ZA ~ 55EAAPI (Active Directory)

MBEE "Ea EEE&%E—”A (SSO) " T B &{E A Active DirectoryffiZSSOLFER
WHIEEE—RFIAPIEXR « 7 BEEVSE AR Grid Management APIE{FE B BIRAPIR RSB HE
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L e

MREFEE—ZA ~ 555 AAPI
IR IT(ER Active DirectoryffiaSSOF i8I HLFER « BEAE LT
FIYAZ Al
* {CENZE B i} StorageGRID FE{E IR & BH4HVEG R FEREBISSOF HE L IBAZES o
s NREEEFIIEE SIEAP| ~ SHENIEFABIKREID o

BAREETLF
EEISEEEN « ERIUER THHEHP—(ESE G

* ° storagegrid-ssoauth.py Pythonig<H5 ~ {itStorageGRID ZEEMEZB#%H (. /rpms ¥ Red
Hat Enterprise Linux - ./debs @A Ubuntud{DEBIAN,UB; . /vsphere CGERERVMware) o

* CurlZRBI TERIZEEH) o
MRBITEEKIE « B TERIZrIESEE o MRS EFIIUTHZR | A valid

SubjectConfirmation was not found on this Response?®°

() B TERIREm AN L S B 1%

NREEER URL 4RIERIRE ~ rIsE 2B FILLTEEER © Unsupported SAML version ©

HER
1. BEUT SR 2 — UEISBREE MY ¢
° ffM storagegrid-ssoauth.py Pythonfs<H§ : AifESEE 2
° fEFCUrZEK o FIfELSERS o
2. NREEFH storagegrid-ssoauth.py I5LH » 15 SHEFIEAPythonf2IE2S « RBHITIESHE ©

IR ~ SFEMA TS5 #REYE !

° SSOAE o #A TADFS] 3¢ TADFS] °

° SSOfERELTE

o T IRmAIAEIF StorageGRID

° fR7RiZ{EStorageGRID RizE

° fHRIRAID (MREEFEHEFAEIEAPI) o
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

B T BRSE M o StorageGRIDIEIRTE I LISRER AR ELthZE K ~ R R EASSORERAPIBY S

T o

3 MRCEEAHEEER « FEATIER -

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EE7FEGrid Management AP ~ 55{#FH0f(% TENANTACCOUNTID °

b. EEZFWKNEEZNEEURL ~ AREHPOSTERK /api/v3/authorize-saml » M EIEPBIFE
fthJson#RES o

IEEBFIEERAIE 2 EEFEFURLAIPOSTE K TENANTACCOUNTID © #&RIHEEE python -m
json.tool R JSON 4REE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json”™ -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEBHINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. 77 SAMLRequest HEIREFREVSUEEER S EA o
export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cvfwA%$3D’

d. BUS5EEAMURL « EFESAD FSBIEBIREXID ©
E J—

L —(EREIRE A TAIEERURLREREARE

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

[EIFEEHER R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. WEEFHEFRRIRERID -
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHREERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSE{E[E|302E#E [ - WIEZeEPREREMEH o

() |DRCHSSORMMBEASEAME (MFA) AREPOSTHE BANR (BN
BIER o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. f#%F MsIsauth RB[EIFEMICookie o
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. 1588 R FIX A CookieHIGetER EIEELE o

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

CIFEFEEE B FAD FSTEREEN - UMHEBHBREHFER - MEEAX EERERERMITE
& SAMLResponse °



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AN RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

OIS BLIEER R IERL o
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fFOlfEPAYERE M 55174 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MEMAE—ZA ~ FHEHAPI

MRERAE—ZEA (SSO) - B ERH—ZRYIAPIER « LU HGrid Management APIE{FEF &IEAP o
YN R IEE Active DirectoryffiZASSOF 9 AHfER « BBRELIET

RAREIETF
MREE - S UEHASNE—SHER « B StorageGRID API o & ~ &t A] LI 35 StorageGRID KB
THIEENE—SH (SLO) : EEAMStorageGRID HISESOFEEER o

1. BEEEXECHEENEHENR &% I Cookie | T SSO=true | &4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

FEEIEHURL :
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. FIFEEHURL -

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. EEEREEHURLUMEZESLON EFE A StorageGRID ZER ©

curl --include "SLOGOUT REQUEST"

FEE302[EfE - EXFERUEBTERRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIpRStorageGRID &R o

filffStorageGRID LA ESSOE’JTES'Z?%*EHE’JHEWHE o MR ARIRME I Cookie 1 SSO=True s ~ Al
EAEEE Y StorageGRID MIAE 2 SSO HREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERNRFEABREEEH

HTTP/1.1 204 No Content

WMREARE—FA ~ 5EHAPI (Azure)

MRIEH "B TEjIE&ﬁH“ —& A (SSO) " ERILAfERAzureffiASSOMIER « FAME
5 S IE RIS E AR Grid Management APIE(FE B BIEAPIRIES B HER, o

UNRENFEAzureE—& A ~ 55 AAPI
WRIEFE B AzureftfiASSOE 3 AIHLFER ~ BIEAB LIS
FAtAZ Al
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* fTHIE R StorageGRID B R SR EFAR RV A (5 FH E RISSOE FER (4 st FI 2205 o
* MREREFEFE A BEIEAPI ~ ENEHEFIRAID ©

RAREIETLIE

EEASEREEN ~ ERILUER THIEFESHS -
®* ° storagegrid-ssoauth-azure.py Python?'az’%ﬁ%

* o storagegrid-ssoauth-azure.js node.js I5<H5

EMEIE S IEERIFY StorageGRID REEFEZE B ##H (. /rpms ¥ Red Hat Enterprise Linux ~ . /debs
FAUbuntusiDEBIAN,J % . /vsphere (ERAIRVMware) o

EEH Azure BITIER API 5 « 552/ storagegrid-ssoauth-azure.py &85 | Pythonig <5
B StorageGRID EiZRHMIBEXR (FHESAMLRequest ~ Z BEVSIZHEREER) « hZMTANode. jstE<HE
BiAzure B &) ~ LUHIITSSOE ©

SSOEEAILUERA—RFIAPIERHIT « BEERMILEARERE - Puppeteer Node.jst& 4R °] FA 2k 1F1HAzure SSO7T
E o

WMNREEE) URL 4RIERIE ~ AISE @B EIA T 8852 | Unsupported SAML version ©
1. REEFFFBRAMGKME « WTFFR -
a. Z#Node.js (55288 "https:/nodejs.org/en/download/") o
b. Z#EEFREERINode.jsi84H (puppeteerfljsdom)

npm install -g <module>
2. ¥PythontE S IEEIEAAPythonfR 28R I TIS S F8 ©
SR Pythonts S B S IT I FERINode. jstE S5 ~ LIFNTTAZUre SSOEE) ©
3. IR  SFBMA TSI BHNE (HERSHEA)
° ARE AAzurefYSSOE FER {4k
° fR7RiZ(EStorageGRID RizE

° HRARFID (MNREEEFEIEF EIEAPI)
4. HIRGRTRE « SFRAEES - TERERERFRHEMFARESAZUre ©

ts\azure ssorpy storagegrid-szure-ssoauth.py sso-email-address userfmy -dosain.com

ocom --tenant -account-id @

11:30:48.8072" , "status’: - "success’, "apiVersion':
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https://nodejs.org/en/download/

@ RSB RRMFAZEAMicrosoftigsE & STl ° WRISERBEIS T « U REMAZZLRY
MFA (BN AEXFEE P UREIRREIEE)

%atjtlj FriR {7 BRsE AT o StorageGRIDIGIRTE A LURMER AR EME X ~ L R EASSORERAPIR 7

MREBE—FA - s5fFEHEAPI (PingFedate)

MRERE "E‘“ﬁﬁﬁﬂﬁﬁﬁ—’mﬂ (SSO) " mB&ERPingFedateffiASSOMFER « w78
BH—ZRFAPIER ~ A5 FBF:Grid Management APIZ{fE A EIEAPIBYER G RERL o
MREABEE—ZA ~ 5FEAAPI

W R E(FEHBPingFedateffiASSOF AL ER « BBAELET

FEYaZ Bl
* {®&03E B 1 StorageGRID FAE I [E)1F & B 40V R F A E RSSO & LIRS -
s MNREEEFEFEER BIEAPI « EEHEBAIRAID °
RAMEIET
IS EREEREM ~ (SR LUfER T E e —{E ) :

* °o storagegrid-ssoauth.py Python}§<H5 ~ (i StorageGRID ZEE4EZE B A (. /rpms 2 Red
Hat Enterprise Linux - ./debs @RI Ubuntug{DEBIAN,JXB; . /vsphere CEREMRVMware) o

* CurlEBRM T{ERIZEEH o
MRPITRENIE - B TERETIEZAR o Ko E R TR | A valid

SubjectConfirmation was not found on this Response®°

() @BICuITIRRIRE AN L H 5 T 5120

WMREBE URL ARESHERE ~ oJeEEHF LA TEE5R | Unsupported SAML version ©

1. AT 7E 2 —IAEISBR B REY.
° {ff storagegrid-ssoauth.py Pythonf§% 58 : BIESEH 2 o
° fEACUrEK o FIEPER3
2. NRECEFH storagegrid-ssoauth.py I5LH » HIESIHFIEAPythonfRIEeS ~ RBHITIESHE ©

HIRGRRET ~ SFMA TSI ZEYE !

° SSOF% o eI LA A T pingfederate | FU{EfEE ( PINGFEDESTATE - pingfederate &%) °
° SSOfERE %S
L4 7 SEEA4BIE StorageGRID o NI A EA I PingFedate o AL ERE A #H A EAE o
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° FRREMES

torageGRID %8

° fHRIRFID (MREEFEIEREEAPI) o

python3

storagegrid-ssoauth.py

sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T T T T

T P e P P P S P P TP TP S s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

BHPREHT
£ o

BRsE MY © StorageGRIDGIRTE AJ LURER AR EMEXR ~ B KREASSORfERAPIR T

3 MREBEAHBEENR « BEATIRERF

a. BEBAFRENEY o

export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

HE1FHGrid Management API ~ s5fEF0ff#A TENANTACCOUNTID ©

EEBWEEZENEEURL » SBREHPOSTEXR /api/v3/authorize-saml > M EIEFEEFE

ﬁﬂJsonﬁﬁﬁ%°
L& FIEERTENANTACCOUNTIDM 2 EBEG:EURLAIPOSTESK o 45 R & {HIEEpython -m json.toolAFE
BRJson4REE o
curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"
\
--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEEHIAYCIFE B S URLARIBH E 2 ZURL ~ ERE & HMJSON-encoding/E ©
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#fF saMLRequest EEIEFEIGUHEER SR ©

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[EIFEF Cookie i [E]FE[C]FEEIFE

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. [ lpf.adaperld] 1B ~ M [E]FECIFECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f B THay fE (BIRERFE) - AREIFELRE :

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g- BEH 178 fB:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. FEXAEVERICookie :

27



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {#7F SAMLResponse BRI :
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="
J- {EF{#7F8Y sAMLResponse ~ ¥J#&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o
AN RelayState * MIRIEEE AGrid Management API ~ :5{EFTE A 1R B IDS{ERO ©
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE EIFEERE AL o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. O ERSE M 55174 MYTOKEN °
export MYTOKEN="56eb07bf-21£6-40b7-af0b-5c6cacfb25e7"
CIRERILAER MYTOREN BFCEMER « BN A EASSORERAPIFISG I ©
WRBABE—ZA « 55EHAPI

MBERRE—FA (SSO) - ENEZEH—RIIAPIER « LIBEHGrid Management APIS{FHE EIEAP o
MR EEAPiIngFedatefiASSOG 2 A HIER « BIERAELIET

FAREETLF
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MREFEE - S UEHASNE—SHER « B StorageGRID API o & ~ &1 LU#E 3¢ StorageGRID 2Rk

BTYIEEMNE—SH (SLO) : EEAEMStorageGRID FISESOEEER o

1. BEEELEZBENEHER « F# T Cookie | T SSO=true | 1545 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EfERIZHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. FEFEFHURL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. EXEREEHURLUAEZESLO E HiE (A StorageGRID EiER o

curl --include "SLOGOUT REQUEST"

ZE[O302[EE - ERERMEFBRRMAPIZ L -

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIBRStorageGRID &R o

flif%StorageGRID LA ZSSOMAZIR#EMM A AR o YIRKIEM I Cookie 1 [ SSO = True J

EAEEE Y StorageGRID MIAE R ZE SSO #REE ©

Nl
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content OERTEABREEEY -

HTTP/1.1 204 No Content

fEFAAPHZ FINAE

&R LUE B Grid Management API3R 522 {2 StorageGRID {EX R A AIFLEINFE - (FH
HIETHAERT ~ iEAISRERRAGEMA ~ UEITEZINAEAERAB TE o

RAREETE

EHRBINEE R I B R LE 7B StorageGRID ELEINFE o (FHRIIRE RN LR IR FEC RN rootE B E B
EIRRHARNE B EAZINRENE— % o

L ERFRIILINREN AR ~ 5BE R TR :

AEAR—KARFFHAER ~ StorageGRID EFRUBRIRE ~ LEEHMBHN—ERRNRERE - A7 (FEH
BYHNEZE - ARRHRERFRESTEMBIRAE  KEREAFETABERKRS

_ABIARLUERGrid Management APIFIfYDeactivate Features 4R REZEM L EIE - B @ T 2= A Grid
Manager (UIFIAPI) RS EEFIREETHEE « AEARBRREFEESERE (i&rootERAENER"
root access* RN AE) HBEEEEFHEPIRFIRERENEN

1. ZEXGrid Management API8YSwagger>X 4 o 52 " Grid Management API" o
2. R IERAThAERES o
3. BEEHAREIENE  FINEEHEFREN « B AN EEZEAP ~ NTFFATR

{ "grid": {"changeTenantRootPassword": true} }

FsATeREr - EEEARBIBNESER - ERENERABET - @EARIREN - E1FER « EXEE

ARV AP E2REEZ R ~ LHER 403 21k o
EHEENMEBAYINEE

RIETAR « A UAEMAGrid Management APIEFTRXENEFARIINAE ° £ « MNREAER ILIFAIIEERRHK
EHEE « EALUS R RUALIRE ThEER S o

@ EORENRUR * (FRTOEE * IHEE - WRLIREFAULINGE « 55ER « ERKBERAENREEMR
HMSAINRERISET] o ER AR RAMTSZIRERPT ~ A BEWIEEAIRKRBITNAE ©
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1. 7ZHXGrid Management APIBSwaggerX {4 o

2. R HFRTHEEIRRS ©
3. EEEMREFIAIIAE « A ANEEEAP  YITFFIR !
{ "grid": null }
FERULERE  FrATHAE (BEEEMERIRENINE) HEEMAE - FREMERESEREEFERR

ZHEEEEIR - MREAEFEAREFIN N EEFHFREHEEER  AIEMEAEEHRRIREERIAPI
EREE RN o

- —{EIA)E BHEEY_all RN - MREMEMBRISERENIEE « CAFEPUTE
RPBBREISEISLINEE - I - BREHMDLER S REHEDAELREETE TN 5
()  mzmpuTER:

{ "grid": { "alarmAcknowledgment": true } }

1% H|StorageGRID HIHAERITEEY
1% StorageGRID 77HY : 44%

BRI A% A StorageGRID 21 ABBMFERE « UisERAGEERFAR - JRIEHIMLE
ANATATFERINRE ~ UK ERE T UBITHLE T (E o St LOEERBEE—F A (SSO) -
B AP IR/REE « UREEEREDRS o

EHI¥Grid Managerf977EY

ERILUEBIE S 77585 i BB AR TS E A BHENERE « UREAHEHENAELEERE « 2KF sk ] UFEGrid
Managerf1Grid Management API ©

fER "B B e EATRRE "EHAE M EAE IR ~ MEERE U ERAERRIZIEE A StorageGRID °©
R {T{FEF Active Directory ~ OpenLDAPZ{Oracle Directory Server ~ BRI L& TE & 93 58 B ES o

() WREEBERS—IALDAP VIR  MIHERITZIELR o

TR LESRA BN TEACRESEERE T THLET/E ER" AaE@E84E - A8 ~ eI se R EE @A
E%ﬁﬁ%%ﬁ%%%ﬁww,%ﬁu s BUREMBHEFRERERITHE L - FRELEBNRED—ERET SEEFINR

S A LR BH AR E A MERE o MEERH AR E A RAEMIRREMINAE o PIEEIETE Grid Manager 3 Grid
Management AP| FR3ETTIERIE T HMITIERIESE ©

ERFE—BA
SREAZEERESCES2.0 (SAML2.0) ZEEMNE—F A (SSO) StorageGRID ° {&5csE "5% M EYF

SSO" ~ FREERE AL HIMNEE D H AR SRS - 7 8E7FEX Grid Manager - Tenant Manager ~ Grid
Management API & Tenant Management AP o Z#{E & #5% & A StorageGRID ©
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SEERICERMEN

J—F%tc LEMEEIRE « LUK T #iStorageGRID NEREM ) K« BREEAERLERN - WREZEMENA
AET 8B StorageGRID EERGNMERAEENMMBERED o ERIL "EEEHEEN" HBEME ©

SR T ELTS
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BEEUELS  ENURLILALEIZER « UWERS HHpHERNEARR

3. BEMSPITHUEASSOE AStorageGRID XIRINGE « sAEECEA T EHP—EiLE* « ERNEEE
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You are not signed in.

C Sign in to this site.
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+" Single sign-on authentication and logout test completed successfully.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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‘ Edit ‘ |ActionsV

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test

Tenant ID:
Protocol:

Object count:

00402213 8117 4859 6503 l_D Quota -

s3 utilization:

0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

o Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal

Server Error

Retry account clone

MRIEREMR « AR IRPIRER S ERE H thiEs -

BERERERMER

RnEREP R RE—EER

8

B "R E R (HEE "EEANEA" HRNER)  CEEERHFAENERR
* P ERIFER o N

102

=1

BX

B—{EER



https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-118/monitor/grid-federation-monitor-connections.html

Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: 0 Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
SEdrt Q Displaying one result
T t
enan Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan
InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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2. 7% audit.log F#E CGRR & ~ M ERAFEIZRIE T AR INEER -
g0 ~ tEE S EERZE 30 DEENAFRAE CGRR :ERM Greps ~ MifFEAREIZERAATA o

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

HEEn L BYAS RSB LI L EE A - HF 8 F7NE CGRR ASRIER - £8fF « FRABERER 2RI G E(0—
ARfEER « AP ERER - A= AERERN [ERWHF) 1FF - RBE=EIEREAN MERMFE F

o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QJRBNDIZzODAENFQ3MyO0xMUVELTg2Q jJEtODIBM]JAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyOxMUVELTkzMOYtOTglMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUtN]jQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup

Create a 5torageGRID
clientin the KMS

v

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

*_

>

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS
configuration

KMS process *
> Appliance connects to
KMS to request key
Yes *
KMS key replaces
temporary KEK
Power on
or reboot? +
Appliance is secured by
KMS
No
B ERETKMSHKELARRRERTELITHIT - MEETLAREEK « 7EERE BN BRI Z Al
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Tenants

To view more recent values, select the tenant name.

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Search tenants by name or 1D Q Displaying 5 results
Name €@ = logicalspaceused @ =  Quotautilization @ = Quota € = Objectcount € =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 §5.00GB 85%  100.00GB 500 41 0
Tenant 03 500.00 T8 50%  1.00PB 10,000 <] 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —)] |_D
Tenant 05 5.00 GB 500 4 @
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSV Search tanants by name or IC O\ Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HAEREFRE Mk BE - MRS ERENEMERAS - LHEEREEREBZ AR o [RE—(E
2 WEETSERBNRINESE  HEHERsEREEsa - aiEnss @ BE7RrLRET -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® = URN@ =~

my-endpoint-2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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MNetwork Storage Objects iLM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests
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== Pending reguests
Request Completion Rate @
1.00 ops
.75 ops
Oolops
0.250ps 4

Dops

E 13:55 14200 1405 1410 14:15 14220 14:25 43 14:35 1440 14:45
== Replication completions == Requests committed
Request Failure Rate @
0 op
15aps
210ops
005ops
Qops - = -
13:50 1355 1400 14405 1410 1415 14:20 1425 14:30 14:35 14:40 1445

Replication failures
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1

Type: Primary Admin Node

145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected

Software version 11.6.0 (builg 20211207.1804.614bc17)

HA groups: Admin clients (Active)

FabricPool clients (Backup)
K

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth [Client Network)
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EFRPN EHRER B EMES?

BEREHVIPAUNNEZ(ERRNE c MRHAZBEESZENE - BERRNTEKRIE « VIPUIEEKIRETIR
53 %5%—1@7}%5’]1ﬁhﬂﬁ MRZNEHPE ~ VIPALERET— ﬂEI_JFHEI’J{ETﬁﬂE RILAEHE -

AEEBEA A N IME—REE

NEREFENEEEH o

NEREMENEEE R XA HMETR R ER2 D 1E
* fERS T ERAA -
* BETHRRBEEEL -
* SR FAERFSEL

@ FEERP A EAVENREIM PR IE ] SE R S E S A TE18E o [k « Grid Manager 5% Tenant
Manager ARt A 2GRS TEF2HE o

REBERFERRARXNE MARERHR - BRHEEAEARIGEIEMZE - MAALUIEEENES
1TRIRUEEIEE -

ERERUFERBRAIBEFRENTEBRARAR « VIPIIIE B8R EANESETIRFTE

UNE{EFRAHARH4E 2

UTL/(@ﬁﬁu—J—JﬁHF' (HA) B##H -~ AStorageGRID ¥4 BN EIEAGRESATHEEN
HIZEYIHER o

203



* HABHAE nTiR = n] A EE RV B TR AR = Grid Managerg{ Tenant Manager ©
* HAB¥4HR] A S3FSwift A B imie s v BB REELR o
* EES—ENTERHARERAT R RIS EVIPALL « X PARERE IPve{iit o

SAEERETES E’Jﬁﬁﬁﬁﬁﬂﬁﬁﬁ%ﬁﬁlﬂﬂ’\]ﬂﬁﬁﬂ% s HABHEZ BERR LB AT AE o I HABHAERT « SHICIRIHLFRTE
HE?“EI’JEﬁEEJ'EEﬁﬁiE TE

- EIEER | R HTEESARTS « W AJFEXGrid Managergiil A EIEET ©
B ¢ A TSR

HAZ¥/HRY R A LEFR R RV BN RA TS EHARHAE
ZEXGrid Manager s TEIEEE (F)
* IEFEEIRIRE

EE T EEEMBOAREENH o BN MEEREF R T2 EIERE

BEHAT o
{£PRE P EIEE LTI * FREIFTEEIRERL
S3ESwiftFl FimfFI-B & F&RkRk - EEE
% * FEERS
BIS3A R IRTFEN "S3 Select" * RFFRARE

* VMware#RBa s,

PysE : fEFS3 SelectFZZEAHARE « BREE -

F&fcGrid Managerzi Tenant Manager{# FFHAZF 4B PR !
NRGrid ManagerdX Tenant ManagerfRFEA N ~ HABHAR IR EM A S iHE o
%E%@E@ﬁ’ﬂ?ﬁ%ﬁiﬁ% F AGrid Managers AR EIERER « RN EEL ~ B EBREAASEEENITLT

ETECIEMMEATHRR « BIERTRLEHEERR - DEREHARE - SR UFRAGrid Managergs
¥EStorageGRID EHIEE£ R4 ©

HABHBRVAERRETR
TEREARNHARERESNEEH - SEZERENE BREFNRES o
EE - BEORTHABERNEENE « BERTHABEROHNRNE o

204



Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_LP GW 2 (Primary)
_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

I_; HA Group 1 VIP

| - '_"' GW 1 (Primary in HA 1)

(Backup in HA 2)

DNS
Entry
~ GW 2 (Primary in HA 2)
‘ —— (Backup in HA 1)
HA Group 2 VIP
TRIBERPBZHABREAERS ~ MBI o
4HRE B3 TRZL
FHEHHA * BARRBINIE RN A ZMKFERNIIAE  © HABERRBE—EERERER SR

HITEEStorageGRID ©
* RERA TS ¢

DNSTBIRECE &R * EfNAggregate BRIEE o
c mEIEEH o

EFHHHA * REDAUN ZEHABE -

* SAggregateRIEE  AIEHABHEHE

MHETE °
* RERIERE

f& - BEHABHEE DA —ERRLER

FIBARRS ©

o

©°
Il\\,

)d:l

* EEE £ StorageGRID REBHIEINEE

LT AERRHERS o

* REXFEFNRESINIRE

© ERMBRRE °

JUTAEREHERS o

* REFFEFIEZATIRE

AEEBE « AIREBURAI AP In1T

* FEE1£StorageGRID REHRILINAE

1B

1B

205



REE FAERAE
TR ESURAE (HA) 834 - LUEHE SRR s FEE N LIRS BERE
BAtaZ Al
* I ERE AGrid Manager "SZiEFU4EE 228" ©
* {&HER "root IZEUER" o
* MBEITEEHABERERVLANNAE « BMIRTEBEILVLANAE © 5528 "s2EVLANT TE" ©
* MREITEHHHABAFNEHRMEREDRNE ~ IIEZiu m| !
° * Red Hat Enterprise Linux (ZE£E0BE 7 A1) * @ "EIEIERAERSE"
° * UbuntusYDEBIAN* (ZEEREZ AN * @ "EILEIRGAEEE"
° *Linux (ZEEEZEZE) *: "Linux | #rigF & aiFm EEEIE
° *VMware (REEEIZEZE) *© "VMware | fri & EE N EEEDZ"

Bk

RS REE

ECEIUSAAERER  SFEN—SENE « ARKEFTIEF MRS - 8% « Ei—EHZEVIP{IitE
IKkaEHAE o

NENAREMAHARBRIREE L EIRENEL - HABHH RAER—E A Em AT RIEE R « BRE—EEE5A
Hith A E e AR EMHARHE
FERE
S ER
1. SRR >R > S n] FHE R4 o
2. 3428 Create (J8iI) o

B A HABHB RS AR

1. BHABHBER (MM —27E -

2. (FIE) BIAHABHHERYEREA o
3. BEEMES o
HIENEEHARE

1. EN—RZETEUNIE EILHARE -

ERMIEERGFY « A RSHARUAERKETE -

206


https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-tw/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html

Add interfaces to the HA group

Select one or more interfaces for this HA group. You can select only one interface for each node.

Q, Total interface
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ D1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

+

1 (Primary interface) s DCI1-ADMI1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

=Y nd by 3 clach and the ciihnat lensth
F = ~ved by a slash and the subneat lengt!

T —— |
A d0aress foow

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is

32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address
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S3 load balancer endpoint #

Port: 10443
Client type: S3

Network protocol: HTTPS
Binding mode: Global

Endpoint I1D; 3d02c126-9437-478¢-8b24-08384401d3cb

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

I
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. BEIE-35FAutoSupport TMHFEA L] * o

IS HIR TR EAutoSupport HESE BHE o
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

‘ ® HTTPS ‘
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directly @
* via Proxy server @

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Test Configuration Cancel

6. eI HTTPS “EAZIIT o
()  EEEREMM HTTPS M -

7. EEEBProxy AIRES" ©
8. BiiA tunnel-host EA&NIHE o

tunnel-host EFAEIEMEEZX E 25 AutoSupport EFFBIFFFRIL
9. BIA 10225 EIFIBREE o

1145)225 Z StorageGRID Proxy fAlfRes EBVEIZIEARSE « AIEFEREER E R71ZHI231%UX AutoSupport E

10. EEi2+ 84855 5k B AutoSupport 1RBIProxy AR 23 AYER FRFNARAE o
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FRtEZ Al
* {&#¥A rasswords. txt £5 root/ admin ZHEHIFEE ©
* f&¥FA Configuration.txt % (AEWEEHHEE) o
* ReIZAB P IEERANFSHRZ<3 (NFSv3) o

R EIETIF
#t¥StorageGRID HMER FHEFEZA SN EHMITILRR ~ URIFITIRER o
TR
1. BATEEIEME -
a. BATH&S | ssh admin@primary Admin Node IP
b. & ASFRFIMIZEE Passwords . txt T !
C. BATFEL U Eroot © su -
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d. WA FRFRFIAZEHS Passwords. txt #E5E :
B LArootBE AR ~ BTREWEE s E 4 o
2. WESUPRARFSHIIRAESZ T81TH) =X TERRE) > #A ! storagegrid-status
MREMBRFEARIITS TITH) 2 TEREl  AABAMEBEE -

3. IR[EE2LF o #* Ctrl-+ C* o
4. FIBINFSAHREARREI o WA | config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

help
exit

5. ¥MLHEZFAFM | add-audit-share
a. HIRRRE « MAREZERENFEZAE P IRIPAIILSEIPAULEEE | client IP address
b. HIRIETREF « 3BHZ* Enter * o

6. MRAFLEERZALMFIFEZHEAE « AL EMEREMIPALL | add-ip-to-share
a. BAFRZHERANEE | audit share number
b. HIRRTEF « MATEIZERENIEZA R RKIPAAULSIPHIEEE | client IP address
C. WHIRFETRET ~ 5/74¢* Enter * o

BEENEERNFSAEREARRER ©

d. #HHSEAAERIAFIENEMEZARREEELEFIR -
7. E - SEERRRICHYARRE

a. A THIEE | validate-config
AR EEE L RETE LR ©

b. HIRIFTREF « FFHL* Enter * o
BEBNEERNFSAHRE AR ©

C. RARANFSARREARRET @ exit
8. FETIC BN BEEMIL S BFREIZEA -
° R StorageGRID EEZEEE—ILA ~ SBAIE F—F ©
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° MR StorageGRID IIHAEEIER ML A EIREE « AR B ERAELERIZIEA !

L RIRE AL SR EIRHR,
A EBATHIEHL . ssh admin@grid node IP
B. BIAFFRFIMZERE Passwords . txt FEE -
C. BATIE LU Eroot : su -
D. & AFFRFIBIZEE Passwords. txt HEEE !

ii. ERBELDER - AEEEIMIEEHRR TR o

iil. BARRIEIRR 2 Shell EARIGEIERER - A | exit

9. ZH@m<LShell : exit

NFSTEZ A P iR G IRIFEIP{IHE TR BEEE - R EBENIPAHEEHAE « RigRtA
& FFEVEFR I FRTBINFSIERZ A P i « SEFRIRARVIEIZ A R iRIPAIL ~ LIS RZA R T ©

HENFSIEIZ A R iniig SRR

NFSHEZ AP mERBEEIPUIIR TR ERANGFIE o RERERNIPLHE EEZ
HAE - REZHARNEFEERKR FHBINFSIEZA P iR

() NFS SBEIBR « SR RIIRARIR -
FAtAZ Al
s f@¥EA Passwords.txt A root/ admin IR B ZBIEAIIEZE o
* {88 configuration.txt X (AEREEHFPEIS) o
* iz PR HERANFSHRAS3 (NFSv3) o
1. BAFEEIEEHE,
a. BIATE< | ssh admin@primary Admin Node IP
b. & AFRFIAIZRES Passwords . txt HEZE ©
C. A TS U Eroot : su -
d. B APFIFIHZREE Passwords. txt B2 &
EIEUrootE AR - IR MBREFE s E 4 °

2. RREINFSHEE AR | config nfs.rb
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add-audit-share add-ip-to-share
help

|

enable-disable-share | remove-ip-from-share
|
| exit

. BA ! add-ip-to-share

validate-config
refresh-config

PERNEEREE IR RS EENFIRINFSTERX B E o FeiZEBYIRUT © /var/local/log

WABZEANEE | audit share number

HIRERE « MABZIERENEZA P HIPAIEKIP{ULEE : client IP address

AP EEAIIE EEZEAE -
HIRIE TR - 551%* Enter * o
MEENEERNFSAHAE A FTER ©

HHERIEERZEANSERZARIREEELEDHE o
o & - SBIEERICAYAERE ¢ validate-config
R TIRE N EERIE LEARFS o
a. H3IRETREF ~ 351%* Enter * o
MEENEERNFSZRRE A BTER ©
RAEANFSZRRE A RET ¢ exit
R StorageGRID EEZERE—ILE ~ sBAIEF F—F ©
A HStorageGRID ~ MR EZHITHHEVIFEMIE SN EIREE « BIAJ1RE
a. BB AILENEIRER, ¢
I. BIAT58< | ssh admin@grid node IP
ii. 5 ARPFRSIBY% RS Passwords . txt HEE ¢
iii. A TSRS Eroot @ su -
V. B8 AFFFFIAIZEES Passwords . txt TEZE -
b. BEELELER - ASESIEMMRERIZEA -
C. FIRRImEZEShel ZFARIGEIREIR, | exit

ZH &< Shell © exit
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REEZEARLIIENFSIEZBRImZE « ERIMEEEZARRERAE « TR ELE
EEREL AR ARARIS -

(D NFS BB « BRKAHRA T o

1. R EZEAMSIRTS 2 EIRERARI A P IRIPAL « BsEEiRaE ) (SAPIRARIER) - #A  ping

IP address
FESRRARAS OIS « FRIEBARAES] o
2. EREANARREERRNG T HEERMERLA © Linux s<8AIR (—TRA)
mount -t nfs -o hard,intr Admin Node IP address:/var/local/log myAudit

EREEMRABIPAILREHAMSIRTS « URIEZARNTALE R A RS o HERIFTLUR AP IRERIE
m%fE (B~ myaudit E—E&m<H) o

3. HEAERAIFRE IR AEEYS c A ¢ 1s myAudit /*

HA myaudit BFEZILANEERE o 2O H —EECEME o

WIE LR EBIENFSTEZA R iR

NFSTHEZE P imZRIEEIPAS TR ANFEE o S URIRIRENFEZE R ikIP
ik ~ LIBBREZFE P o
FIYAZ Al

* {&#E5B Passwords.txt EF root/admin lREZHERIIES o

* #®¥EH Configuration.txt HEE (AIEMEEMLTEE) o

FAREETLE
CEEBER LR AFFFEEZIL AR IP ik o

1. EATETIEMR
a. A& | ssh admin@primary Admin Node IP
b. #AFFRFIHIZZEE Passwords . txt FEZE .
C. WA THIGL U Eroot : su -
d. B APFSIHZHS Passwords . txt HEE :

EELUrootEAR - IRTEMEE s E # o

2. FREINFSHERE AR ER | config nfs.rb
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9.

add-audit-share add-ip-to-share validate-config
refresh-config
help

|

enable-disable-share | remove-ip-from-share
|
| exit

RFEEBAERBRIP{LL ¢ remove-ip-from-share

PERNEE R AIARSS LR ENFREIZERRIVEE - BRREBIIRWT ¢ /var/local/log

- BA BRI REBEERRS audit share number

BEENFE R A SR RS A ERIPIURSR B E ©

- AHBRICERIRZIPAILATSRES

BEtAEREEH - BEABAFTMERIIPAIATEZE R IREITERN °
HIREREF ~ 351%* Enter * o
MEENEERNFSZHRE A BTET ©

RAPANFSHERE AR | exit

gNRStorageGRID EHN AL EABRZ EER T OIS ERE - MAEMILAS B BREINVEIRER, -
FRIELEREZER ¢

a. EREASEL S EIRERS |

i. A TSSH% . ssh admin@grid node IP

ii. 8 AFPFRPIBYZEES Passwords . txt 1BE -

iii. #A TFEFS U Eroot : su -

V. B APPSR Passwords . txt HEEE ¢
b. BHEBELSER « HEERIMEEHIRERZILA -
C. FAEHE R Shel B AIEIH IS, | exit

EH &< Shell : exit
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1.
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@ Cloud Tiering - Simple Storage Service (S3) EREtWBEIER - MREBRIEEFRABLLE
RIERIEENRL « "RV REETiHETN TE °

IS ~ IFERZHE StorageGRID 11.7 SUE R RRAHIEENT ILM [RRIPISFREBIERRE - BIMAFE
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FAsaZ Al
* IS (ERE AGrid Manager "SZiEFU4EE 228" o
* 188 "SEFBUER"
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1 A SR> TR 4B HRIE" o
2. BB ERIEEIRL>* ARC/>*BEIZ* o
3. BHMEERE S EE o

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 20150824 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Mame name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint hitps:/10.10.10.123:8082 T Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .

4 WEMEL THRBERER ERAE-MRRERS (S3) -
() moEeRmEEEL  SUASREREARER -

o REZEMDE (S3) tRFA « UEREMHRBBZIRAEREBRINISIHENRIER#FRS
IEEE ERREBARAUEER S BRRRY - U TRBBIE A sEREISS BRI

o W&  EEEREERAWS F A o MENNEEN AT SHEFERNES

° IREF*EAAWS : ¥t Amazon Web Services (AWS) - :FEEVERAAWS* o *in22iRiE [Eid
@1 A T&ig B - BENEARMURL ° FI490 :

https://bucket.region.amazonaws.com

HIRIFAWSER « SBRA RS HTFE Z RFRIURL ~ BIEZERHESRES - fun

https://system.com:1080

° InRAEREE | AR - IRINIERIERERMIVERZ IEE - RILUBRREET IR ~ LUSA BRI

284



ERERIEfETF R ARRYIRRS SSL /RSEM R MEEREE o WIR StorageGRID &AM Z—EHITERRZER
BIEHERE - BAMEREALRARBNESE « EHLURFHZES IRAVERGARS

° [ETFEER | BEECIRE (FAR) FA—RRFATFERE o EHERERERRIAYMG  EER D ER o R
DR A FREEEFENE  BRERTEM - (1R BIRRIEF R M ZEStorageGRID 5—EZIRIETIBERIAIT
BRS ~ BIM@EFAER ST B R RA LREEE - YIFHRFHESHE « IREERRA BB R
EREERR -

6. MEVERBE -

1EERVABRE S E BACBEREY W E R EStorageGRID B AM - ERREZ%E ~ iEEZEEEZ

1E24S3 APIRYEL R TE
R EFIE RN BN E A BS3 APEEREINTFIERFERRZE ~ B UEEFREERIMENES
FtAZ Al
* {THS(ERE AGrid Manager "S2iEFU4EE 228" ©
* BF "SEFEEUER"
RAMEIETLE
WREEEFE Cloud Tiering (S3) 1RE ~ BN BRFREREFIEEAARERNEI S AEIRE « GIEHER
AR EREENFEYH -
1. A SR> T B > i -
2. BE1Z TESIEENRL_>* ARC>*B1E*) ©
3. EEMARR > B o

285



Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
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1. BRI > T B >4 o
2. 3Z TERIEENEL >* ARC*) o

3 B TR o
Overview | Alarms | Reports | Configuration l\
Wain Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 POT
ARC State | Online -
Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *
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Kain Alarms

B Configuration: ARC (98-127) - Store

Updated: 2015-08-22 17:54:42 PDT

Reset Store Failure Count r

Apply Changes *

4. I BRI RRGHEC -
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Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

4. pBrEER TR EE S « B2 Tivoli Storage Manager (TSM) * o
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Overview Alarms

| Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class

sg-mgmiclass

Mumber of Sessions 2
Maximum Retrieve Sessions P
Maximum Store Sessions 1

Apply Changes *
S EEVEREE
ETSMRYERIEARAE AN 5184083
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3. EEERE > E B o
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. RBEENTIRE :
° fEFARRE | RTTIRIRRERAS ¢
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2. BE TERIEERRE_>* ARCH>*#1F") o

3. BEEMARE > E* o
Owerview Alamns | Reports ICmfruuratiﬂn 'I,
Hain Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT

Stora State | Offline |
Archive Store Disabled on Startup C
Reset Store Faillure Count [

4. BAFIRREEE A offline ©
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1. BRI > T B >4 o
2. BB ENEE > ARC/>*#EY o

3. AR T o
Overview Alarms ) Reports i Configuration |
Main Alarms

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Ratrieve State |Oniine
Reset Request Failure Count |
Reset Verification Failure Count []

Anmww*

4. BRBELTIRE !
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Overview Alarms Reports Configuration |

Man Alarms

‘:",;’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT

Reset Inbound Replication Fallure Count a

Reset Cutbound Replication Failure Count |

Inbound Replication

Disable Inbound Replication ]

Outbound Replication

Disable Outhound Replication O

Apply Changes *
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1. BEITHETSIE o

define library tapelibrary libtype=scsi
Hrh tapelibrary RmMEEEENERSRME - UKHNE 1ibtype REHEERME
2. EHRNAAREEZIHEFEERRRE o

define path servername tapelibrary srctype=server desttype=library device=1ib-
devicename

° servername & TSM{ARRERHIHTE

° tapelibrary B ERNEEELE

° 1ib-devicename MG BN ELTE
3. EHEENHTRE

define drive tapelibrary drivename

° drivename TR EIEEHRIRIERTE

° tapelibrary e EENHEESRTE

REBFSAHRETIRE « CRIAEREREHMBIRE o (B0 « WRTSMEARSSEIZE/CHIBEE IR « B
RBE BT ENRERA - S SBEASERAT R —EHERE )

4. ERWAARZZIFAE BRI AR o

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname AHAERIERVEE B 4 TH

° tapelibrary eiSEENHEEERTE

HEE AT EEEN AR - FREARNMIREEE PR drivename Ml drive-dname &
{EERR o

O. ERMEREREERRR

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName 735 B1ERINATE
° 1lto EEEEAIRSSAVHERRA AR
° tapelibrary B ERNETEELE
° tapetype EWHATFLEAR ~ FI¥Nultum3

6. TSR R ITE EHEERER
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checkin libvolume tapelibrary
tapelibrary el E BIMTEERLTE
BB RHER R

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool ASFIEENEEAVIELTHIZ TS o BRI UASHES RAERNFMLE (RELEE
BBTSM{aEiR2SFATERAAVEEEIERI) o
° DeviceClassName 2t EREEE R LTS o

° description ;e R]ETSMERRES LERBRZFEEE RNV query stgpool < o fldl : TR
EENRABVETS A ©

° collocate=filespace SETSMIAARESEAERIERZRMAME R ABE LT
° XX B FHIHAP—IF :

" S EPHNZERREEY (REEHMER —ERARTSENRERER) o

* DfckaStorageGRID HZARFEANHMTHE (EHEHEENERT) o

- TETSMfAARES L ~ BITHERFETFE RN - ETSMARBHVEETZEGEA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool #ERIEENRAMERERAIRM M UARMIIREFERNEIERLTE (RERBE
FATSMTEHRRVEEEIER) -

° description jeRITETSM{ARES EEREERZ FHEFEEREAMBERE query stgpool 85 o Bld0 ~ TER
IEENRERVMERE GETE A ©

° maximum file size SEHIE AR LA/ NI B R AT ~ MIFRINFIHIRER - BRTRTE

maximum file size £10GB e
° nextstgpool=SGWSTapePool B A EE R R A RIS E RNMERFEERA

° percent high REMEEGMAEREABTREIMTEEENE « BERERTE percent _high £O0
LB RIFRREREE
° percent low REBEEMTEENELLE o BEERE percen t low FEOLUBPRIRER o

ETSMERMRSS £ ~ BIUMIRERE (SHIRE) WFHISGHRER -

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool AHHEERE LTS o

° volume name EMIREMIBEMTERIE (BIE1 « /var/local/arc/stage6.dsm) TETSMEAARSS L
BAHBRERNAR « UEBHGREHT

° size BHIRERIA/N (MUMBREL) o

fIan ~ BEET B—HIRE -« EHRERNABTIEME T « FERTHIRRIBE7%3200 GBR %



R/IMEER#3200000 °

i ~ AIREEBE T A/NBWZEREE - RATSMAEIIRES I U B A E & PN S EREE o 45
0~ MREHEA/NAE250 GB ~ FBEREII25EMIEE « S{EREEA/NS10 GB (10000) ©
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@ YR Tivoli Storage Manager (TSM) HERIEENRARVE P InZIEEHER « IR Pl Se 8 R IREC
12RE o FAEE ERETSMEIARSS ~ FERIEEN AP IRfERAE BB/ BB KT BER

ETSM{EARES L BB LUERERIERNRE (HEMIRBER) B~ N BTSRRI HIEEMAXNUMMPZ:
H~ LUSEMMTAR S AFENSSEHE - BENHMEREEER DECAHIE RIS R

£ o TSM fafR2s L ¥ MAXNUMMP 18NS F B/ VR TF)EERENEMER ¢ *ARC* > * Target * > *
Configuration* > * Main* > * Maximum Store SESSESSESS* for the Archive Node - IE{EzR% 08¢ 1 « AALR
BRI W THEFEE TERSER ©

TSMEARESHIMAXSESSIONSER E & ~ IEHIFTE A R i RE eI MR ETSMERSSN TIERSEEE £

R o TSM_L3IEEMIMAXSESSIONSENEZE M AFITEGrid Managerd 24 8 fE 5 EEHE E AY* ARC/>* Target >
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IR AR RIS ENRARY TSMER R BETABHRR tsm-domain © © tsm-domain APFHFAIZ ME%E) AEREAH
ELRRZ ~ RERBAMLTS ~ LRERE B S StorageGRID RFEMVETFER (SGWSDiskPool) °©

()  CHENAREBRREATSMEAIRS + 28R dsmadme TR TR MBHBERA o

B Ry Eh iR A

ﬁ%?ﬁ@ﬁ%ﬁiﬁﬁﬁu  ABREIZIRR) « URETSMERSRFFIERIZERBIENE

1. B ARA o

copy domain standard tsm-domain
2. MRERERRENERER  FWA T HAP—IF
define policyset tsm-domain standard

define mgmtclass tsm-domain standard default

default AEPEMTEREIRLER o
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S BUEABEEEENREERL -BA (—17)

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default AEFIEEMERTEREIRLER c BB retinit » retmin M “retver BEIEURMLEFIEENELE
BIEANFREITA

@ SATNERTE retinit & retinit=create © ] retinit=create FAARBHEANK
TSM {EiRESZEAR ~ FRAG R L REEERIBRAZR ©

4. BEIRMERIEATAREER

assign defmgmtclass tsm-domain standard default
S. EHRAIERBIERT ©

activate policyset tsm-domain standard

ERBRETEIA activate S S BFHIEM T no backup copy group (E#EHEAREHE) | Lo
6. FMENREUERATSMEMRSS LAVFRRBIE - ETSMEMRSS L ~ WA (—17)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.
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B ~ Havok.png STERIE *X-men * 358

3. EEMRILRIRE ~ sAEMBEERA o
a. JEEY * TRk * LARARA M ILM [RB) RE -
b. JEE4REE*UARERRA o
C. #* X-men *#RAHE R EEE TR o
d. EERF o
4. FEEEEEY o
R AEN Y ERBEERNRIENTME - LRTHNERGER - Z8BOP « TRSHFN) HEER

Havok.png MHFIRERFEX-menhEEFHRA « Y1FEHA o £—ULACHRER PNGs R F— 18 EHRHR
ULEL o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID % Rule matched @ = Previous match @ = Actions

photos/Havok.png X-men PNGs x

g 3 155 ILM [RAFEHEERA
HEEEAIEREAGN AR R A ~ EIERBIFRIRA] DU GRS -
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ERBRULRAET « AR EIFFAIIVAR Beast . jpg M - MMF AR EX-menhEE IR « MERN G TER
RA -~ MEEAERMEERRC

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object % VersionID % Rule matched @ % Previous match @ 4% Actions

photos/Beast.jpg Two copies two data centers X
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° MNRI[AIZRA—ED ~ ST LIS RFR RIS RAIDBERIRA ~ RABIILULGRES o
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4. BRBITIESE

TELEEEFIAR ~ (EIEBIX-menfRABREE RS Beast . jpg YMHFEM series=x-men FERABEFEER - U
YaHH o

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Beast.jpg X-men X
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System Metadata

Object 1D A12ESEFF-B13F-4905-9E9E-453T3FEETDAS
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYPE": “CTHI",
“CHND": "Al1ZE96FF-B13F-49@5-09E0E-45373F0ETOAE™,
"HAME™; “testobject”,
"CBIDT: "exSB2IDEVECTCIRSlE",
"PHND " : "FEABAES]-538A-11EA-IFCD-31FFEDCIB050"
"PPTH™: "source”,
"META": {
"BASE": {
“"PAWS": =27,

6. HERMMHEFEERNUENNUE - MERERAEARERE -

MR TH) I ~ AT BSEER SORLMYIE AN S0TRI%38% - ORLM F#%AN
(D SMmRpEEsam LM FERFRENEM BRI EIE RS LM RA5E
BMMER - SER1THHE o FRFFMAEN « B2 "EREZCER" o

HERAE N
* "{$FHS3 REST API"
* “{EASwift REST API"

fEF ILM RRIFD ILM #F A1

BEEREERNET « Lot EERTCHMERE « SECEARBABRIAT ILM #REY o &8T 1L
148 ILM h*%:lé#ljlzﬁ%,ﬁxﬁz AE ©

FIsGZ Al
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1. 38E4Z* ILM > Policies * ©
2. EREERIRZ IFERRRAIMZES 1 o
3. BB RRR o
1R ILM RAFFRE R
AR ILM FRRRFAER « aFERNRBERTNKERST !
1. E42* ILM > Rules * o
2. ENEERREFAERARAIGTE - #)

2 copies 2 data centers

Compliant: No
Ingest behavior: Strict
Reference time: Noncurrent time
| Clone | ‘ Edit | | Remave
Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Rule analysis: = Objects processed by this rule will not be deleted by ILM.

Reference time: Noncurrent time  Ingest behavior: Strict
Day 0

Day 0 - forever

2 replicated copies - Data Center 1

EC2+1 - Data Center 1

Duration Forever
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503: Service Unavailable
Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid

administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0 - for =
i rever 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration Forever

ILM 2R 2 885 1 : SETRELLH RS RIRIBREN
It ILM FRBEE B E R HRPRARIEREEH S3 HFE « RAETMIENEFUENFEFRE -

RAES HHE
BAEZELaHEFEH c BoEE (a1~ 2 ~ 3) By—EfEEt
* (ER6+3HHRRIE TR

FRAZTE S3 Bucket BAF5a0 %

2EHHE HREN
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s

metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever

ILMEE] (fI%n1)
BIEE ~ KA ILM [REVERIEFSEE « B StorageGRID R4 FFIERTHEM BEER ILM [RA -

LU RERI—AR ILM [RRIFTSERSE ILM 2RR ~ fIaD

© TEHRENES ~ (AFEBINRTEA S3 REENMAEMM finance-records IRE S =EiL&RFHEFMA o £
6+3 SHERARES o

* MRVHEARFTEE—E ILM RA) « FEARINTER ILM RE - WEEAREE RO - #ZMHEN—E
BAFEFEES 1~ —(ERAFFTEEG 2 -

Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters

Tenantis Finance

1 1 53 Bucket finance-records @ R
Bucket name is finance-records
Default Two Copies Two Data Centers
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Filtergroup1  Obijects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 - MB v
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

Object size v greater than v 1 < MB £% X
and Key w ends with w Jpg b 4
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 < MB v ¥
and Key ~ ends with L .png N

MR IR EREARFHE—ERR « RILHRFERERRTEERIRAR 1 MB 8 jpg # .png 182 °
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Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule
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o Enterdetails —— |( 2 | Define placements ——

Rule name

Older Object Versions: Two Copies Two Years

Description (optional)
Older versions only

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accounts
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

No @ Yes

FUEEAIR « LEREFMEIFERIREVES « MELESSHEME o

RAESR gEhHIE
EEFEIR MERFFERA ~ DRMIRAERERRC 55 1 Mg 2 °
RATE FEEHTARZS © MEEmD
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Clone | Edit | | Remave
Filters
# "~
This rule applies if:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
* | ocation constraint is eu-west-3
b v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy

Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict

Day0
L

Day 0 - fi
R 2 replicated copies - Site 1

Duration Forever
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