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Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the gr .r_I
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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C) @Emﬁﬁpnmme%%ﬁEﬁW%ﬁ%°EE%E§%§E%m@£MD$%ﬁEﬂ%
BN TREERD Z FEEE -

© * ENBEEEARER ¢ ¢ ERRASFANERIAVIEZE o

* EIREEAR ¢ ¢ BRAREAKIARE ERYVESE o

° * ENRLETEARRE ¢ ¢ ENRARETEIRRE ERUMEEE -

* *ntp AARES * : FIHSERIMNIEREREERHGE (NTP) [EARSSAIIEE o

* U AR EE R B EZE o

*tIRIE ¢ IRIEIBIZRVIRIE

* T IREEM L TEIREEMFRIESE

c B RRAEILEEREE o

* *SIMIHEHE * | TERIE S3 M HERTE ERVIEE o

* * EARERREE ¢ | AR EERT Grid Manager AIARE3/REEHVIESE o

* SNMP : HHl SNMP #HRERIVEZE ©

* *RETFFOKED ¢ L RETFERRETFOKED o

* ORERER  OREDERAAESE o

* AREEHNBRIRER © | EAREENAP RERER EREE -

* *EAE KRB Grid Manager EFERI(EE ©

Grid Management APIRRZS & 1E
Grid Management APHEFR RS E IR IR Sz 1E R PENSERFHAR o
40 ~ Itt Request URL B35%E API BYRRZS 4 ©

https://hostname or ip address/api/v4/authorize

HEITHERTERNEER « API FEBRIRAGIEM - EEITHERBENEER - S8 API BIRERR

7 o BARNEE BIEIE IR S B 1 o

T 7B HIERPRUN AR IRPT AV B AR R IR S APIRRZS ©
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APIETELRR EhR7 Hrhk s

BERRER 2.1. 2.2.
BERRAFHEE 2.1. 3.0

F—RLHE StorageGRID #RELEES - I ZEASRITARA AP o Ri@ « EEF4KStorageGRID E2FHITHAERRZASHY
EFTRREF ~ MR 4EEBFEERRBIAPI ~ LEVSE /D —1EStorageGRID HRZABIEFTINAE ©

@ I LIRRE T ERIRRZS o 552260 Swagger API XX {4FHY * 4HAE * —&f ~ LUEYS 498 EIEAPI" LAY
BEZEN - LEZIEEHA AP| BEIRUERRIREZ % « EHERMNZE -

BRENEREUTI AR AEBE :

* [CIfEFESEA deprecated : true
* Json[EIfEARN B S ldeprecated) : true
* NMS.logHr &3 EBRIVES - il -

Received call to deprecated v2 API at POST "/api/v2/authorize"

H i B RTARASSZ 1R HPLEAPIRRZAS
5 GET /versions API EREEIZIRM API TERRAVFE o LERALF Swagger AP XY * 4HRS * &

B

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

IEEERMAPIRRZ

TR A RRIS 2 BIRIEEAPIERZ (/api/v4) SAREE (Api-Version: 4) o YIREEEHZEEWEE - 8
RRETERREE-
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

Phefis it EKk{53E (CSRF)

& StorageGRID 7] LU B CSRF 1M 25815 B Cookie BIEREEINAE ~ 17BN EE 4L B K
f4i5 (CSRF) X% o Grid Managerf i A EIEE R BERALLZ 2IN5E « HMAPIEE
IR AR R EE AREE ©

;%%%Eﬁ%ﬁ%ﬁ%*%xﬁﬂﬂﬁﬁ (BIMNHTTPREPOST) -~ AIRe G EREREAERERICookieZE HIFEE

FFICSRF1EM 1#7BNBh#ECSRFINEE © StorageGRIDEIARF ~ ¥ CookieFIA B AN S ERIRS I EPOST
TXBHEHIAR °

EERYAIETHEE ~ SBRRE csrfToken BHE true B5EHIM - ARES false o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNRIEFE ~ BIZBA GridCsrfToken CookieBAMBIE{ERE « B E AGrid Managerfl AccountCsrfToken
CookieZABEHERTE « ANEAHFREERER o

WNER Cookie?F7E ~ BIFFB RER R EARBEMER (POST ~ PUT « PATCH « DELETE) #W/ES S FHEF—IF
* o X-Csrf-Token 1288 - WiETEERR A CSRFIERICookieAI{E °
s HNMESRARIEEEMIRE © a csrfToken REFBEERAIREY o

WFEEMEEH B E R « AR EAPIXH ©

@ MBERKRET CSRF L Cookie ~ thEEHEMERIER JSON B K FAEMAZEINIBHEFEHE
3% T Content-Type : application/json 1 1ZFERFAEE CSRF K o

NREIRE—BA ~ 55EFHAPI

WRERAE—F A - AfEFAPI (Active Directory)

MREE "EREMEFEE—FA (SSO) "mAR{EHActive DirectoryZ&SSOHFER -
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WA HE—RYIAPIEX « A 8EEVF#E A Grid Management APIZ(FE F B2 APIAYER S
RERY o

MEMBE—ZA ~ BB AAPI

AR T fEAActive DirectoryffiZSSOE 1 i A&  BIEAELELET ©

FIdaZ Al
* {&H3E B Y StorageGRID FE (i[5 A & B¥4H VBt ER F PR B RISSOfE & R IBFIZHS o
s NRTIEEFEFEE EIEAP| ~ FUANEFAEIREID o

BRERLIIF
EERSEREN ~ R UER TR P —EZE

* ©o storagegrid-ssoauth.py Pythoni§<H5 ~ {if{StorageGRID ZE4EZR B %™ (. /rpms ¥7% Red
Hat Enterprise Linux - ./debs @A Ubuntug{DEBIAN,J B . /vsphere CEREIRVMware) o

* CurlZEXR TIERIZEH) o
MRAITREXIE - BHTIERIZOISERER o SRt BIIUTIER | A valid

SubjectConfirmation was not found on this Response?®°

() SfICuITERIRIm AN L EAh S T HI RS -

YNRIGEER] URL 4RIERIRE ~ PIRE @B FILLTHEER | Unsupported SAML version©
1. IS 7E 2 —UEIS BB REY.
° fff storagegrid-ssoauth.py Pythonfs<H§ : FifESEE 2
° fEFCUrZEK o FIfELER3 o
2. NREEFA storagegrid-ssoauth.py 1ELH « BHESHHEIRAPythonfBERS « REBEMITIESHE ©

HIFRTRE ~ SRWMA TS5 HHE !

° SSOAH% o #A TADFS] 3¢ TADFS] ©

° SSOfERELTE

o ZHE T HBmAI4EIE StorageGRID

° R RS EStorageGRID fHRE

° #HAIRFID (MREEFEFIHFEEAPI) o
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

B T BRSE M o StorageGRIDIEIRTE I LISRER AR ELthZE K ~ R R EASSORERAPIBY S

T o

3 MRCEEAHEEER « FEATIER -

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EE7FEGrid Management AP ~ 55{#FH0f(% TENANTACCOUNTID °

b. EEZFWKNEEZNEEURL ~ AREHPOSTERK /api/v3/authorize-saml » M EIEPBIFE
fthJson#RES o

IEEBFIEERAIE 2 EEFEFURLAIPOSTE K TENANTACCOUNTID © #&RIHEEE python -m
json.tool R JSON 4REE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json”™ -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEBHINEIREE ZURLARBNEZEZURL ~ BREZHtISON-encoding/g °
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. 77 SAMLRequest HEIREFREVSUEEER S EA o
export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cvfwA%$3D’

d. BUS5EEAMURL « EFESAD FSBIEBIREXID ©
E J—

L —(EREIRE A TAIEERURLREREARE

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

[EIFEEHER R IREKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. WEEFHEFRRIRERID -
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RICHREERHBAE AR REEE

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSE{E[E|302E#E [ - WIEZeEPREREMEH o

() |DRCHSSORMMBEASEAME (MFA) AREPOSTHE BANR (BN
BIER o

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. f#%F MsIsauth RB[EIFEMICookie o
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. 1588 R FIX A CookieHIGetER EIEELE o

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

CIFEFEEE B FAD FSTEREEN - UMHEBHBREHFER - MEEAX EERERERMITE
& SAMLResponse °
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {#7F SAMLResponse {EFERIMEMAL :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EFB{#7F8Y sAMLResponse ~ ¥J3&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AN RelayState  MIRIEEE AGrid Management API ~ :5E TR A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

OIS BLIEER R IERL o



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. fFOlfEPAYERE M 55174 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRERI LA A MYTOKEN B EMER ~ LR R ERSSORMERAPIFN AT ©

MREAE—FA  SBEHAPI

MREBAE—FA (SSO) - BHEEH—ZRHIAPIER « LUIEHGrid Management APIZFEE EIEAPI o Ul
RI&fEActive DirectoryfflZASSO& 78R « BIERELLIET
RSB

MREE « S UEHAABNE—SHER - BH StorageGRID API ° 3% ~ &t r] LU 25 StorageGRID K H
THEEME—FEL (SLO) : HFEHZStorageGRID FISESOREER ©

1. BEELXCHEENEHENR i  Cookie | T SSO=true | &4 SLOAPI :
curl -k -X DELETE "https://S$SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \
-H "Authorization: Bearer SMYTOKEN" \
--cookie "sso=true" \
| python -m json.tool
EEEIEHURL !

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. FIFEEHURL -

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. EEEREEHURLUMEZESLON EFE A StorageGRID ZER ©

curl --include "SLOGOUT REQUEST"

FEE302[EfE - EXFERUEBTERRMAPIEL o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIpRStorageGRID &R o

filffStorageGRID LA ESSOE’JTES'Z?%*EHE’JHEWHE o MR ARIRME I Cookie 1 SSO=True s ~ Al
EAEEE Y StorageGRID MIAE 2 SSO HREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content BERNRFEABREEEH

HTTP/1.1 204 No Content

WMREARE—FA ~ 5EHAPI (Azure)

MRIEH "B TEjIE&ﬁH“ —& A (SSO) " ERILAfERAzureffiASSOMIER « FAME
5 S IE RIS E AR Grid Management APIE(FE B BIEAPIRIES B HER, o

MNREAAzure E—E A ~ BB AAPI
WRIE(FE B Azureftfi 2SSO 7 A HLFER ~ BIEAE LIS
BHsGZ Al
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* fTHIE R StorageGRID B R SR EFAR RV A (5 FH E RISSOE FER (4 st FI 2205 o
* MREREFEFE A BEIEAPI ~ ENEHEFIRAID ©

RAREIETLIE

EEASEREEN ~ ERILUER THIEFESHS -
®* ° storagegrid-ssoauth-azure.py Python?'az’%ﬁ%

* o storagegrid-ssoauth-azure.js node.js I5<H5

EMEIE S IEERIFY StorageGRID REEFEZE B ##H (. /rpms ¥ Red Hat Enterprise Linux ~ . /debs
FAUbuntusiDEBIAN,J % . /vsphere (ERAIRVMware) o

EEH Azure BITIER API 5 « 552/ storagegrid-ssoauth-azure.py &85 | Pythonig <5
B StorageGRID EiZRHMIBEXR (FHESAMLRequest  Z BEVSIZERER) « hZMTANode. jstE<HE
BiAzure B &) ~ LUHIITSSOME ©

SSOEEALUERA—RFIAPIERHIT « (BEERMILEARERE - Puppeteer Node.jstE 4R °] FA 2k F1HAzure SSO7T
E o

WMNREEE) URL 4RIERIE ~ AISE @B EIATEE:2 | Unsupported SAML version ©
1. REEFFFBRAMGKME « WTFFR -
a. Z#Node.js (55288 "https:/nodejs.org/en/download/") o
b. Z#EEFREERINode.jsi84H (puppeteerfljsdom)

npm install -g <module>
2. ¥PythontE S IEEIEAAPythonfR 28R I TIS S F8 ©
SR Pythonts S B S IT I FERINode. jstE S5 ~ LIFNTTAZUre SSOEE) ©
3. IR  SFBMA TSI BHNE (HERSHEA)
° ARE AAzurefYSSOE FER {4k
° fR7RiZ(EStorageGRID RizE

° HRARFID (MNREEEFEIEF EIEAPI)
4. HIRGRTRE « SFRAEES - TERERERFRHEMFARESAZUre ©

ts\azure ssorpy storagegrid-szure-ssoauth.py sso-email-address userfmy -dosain.com

ocom --tenant -account-id @

11:30:48.8072" , "status’: - "success’, "apiVersion':
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https://nodejs.org/en/download/

@ LB REMFAZERMicrosoftigsg& Tehk © IERIBEREMEIUE < « LEHRHEMA R
MFA (BN AEXFEE P UREIRREIEE)

%ﬁgtﬂ FRiR {7 BRsE AT o StorageGRIDIGIRTE A LURMER AR EMhE XK ~ L R EASSORERAPIR 7
T o

MREBE—FA - s5fFEHEAPI (PingFedate)

WREHE "EXELRHEAE—ESA (SSO) " mMAKEAPIngFedateffiZASSOMIER « #47A
BH—ZRYIAPIER - A EEEISE AN Grid Management APIZ{FE B B IR APIRYEG BHERN ©
MREAE—FA ~ 5BEAAPI

AR IEEAPiIngFedateffizSSO G 2 # A HFER ~ BIERELIE

FtaZ Al

* [CENE B StorageGRID F{EIL A1 fiE A& BHAEAVEH R (£ A& RISSOE A B R M EES o
* MRCHEEFIEF EEAP| « SIAEHEFRAID o

FAREETL(F

EEISEEEN « ERIUER TIIHEHP—(EE G

* ° storagegrid-ssoauth.py Pythonig<H5  {itStorageGRID ZEEEZB#%H (. /rpms ¥ Red
Hat Enterprise Linux ~ ./debs @A Ubuntud{DEBIAN,MB: . /vsphere CERERVMware) o

* CurlZRBI TIERIZEEH o
MRBITEEKIE « B TERZrIEGEE o MRS FIIUTHZR | A valid
SubjectConfirmation was not found on this Response?®°
() BICunNTemrasm £ L H e PR B B2 o
WRITEE URL ARIERIRE ~ nISE B FILAFE552 | Unsupported SAML version ©
1. BEEUTRA A2 —ABIS ERaa iRt
° M storagegrid-ssoauth.py Python}s<Hs : B 2 ©
° fEFACUNZEK o BIfEPER3 o
2. MREBEFER storagegrid-ssoauth.py 5SS~ H%?E%ﬁ%f%i@%ﬁPythonﬁ@ﬁ%% s REBBITIESH ©
IR REF ~ SEEIA TF5 1 8HME -

° SSOF % o A LA A T pingfederate | FU{EAEE ( PINGFEDESTATE - pingfederate &%) °
° SSOFERE %S
o ZAE T IREAIAEIE StorageGRID ° NI AE B PingFedate © (SR LS E (R BE Z° A ol A (E A ©
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° fR7RiZ(EStorageGRID RRE
° fHEIRAID (MREEFEFHABIEAPI) o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T T T T

T P e P P P S P P TP TP S s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

%égtqu:'?%ﬁi\ 7 EREE IR o StorageGRIDEIRTE AJ LURHER A HAZEK « SRR EASSORHERAPIRY T
T o

3. MRTEFABEER - AEATIER o
a TEBAFBIEY o
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ B EEFEGrid Management AP ~ 55{# 0% TENANTACCOUNTID ©

EEBWEEZENEEURL » SBREHPOSTEXR /api/v3/authorize-saml > M EIEFEEFE
ﬁﬂJsonéﬁﬁ% °

&5 BIEERTENANTACCOUNTIDAY 2 B RSB URLAIPOSTE K © 48R & &IE Epython -m json.toolA#%
BiJson#mhE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEEHIAYCIFE B S URLARIBH E 2 ZURL ~ ERE & HMJSON-encoding/E ©
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {#fF saMLRequest EEIEFEIGUHEER SR ©

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[EIFEF Cookie i [E]FE[C]FEEIFE

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. [ lpf.adaperld] 1B ~ M [E]FECIFECIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f B THay fE (BIRERFE) - AREIFELRE :

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g- BEH 178 fB:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. FEXAEVERICookie :



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {#7F SAMLResponse BRI :

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF{#7F8Y sAMLResponse ~ ¥J#&StorageGRID —{AAR—1%HY/api/saml-response BRE
4 StorageGRID E&:EHEM o

AN RelayState * MIRIEEE AGrid Management API ~ :5{EFTE A 1R B IDS{ERO ©

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

[ClfE EIFEERE AL o

{
"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. O ERSE M 55174 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERTUER MYTOREN B EMER « SIS EASSOREAAPIFIA T

MERE—FA ~ BEHAPI

MEREBAE—FA (SSO) - EBHEFEH—ZRFIAPIER « LIE HGrid Management APIZFEE EIEAPI o 4l

RIGEEAPingFedateffi#ASSOS A& « BIBAELLET

RIER T
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MREFEE - S UEHASNE—SHER « B StorageGRID API o & ~ &1 LU#E 3¢ StorageGRID 2Rk
BTYIEEMNE—SH (SLO) : EEAEMStorageGRID FISESOEEER o
1. BEEEXECHEENEHENR &%  Cookie | T SSO=true | &4 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

EfERIZHURL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. FEFEFHURL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. EXEREEHURLUAEZESLO E HiE (A StorageGRID EiER o

curl --include "SLOGOUT REQUEST"

ZE[O302[EE - ERERMEFBRRMAPIZ L -

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIBRStorageGRID &R o
filfRStorageGRID Lt R ZSSOMARZZIREM A AEE o NRFKIEME I Cookie 1 [SSO=Trues -~ 8l

EAEEE Y StorageGRID MIAE R ZE SSO #REE ©
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content OERTEABREEEY -

HTTP/1.1 204 No Content

ERAPHZRATNEE

& A LAfEE A Grid Management APIZR5E 2 (£ StorageGRID {EE£ R 4P RIRLEINEE © (5H
HIEINRERF ~ i EIETSIMERMAEMIA ~ ABITELIXThREAERARY T1E o

RIRERI(E

= RRINEE R AT R IGH] LE 7B StorageGRID FLEINFE < (FAMIAERN LLHEA  IRTFECEIRBrootEAE BN
EERHENERE S ERZINENE—T0% o

AEFEMRULTNEERI AR « SFE R FIES

AEAR—KARFFHIER ~ StorageGRID ERREIBRIRE ~ LBEEHMBHN—ERFENRETEE - /7 (REH
BYHNZE - ARRHRERFARESTEIBIRARE « KERZFETAERKRS

_ATIARILUERGrid Management APIF fyDeactivate Features 4R EZM IEBIE - FE@ TR FAGrid
Manager (UIFIAPI) Shpy*EFFHFIRZIE INEE « ATAARREMASESFERAE (EffrootlFRENEE"
root access*HERHVE A AE) HFEAEF I MHLIREIRERAENENR

1. #ZEXGrid Management APIBYSwaggerS {4 o s52 8 "# M Grid Management API" ©
2. I HERTHAEREL
3. EEFREIAINGE « FIMNEEHF IR « SBRAXEEEAP ~ MR -

{ "grid": {"changeTenantRootPassword": true} }

FREATCAET « B ERRRERINEEEA - FRENETAEET - @EHARETE - E12ER - ESEE
TP IREZHERIEST API ZREBG KM ~ WEER 403 k) o

ENRE AN

RIETAR « A AEMAGrid Management APIEFTEXENEFABIINAE ° £ « MREBER ILIFABINEERRK
EMEE « EALUE R RUAIRE ThEES S -

@ HOREMRA * (ERTNEE * ThAE - IREREFERBIULINEE « 55ER ~ TR ERKENENEM
HtZAIhEERAET] o IS ABHE AT STIRERFT ~ A BEMIRIEMTRRBITHAE
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1. 7ZHXGrid Management APIBSwaggerX {4 o

2. R HFRThEEIRRS ©
3. EEEMREFIAIIAE « A ANEEEAPI ~ YITFFIR !
{ "grid": null }
FERULERE  FrATHAE (BEEEMERIRENINE) HEEMAE - FREMERESEREEFERR

ZHEEEEIR - MREAEFEAREFIN N EEFHFREHEEER  AIEMEAEEHRRIREERIAPI
EREE RN o

- —{EIA)E BHEEY_all RN - MREMEMBRISERENIEE « CAFEPUTE
RPBBREISEISLINEE - I - AR EHADLERSREBEDLEETE TN 5
()  mzipuTER:

{ "grid": { "alarmAcknowledgment": true } }
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