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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 1,575

® Bucket-09 B899.6 GB 589,677

® Bucket-15 8396 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 730.8GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

® Bucket-03 656.9 GB 379,325

@ 9 other buckets 2Z3TE 5,171,588
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

2 API 353

(D) G AP XE@BHRTIER APHRFBRDIIR - HTBTEMBLRY - EHARSE
SRR RS o

1. BB HTTP SRS B REERIAA -

2. BEFBKREETEHMBEY > GINIBHESERZE ID o A% » USEL(E - LURFTERZEHTREN API 5
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o RMEAMFBNSH » WRBFEESEHERIEN

6. BHEHIT o

7. EEOEABUEERREEHY
THF R EIE API RRZASIZH)
HAFEE AP| (£ BRRAERI RS IR E e 4
fIen » EEEK URL $57E API BIRRZS 4 ©
https://hostname or ip address/api/v4/authorize

EMHRERTERTOEER - AP| NEZIRAMERIE - EETRERESHNEER > AP WREREUE
20 - AR RVEMCERERINFT B InRE ST L

LUF 551 PRAN AR IR PRI B RVARBY AR FHAR API RS ©

AP| TR BEHR AR
BEHRAIEER 2.1 2:2
HREHRATFIES 2.1 3.0

B RZHEStorageGRIDERRERS » (ZEAARITARASHI API o B2 » EIEF4kE|StorageGRIDBIFIINAERRZSEF » &1
SARI LU IFENZE L —{EStorageGRIDINAERR A HIEE API AR o

@ SR AFR B T IERVRRZS o 552288 Swagger API X158 config 280 A T fR B EIEAPI" THRE
% o FHFE APl BEIRUERIIRER » SEZERHERENIE

BRENFEREBUATANRCAERR -

* [CIfESEZA “Deprecated: true”
* JSON EIfEXAEE S ldeprecated) : true
* EERANEEEHEZE nms.log © FU0

Received call to deprecated v2 API at POST "/api/v2/authorize"

T B ATARAS SR PLE AP RS

£ "GET /versions ' API s R{EE]IZ B APl T ERRAIEE o tb5ERAIF Swagger API X489 config Zf43 ©
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

#EARIETE API HRZS

ISR LUE RIS R EIETE APl iRZS(/api/v4) SAZERE(Api-Version: 4) o MRIEIRMEEHMEE > B)iZHEE
BRI EE o

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

i uEEERE (CSRF)

BT LUE A CSRF S hE2k1E3aME R cookie NE{2EE:E » %ﬁﬁ%ﬂﬂﬁﬁtﬂiﬁStorageGRlD
RUESILBL AR AIE (CSRF) INE - AR EIEss A A EES T EHRALZZ2IEE ; &
fth APl FBRIRRIATEB AREEZEZTREAETE °

g_éuﬁﬁﬁ%}ﬂﬁ%ﬁﬁﬁﬁ’l 5K (BIUNER HTTP REE POST) HWKEBERILUERABEAEREN cookie #HF LR

StorageGRIDIE B & CSRF SRR EBHFHE CSRF W - B A% » 15T cookie AR AL EIZBEIIFTE
POST IEXZ2#HIABIEF ©

EEFHZINGE » 3B5%E csrfToken B8 “true TEEPER:EHAM - TER{ERE false©

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

EAHER > GridCsrfToken cookie sREAANE AN EIRSSHIPEIL(E » M B "AccountCsrfToken A& AT

13



B &S > cookie sRTE T —EFEI(E
UNERTFTE cookie » BIFF AR LUEMR R AARAERIZER (POST ~ PUT * PATCH ~ DELETE) #WAB S TIARRZ

* 35 "X-Csrf-Token 1Z88 > 1ZEM{ERE 4 CSRF < h% cookie BIfE
* WSS REBEETIEMIEEL | "csrflToken REFIBMNEREEZLRE -

EERTE CSRF 1R:& » A A"EHEIEAPI" B "THEEIZAPI" 0

@ R T CSRF %# cookie RUFER A EHEMEE JSON AR ERRIFEKREFIBIT Content-
Type : application/json) %88 » {E% CSRF WEHIREIMRGE ©

fEAEMRE S &R

wfEHABEMAR

YNSRI N AREE A P UAE ARG & EE - BIZER P B —{EStorageGRIDZARE (3K
RAAR) BRE5S—(EStorageGRIDZ#E (BIAMAR) - ERMEARE » MEEXRIE
AP EEEHENERESN SERHERIEHBES -

RA)EIIFH P BIStorageGRIDZR A ETAF Y _ZKFRAEE o ERFIA P AIStorageGRIDRAMETAFAEY_BIZAHHE_ o
MmEE A IRE EAEHERRIRSE ID - 4% ~ il - BEREEM 2R > EBEHBAARYIZE root FHE
= o BRFMAIER AR EEIRE E M EIREEHRE" o

REREARIRPEN EREBER FRFHR - MEEE LRAHERNEREHEMERE IR ARIERTUFIRE
— At _ERAERR RO o

R SefERITER A TIERE

WREHEAPIRE REERERMSERER - FEETERZBU T HENEE - £REN S3 FilEiR
RAITRID BR o

14


../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../tenant/understanding-tenant-management-api.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-what-is-account-clone.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-manage-tenants.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html
../admin/grid-federation-what-is-cross-grid-replication.html

Permitted

o Sign in to tenant
tenant account on source grid
s,

tenant Using Mo

Configure same identity . .
-+ identi
9 sgurce on both grids £ E"Etgn.,
¢ * Yes, grid

Opti Il eat
ptionaly, create Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
‘to destingtion

BERTERIZFNEEDERE .

o Sign infA /&

Sign inZRKIEAENE (RABIIBFBERE) ERFERIRE o

e (A& BRESNHE
MREHEARIRE AR ERMSEENERERN [EABCHNEDRIRI #R > FARFEARIREHBERA

~

BRRFEEERNSDKIE (BAEHEERRE) - FRIFMEERERERNSMHERR » SRIEAERESEE
MERE - BRRA > FERMERSDHE"

e BiEEMAR

BIBHEMERER » BN HRRERERE - EICHEEFER > StorageGRIDE BEREEREIER
g o

* MRS E(EStorageGRIDAMEIERAARIRFEE T B NMS » "EILMEVEF EHE EBRRES D RIFEA
BoEHE -

* MRERERFMWS > "EICHHVAEEE &M B4 AR" -

e 1 S3 FHER

lgEJLX"EE,@ B OFEER "N B LS —EfEAENFIE R TR S B R LIS LT

e (FI3) 5P S3 FENER

15


using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html

MREFEEZEWEMES LERBRNEFINEREFIHETR » SERFER LEBIFNEE  RARERERFERE
8 AP FHREMEREIBRMENE - BRI > F2R"EM AP| 52[Z S3 FHZIR"

SNfeHEELEYAE ~ (EFREM S3 FHNEIR ?
s 2 RIZAEIL T BRI AR P R AR AN P BRI 2 R EHE « (EFAEM S3 FIEH -

SeFETEARRAEAS LB I AN ER AR

EIUHARIRA LG EERNE BIRM818% > StorageGRIDE BENI EH#TIE £ A RS IE A B 4818
REEAR B IRAEE ©

RIGEHE R HE R ABERNFIRT « BHEZIRM S3 B¥48/RA) - BRAREA > F2R" "% S3 HHAFREIIE
B o

Tenant source grid Tenant destination grid

Create local group —1—» Local group cloned

@ IS BEAEE N E BIRERE - TS eEERRER LB AKEHERIEENERMERE - Bt > £
RIEEHERAREEERE - Ak - ERUERERIEERE -

SePETEARIRAERS LB IRV A

BRTERIRAENR LRI AEFERER > StorageGRIDE BENIZEAEENEIBRMENR - RIGFERERE
BREREEFHEENES - FRERBNMEEEIRE - MERFtERRFE—E - BRIREA > F26"E1E
AR o

HIRZRRE > AEERERBTEREREBIRER - IRAEEREFTEFNE MR LHERAFEES
AR P IRFIRA P AT BIRENR L2 AP LR - BRIREA - A2 EEAMAR"

Tenant source grid Tenant destination grid
Create local user —+J» Local user cloned
Local user e Local user must get
has a password new password

16


../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
creating-groups-for-s3-tenant.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html
managing-local-users.html

SEETEARRAES LIRS A

BREARARENER E—SAM'ELHE EmE @ ERKFEER ENEFRIL (BA) BBSEERE

BENE BRER LTS -

miEEFHE BRI EFEUET « BHERERA S3 B¥4E/RR! -

AEREPEIUMSEHETREERIIBFHEAR  MaERETUEE—FER LEAZER -

Tenant source grid

Create (import) federated |_|
group

Federated user can signin

Tenant destination grid

) Federated group
cloned

—1» Federated user can sign in

S3 FEEBAIUFE R E

StorageGRIDAE B##EH S3 FHEHR » AASERER LHEFNENERIURSREM

AEEEMEESR LRFEER - A NHIT T EF—IRRE -

* MRMAFEHSEERERERNE - (RN EZLEE CVFNER HE B S —EERAENEFRE

RESEREL -

* NRFBEEMERR LERBRNER > T UERERAR 2T SR > ARERERREES API F8)

Te R R E B AU

Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

Tenant destination grid

Create S3 access keys
for destination

l Optionally clone access
keys with API

() sramamEEY S EREEN » SRER S3 FRSHHLENIEERAS -

17


../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-sso
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
../admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-your-own-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
creating-another-users-s3-access-keys.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html

LR BRI BN ERE R B E

SeFE(EIEE A AR LRI R B RAER - MRICEEARNERAER LEITEARBNAR

StorageGRIDF A& #iE L TE H B M [CIFH A B RIRATE ©

Tenant source grid

Tenant destination grid

e

New user or group

New S3 access key

EAREDMFRVEHE  ERENENE R TR Z
EECEIIMNEHENERER S LR -

B EIEE— B LEERMSEE « EAERENEH - CHZER RS RENES —E4E -

Tenant source grid

Edit or delete
group or user

@ No change

Tenant destination grid

—t . @ No change

Edit or delete
group or user

.‘__

fEF8 API 52 S3 FEE S
MR

WIARIRP AR ERERES

TIRICHRE LRVEAR P FEERE| BRER _ ERVERAR -

ez Al
* HARIRE BAERMERE
© BB SEGIERGAS S EE
* BEER"EIVERZER" -
* BB EA"EEEECSH S3

18

BEARHER -

HAR* o

/B8 3, Root fZEVHEFR" ©

BER IR > AIe]UUEREAREE API 43 S3 77X


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html

* MREEEABEERERRFNER > WZERECFENMERES

() soawamEEY S EREEN  ZERET S3 FREBHTIEEREEABS -

R ESHEFRER
MREEEFENERE_ LAEERHER - EILERE CHNFNERE

1. ERAZRRANE ENFAR A EIEER "B EEH TSR T TE .csv X o
2. RIEPEEERIRES - BEHERBAERILEEE AP X4 o
3. 7E s3 BRI » BEELITImES

POST /org/users/current-user/replicate-s3-access-key
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Grid federation connections

Q Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name g
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and

53 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDOAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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LDAP service type

Select the type of LDAP service you want to configure.
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Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

The username of a federated user,

Test password

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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Buckets = my-bucket & Success
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

\iew bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being

deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore objects that have
already been deleted.

0% (0 of 3 objects deleted)

| Stop deleting objects ‘
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ERFRAZER  IRERBEEN > BREFHDRREMEEIRES o

Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

» Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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<TopicConfiguration>
<Id>Image-created</Id>
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<S3Key>
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<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

N

EIRRAEESY » #EE STORAGE (S3) > Buckets °©
- EERRHF RS

w

HIRFEFRFEEAER -

N

BT ARE > BLHEA o
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TE8HAP > SEFERUTANEILYGER > HERXFMEN ¢ images/ ALK °
b. MBI EFXE BE Amazon SNS 3k Kafka I8 o

g0 > RIS BEREEFEETE Amazon SNS Lt » R MR E RS AT BREZER @ TS IXEF M o
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"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"111111111111113113111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
bo
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"1111111111111111111"
br
"arn":"arn:sgws:s3:::testl"
by
"object":{
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

+
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FERAER
T R ETF R E AN

“{@F S3 REST API"

90



"Bl A IRF IR
REESELRYE
TRISEBERSES XML LERHERF EESR XML ERRFHEFRRE B R
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FAsaZ Al
* StorageGRIDEIEEEAKHHAB R IRPNETF &R ©
* MELKRY T —ERERSI HASH S3 E7FRE -
Y TEREESEARFEENHRAEEER » LHETAH URN o
* MBI EA"EIEFTA bucket 5 Root fFEVER"  EFAEA P EIRRA BTN > BEERSBREEHEN
EERRAIPVERRTE ©
BARSLLIERS
ARFREFRECEESESRG R > BUMGEMIGNcERSRESEE St cERHEXE BRI o

MRBEESMHFNRFREBESESRS > AT ESAREMHEETEREN - EMEEREYTURE
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© AN FHREREIMAESESHENTTEREM XML
° BoE XML B > ERRSB SR URN (ERBER -

IR AR GBI I > R A RN images Bl—EEE -
R AR B videos S155 8 - EUB B AT E S » ¥ Fe s Bt
B > B E— (A EATEOMERANEE test B ERBHHNERENENHE tes2 BRA
£ o

RIBERE » B TEMECE XML A

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FTTEREEMEEE XML FTE -

91


tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html
tenant-management-permissions.html

92

Name

THERNRE

A

ki

A

Bt

Eii:pud
RteE T ERERNA A BRItV RA A 21T -
BE—EmZE Rule 7T °

?EEIJB’\L’&%%’%ﬁ » AR E T E RS SR E RS 09

AR B BRIV RR ARG ARAERE

& 1E MetadataNotificationConfiguration 7t ©

ARAEIME— BB o
B E71E Rule TTEF ©

MAREAILUE TR 8 TERL - BNEFARRA > FER
EUE($EHE

B R Rule JTtEH ©

HRTRAAFT RV B RERAINRE » WHHTENEREE
FFEERBR o

FEVTGFAHR > BlaE—EZRK

B RTE Rule JtEH ©

178 BB B AT o
EA7E Rule T o

/

~
oa
7]
m

gl
=

=1

=l

=1



Name it AR
z BV TTEREZRN URN - R BZEEBUTEM =0

AJStorageGRIDIHELR URN :

* e WMBERE=ETTE

* URN BL#ETERNRSINERERE - RIUWNT

domain-name/myindex/mytype °©

imFhE EAEA P EERIER R, EIE AP EITRER ° Eff

E’JH/TQD_F

® arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

* urn:mysite:es:::mydomain/myindex/mytype

WRTERRECE XML ZRiBc B inR > & RIECERF R tHiR

404 EER o

URN B EB1ZmEF
2. ZIHAPEEEREEHE (S3) *>H#E® -
3. EERREFRNATE o
HIREER A ENER o
4. FEEFERE > EESEY
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ENRARSESERE -
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@ StorageGRIDEIE B % 7EfEMA Grid Manager 5 Management AP| A &{EfR B EIRE AT
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SERLTE
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fEUEEBHIT - FREYHRYIH TEREIMREEEIE—E B At -

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

#5) : EAMERRNTEENLE

TEUEEEFIF - EEARABRT Y TTEE fimages BXE—E BRI - MEARTAR TR RS REHR TEIE
*Ivideos' #3X EI 58 —{E B I o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TTERERRI
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ILEHIRT T EYHEEB LU TIRER A UESER JSON &4 sGWs/Tagging. txt  E4A
‘test’bucket ;R B R AIZEH > FLE “versionld 1EEAZE ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

JSON XXHEFRESHFER
XfraiBeiEEE RS - M RENRE ID (REFE) -

HEERANEER
bucket : fEFRBVATE

key . YRS
versionID : ¥MFhRZA » ARKRAICHEFRPIER
region : BIUIREE, us-east-1

RIRTTHIE
size ! HTTP BRIRFI R AR/ (MUALTiE2ENLD)

md5 : ¥)fFia A

RRTHE
metadata : ¥IHFEIFRE AR THIE - UEBEHIITN

key:value

RE
tags | BYHEEROFIEYIHRE - UREHOER

key:value

‘test ° i&
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* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type
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®* Host
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html

FAKRIEX
REER

StorageGRIDX 1
"SRR (E
“ERHREETE"

URI T 28 MNERI1ZE
StorageGRIDZ i&Fi A iE A 2 MR IEH L LEEK ©

ARIEX

BRAEEMA

StorageGRID3#&

" S3 REST API 527 S3 #{484"
"ERISY A E"

URI &S 85 RIZE
StorageGRIDZ 1&Fi A 7E A 2 HANZEEH T LEEEK o

FARIEX

BEEMA

StorageGRID3#&

"M S3 REST API 5% %€ S3 ¥4 H"
"EISHRFEE"

URI T2 A KIZE
StorageGRIDZ1EFB i@ A 2 HAIZEEH R UEEK ©

FARIEX
REER

StorageGRIDX#E
"f§F S3 REST API 58 S3 #1-54"

"BUS RS

URI B2 #AERITE
StorageGRIDXZ IRF A #E A 2 U EH R LEEEK ©

FARIEX
REEM

StorageGRID3#%
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html

"EYIFEOIRAE

"BER"

URI T2 M A KIZE
StorageGRIDZ 1B A & I 2 S IZEE H R EEEK o

FARIEX

BEEM
StorageGRIDX#%
"$t bucket FYIEE"
"EHERHR"

URI T2 ¥ A KIZE
StorageGRIDZ1EFAB @ 2 HAIZEH LA XK » M1 ELLTFHINNAZEE :

* x—amz-checksum-mode
* x—amz-server-side-encryption-customer-algorithm
* x-—amz-server-side-encryption-customer-key
* x-amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
* Range
HREX
REEM
StorageGRID#E
"R

"Bl RAF"

URI T 28 MNERIZE
StorageGRIDZ i&Fi A iE 2 MR IEHFLLEEK ©

FARIEX
REER

StorageGRID3#&
ARFE_E B3R 1E > ListBuckets
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html

"B HZER D EfE"
URI Z32 A RIBE
StorageGRIDXZ 1EFR A E A2 HAIIREER P IEEEK » M1 ELATHIINZS S -

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
HREX
REEM
StorageGRID#
"FHZE S E1E

EEHER"
URI EH2#MNERITE
StorageGRIDZ #EF A2 HAIIREEER AR » 1 ELATHIINZ 8 -
* delimiter
* encoding-type
* marker
* max-keys
* prefix
B RIEX
REEA
StorageGRID3#%
"$t bucket FYIEE"

"ListObjectsVvV2"
URI EH 2 #AERITE

StorageGRIDZ R FiA A 2 AANIREER FRUESEK » M ELUFHINZE -

* continuation-token
* delimiter
* encoding-type

* fetch-owner
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html

* max-keys

* prefix

* start-after
sAKIEX
RBE
StorageGRID3Z#&
"#t bucket BYIR{E"

"5l 4 AR A
URI EH 2 A KRITHE
StorageGRIDXZEFiAEEAZSHAZEHLEERK » I ELUTHINZE -
* delimiter
* encoding-type
* key-marker
* max-keys
* prefix
* version-id-marker
FRIEX
BEEMA
StorageGRID3 1%
"#} bucket HIIR1E"

"Bl B

URI T2 M A KIZE
StorageGRIDZ1EFAB @ 2 HAIZEH LA XK » I ELLTHIINS 8L -

®* max-parts
* part-number-marker
* uploadId
#RIEX
REEM
StorageGRID#E
"FtHZE D EE

1M


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html

"PutBucketCors"

URI EH2#NEKRIRE
StorageGRIDZ iRF A iE A 2 MR IEH L LEEEK ©

ERIEX

StorageGRIDZ 1B E EFSH Amazon S3 REST APl E&MFFAFERIEXZH -
StorageGRIDX#E

"$#} bucket BIIRIE"

"PutBucket/ilZ"

URI EH28MERITE
StorageGRIDZ i&Fi A iE A 2 MR IEHFLLEEK ©
FAKERE XML 125
StorageGRIDZ IR FeAKIEX XML 1E4; :
* ApplyServerSideEncryptionByDefault
°* Rule
* ServerSideEncryptionConfiguration

* SSEAlgorithm

StorageGRIDZ#&
"#t bucket AYIRE"

"PutBucket£ anBHACE"
URI EH2#MEKRIRE
StorageGRIDZ & A F 2 AN IREEH I IEEEXK ©
AR ERE XML 1RE
StorageGRIDZ B FARIEN XML 124 :

* And

° Days

* Expiration

* ExpiredObjectDeleteMarker

* Filter

* ID

* Key

* LifecycleConfiguration

* NewerNoncurrentVersions
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html

®* NoncurrentDays

* NoncurrentVersionExpiration
* Prefix

°* Rule

* Status

* Tag

* Value

StorageGRIDX 1%

* "$ bucket FYIR{E"

* "¥B1 S3 A dnEHARCE"
"PutBucketNotificationfic &"

URI EH2#MEKRRE

StorageGRIDXZIRPIB iE A2 HAIRIEHFLLEFENK

P RERE XML 125
StorageGRIDZ IR F#AERIEX XML 125 :
¢ Event
* Filter
°* FilterRule
° Id
* Name
NotificationConfiguration
® Prefix
* S3Key
* Suffix
* Topic
®* TopicConfiguration

* Value

StorageGRIDX1E
"# bucket AYIR{E"

"PutBucketPolicy"

URI T2 M AEKIZE

StorageGRID3Z & Fi A E A 2 HANREEH I IEHEX °
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html

FARIEX
BRIXIRRY JSON EREMOUNFMESR > AR LA HFRANEHEFEEE

"PutBucketf& 5"
URI B2 HHMARITER
StorageGRIDXZIRFIA iE A2 YR EEHFLLEEEK ©
AR ERE XML 1RE

* Bucket

* Destination

* Prefix

* ReplicationConfiguration

* Rule

® Status

* StorageClass

StorageGRID3Z#&
"# bucket AYIR/E"
"PutBucketTagging"

URI AL HMAERITE
StorageGRIDZ IRF A iE A 2 MR IEH LK ©

AKIEX

StorageGRIDZ B E {ERFEB Amazon S3 REST API EEMFAAARENSH °
StorageGRIDX i

"$#¥ bucket BIIR{E"

"PutBuckethr 4~ Hl"

URI EH2#NEKIRE
StorageGRIDZ iRF A iE A 2 MR IEH LK ©

BERERESH
StorageGRIDZ B FeAKIEX 2 -

®* VersioningConfiguration

* Status

StorageGRIDX#E
"¥f bucket BIIR{E"
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bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
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bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html

"HEHR"

URI &2 M A KIZE

StorageGRIDZ R FiA A 2 AANIREER FLUESAEK » AN ELCFHIINARER -

* Cache-Control

®* Content-Disposition

* Content-Encoding

* Content-Language

* Expires

* x—amz-checksum-sha256

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x-amz-tagging
* x-amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
AKIEX
© MR T EEE
StorageGRID3#&
"HEHR"

"MEHRRGARE"

URI EH2EMFKITE
StorageGRIDXZ &P A iE A2 HAIIZEEH TR LEEEK

FERIEX
StorageGRIDZ 2 EERFEH Amazon S3 REST API E&RIFR

StorageGRID#E
" S3 REST API 527 S3 #{484"

ARIEXSH °
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
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"Location": "/testbucket"

3. EEHR -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

NRYI LEMT - BIEER—E Etag » ERMHFERIRVEEE -
4. F|HEFEFRNABSUEEHRSELLE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. MIFFER -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIFRRFETFAR o

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string

Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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R

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[ElFEEE 5]

HTTP/1.1 200 OK

x—amz—-id-2:

iVmcB70XXJRkRHIFiVgll51/T24gRfpwpuZrEGL1Bb9ImOMAAe 980xSpX1knabAOLTvBYJIpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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i e BRI B AN TR
B 4 SBHIREE R o MATLUEBE M PutBucketLifecycleConfiguration :& K HE M EIR#TFE o

AR S HNERPINE R BERALEERESRS testbucket ©

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EEREEHENREERTEMIWERNHER » 552 H GetBucketLifecycleConfiguration E3K o #I40

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RRTHEVEIFES T ERI MR Ry £ an B RIECE -

B REBRIMESERANER

SR ATESEH PutObject ~ HeadObject 3% GetObject 55K 4 B HARCE VBRI RS BRARKEEY
% o tNRFBARA > BIEIFEEIE Expiration 5 ARHEBEAU R A S WHMEBEAR A2 8L -

@ H7? bucket £fBHAEZ ILM > “expiry-date’ BRI R MR EIRZBEE - BRAHEEE -
HSE"MAREHREE" o

%0 > b PutObject 353KF? 2020 & 6 B 22 HEH » Wi —EIH A testbucket 1 ©

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FINEIFERTZYIMERETE 100 X% (2020 &£ 10 B 1 H) BH > WA AL B ERRAI 2 -

*"Expiration”: "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

4N > 1t HeadObject 53K FAFYEXIF testbucket FETERH ARG TE R ©
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRZHEIFE BLFEM R T 8 » TERFAZYIMHASTE 100 XBBHR - WHFFSRAI 2

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

() HREMHMEAEHISEER  x-amz-expiration' EIRETEIEEMR YL EATARA o
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[E]FEER AT
x-amz-id-2 KMEH
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HE > B Tier ARTERATEFREERTESRIEZ R
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Azure Blob 77f# » BISEAMER Expedited B o BRI TEER 403
Forbidden® InvalidTier . Retrieval option is not
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409 Conflict ° RestoreAlreadyInProgress

200 OK

SER COCURYGEWER IR » SAIUEEH expiry-date”
FEREHEN RestoreObject AXRAUMERIE Dpays © R1EBHAR
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RE]LAER S3 SelectObjectContent 55 KRR ER SQL E0EIE S3 MRS ©

BRAFAAE R > 55288 "Amazon Simple Storage Service APl 2% : SelectObjectContent" o

FIsEZ Al

- THEERE BB S3 Select##R o

* 1’5 "s3:GetObject IEEE AW HIHEIR o
* BEEANYHFLERAUTEXZ—
° CSV ° A][RIXfEAEBEAES GZIP 3¢ BZIP2 82 ©
° $EAMINR o Parquet #IHFRIMIANEK :
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n E
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CSV 5 KB/ EE A

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CS8Vv>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSvV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet 55K A&l
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &ExH )

IEEHEEINATE « 2010 £AD ~ {5t 2015 EAOMREEA DR EERNEEEA L o XEPIERAHE
SR8 o

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EBHIIHFIAIRTT > SUB-EST2020 ALL.csv * HEREER !
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI & (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

B X HAYATR1T > changes.csv » BIEREGERK !

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI {FF#i%I (Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

g changes.csv BUBTA1TINT ¢

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127
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<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket a6

PUT Bucket &R ZFENEREE KA EEMANERE—FFRNREFINEREER - AL
RIFINEEER AR EMEE » L HZA 10.3.0 AEShRAEILNFIB#FRINTERE °

RN BB T s3:PutBucketLastAccessTime PR » & IRE root > ARETZRLLIRLE ©

fitStorageGRIDRRZs 10.3 Fta » FRA M #EFRRY_EREFEE E E TR AF AR - REAE
@ AR ARk 48 StorageGRIDEZ I HI#FR » I B ERF SMAVTERTA > QI AREEREE

P HARTFIRA _E RIFEXEF R ERT © SPILUERA PUT Bucket ERFEFEFEAERSHHEAFEES

PiEEFRAFAE N R ERANER L RFIERENER - B BANER LR EREER" -

MREA T FEFERN L REFEEEEN > ATIITARERRGHER LAVRE
* GetObject + GetObjectAcl ~ GetObjectTagging #1 HeadObject BK A& B #7_E RIFENEFRE o sZY R i
FENEHBHSIE (ILM) FFHEHTH

* (EEHITERIE CopyObject # PutObjectTagging 55K th & B ERAFENEE RN AZIBT U H
ILM 5 o

* INREARREHFRE_ L RFEE B > Bl CopyObject AR & BHT A IRHFAZAT L RAFENER] - 548
R EIAZICREFRER ILM 5HE(T5IF o B2 » HiEMR > CopyObject AR ZEH L RFH
B o ¥R EVRIAHIINAZUBRZ AR LU ILM 5F(

* CompleteMultipartUpload #&3KE#_EREAREEE o STRBIIHHRINA BIBXF A LAE ILM 5747 ©
EREE
Lt &G 5 B FR R T AR B R 12 7 ENERF RS o
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

IEEEHIEE RI#F R L RIFENESRT -

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

MFREEFRTEREEECE

DELETE Bucket 7t B FHBXIER TE 55 K Al B G EBEMIPRACE XML RIEHE—(#EFERNES
BERRTE o

1R AEER (#1748 s3:DeleteBucketMetadataNotification R > KA AIEEIR » A BEFEAIEIRIE o
FHRETH
ItEFIFENERRERNIESESIRT

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host

Y45 Bucket ;TtEREEE

GET Bucket st EFEE R ER KA R TR RANEES EHFRVESESNEE
XML o

S JBA s3:GetBucketMetadataNotification #FR » SR AIREIR » A BESTAUILLIRIE o
AR EF
EEEKRIBZTRS A bucket ©

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host
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[o]7E

R SREFROTENBNEE - TERENRERTRENARERFRUETESES - hUER
ERFFEREMPLEMHRERS| > UREMIB TERHREERIMLERRS o

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SETERENRESE S —ERZERE - SERBIEEHBE B4 UK StorageGRIDFEZ XA T EREY
it o 24781 StorageGRIDIHEEHY URN 35EBE o

Name et

T BN E gﬁ’:‘? ST BB A B0 B ROt BRI R S 831

B85—Ez %@ Rule 7T= °

WEH

By

il K{

2 lall RANERRE > ANEARRETENNEEREE =N
589t o

AR BT AVRBASRIEAR o

& 1E MetadataNotificationConfiguration 7Tt&H ©

ID FRAI R ME—ZR AR o x
B1E1E Rule TtEF ©

iz RESETIUE (RO = (EAL - SREERNSRE 26
) REREE(IER o

B E1E Rule JTTEH ©
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Name Haat A
AIAR HABRETIMHERIRANTEE ) TAEHETER 2N
SWEXIIEENEE -
EEMEFMEHR > BiaE—EZTRI4R
B57E Rule sTtEH ©
B a9 FABENRER - =
B57E Rule sTtEH ©
Z= XM TTERINBIZRN URN - XBREBUTEIE =N

#JStorageGRIDIHELHY URN :

* es' AR E=(ETTE °
* URN AU RFETERNRS IFEEEE - B
Y0F domain-name/myindex/mytype °

inEh R EAERREESRNARAFEE AP EITRE
By o EfIRERaE ¢

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

WATERRAECE XML ZRifcEings > [RIECERKMK
It IR 404 $85R ©

Urn B2 7E Destination JTEH ©

Bl
XML Bl 27 <MetadataNotificationConfiguration></MetadataNotificationConfiguration>"

BREETNAAREHEESSESIRENES « LGP > MHTERREXESS current A
B8 2017 FEEBHERS recordse
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TERAEAR
“EREARIRRA"

PUT Bucket o EFEEAECE

PUT Bucket TTERIBANRER KA REAE—RFFRRAESESIRT - LEHFAKEXH
REMNTERENAE XML IsERETENMEEREBRESRS YT -

IR BEER AN s3:PutBucketMetadataNotification #£FR » S{p AR IR » A AESTALLLIS(E o

2K

ARUAREFREXFTESTERNENEE - SETENENEELRE I —ENZERE - SFRAEERERA
A9 LU Storage GRIDFE 383X 4 s B KIH B RS ©

A LURBYIE BBV AT AR B Y o Bl » eI LSRR RIRYI4 T8 /images EI—E BB » LA
HAHRBIESR Ivideos B|FZ—1@

BASEERENEEERN > T AR EHRIER - fI1 - B3 —EHEAFRENYHRANEE test 5
EFRASHRIRH R RRIIHR test2’ BRAFFHY ©

W JRfEFStorageGRIDImFARY URN 157 B 1R IR TERERNECER » InfaRET » [RIBEREKKR > BA

400 Bad Request°§§§£§%§ﬁ§ﬂji Unable to save the metadata notification (search)
policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

EFHEI T TTEREERECE XML PRYTTE ©

Name gt AT
TCERE AL E AR T BB ENERAIN SRR 28
gﬁz o

BE5—E%%E Rule 7TtX °

il RANSR[RE > ANRARRETERNNEERE =8
591 -

AR E TR RR RS RAEAE o

& 1E MetadataNotificationConfiguration JtZ&H °

ID AR I — S84 IR o x
£151F Rule Fo&h o

EZukini REERIUZ TREAL 30 MEAL - HIRERFRARE  ZEX
» REIREUE(TIERE ©

B E7E Rule TR ©
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Name Haat A
AIAR HABRETIMHERIRANTEE ) TAEHETER 2N
SWEXIIEENEE -
EEMEFMEHR > BiaE—EZTRI4R
B57E Rule sTtEH ©
B a9 FABENRER - =
B57E Rule sTtEH ©
Z= BEYIETERMEERN URN - X EZEEFUTEE =M

#JStorageGRIDIHELHY URN :

*es BB E=(BETE

* URN AU RFETERNRS IFEEEE - B
Y0F domain-name/myindex/mytype °

inEh R EAERREESRNARAFEE AP EITRE
By o EfIRERaE ¢

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

VAR E XML Z A B e, » BRIRE B LK
i 13 404 22 o

Urn B2 7E Destination JTEH ©

ARER
IS AR ARTFRIVESES - HIESEMT - FrEYHIYG TERSREEEIE—E BRI o
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEHI o BRSBTS RO TTEUE /images X EI—E B AU » MEARTAR TR RE KRt eis
‘/videos  #EE !5 B H AU o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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RSESIRFELER JS

ELSHEEFRRAR
ZEBRIRAS °

ON

SEOIRFER - 8RE - ENSRFEIETENSRREES G ELE JSON XHFIREME

LEEHIRT T EYMEER U TR T U ELER JSON &l sSGWs/Tagging. txt 1% “testoia
“test’bucket ;R A HRAIEH > FILE “versionld 1ZHAZE ©

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata":

{

"age": "25"

Yy
"tags": {
"color":

}

"yellow"

THEBENFESNHEGTHE
BARFXT B R imRERY JSON XHHESHIFAARIL

KIEIIHL T RAEE

X B eiEEE RS - M RENRE ID (REFE) o

B
(TR

EE R ENR

EERANYHER

EERNYHER

R TTEUR

RITTHIR

THE%1E
1

md5

it
EFREIE

Y%

YRR » BRI IRASCEFRS
SEIES

B0 > FEFR &S us—east-1

HTTP B3R iRAI KAV R (X
B A EE (D)

e
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L THE %18 it

RPRT#E TLEUE WMEFE R P TBiE - RES
key:value K

B8 B8 A ERNFIEMGRE - LR
key:value BEHENER

HPIZEBMERETEIE » StorageGRIDAG HEFNIEFEAF RO S3 HHENBIES
@ Elasticsearch « HE&E Elasticsearch #§iEttF R EEAL HEASEF > 5% R Elasticsearch BY
ENEEROIE FEA E FE B HAS T RURBFETTIR(E - HERCENSESIRFE 2R » BN BERS| ERE
ENRER I EIFE o S)UEWRZRS 1B » (CEEAERS|PREXEIRMALER o
HEREE R
“EREAFIRE"

BB GRS
GET f#FERFERENRE TR ERNREFRE U REZIRP BB SERF RV

FHE o

AILUBEBIEERERY ListBuckets 55 KIREVFIR A R EFEFRERANFEEE » HPE S x-ntap-sg-usage THS
o EERHEERBRERKEIEN PUT # DELETE RO FEBH - RiZERNERIE - FEHELATEHERR
ZAIAREE B —LIEE » HRCERREHEER o

FERIEMNT > StorageGRIDEHFAREE — M REEERBEREN - MREEBIRASIH 4 -
StorageGRIDF E R TERILF—E M THEEVERE ©

CAZERER s3:ListAllMyBuckets R » S AMRE root » 7 BESTAYIULIRIE ©

sAREER

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

[l FE a1

tEEEHER—ERR - ZIRFERMERFRPES DEY R 12 BEATENER - SEFFREImEYH
NEMLTTHERYE R o
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hiR 212l

FEFNSEHhRAERBBIFL "ObjectCount M "DataBytes ZfEHRIE o MIFFFECAEFIEE] "ObjectCount’
EEBRY o

G
— B

EERERARLEERS

EEREREGRMEHERRAS

&R REE EF A StorageGRID S3 REST AP| R EIBFERE RS IRINAEE I AIHETERE ©
AR ER

SRR ASHIStorageGRIDHZ A StorageGRID S HRINAE B WER » LB S3 WIFHERA o

MREZARATR2EERERE > QZ S3 ¥4 #HERE T StorageGRID 11.6 FEYA o SEEBEIRA
BIRMERFEEER B2 BIEEE » {Sr/LUfEAStorageGRID S3 REST AP REIBEMIRAMERRS R
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7218 o

* "{#/A S3 RESTAPI 5% S3 ¥ 4"
s “EH ILM BIEHR"
* "NetAppXl:8[E : ¥N{AI{EStorageGRID 11.5 R EIRE KRB HETZR"

EEANEGREHERX
* "BEH - PUT Bucket sARECAABIRSRIE"

SGCompliance XML JTcRE#EA ° LAAT > &I LE PUT Bucket s53KBVATE XML B REXHES
Lt StorageGRID B TR R E I AERFETEA ©

* "BEM - GET Bucket &R M4"

GET Bucket §RI4EAFEREHKER - B2 > CRILMEEERLERREERAERSREFHENERNSG
MMERTE °

* "BEH - PUT Bucket &3R14"
PUT Bucket 6 M sARKEWER - B2 > BRI LUEEFERIILGERKESIRE ERSREFHIN SRR
TE o Fun > Sl IR B EREN S A FEARERIERE(REHA
B EHA : CreateBucket ;5 RIEMUABIRERME

SGCompliance XML Tt E#EF © LLAT > {8AILATE CreateBucket s5KAYAIE XML 553
[EXHE It StorageGRID BT T R KB ABAHTEN o

FeRihRR4sBIStorageGRIDFHE {HHIStorageGRIDGEINAEBHKER » WEHK S3 MHH#EEA ©
FSRUATABUTRESFHAEN

@ * @A S3 REST API %7 S3 ¥4 4"
* "NetApp&:#/E : W{ATEStorageGRID 11.5 R EIRE BB HZRE"

TRFERYBASHRMENIEER - MREEHER CreateBucket ERIEHREILMMSRRHT > BlEE
B T7EERAS -

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

B EA . GET Bucket iR

GET Bucket &RMEsEREWERA ° B2 » KR EEERILERREEIRBERGRR#
FREMAMNERIERTE

192


https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

FeRihR4sBYStorageGRID R {HRYStorageGRIDERTHAEBHKE » WEHK S3 MHHEHEA o
A2RUTABTUTRELSFAEN -

@ * @A S3 REST API :%7E S3 ¥4 4"
* "NetAppXl:H/E : WN{A1EStorageGRID 11.5 HEIRERRIBAHTEE"

& JB¥ER s3:GetBucketCompliance R > Sk AREIR » A Se5EREIR(E ©

R
LEEBRIFER A FHIEHERE %% mybucket ©

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

[E1FEEE A

TEZHE XML 7 > "<SGCompliance> 5l EA MM ERIERT o ILHHIEERER T HERNARIERE -
H oS EMI SR 3 A BREEARE—F (525,600 48) o BAl  ILEERFREEEASERE S
MR TE— B BB o

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name ik
R IE MEEIEERNGNREHRERE (UDEREM) - REHEDH

AN\ B HEFRRLE o
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Name Hah

ERFRE * B ILREERERER SARENRE - ERFSIEFREZA » ILRHF
ﬁﬂlﬂﬂ’ﬂ%#m/ﬁ&ﬂﬂ*ﬂ? » BMfEEREHIEBH -

* $HER | ILRFRBEMRENRGEREZT - EREHAZIRAR - ILUM
PRICEFRPEvf -

EENTES * True : FRIFEFRENR GAMRERE - SRIEREHAZIHAF - I
TRV R B EMIER o

* False : (REHIZEIRIRE - ILREFRTEIHETE EEMIER - LNRFEM
FRELHR > RILAFHMERER -

$EEROIFE
MREFERNRIUIAFESENRK > AIERERN HTTP ARREHIES 404 Not Found > S3 R EA

XNoSuchBucketCompliance ©

BEH : PUT Bucket §3R4:5S

PUT Bucket §iRME:AKEHKER B2 > ErJLUEEERILERREDIRBERSRIHT
RBVERIERTE - HIE0 > LAILWRBREFRERGAREIKESIERERER -

FeRihRR4sBYStorageGRID PR {HHIStorageGRIDERINAEBHKER » WEHK S3 ¥HHEREA -
F2RAUATRABUTRESFHAEN

@ * "{EF S3 REST API 527 S3 #f48H"
* "NetAppXl:#/E : WfEI7EStorageGRID 11.5 FEIRERRBBHFER"
EAZERER s3:PutBucketCompliance 1R > S AMREIR » 7 BESTALULIRIE o
U PUT Bucket &3R4 RE » 7 BARRERENSEMIEE—EE -
sAREH

I EEHIFERIEL %S mybucket o TEEEGIFH > HR ‘mybucket I RN ABHEREE > RREME
(1,051,200 7388) - MAR—F o IWHEERAEFEGERE - SEVHREMERESMER
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1

Date: date
Authorization:
Host: host
Content-Length:

<SGCompliance>

authorization name

152

<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

Name

REHDE

ERRE

EENTES

BRMEREN—EE

it

MEERFEFRAOMENRBERRRE (UNEREN) - REHREDHG
MM B HERERAA ©

EE A RetentionPeriodMinutes 15 E BT > UBISEEN AN #T
WERIREBENE - REREFRNFREERE > BEXRVZE ; REEE
e -

* B ILREERERER SERERE - ERFRGIEFREZA » ILRHEF
R EAR MR - BMERREHCEH -

* $HER | ILREFRBEMRENRGEREZT - EREHIZIRAR - AILURM
PRICREFRREf -

* True : FRIFREFRER GARERE - SRIEMREHAZIHAE - ILfH#E
TR R B EMIER o

* False : (REEHEAZIHA®R - IWREFHRPOIMGTEE MR - HIRFEM
PRELEHR » RIXAFHMERER

E1G{ER PUT Bucket BRMERE# S3 HEERNSRIMRTELR » StorageGRIDE ERHTEE @AM PEMHEE
IBRITE R - TERIBR T » StorageGRIDfERA &2 — M RERFAEER P OINSFFIE @ 2RHERTE
R EEEHR N EEN SRR EARER Bt -

R StorageGRIDRAE KR OABuL S 4B IGE IR EEFESATAMEEAEIR a2 —5M > AIEIERN HTTP
ARBEREA 503 Service Unavailable.

MRKEILEEE > BIARRHESEREIES - LRGRERIZHFIRNEEZRE - IRMREESEAESELRHE
HESRYEFENRL - RITIR A AE S B EE B R F R LR — B R E KA XK o

@ P)/5&%IER Strong-site —EMEAIEST PUT bucket 3RE » BRIERMTTIBIEREERM > L AK
T RMER IR BIRBERR o
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Az Py

E—RMERREERUERE Y > StorageGRIDfR:E B MR M SRR EEH AN AR RARAFHER—Z

1 o ERIKE StorageGRIDRA MM A SEE B R HZHEFRAB SEAL—NIIRE - EEIFFA GRN#EFEIREET A
A o A —RHIREAEETERTIMIFRIIITA I > MRERHEEFHENRGIEFRE 2 T a6 FE—2iE
AlREFRAANERMERE (BIEARE) AESAREERNPOELEERR - Bt - ERBERGERER
BRI SR E AR E A E B BMIERIIEE (MMRERA) MikR -

EE0%HE R Strong-site —24% > FFEH M PUT Bucket 834 EK » W15 "Consistency-Control HTTP
FAKEE W

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

FaER[OIFE
* MRFEFEHEIULARTEEK > BEIEAR HTTP AREEEEA 404 Not Found ©
* Y1 RetentionPeriodMinutes  MRBR/NMEFHOVERIREEA > B) nTTr AKEEEEA 400 Bad

Request °

1ERAE RN
"BEH : PUT Bucket 5 RIERUBIREHFE"

{#EF RN BB AR

fE RN A AT IR

StorageGRIDf#ER Amazon Web Services (AWS) [REIFE = 0[:E S3 FHA A 5| B EFR KR
HiAFRBAHERTFE © StorageGRIDRAEIET S3 RESTAPI [RAIZEEHFE&E ° S3
AP| FTZERZREELL JSON AR % o

T SR B A At
StorageGRIDZ {E M fE 17 EXEREK o

* Bucket BUER » {5 GetBucketPolicy ~ PutBucketPolicy #1 DeleteBucketPolicy S3 API $#&{Ez{ Tenant
Manager 5% Tenant Management API E1TEIE o (#TFRRBEMINNEIRHEFR - R e ERIEHHFRE
BERPSEMIRE PHEREHRFEERREPNENFR - —ERFFREREEBERN—EFHER > e
AEERN A4 -

* BHERA > ERERAF EESRIEHAREE AP E1TRE o BHERAISWMEIRA PrEAE - FILEMECE
BAFTEBATFIRIRFEENREER - #HERNEERN—ERHE - s ERNSERHER o

()  ammsimemses2HnEETeEEs -

StorageGRIDI@FEF4B /R BI3EE Amazon EEMIFEE L - BEREAZEE —EREEEE » SEELOE
SUTTE

* 84 ID (Sid) (7J3%)

o E4B

e —
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* REGFRER
* BRIFFEIR
* 1TENARTE
* & (AE)

REKERFEFA AR EELUSERR | 2T <Effect>LA 2 5F/4E4B <Principal>7E3# F <Condition>EF¥f<Resource>

#fT<Action> °

SERBTRBEERTE

pavE
JE1E
%
REFERE
BIRIFER
TENARITE

HYZHAE :

it
Sid TR A ER o Sid EHEREHEL - ERFHFETR K StorageGRID

f£F Effect TTRICRER T AFIIRBISEBIRIF o LU AERAIEN
Action JTTERRARFRAH HREFRIMG A (SHER) BuRME -

WRILLEFERE ~ BEMRA FRUSE R RLHITI EIRIF - WRFA>
PAEE S3 =4 0 MIBBISERECH () (FAERKATFERTFHN - B
FIERT > RARPIRAIUFERZIRAERNER o

R BEBEEFRERPIETE Principal 7T S EHASERR » HRERFRHT
INEIAYEE AR ZFETNAY Principal 75X ©

Resource TTRIEMAF R o EAIUER Amazon BEIRLTE (ARN)
REMRIER - M AT HIEBH R FIER o

Action # Effect ;TR 2 H#EMRIIMIEERE D o E—(ERAEAKEIRE > {th
PEERE T FINZERVER » ZEREEEFEINZER ° FRIECRREE
IKIEIR > BRITFEURAIELE - BT UERRRIEERER 5 —ERKRE
THIRERR o

Condition FToEREFIERY o R TR I RE TSR E a] B FE A SRES o

£ Action JToEH » ATLAERBECTT (*) RISEFNBEENES SR D EI(E o B0 » It Action FFE& s3:GetObject
+ $3:PutObject #1 s3:DeleteObject FEHERR o

s3:*0Object

£ Resource FToE=F > AJUAERABECT (*) A (?) « 5% (*) 75 0 EHZBEFFT > MK (?) IEkRESE—F

fF o

7E Principal JTTRH » RRBACT @ [FIFREELFN (AFABEARTER) o G100 > CREERRN () RERE

EE{E °
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"Principal":"*"

"Principal™: {"AWS":"*"}

LT &I > 5%:8H)EA T Effect ~ Principal ~ Action #1 Resource Tt ° M8 BT 7T —ETEMHERER
BREEE) » e B)ERME T8 KIEF Principals ~ BI28#4H federated-group/admin  UKRMFHEER
‘federated-group/finance * HITIRIEBIRER “s3:ListBucket' 7444 "mybucket #1178 "s3:GetObject’ 7£
ZEFRANFTAEYG L -

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,

"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

ETERERERRI ARSI 20,480 F&i > B¥4AIRAIBIA/REIZA 5,120 (it ©
BUE—M

AsER T CHEFERAFMEE A ERREHBE R - SRHERAES B > HINRIREE > EFa5t
REERIN 15 DIEA LN - BRBERT > CHREFRREFIENEANENTESE - -

RIBHRE > EAI NS BREFRREEERN LRSS - fI0 > ErIsEREEELPE RS S RHFRRER -

HEEREERT @ E[IUERTE "Consistency-Control PutBucketPolicy 55K HRIIZEE > BiE&E S A LR PUT Bucket
—H AR - EFERREEE T > ANKRERIRE > EFE0AEREEEIN 8 A REER ©
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(D RER—BER S TEREURRERRIER » sAFRETRERRERERREERSERR
18 - BRI > FrE RRRIEFRS X%BH%@%1P‘E&1§E’JEQE°

TEREZERAH A ARN
7E5RBREEBAT > ARN AR Principal #1 Resource 7T ©

* EFRILFEEIEE S3 BIR ARN :

arn:aws:s3:::bucket—-name
arn:aws:s3:::bucket-name/object key

* EAEERESHEIRARN (EAEMEFE)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HthZEHEE :

* [WRILMERESE (%) (AR RERYH#ANZENZEF T
* AIEMSR IS ENEIFR F o REER JSON UTF-8 3¢ JSON \u BERFFEITARN - FZIRB D LLARS -

"RFC 2141 URNGEE'

PutBucketPolicy #&{EHY HTTP 55K E RS 7EIER charset=UTF-8 #E1T4RHS ©

ERBEPIEEER
TESRBEEE AT > EETUER Resource TTERRIEE AT EIEABEIRAVFF R -

. gf@%%%%%ﬁ%gﬁi—@:ﬁﬁﬁ% o fERI&H > EIFHITERT Resource' 8% » "NotResource LUETTHE

* IEEILUERA S3 BIR ARN H5E &R B4 :

"Resource": "arn:aws:s3:::mybucket/*"

* SR UEMHRAERARIREH - fIin

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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* BRERLUSEEZ U BHERR R A NFERRHER -

TERIE RIS E RS
A3 Principal TTERARHAIBERBRAAF/AEEEFINE RNERE « BFENEARE ©

* EFRERRPNSEREE DY AR S —E Principal 7t o B4AREFAREEERDARATE Principal 7TT&R
» AABH AR A TR

* TESRBEH > ERBHITE Principal) 2R~ > 3XH NotPrincipall FRHERR ©
* MEERA ID 3 ARN IEEERIREHEH -

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

« EHIERTBREIRYE ID 27233906934684427525 » EAAEIEIRSE root MR ERE .

"Principal”: { "AWS": "27233906934684427525" }

* ERAILUEIEEIRPR

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* SRR ENBMEEAE ( TAlexs )

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* CRILUEERENMEEE ( 'EEE) )

"Principal": { "AWS": "arn:aws:1iam::27233906934684427525:federated-
group/Managers" }

* BRAILHEE—EERERS -

"Principal": "*"

* BTERIRE > CAILUERFERE UUID MARERERMRE -
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-

eb6b9%9e546013

B4 > 1358 Alex BERS T 4880 > TIFBE £ " Alex 12MIRS o B —(ERTHT Alex AR Bk 5 EAIRIY
‘Nex EFRES » HEAENA R EE P RAE T RISEHERR -

* FREAIMEE R FEFRRBE S N FENBE/ ERERE -

TESRBE PR EHERR

TEZRE&H > Action TTEER ASFAEERHERIVHER o S UERIEPISE—4HER » SL#RATER §
Action] =/ > B NotAction] FRm#EbR o BETTEEHEZIFFER S3 REST API $21E ©

xRS T BRRREEFRBERNBERIRYHFRIER -

®
®

BRARHEFRIVER

FERR
s3:

s3:

s3:

s3

s3:

s3:

s3:

s3:

R

il

MIFREEF R TE RS

- MIBREEF IR SRES

MprERECE

BUSH#EFRAC

BiSREFRERME

B R—EE

EfEA put BRIVAER » RPITMHIER o

S3 REST API 1&{E
=lFEL

il

RprEERTERENEE

i) el SR B

il Rk

FEHBucketAcl

GET Bucket &% (BEH)

S —2E

Amazon S3 IR7E# PutBucketReplication #1 DeleteBucketReplication {F2 s
s3:PutReplicationConfiguration 1R o StorageGRID¥SER{E{E A EEIIER » BSERIA
Amazon S3 RIGEFRT o

7#StorageGRIDE

290

AR EERERRAY
RfER o

=
ERY

2/ > PUT #
DELETE HH#IR2 5D
BEAY

=
ERY
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FEMR
s3 ! BUSH#FRCORS

s3ESMEAE

s3 ! BUS#EFR L REFEEAE

s3 ! ISRHAFRE

s3 ! NS REFRITEREA

s3 ! IS RETFIRE

s3 ! IS REFRYIFRECE

s3 ! INISATFRRER

s3 : BUSHFRR:

s3 ! IS RETFRIRES

s ERE B E

s3 : BSENRE

s3 : FIHFrB RBVFHTFR

s3 . FIRME

s3 I LB Z AN LE

s3 : FIHEFRBARES

s3 : PutBucket& R

202

S3 REST API 121E
¥EHBucketCors

SR

EX18 Bucket _#i& 505

BiSEEFRUE

HY1S Bucket TERIERNECE

BiSH#ERENEE

EiSHiRECE

E%4§BucketPolicy

ESHRIRaC

EX{§Buckethir s

HY#§BucketLifecycleConfiguration

FEHBuUckettE &Y

* FIERF
* SR EFERER

* REHR
L

* FHE s LE

BUSf#FRBhRE

PUT Bucket &% (B&EHRA)

#StorageGRIDE

=
EO

=
ERY

e/ > ARERET
fERIER -

AR EEEHERRA
RIER o

=
ERY



HEPR S3 REST API 21 #StorageGRIDE

s3:PutBucket—& 1% PUTHR—214% =0
s3:PutBucketCORS » DeleteBucketCorst

* PutBucketCors
s3 : PutEncryptionfi2 & * MIBRMEINE

* PutBucketflZ

s3:PutBucket kX5 RS PUT Bucket 2R &A 5 =8
s3 : PutBucketMetadatai@ PUT Bucket stEREBRIECE =R
s3 . PutBucketi@4N PutBucketNotificationfic &
s3:PutBucketObjectLockBt & * {#F CreateBucket "x-amz-bucket-

object-lock-enabled: true 35R1Z5E (th
222 s3:CreateBucket H#[R)
* PutObjectLockEC &
s3 : PutBucketZRB& PutBucketPolicy

s3 . PutBucketiZs * MIFRFEEFRRECT
* PutBucketTagging

s3 . PutBuckethRzs$%= 4l PutBuckethk A<#Zl)

s3 : PutLifecyclefic & + DeleteBucketLifecyclet
* PutBucket4 sniEHAECE

s3 ! PutiE & PutBuckettg 54 21 PUT #0
DELETE HVHE[RE 7
BARY

ARV RIEERR

HEPR S3 REST API i21E #StorageGRIDE

s3 . FIEDEE 1= s hIEDER HE
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FEMR
s3 ! EIERIERE

s3 : MHBRER

s3 : MRS

s3 : MIERYIFRR AR

s3 : MIERYI1HRRZS

s3 | EEHR

s3 R RAC

s3 ! IR GARFAMEE

s3 | BISHRRE

s3: VIS 1ZS

s3: B hR A AR5

s3 ! BUSM R

s3: 51t Z A L EERD
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S3 REST API #&1E #StorageGRIDE
* MFRER
* MBRER

* PutObjectRetention

* MFRER
* MERHR

LSSz lE s
DeleteObjectTagging (#1494 E R S)
DeleteObject (414845 ERRZR)

© RSHR
* FREPHR
CEERRAR

EISHRAC

ERNREEEE

BSHRIRE

ISR

GetObjectTagging (#FHVFRERRZS)
GetObject (1484 ERRZS)

FIHEM » EHR



HEPR S3 REST API 21 #StorageGRIDE
s3 : Putf * MEHR

* ERHR

* BIUZES EE

* ERZED LE

)

© HEEDER

s3 : PutObjectLegalHold REHREERS

s3 : PutObjectRetention PutObjectRetention

s3 . PutObjectTagging PutObjectTagging

s3 : PutObjectVersionTagging PutObjectTagging (#4894 EHRZAR)

s3 : PutOverwrite ¥ 5 * MEHR =1
* BRER

» PutObjectTagging
* MBS
* EREEND EfE

s3 ! MEHR EBRHR

/A PutOverwriteObject #[R

s3:PutOverwriteObject #FRZ H5]StorageGRID#E[R > EANEILEEHMYIHHIRIE o ILERIIRERERF
ImE G A UBRYHNER « EREEZRMNTERSK S3 YHEC °

LEAEPRAY BT RESR E BUFE -
* T BRIGAIUBEMN c EETERME o
* 1648 | BRBEEEEYIM o B8 FE A Deny B > PutOverwriteObject #RM TEARIT :
° NRER—BE LIXFIREWH
" MIHER ~ EREEENTER S S3 YT IRREEARER °
* (EAIETEETRVREUR(EER B » WHEI5EER o

* WNREYA T S3 HrasiZil > Bl Deny 2 E & BELE PutObjectTagging B DeleteObjectTagging 12 1EIEEK
M R EIEB RTRRZSHY TagSet ©
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© MRKRIKEFRAHR > AILERER -
* BRI - MRERE T75F) 8 -

MR BEAT S3 RIEAFEE > H PutOverwriteObject #FR:RE A Deny » B R iIREEZE B YR
B FRETERNTEN SRR o b5 - RERT FHIERRIREN ZEAR (&
> BRKE > FERMYE)  AIZRERES PutOverwriteObject H#EFRHIERE ©

TESRBRIERE IR
IRHESR T BERAIRAEN o R-REF FARELRERMN -

IR ERREYETTEE ° —1@ Condition TRFIUE S ZERM - BEKRGAIUESSERES  (FHFERLEE
RUTFHEN

Condition: {
condition type: {
condition key: condition values

ET5EHIF > IpAddress &4 FER Sourcelp &4 o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

SENFRGERR
R EREFOENT -

* 4B

* Bu

* ftk(E

* 1P fifdik
© EERE

IR EREST it
FEREFRN RIFFRECE (BoANNR) HREFHREETIER -
FHEAFN RESECE (BOANNR) HREFHREETIER -
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FHEAFNRBBEANE

StringLike

StringNotLike

HFER

BERER

L E NN

HFARER

L EINN

HFNRER

ikE

IP{izk

RFIEIP{irtE

|

SRR

it
RIBFRECE (BRRANR) HREFHREETIER -

RESECE (BRBRANE) FREFHREETHER -

RIBFRECE (BOANNE) HREFHREETHER - IUEz "M 28

FofT o

RESECE (BAOANNR) HREFHREETHER - AIUEZ "M 28

FCAF o

RIS T UL ACR R B BB TTLLER o

RS A RABER T8 o

RIE AR B SR A BB TELE o

RIE AR B F I T AC R BB TTLEER -

RIS T ECR SR SR BB 1T EL R o

RIE B F I T AC R BB T EEER ©

R BB R T EC R MEEITEER -

AL IP {IALEY P i SEEEITELE o

RIS E AR 28 |P (IAEEY IP (Uit SEEEITELER -

BEBRBR ETXREEFEFRFSE
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EEsE
aws:ZKJRIP

aws:FHE %

s3: PR

s3:ExistingObjectTag/<1Z
B>

s3:RmAHEH

208

178
|PEEr

BRS1D

s3:ListBucket 1

s3:ListBucketVersions 1
PR

s3 : MR H1RS

s3 : BRI RRAAREC
s3 . EEHR

s3 A RAC

3 ! IS RS

s3 . EVSYI{FhRES

s3: BV RR A Ac
s3: SRR AARE
s3 : PutObjectAcl

s3 : PutObjectTagging
s3:PutObjectVersionAcl

s3
. PutObjectVersionTaggi

ng

s3:ListBucket #

s3:ListBucketVersions 1
PR

it
i B SRR R P (HETTLEE - AT AR EE R
FHEE -

AR IR S3 AR BB EEMAMFRIENRS LRy
BT EERART AR - EREAHTHRRES Lk
B9 IP fiib#EITEERR o

AR MRERB=SIFERAHTERS  BREZ

BHTE23M IP HBEITEEE o 4E17] “X-Forwarded-
For 12285 288 » RAELEEEBE WM -

i PR EASE RN FHENERERBETILR - JA
IAETF IR B R IE ©

#& 8 ListObjects BY, ListObjectVersions 353K 5 ERY
DIRFSR2BUEITEEE ©

REXRRAEYHAEBHENRREME -

##E2 ListObjects 3¢ ListObjectVersions 3K HI5EH
max-keys 2HEITELER o



(355
s3 | HRHERIERRERE

s3 | HRERIEFRERE

s3: A4

78
s3 : Putfig

s3 © PutObjectRetention

s3:ListBucket #

s3:ListBucketVersions 1
PR

s3:RequestObjectTag/<iZ s3 : Putfi &

>

TERIRPIEE B Y

s3 . PutObjectTagging

s3
. PutObjectVersionTaggi
ng

i
BRE E HHAHIEE R B ARETTEEE "x-amz-object-
lock-retain-until-date’ 55 K iZEE N IR IR HEFE TER RS
HARETESY » MR ELEETEUTARN A FEHE
[z

* MEBEHR

© ERHR

* B LE

B PutObjectRetention s8KF$5ERY retain-until-date
HEATEEERR » LBREEAFTEHEA o

14 £2 ListObjects 3¢ ListObjectVersions &K H5EH
RIS BUEITLER o

EMHAERE TR REEHENERENME -

ISR AR SRS RS RRIE A B A RVZRER B &R o BB LATE "Resource’ JTERMF B EEEHHY *Condition' JTE& ©

EEEMFS » 28 ${aws:username} & Resource TTEM—EF7 :

"Resource": "arn:aws:s3::

:bucket-name/home/${aws:username} /*"

EEEBIFE » B8 ${aws:username} BIFEFEIRHIFEEN—IBRD :

"Condition": {

"StringLike":
"s3:prefix":

by

{

"S{aws:username}/*"
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E2 T

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${s}

RIEFREHEERIER

Hat
A Sourcelp SBIEAIRHRVEIEL o

ERERE LBRIFRIEMHIVESH -
ERSERIRFHIRI RSB EAIR HRVE R -
ERRERIRFSH max-keys SRIEAIRMHRIEE o
BHRFTT o RWZFTRIEXF * Fit o

BT TT R FTREXF ? FT o

BHRFTT - RZFTREXF $ Ft o

BE > BERE FHRIRAISE R R L2 MIER M » ST EIRIFERER » FIUNEEIRFNRERE o
StorageGRID S3 REST AP E1FE R EREHARIAYPRHILE Amazon /b » {BIE KBS EAEI EAREAS o

BRI SREREERY DERITR StorageGRID1T%

?}E%E ¥ root IRSEAVIEAIHE 1@

EAB IR & B AEHEIR EEL

SREFINERIR P BRI
SEFIMEBIRFrootS N EAEE 1

fr#EfR

géﬁfF’éﬂil)\iﬂﬁFﬁﬁﬁT%T’EE’\ﬁfé i
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B EBHRT > ERARIK HERN
BREFFE S3 #TF AR

ERIRERR
BRERFINIT GEIEE
BYHETEA BN [BFFA S3 HEFRERE

BRIEBIIEIRTESRBE AFTHVIE R
TERE{Z(E] 405 FHIERAREFIE
%bl::‘\‘

B3 {BFF A S3 fEFRRE RN
RIERVIEIRTEREE RETHVIE SR
TEBEHE 405 FHIER ST

R

A% > BFFA S3 HIER%ERE RN
BIEHEIRE G AN FIR
AEFAEUE 405 7555 R A
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HREREA RESIEEY DERITA StorageGRID1T%

EABFRIE ABITAREIRERE 1@ BEXEAEFT > ERALKR MEREN
PR B{REA S3 #EFRKiKRIE
ERIHERR
FREAFENGREREAE | EUMETA AU
BERNEEN S3 #FE Ef AU yiz| i)
REEEHERE i EUMETA BUH
KRR FIEFIEERE (B BHE - YIHRRIEERP AU o MHERHEFERERE
BAIRE) NEYHIIRER - B BFGEREEAER -8 1RPFE © EERRIER o
BERPBFERYH ACL
BT ZENFEEUER ©
—REAZREN (WORM) {R:E

TR —RBAZ R (WORM) EFRRMAEE R « EAEERNYITER S3 ¥R AT
FcE WORM #FRUAFF I LG LB ERIRIRA AR o ERILEREANTG EZ— -

AT RRIAAIEREE > oIl !
* WAEREIEEY > At BB > 2 > L2RT > MR - MEE B LT R IRIECUCERIEE o
* FERLUTARAIM S3 5REK :
° #& PutOverwriteObject DENY 12{EHTi%E S3 5HK o
° 1 S3 SRERPEIE DeleteObject DENY 21E o
° 1£ S3 FREZHFILE PutObject ALLOW 21 ©

C) EEFE 130 XEZTRI4s) FHRAEF > £ S3 KEEHHE DeleteObject 5%4 DENY i ASEFELE ILM
BRI ©

@ BEMER T BLERAIFMRE » fthEEMLETERTA FE2RBERA) - EFfIEERTUN
IHEET N EE (BRBERB) °

BRA: HERA (RHE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—-—-—--—- > OK

BRB: IBFTRERE (Brg)
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/mybucket/important.doc

PUT#1

FERAER

_______ > PUT#2 ---X (denied)

* "StorageGRID ILM #REIN{AEIREH R"
* ETF R R BRE G

* "BHERBIEG]"

* " LM BEHR"

* “EREARKRA"

T SRR )
i A A B FR BV 8B 2 (AR 2 3L Storage GRIDTFEUERER ©

EFR RIS E LRI FRMI I R RV AT B AV EEERR o ST BT T A2 —FR S3 PutBucketPolicy API
R EFETFARRES -

* "FHEKE" o
* AWS CLI f£ALtbar< (GEZ2B"4 bucket FYIRIE"):

> aws s3api put-bucket-policy --bucket examplebucket --policy

file://policy.json

#h  AFFSEAREEFRETHESMN

FEEGFF > AFFAEA (BREELHERE) JLHEFRTHNHER » WRHEEEHTHFREYHHIT GetObject
1R(F o FRE IR IFERIAIERE - 55 2R ILRBSAIBER BRI R » BARRTIRPIRZINZE ABHERE AR

7218 o
{
"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket”, "arn:aws:s3:::examplebucket/*"]
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"Statement": [

{

"Effect": "Allow",
"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"

by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"

by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

6 : MREFRIHE IP HER - AFSEASRERETERSH

EUEEHT > RFFAAAN (BEELERE) JLHFEFRILSFEFRPNFAEMHIITEEYGHRE > AliREHA
REEBIEER IP #E (54.240.143.0 F 54.240.143.255 > 54.240.143.188 BRSLM) o FRE HLMHRIEETIGIRIELR
It BFFEEL IP SEERYEREBRIEAR o
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"Statement": |

{

["arn:

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

g0 . AFHEEME AR BEEFRRFRNTE2ER
ELEEGIT » SR Alex #AFFE2 M "examplebucket bucket R EMH - FRAEMERAE (EFroot”)

I BAEIEABFTAIRIE c B55EE > Troot) KIZFRGHWIELE Put/Get/DeleteBucketPolicy RIHERR ©
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

&5 : PutOverwriteObject R

fE5EMEf)F 9 > Deny PutOverwriteObject #1 DeleteObject B934 RAIFE(RIZ A A BTUABE B MR FAVER]
EREEHRNTER S3 YR o
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::wormbucket"

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
EHRIRAIEE A

R AET P RYSE 285 4H2 & StorageGRIDTFELSREK o

BHAIRAETE % RGP B B 4BV FEVENR © J2F "Principal 7o & > AATEREN - HARASERHERREIE
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

0 ARFFRHEN A R RE TR

TEULEER - BEPRFA NS AAY S3 HBRMNMETIER > FRIEHEFRRIRAATEERE - fig - ZBHES
HIERE AT AF B BB B R  TTERFIRE -
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

0 AFFEEREETEFREFRTN B

TEULEEGIH > BN E R AT MMEFIIEE#EFRPRSEER R (#A1R)
HIRRFARS > FEE B 2R B HAhBHERRIFHFAR RES B EVESR o
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

515N S A StorageGRIDARFS EE L EFEXF Bt ERT o LAIUERETAFEHEE
Bt 83 KEFTE » UES AR F RN R (FRVEFAEN
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