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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
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7] placed correctly? data correct?
o
% No
= A 4
= ILM action
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] - . Deletion is triggered by ILM or S3 bucket

Rsspplication deletes object. lifecycle. (Objects in buckets with 53 Object

Lock enabled must have met retention date
and cannot be under legal hold.)
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> Objects are marked as deleted and copies
are queued for removal.
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All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit

Interim object copies
stored.

“Ingest
successful”

Object queued for ILM
evaluation.

ILM evaluation l

Copies created to satisfy

ILM. Ej_@_

Any interim copies that are
not needed are deleted.

8BRER

Balanced

Can day 0 copies be
made immediately?

Strict

“Ingest
failed”

Can day 0 copies be
made immediately?

v

Copies created to satisfy

ILM.

v

“Ingest
successful”

Legend
[C1 StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Data Center 1/DC1-S1/LDR Default

4
Data Center 1/DC1-S2/LDR Default V' 4
Data Center 1/DC1-33/L0R Default 4
Data Center 2/DC2-S1/LDR Default 4
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Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

User metadata v camera_type equals v Brand A

Add another advanced filter

or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
User metadata v camera_type equals v Brand B *
and Object size v less than or equal to v 10 + MB v »

Add another advanced filter
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Add other type or location
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Storeobjectsby  erasurecoding W using 2+1 EC scheme at Site 3 V4

Add other type or location
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time

Day 0 Day 365 Day 4015

Day 0- 365
i 1 replicated copy - Site 1

1 replicated copy - Site 2

Day 365 - 4015 =
EC6+3-Sites 1,2, 3

Duration 365 days 3650 days
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Manage rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Select rules
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects

Clearall | @

Object % VersionID % Rule matched @ 4% Previous match €@ % Actions
bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X
bucket-b/test object greater than 1 MB.pdf EC objects > 1 MB %
bucket-b/test object less than 1 MB.pdf Two copies, two data centers e
Zax .
TELEEBHIP :

* bucket-a/bucket-a object.pdf IEMEULHEL T HE—KMHRA] » ZFRAEERET "bucket-a°

* bucket-b/test object greater than 1 MB.pdf Ui} ‘bucket-b’ FILERTEE—KRE o

Bk > CEE FRAIEMTE - ZARREEAR 1 MB B9 -
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png X-men PNGs X
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object % VersionID % Rule matched @ % Previous match @ 4% Actions

photos/Beast.jpg Two copies two data centers X

BRI REREPRTERRBARTTE - SARRERRPHSERA TS EEMEER o

1. SEE SRR BRI AER SR E o ERCERMENEAL - S REE - ARREREASERIE
R MR AR o

2. EERNERARIRE « 2ERFEMETEEM o
B8N > RE& X-men AP TTERE A % “x-men0 1" TR Z“x-men” ©
3. BEMRZIER » ARUTARELERA
° WNRZIRA BRI —ID » BT LIE R ZRA S RSP MIBREZIRA » ABRHEEITRE o
° WNRZIRB B EERBH—E09 » BINBEERZRE o SEERERMEREENHREERAIREA] o
4. BRBITIESE

EE@EBIFH > {BIEEM X-men #REIFIEE Beast.jpg BHREM “series=x-men' A 7t &#E » [EANTEHARY
BRAK ©

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Beast.jpg X-men X
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9BFF-B13F-4995-9F9E-45373FGETDAE",
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHND": "FEABAES1-534A-11EA-9FCD-31FFERC30058" ,
"PRTH™: “source”,
"META": {

"HASET: {

“"PAWSS: =27,

e EE
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 X| # X
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0 - for
SRS 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration Forever

ILM 3581 2 66 1 : FHHERTAREIRRIBREE
LEEEA ILM FREERRERRISREREMN S3 R RAREE MR FUENFHERA -

MAES ghHIE
BASELRRHEF © B=EuLEL (UEBG 12 3) M—EfEEFE
* £/ 6+3 EERRISS 5

RATE S3 fEF R TS soER

2EHH A

BmiIE HiX% % finance-records BY S3 RFRFRIRR » FEIRIFRISRERETE
TEBY MR T —EHRIRAREISEIZS o KARBULEIZ o

94



Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.

* Objects processed by this rule will not be deleted by ILM,
Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever
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BEE L > BEStorageGRIDRAMR R FIEERETEMR ILM REE » BEAZE ILM SRERERRATEE
ZULERAESAVERY LM SRESPTSEEFELLT ILM #RAY ©

* A o (#FEIN%4 finance-records TR Bl & =B ULFERYHTF AR o (EFE6+3RFRARS o

* INRFEEVHERE—E ILM RAARTES - BIEAREAYTRR ILM 358 TRERIAMEER O &2t
I —ERIAHEFEREL 1 > F—ERIAHEEEL 25 -

Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
+ . Tenant is Finance
1 + S3Bucket finance-records @ e
Bucket name is finance-records
Default Two Copies Two Data Centers
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* & ILM SRRR"

s "EEIT ILM FRER"
g5 2 : EC ¥ K/ VBIERY ILM #RBIF0SREE

SR LUE R T E AR A RIS EARE R ERIZYIEA/NEER ILM 5RE& » LUREEZ
B EC BXK o

@ LUF ILM BRI RBRE(ER S - BcE ILM BRI EZBRZE - ERERIRZAT > 555 #1T
REUFEDE SESVINTRHRE(FURER BT RIVER ©

g4 2 B9 ILM FRR] 1 1 BARE 1 MB BIYIHER EC
LEEEA ILM FREVE KRS 1 MB B ETTIRIRARES o

@ BIRMRISRES AR 1 MB BYH o REEY/\IL 200 KB BV LRI RDE - LUBREIEIFE
INBYERERARES R ERBIFAEH o

RAESR EHE
MRt ZECYF>1MB
2ERME R B
e NAN P e YRR 1 MB
BmiIE ERA= AR 2+1 BIFREISEIZ
Filtergroup1  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 - MB v

ILM 3581 2 (FIEn 2) : mfEREIA

HEEEH ILM MRV MIERIZS > 30 B AW/ NETTEREE o ILRAIZ RESHITERIRA - NS —FRAER
I TFRAARR 1 MB BB > RILZARANEERR 1 MB BiE/NHIHR o

RAESE EHHE
MBS iR
2EEE HREN AR
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NI AR ) ERBORIS o

RAIER #BHE
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BE R R AN

e NN IS e MMERNKE 1 MB
HEREEREER * M jpg 4B

* M .png &2

B E ER=E4EEEIL 2+1 EIRRISEIZA
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Filter group 1 Objects with all of following metadata will be evaluated by this rule:

Object size v greater than v 1 < MB v X
and Key w ends with w Jpg b 4
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 $ MB v b4
and Key ~ ends with L .png N

MR IERAECE R REPHE—ERL - RIRREIEHRERR S EERN AR 1 MB B jpg # .png 12 °

ILM #RRY 2 140 3 : BFrEFIBRIREGAERIL 2 ERIZA

HEEEH ILM RRAUfE AL EFEE ARG E A REV NI ARIES - BINREEFHE—FRAIELTE T AR 1 MB B
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RAESE ghHIE
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L ERER * LU jpg &R
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BmiIE EMmEEEEF PRI 2ERREZ
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HEEEH ILM SRESEL S = FARAY

* B—IRRAEFRBA KRR 1 MB NEIGEREITIEMRRDS o
* BIFRABEAREGNESGES (B) 1 MB UE/WER) EBImERES o
* ERRRBERRFAERGYE BMEMIERGER) -
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Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule

#6614 © 83 FRA(EHHAEY ILM FRRIFISRES

NRIEE—BERRA T iRA<EZERIRY S3 #7FHE » BIAJIUEBE ILM RESF SR TIERR)
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iR R R S R
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@ EEHYHHIIEERTRARIT ILM KBRS > S BRIEYIfHARZSEY UUID 5 CBID - SE=HK
UUID #1 CBID » sFER"SHETTE R B "B ER B AIiRAEE o

HERIE
"SI IERE R

ILM #RR 1 6140 4 : (REFE={FEIZ > 717 10 F
LEEEH ILM RRARSSEY IR S EFE =[BRS 10 £ -
IEARRERRERSR » EREMESEMRAE -

RAESR gEhHIE

f#E —fE#EF > SEBARNERROER > 2hRAEE, 1« 1hEs 2 Ak
B3 e

RATE +E=H

BE R HRENEF
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AERUMEA PEErKRE) FA2ERENRR > AR ILM RRBENT R 1 @ASFESN) ity §

ERIERERNREYHRE (TERA T IRAIZEHIR S3 fEFETR) 71 MEEEE - BEEEE TR > K8
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o Enterdetails —— ([ z ) Define placements ——

Rule name

Older Object Versions: Two Copies Two Years

Description (optional
Older versions anly

Basic filters (optional

specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accounts
Bucket name @ matches all v

| Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

MNo @ Yes

FEUCEEAHIF » (EFHF T IFERIRENMERZ - 3 BEERIARH#EEME

RAES HHE
(G el WEfREEM > DRI ARRIBERAC @ UhF 1 FIsEs 2 o
MATE FEIRITHRZAS © WEEmD
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ILM #3811 BI90 5 | BARIEEUARERERE R A

HEEEH) ILM FREE R B BI T A RERAN ERNER REFEEERES eu-west-3 @15 (B3R) BY S3 #7F
RPN ERSREFERRER PO
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RAES gHIE

HAIRA BREX
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Strict ingest to guarantee Paris data center

Used in active policy: No Reference time:

Used in proposed policy: No

| Edit | |Remoue

| Clone

Filters

This rule applies if:
* Tenant is Paris tenant

And itonly applies if objects have this metadata:
* Location constraint is eu-west-3

Time period and placements

Retention diagram Placement instructions
Sort placements by Time period

Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict

Day0
L

Day 0 - forever

2 replicated copies - Site 1

Duration Forever

Compliant: Yes . Ingest behavior:

Strict

Ingest time

Replicated copy

ILM #3281 2 40 5 : FEFEEREMER

LEEEA ILM FREUGER FEHRETTA > BB —IFRAIRTSHEAYHRERE ILM 3R - BILRRBGIRE
MR ERI A& T - —EEXREER RO » —EEERERFL - NRRBAFEILRNRE » BIERRFR) 451

REEERRAE -
IERRBEA R BIEAARNE A&

MAESE gHIE
HAIRA feedicd

it uhEG 1 (B2) MubsEs 2 ()

MBS 2 fERIZA 2 [EE R

2EHH HREN AR

=A== 5% 0 X > EMEFERFCOKAREMER A
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Active policy Policy history
Policy name: Data Protection for Two Sites (2 rules)
Reason for change : Data protection for two sites (using 2 rules)
Start date: 2022-10-11 10:37:11 MDT
Policy rules Retention diagram
Rule order Rule name Filters @
1 One-Site Erasure Coding for Tenant A Tenant is Tenant A
Default Two-Site Replication for Other Tenants
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