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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html

"BS R RENECE"

URI T2 M A KIZE
StorageGRIDZ 1B A & I 2 S IZEEH A EEEK o

FARIEX
REER

StorageGRIDX#E
"#t bucket AYIR{E"
"HXi§BucketPolicy"

URI EH2MNFEKITE
StorageGRIDXZ IR A iE A2 Y AIIZEEH TR LEEEK

FARIEX
REEMR

StorageGRID#%
"¥t bucket BJIE{E"
"B BucketE &"

URI EFH 2 HMEKITER
StorageGRIDZ iRF A iE A 2 MR IEH LK ©

FARIEX
REER

StorageGRIDX g
"$#} bucket BIIRIE"
"ERGHIREE"

URI EH2#MNERITE
StorageGRIDZ i&Fi A iE A 2 MR IEH L LEEK ©

FARIEX

BREEM
StorageGRIDX 1
"$1 bucket HYIR/E"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html

"EX{SBuckethRZs"

URI EH 2 A KRITHE
StorageGRIDZ&PIB iE IS HAIRIEEFLLEFEK ©
AKRIEX

BEEM

StorageGRID#E

"$} bucket BIIRIE"

"EISHR"
URI T2 ¥ A KIZE

StorageGRIDXZ&FRA 12 A 2 HANRIEHRULEEX » M_ELCTHIN URI EFH2H

* x—amz-checksum-mode
* partNumber

* response—-cache-control

* response-content-disposition
* response-content-encoding

* response-content-language

®* response-content-type

response-expires
MRS LEERIMV A KARES -

* Range
x—amz-server-side-encryption-customer-algorithm
X—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5

* If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since
FAKIEX
REEA
StorageGRID3#&

WSHE
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

"B HRACK

URI T2 M A KIZE
StorageGRIDZ 1B A & I 2 S IZEEH A EEEK o

FARIEX
REER

StorageGRIDX#E

"SRR 1E"

"ERSREATE"

URI EH2MNFEKITE
StorageGRIDXZ IR A iE A2 Y AIIZEEH TR LEEEK

FARIEX
REEMR

StorageGRID#%
"{EF3 S3 REST API 587 S3 ¥ i4"
"EISYIHHECE"

URI EFH 2 HMEKITER
StorageGRIDZ iRF A iE A 2 MR IEH LK ©

FARIEX
REER

StorageGRIDX 1

" S3 REST API 527 S3 #{484"
"BIFEHRRE"

URI ZH28MERITE
StorageGRIDZ i&Fi A iE A 2 MR IEH L LEEK ©
ARIEX

BREEM

StorageGRID3Z#&

"f§F S3 REST API 527 S3 #{4-4"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html

BRI EIRR

URI EH 2 #AERITE
StorageGRIDXZ IRFi A & A2 U EH L LEEEK ©
ARIEX

BEEM

StorageGRID#E

"SRR

IIEE*% [ 1]

URI EH 2B KRITE
StorageGRIDXZ IR A iE A2 Y AIIZEEH TR LEEEK
ARIEX

BEEME

StorageGRID#%

"#} bucket HIIR1E"

"ERERER"

URI B2 HHMARIZE
StorageGRIDXZ1BFAA @ 2 HAIZEH A IEEXK » M1 ELLTFHINNAEEE :

* x—amz-checksum-mode

x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
®* If-Unmodified-Since
* Range
HREX
RBE
StorageGRID3#&
"R
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html

"l RAE"

URI EH2HMERITE
StorageGRIDXZ IRFi A & A2 U EH L LEEEK ©
FARIEX

BREEM

StorageGRIDX#E

ARTE L RYIR(E » ListBuckets

"HHZE Dy LA
URI EH28MERITE
StorageGRIDXZ 1EFR A E A2 HAIIREEER P EEEEK » M1 ELATHIINZ 8L -

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
FANKIEX
REEEA
StorageGRID#E
"FHZE S E1E

AR

URI EFH2HMEKITER
StorageGRIDZ R FA i 2 AANIRERH L UESER > AN ELCFHINZ & -

* delimiter
* encoding-type
* marker
* max—-keys
* prefix
B RIEX
REEM
StorageGRIDX 1%
"$t bucket FIE(E"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html

"ListObjectsV2"
URI E 2 #AARARE
StorageGRIDZEFIE i 2 AANIREEH I IEEAEK » AN ELCTHINS & :
® continuation-token
* delimiter
* encoding-type
* fetch-owner
* max—-keys
* prefix
* start-after
A RIEX
REEM
StorageGRID3 1%
"¥¥ bucket HYHR{E"

" YRR A
URI EFH 2 HMEKRITER
StorageGRIDZ #EFRA A2 2AIIREEER L EEEEK » i1 ELATHIINZ2 8 -
* delimiter
* encoding-type
* key-marker
* max-keys
* prefix
* version-id-marker
AKIENX
BREEW
StorageGRIDX#E
"#t bucket RIRE"

"BIHE

URI EH2#MEKRIRE
StorageGRIDZ R FiA A 2 AANIREEH FLUESER » M ELCFHINZE -

®* max-parts
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html

* part-number-marker

* uploadId

A RIEX
REEMR

StorageGRID3 1%
"5 HZE D L 1E"
"PutBucketCors"

URI EH2#EKRIRE
StorageGRIDZ iRFi A iE A 2 MR IEH L LEEK ©

FERIEX

StorageGRID3Z#E B {ERFFE Amazon S3 REST AP| EEMFIAREREXSH
StorageGRIDX 1

"$#f bucket BIIR{E"

"PutBucketfj1Z"

URI 2 HMEKITER
StorageGRIDZ iRFi A iE F 2 HANZIEH L LEEREK ©
F5KERE XML 125
StorageGRIDZ IR FeAKIEX XML 1£4; :
* ApplyServerSideEncryptionByDefault
°* Rule
* ServerSideEncryptionConfiguration

* SSEAlgorithm
StorageGRIDX 1
"$#¥ bucket BIIR{E"
"PutBucket4 fnEHARCE"

URI &S 85 RIZE
StorageGRIDZ i&Fi A 1E A 2 MR IEH LR K ©

PR ERE XML 125
StorageGRIDZ B FEARIEN XML 124 :

* And
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html

* Days

* Expiration

* ExpiredObjectDeleteMarker
* Filter

* ID

* Key

* LifecycleConfiguration

* NewerNoncurrentVersions

®* NoncurrentDays

* NoncurrentVersionExpiration
* Prefix

* Rule

* Status

* Tag

®* Value

StorageGRID3#&
* "¥} bucket FIIRE"
* "¥E3[ S3 EmiBEHRE"

"PutBucketNotificationfc &E"

URI B2 M ARITE
StorageGRIDZ i&Fi A iE A 2 MR IEH L LEEEK ©
AR ERE XML 1RE
StorageGRIDZ B FARIEN XML 124 -

* Event

°* Filter

°* FilterRule

° Id

° Name

* NotificationConfiguration

* Prefix

* S3Key

° Suffix
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* Topic
* TopicConfiguration

* Value

StorageGRIDX 1
"# bucket AYIRE"

"PutBucketPolicy"

URI &2 MERITE

StorageGRID3Z i&Fi A & A2 MR IEHFLLLREK ©

FARIEX

BRIZIERY JSON EREMUMNFAGEE - AR AT EFEEERE"

"PutBucket{g "
URI EH2#NEKRIRE
StorageGRIDZ i&Fi A iE A 2 MR IEH L LEEEK ©
SRR ERE XML 1RE

* Bucket

* Destination

* Prefix

®* ReplicationConfiguration

* Rule

® Status

* StorageClass

StorageGRIDX#E

"#t bucket AYIR{E"

"PutBucketTagging"

URI EH2#NEKIRE

StorageGRIDZ IRF A iE A 2 MR IEH LK ©

FERIEX

StorageGRIDZ IR EEFRFH Amazon S3 REST APl EERFIEAKIEX R o

StorageGRID#E
"$#§ bucket BIIR{E"
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"PutBuckethRZs 1"
URI EH2HHEKRRE
StorageGRIDZ&PIB iE IS HAIRIEEFLLEFEK ©
AREREBHY
StorageGRIDZ U T AKRIEX B H -

®* VersioningConfiguration

®* Status

StorageGRID#E
"$#§ bucket BIIR{E"

"REHR"

URI E:H2 M BEKI1ZE
StorageGRIDZ EFAB @ FH 2 HAIZEH LA » M1 ELALTFHINNAEEE :

* Cache-Control

* Content-Disposition

* Content-Encoding

®* Content-Language

* Expires

* x—amz-checksum-sha256

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

FARIEX
* YR TR
StorageGRIDX#E
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"MEHRSARE"
URI T2 M A KIZE
StorageGRIDZ 1B A & I 2 S IZEEH A EEEK o

ARIEX
StorageGRIDZ 2 EEFRFH Amazon S3 REST APl EERFAE A KIEXZE o

StorageGRIDX#E
“{&EF3 S3 REST API :27E S3 #{4"
"PutObjectLockBCE"

URI EH2MNFEKITE
StorageGRIDXZ IR A iE A2 Y AIIZEEH TR LEEEK

FERIEX
StorageGRIDZ B E {EBRFHH Amazon S3 REST AP E&MFAAREREXZSH -

StorageGRIDX#%

"f§Ff3 S3 REST API 52 %E S3 #1484

"PutObjectRetention™

URI A2 EMARIFTE

StorageGRIDXZIRFR B #E S HAZEEH AL LEEER » M ELUTHINAREE -
* x—amz-bypass-governance-retention

AKIEX

StorageGRIDZ B E {ERFHH Amazon S3 REST AP E&MFAAREREXSH -

StorageGRID#E

"f§F S3 REST API :%3E S3 #14i4"

"PutObjectTagging"

URI &S 85 RIZE
StorageGRID3Z 1&Fi A & A 2 HANZIEH L LEREK ©

ERIEX

StorageGRIDZ B E EBSH Amazon S3 REST AP E&MFFAREREXZH -
StorageGRIDX#E

"EH R IR
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"ERHR"

URI EH 2 #AERITE
StorageGRIDXZ IRFi A & A2 U EH L LEEEK ©

sARIEX
BRAENERMONFAES  ASRERHR"
BB SR

URI EH2#MEKRIZE
StorageGRID3Z i&Fi A 7E A 2 MANZIEH L LEEEK ©

HREX
BRIXENEMBAHAES » HERUTAS :

* "{§HA S3 Select"

" EEHo"

URI EH2HMERITER
StorageGRIDZ R FiA A 2 AANIREEH R UEEER » M1 _ELURHIAN URI EFASH

* partNumber

* uploadId
MU B L3RIV ERKARER

¢ x—amz-checksum-sha256
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

HEREX
© BERAI IR

StorageGRID#E
" E{EER S

"EERoER"

URI EH2HMEKRITER
StorageGRIDZ R FiA A 2 AANIREEH R UEEER » M1 _ELURHIAN URI EFASH !

* partNumber
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uploadId

WS e R MIYARAREA

X—amz-copy-source

x—amz-copy-source-if-match
x—amz-copy-source-if-modified-since
X—amz-copy-source-if-none-match
x—amz-copy-source-if-unmodified-since
X—amz-copy-source-range
x—amz-server-side-encryption-customer-algorithm
Xx—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
X—amz-copy-source-server-side-encryption-customer-algorithm
X—amz-copy-source-server-side-encryption-customer-key

X—amz-copy-source-server-side-encryption-customer-key-MD5
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EBR "aws.amazon.com/cli"
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C. A IARANMEFINEE o

d. MAZEANTERER - fIgl > us-east-1 °

e MAZEANTEREEMRI > 3% Enter $#E JSON o
B — B o

IEEEAIRREECE T B & T &25UnRELAUER IP {iit 10.96.101.17 FNEHHE 10443 o

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

R bucket FIZATN > BIEE bucket BIIE » W FHIFFT ©

"Location": "/testbucket"

EfEHR -

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

NRY LEMT > BIEEE—E Etag ° ERMIHERIRVHEE -
S FEFRIABR USRI RS ELE -

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects --bucket testbucket

MHFREISR o

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

PR TR o

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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BE A RER

FROBEHSER OMMESEBREAR—ESE) BIRE TBMBH) HWERBIER o
TRl G RV BRI Storage GRID R AR FERL AR TE s KRV » MAE S3 A P imftaiR/ERYRRE o

—%EE

—REEYH A RN AR REEF SR AR Z R — Rt 2 R it 7 7 - &F]
DRERARINEEERN—RE -

FAsRIBEA T > StorageGRIDREEHZILMHRIEER —E14E o MIHTEAL PUT ZHBBYE GET #i AESTEEGHT R
AWER - MEYHNEE - tENERMRFREE—BN - BEBETE2AMENK DB 5eEHE > B8t
RERE1IGRXR

MRBLURR—EMEBITYIHR(E » ol ¢
* IEE—RHMEER -
* IEE—HMEE AP IR(E o
© ERBITIIER 2 RS E AR AR EE 2
° EMEREBIEER > pIEELE” > R4 > HERT > BRI -

° o

@ HEREE - MNEEEERNEERTERBUNMER - EREEXNFHMAES > 7

BRAIF /var/local/log (#F*consistencyLevel*) o

—HitME
E?&Z‘Iﬁt@ = & StorageGRIDANEHIHHITEREHRZHANAHAR - EMTZEMEENE R IHHEKE A
TWRILUREFR S AP EN—RMERER TIIEZ— ¢

* 288 : FrA BRI BMRUREUR - BRIBREM -
* SREE  REFAMEL LA RIRFRIER L -
* SRUGRL | (REBULRAMFI AR R insA RAVEE 2%

* Read-after-new-write : (F85%) AFYHIRHEIRNERE A—XMN » TAYMGEHRERA X - #ES
A AMAE R RERE c EAZHIBER TERER o

* BIA 1 RIS ERRERA R o Wit S3 REE > EERERER (FI > HRNESRER
B ENRER > UERTEFEEM HEAD ¢ GET #8#1F) ° Rx1& S3 FabricPoolf#7F 4 °
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ERHBEERE AR —BE
= HEAD 8 GET #2/FfEF THREEEU —HI4K > StorageGRIDE N ZEDSFRMITEL » TR ¢
* EEAERE-RIEREHMNHE -
* MRERKRY cEETE—RHEEEEEH » HREDERSETAEEN T -
YN HEAD B¢ GET ##{EfEf8 Read-after-new-write) —EMEYIHAETE » AIVIHSHASIBEERHoa i

TRFRH—RE - BRNEE—RMERSEELTEDNHTERNNSERZE - FILMRE—EL EAmESZ
BREFERAAA » MAIEGREIRE 500 AEREIARESEEER o

BRI Z4R LT Amazon S3 BI—EME(ReE » B[RRI LIS —EI4E5%7% TR KB5LE HEAD 71 GET ##
{EHIRIE LSRR o & HEAD ¢ GET #2F(EA TeIA) —H4ER > StorageGRIDIERERA - - EXAETE
IEIN—EIERFERKMAVIRE » AL ERTEREMH TERNSERIZE -

157 AP RERY—EE

EEAB— AP RERE—E » IRV BETE—REE » BN BEEARIZEHISE—RE o L
GetObject 1R FH—E R E % Strong-site] ©

GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site

() @A PutObject 7l GetObject RIFMERIARIHN—E1 -

}57E bucket I—21%E
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[ElFEEE A

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

SR EMHFRERE
BR7T S3 M HENREFRAINESAENAAS S3 M HFRERENYHEYA
£ S3 REST APl fEEMHRIFERE - MHHNRERESBEZREFRNTARERMRERE

o

RIS SEMHEELTRE

* RERI  GFEE0RE -
* Retain-until-date : 57 StorageGRIDAERBYIHIRAZ ARIBEHR ©

° 7£ COMPLIANCE &3\ » MIRFRZBE L AR > AIAJLIRERE R > EFEETRIFE  REE
LEBHARTLAEND > (BREER D EMIFR

° EARERNT  AARHERNERETUGBRBESEBHRE o I U RERERZAIMERY

31



RS o fFFERTLUEN ~ RO EEMPRREEIEBE -

* GERE  BYMRAERSEREGILENEEZDM o I > ErRISERENRREIERUDEFANER
Btz 2 RE - SARFRATEA - BE—EHBEXK > EEIREEUH -

MU EEFREREARERANMRER L BRIER - WRMhRAERN SAREMREE - AR ASEER
BRaZhRZS ©

EBRERYEIRAINE ZFEFREIETE S3MHHERE » AR MEHR" » "ERAR" » HFE " EIUZED
EEEK
EAIUAERULTAR :
* x-amz-object-lock-mode * AJLLE COMPLIANCE 8 GOVERNANCE (BHANE) o
@ WRITIERE x-amz-object-lock-mode * MIEMBIERE x-amz-object-lock-retain-
until-date °

* x-—amz-object-lock-retain-until-date

o {FERAE I BERENEIRBU TR 2020-08-10T21:46:007 © AFER/NEFD » BRIFEE 3 /8L (
ZWRBE) o FAFEREM 1ISO 8601 X ©

° REBIEBABERRREH]

* x—amz-object-lock-legal-hold
MREERBENHRRE (@2KNR)  IZMERRERSEREZT - MRSERBENREIKAE
) AIRERESERS o EAEMEEEE 400 Bad Request (InvalidArgument) #8328 ©
MRITER U MEAIHEKARE > 5B LA TRS!

* 3= "Content-MD5 :5R1Z5E (MRFA) x-amz-object-lock-* 5 RIZFEIZIEN PutObject 353K9 o “Content-
MD5 ¥}5? CopyObject 5% CreateMultipartUpload iR 2 MHEM o

* MNREEFHAREE S3 ¥14H8EE » H "x-amz-object-lock-*" s5RIZZEIZTE > BI{E[E] 400 $5:2:5°
(InvalidRequest) #8552 °

* PutObject 55Kz &M "x-amz-storage-class: REDUCED_REDUNDANCY LLUTEZ AWS 1724 - B2 » &
BIHRENZIEUR T S3 W HEMIETFIERES » StorageGRIDAFIGAR I TE EIR THEEN ©

* %481 GET of HeadObject KR Zs[CIFEHS B S 1288 x-amz-object-lock-mode * x-amz-object-lock-
retain-until-date °> # x-amz-object-lock-legal-hold ’® MRECEN HEFKEXEFIEEN
's3:Get* R ©

&R LUER “s3:object-lock-remaining-retention-days" SR &4 B IR HIMIE R/ FIR A EFREHA ©

NEIEFTYHRIR G 52 E
MREFBEFHIRAVMGHIRTN S EZRENFRERE » EAIIT NG TFERIRE
®* PutObjectLegalHold

RFEIGIEREES ON > BIZMFRRKERGAREZT - MRGEREER OFF » RIFRREIARE o

32


put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
put-object-copy.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html
initiate-multipart-upload.html

®* PutObjectRetention
° AR LLE COMPLIANCE 3 GOVERNANCE (BRA/NE) o

o (REEH IFHEABEN BB TR 2020-08-10T21:46:007 ° AEFER/NEF » BRERE 3 i/h& (
ZWIRBE) o FRFMEREM 1ISO 8601 X ©

° MNEMHRARBERENFREE LB > BIREEENE - MEXNBRRIKAE o
W ERRIEER
%A s3:BypassGovernanceRetention R o] L AEiE /A IBE X B E SR EERE o 1Efa DELETE 3§
PutObjectRetention 12 {E&R A BEL S “x-amz-bypass-governance-retention:true 55K 1ZEE o ZELE(FERE AT LIEIT
DU MINNRAE
* #1177 DeleteObject 5% DeleteObjects 1&1F » TEMIHIR ARG HA4E R 2 AIfHBREZI AR S ©
BER & A REREN M EE MR o KBRS ARY ©

© EMHRYREEIER Z AT > 11T PutObjectRetention &1 » iEMIFHhRAEIIETNHE GOVERNANCE & 7%
COMPLIANCE ©

RBARRFFRIETIE SR IE AR IR -
* #1T PutObjectRetention #{FLAUENN ~ B S MIFR¥I iR ASBYFREEHA o

FERAE
* “FH S3 HREEEHR"
* “EH S3 HRERBHR"
* "Amazon Simple Storage Service fEFEISHT : HEHR"

17 83 LeniEHAACE
fREI AL S3 4 dniEHARC B 2RI H A Rs 1 Storage GRID R 4 R BR4F E 14 o
AERFRIRSEEAIERAA T S3 LB E Y AIHERIFIRFEISE S3 HFEMb bR GBHA) FHLEMH o AETRM

#EERRAERN - BRAEIL S3 £amBEHIRENTEFMEE » 552/ "Amazon Simple Storage Service f&#
FE1EE WA iiBHEIEE - 5571 HE » StorageGRID{ESZIE Expiration 121F ; EX%1& Transition $21E o

HEREmERRE

FepEHER—ERAINEE S3 HFERPBMHBIRA - BIRRAEEMEN G SR B EUREEY 4R
R (RS Qs RE) -

StorageGRIDTE A AR EHAECE F2 R &R S 1,000 REMBEIRA - SERAAT U ST XML 7T !

* GBHA MR ENESREYA - BIETIIEE H HASIEE REEFRIFR 1 o

* NoncurrentVersionExpiration : {44 & a3EB ATARZASBEYE » BiEZITEE N REEMBRZIDHF
cdEEsR (AIAR ~ 1RE)

* i

33


https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/using-s3-object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html

*ID

SEYHERETE S3 HFREmERAN ILM REEIRERE - BB S3 RFREMEHRR - LaniERIHAIEER
BEURTFRENEREESBTRYIRY ILM 5RE8 - BREFREmBERBSR AR ER ILM RESEIR
BRE - MR ARFREMBIIBIES LA - BREAFEISEZHRGE » BIFER ILM REEHNRERE > B

RTIFhRASRK R RS © B'S3 EFREMERM ILM KBS HIETR" ©

G > B ILM RRRISR IR R AAB RN S S GO AR RIS - HE  BENANER
ILM KBS DA > DRI AR L - BUIRRES B2 LM MEE R (A siE
FRIE(E" o

@ EEFREEREERTRRAT S3 MHHNFEFR—IEMER - EERESFERTRFEAER
EapiEHARCE o

StorageGRID3Z R £ A oI (EREIZE an B HIACE ¢

* DeleteBucket4 sniEHA
* BY45BucketLifecycleConfiguration

* PutBucketE @A E

Bt B E

EREIEmERRENSE - » ERERIL—EEZ—EzZERAIF JSON HE2E - FIi - Itk JSON 1EZEE
FZFRR > WA

1. FRA 1 ZBERAREASERINER categoryl/ HE—E key2 "HIEE “tag2 5= "Expiration' 2845
TEELEE 2R ICECRYI4AE 1t 2020 £F 8 A 22 B REIHA -

2. 8 2 (EEAREFSEFNER category2/ © & "Expiration’ 245 T L1575 2B RT AU IS TE IR EX
% 100 Xi@HA -

@ BEABHVRA YRR EAR - MRBA B RSB RI M EXE > AIERE
anEHRECE R - R R SE IR MR -

3. 3R 3 (BEANEATBENNER category3/ ° i& "Expiration 285 LA HRMERIFERIIRAITE
R AIEERIARZAE 50 RiBHA ©

34


../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html
../ilm/how-ilm-operates-throughout-objects-life.html

"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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B AmBHREES o S LBEBE Y PutBucketLifecycleConfiguration 5 Ki& HE B EIFH1E o

IEEAKEEHIERZ TR E R BHECEERER S testbucket ©

aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

EEESE M B ERTEHRINERNETR » 553 GetBucketLifecycleConfiguration 23K o #ii0 :

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

}ﬁIjJElJIEFE§IJHjTILJ\ FE% EIJSEF' = IH\HEEE °

RERTREMBIZMRSERANHR

IRATIAEEE Y PutObject » HeadObject 3% GetObject 5 KEFEE 4 apiEHARC B P RVIB AR R S BEAREY
o ANRBEAFRA > AI[EIFEEIE “Expiration {& R AT RFAHA LUK 7 S HHESR Hﬂ%EE'JE’J’“‘%U

(D H7? bucket £MEHAEE ILM > “expiry-date’ BRI Y RMBIBRA SR EER - BRAHEEE »
AR MAREHREE" o

B4 > It PutObject 353KAE 2020 £ 6 A 22 HEEH » WiE—EYIHA "testbucket 17 ©

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FYINEIER R HHE7E 100 X% (2020 £ 10 B 1 H) B > WA EmBIAACERRA 2

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

fIgn - tt HeadObject 55K AL EXF testbucket FEFRFPHEREMGTERL
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRZHEIFE BLFEM R T 8 » TERFAZYIMHASTE 100 XBBHR - WHFFSRAI 2

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

() HREMHMEAEHISEER  x-amz-expiration' EIRETEIEEMR YL EATARA o

E{E S3 REST API B
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet :53K5E A5
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &

IEESHEUFM B ~ 2010 F£ADO ~ {45 2015 FAOUREBAOSEEREEE DL o XHFFRIERERTES
BRI BB ©

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEMIIGMAISIT ° SUB-EST2020 ALL.csv » BRERGER -
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI fFFEEH (CSV)

L)
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

HXHBIAEIT41T » changes.csv * BERGEEK .

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI %% (Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

#i 48 changes.csv BIRTZ1TA0F :

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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* x—amz-checksum-sha256

* x—amz-storage-class
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G

x-amz-server-side-encryption-customer-algorithm : 5% AES256 ©

* x-amz-server-side-encryption-customer-key . &EMTE CreateMultipartUpload 55K {itRY4E
FIME S -

* x-amz-server-side-encryption-customer-key-MD5 : FEREETE CreateMultipartUpload 553Kz

HE94ERE] MD5 HHE -

@ CRENNZ /KBRS RET - MRERTNEEZR > CHTEREENYT - EERER
RUNTRFEMHERZR > BAEE EAARSEHIIE" o

WNERITIE CreateMultipartUpload 35KHARS1SE T SHA-256 #RE&HN » BB ETEEE UploadPart (5K E ST
HEERIZEE -

* x—amz-checksum-sha256 : 5 LEEBDHT SHA-256 KEEF ©
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3 B R AR
AZBEUTHENRITE :
* x—amz-sdk-checksum-algorithm

* x—amz-trailer

hRAsHE ]

DE EEEIEREN LS~ P EE - EEERS A EEED TR _ LS ERIRE - ]1T
CompleteMultipartUpload {E2EFZEYME (MNRER » EETARASIESD) o

LEHRIEE

UploadPartCopy #2{FZEBICIRBYHER BRI RIFERERIR LB —E D o
UploadPartCopy 12{EREBFfA Amazon S3 RESTAPI {TABIRM - NBAEE » LARFITEH

It #A SR AEENE 3 A FSE A4 8% " x-amz-copy-source-range TEStorageGRIDZA#ER o
TR T AERIZE

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

fRIARER IR AN & AR K IRER

ANRIE% CreateMultipartUpload E3RIEZE T SSE-C 1% » BIt4ZETESE UploadPartCopy 5 RFPEZ LU TR
KIREE

x-amz-server-side-encryption-customer-algorithm : ¥§%E AES256 ©

x-amz-server-side-encryption-customer-key : F&ELEIE CreateMultipartUpload 8K P itRY4E
EIINE £ o

* x-amz-server-side-encryption-customer-key-MD5 : FEEMLTE CreateMultipartUpload :5 K12

HA94EE MD5 HHE o

SRR ERE FIRMAIEHE (SSE-C) NN% > BIKZATE UploadPartCopy 55K &S T =EHREE » WU{E
RILURE AR RSN

x-amz-copy-source-server-side-encryption-customer-algorithm : ¥§%€ AES256 ©

* x-amz-copy-source-server-side-encryption-customer-key . f5EMKTEE I IRV RIZHRY
MEZEE o

* x-amz-copy-source-server-side-encryption-customer-key-MD5 : IEEEIEE I RIEY I
#H9 MD5 f5E -
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@ TRENNZT/AETCGRHT - MREXTNEER > CHEERHENYE - EERER
RUENZRFEEVHERNZA > FARER EAARSERME"

hR s HE ]

DER HEEIEREN LEF ~ 5 EE ~ EEEY ~ 485 HEED MR _ LS EEIRE - BiT
CompleteMultipartUpload {EZFRFEEIIYMG (WRBER > WEEITHRAEES) o

$EEROIE

StorageGRID &4 1EFF A #E FARVIZAE S3 REST API $5:2[E]FE o tE9) » StorageGRIDE
YEEFTIE T & E R 5TOIFE o

1B S3 API $E:21Kh5

Name HTTP K&
1B4ERAR 403 Z1b

153 ] 400 $EEREER
BucketAlreadyExists 409fE2=
BucketNotEmpty 4091& 2
BN EFRS 400 FHRFENK
A EPEEER 500 AER{AIARES $EER
EXFINER 403 2 1F
B2 400 FHERFAS
EMRHETF IR 400 $EERFAK
M AYBucketState 4097%&ZE
EXEE 400 $EERFAK
EYINE EE AR 400 FEEREAS
EER D 400 $EEREAR
BYEMHETE 400 FHERFAS
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Name

mNEE
BRGEES
BmUNETE
ERUIRE
HIQURI

BAR

B EEZRAIXML
TLEIBR AR
FER
REANBRE
MissingRequestBody$f:R
R L AR
RBERNRE
NoSuchKey
NoSuchUpload
RETH

NoSuchBucketPolicy

ObjectLockConfigurationNotFoundError

AR AR AR AL

AREEREBRK

H1=hRTS
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HTTP #R%&
416 sARELE R ME

400 $E3R:5>

405 FiERREF

411 REER

400 $E:R:5>

404 KRIxE|

404 KRILE|

404 KRILE|

501 RXBIR

404 RIxE|

404 KIxE|

412 FoiRME R B

403 1+

503 AkF5ARI A



Name HTTP #KEE

2R N UMY 403 21k
RXZ 400 $EERFAK
VAR ERE TR 400 $EERFAK

StorageGRID B TiE:21UHS

Name ok

XBucketLifecycleNotAllowed EIRBSREERP A A ERERESE
HA

XBucketPolicyParseException AT R B TZ IR SR AR JSON o

XComplianceConflict HARERSRIERE & BRIERIEAE o

XComplianceReducedRedundancyForbidd ZERriEBS1ZEERF 28RV TLER
en

XMaxBucketPolicyLengthExceeded BHEREBE T AR AEERERERE
E o

XMissinglnternalRequestHeader DR EREESKRAVAEEE o

XNoSuchBucketCompliance IEENRIERAENBERSEMN o

PEILIEE-353 AR F—ERZEEEmEAERIR
G

XNotimplemented IR MRS KREETR T AR BIRBIINEE o

StorageGRID E:T#21F

StorageGRIDE:T#21E
StorageGRIDRMAZIZFIEE S3 REST API BYEETIR(E ©
TRY|H T StorageGRIDZ BRI B 5 TIR1E ©

FAi it
"ES R —EIE" BRIEAREERTFRI—EIE -

HTTP #REE
400 $EEREEK

400 $EEREE>

403 21t

400 $E3RA>

400 $E32:5>

400 $EEREES

404 RE|

406 A1

501 REIR
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FAi it

"PUTH—E14E" RERANERERN—BE o

"EX1S Bucket RS #5R" BEIRE AN ERFRAAZER LRI ER o
"PUT Bucket &5/ ERFRE" AR A SUE R E RF R L REFEE R ER o
"MipREETFAR T E A A B il Bk B4 R (A AR R B RO ST BB AR B XML ©

"EV1S Bucket TeERHERECE" EE] B4 E R T ERHE R E XML ©

"PUT Bucket Tt EKHBAIECE" AfFERERETE BRI ARTS

"B REEERER T EIRP ERNREFREN R RZIRP BN SERFRNRHTRE -
"BER | AAGRIERER EXREARXE | CEZEZBEUMAERIENHHER -
CreateBucket"

"BFM . GET Bucket &#i14" ERRERNE  GOEHRAERGREFREUNNGRMRE -
"EF . PUT Bucket &#314" ERRERNE | AFFTENRABRGRAFRNSRMRE -

B —2%

GET Bucket —E 4 :5 KA R E AN EHEERIN—2E -
S — B R AR ITE A S TS o

1T s3:GetBucketConsistency #R » AAIRER » A AEFTRRILLIRIE o

AR EBHI
GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string
Host: host

EIF:
TEZME XML & > “<Consistency>" &R FH{EZ— :
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—Ht it

g3 PRAENREIL ANEINEE - DRIFBEREGKM -

SRR ETK ReEPMAE ML EFRE B P IRARAVER —2IE -

GEvE fREEILRE PR E & P inss KBVER — 2t -

WR&E (FamR) AMHRESABE - > UAYMHERRHEE T -

RHUSFIAENERRERSE - TAZEIBERN TEEMER -

QLS AT BRI MR —EIE - Wit S3 fEfF R (EERERE

B (> $ReaR OERNEEENHER  ERAEENEN
HEAD ¢ GET #2E) o 1B S3 FabricPoolf#7Z1F °

[ElFEEE A

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

EEEE
—

PUTH—%
PUT Bucket —EMEK A2 FIsE ER N HHERAITIIREN —E -
B — B R AR I Y SR S o

RG22 Al
T AR s3:PutBucketConsistency #[R » SUAAIRFR > 7 BESTALLIRIE o

=)
=

(i

R

‘x-ntap-sg-consistency 28w BEE U TEZ— !
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—E0%
g3

SRR TR

GEvE

WR&E

BILEL:Y)

it
PRAEBIRLIL BNZUR B - BRIERR KM

fREEFI A ML EFrA R R insEKAVER — 24 -

fREEILRE PR E & P inss KBVER — 2t -

(FamR) AMHRESABE - > UAYMHERRHEE T -
RHUSFIAENERRERSE - TAZEIBERN TEEMER -

AEMENYEEIRERAN—EM - i S3 #FF » EEEERE
B (> $ReaR OERNEEENHER  ERAEENEN
HEAD ¢ GET #2E) o 1B S3 FabricPoolf#7Z1F °

VAR AR o (GAEEZE A ‘Read-after-new-write”— 1% o IRFREAEREF > AEIELERBRERN
RRIHT# - 5E » EEFFIHRLISEEE API SERN—HIE - EEETFENBER TA EREFHRERRE—

i o

R ]

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date

Authorization: authorization string

Host: host

LS
B

EY{3 Bucket _xi&sH0ERS

GET Bucket B FEINF A KAZICHE 2SS BREFREANGERARRBREINRREE

H o

R AJENER s3:GetBucketLastAccessTime R » SLR AR root » A BEFSRRULLIRIE ©

a KEEH

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1

Date: date

Authorization: authorization string

Host: host
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[El R RG]
I EE BB B A # R RUR L R A R R o

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket AR5

PUT Bucket S FEREAEK A ZCEBESERE—(#ERNRBEFINEREEH - FH L
RN EH IR SMAE > W HEEA 10.3.0 HESRAEIINFE#ERNTESRE o

1R EER TN s3:PutBucketLastAccessTime R » BiEZAMRE root » A AESERLULLIR(E ©

fitStorageGRIDRRZS 10.3 Bs > FRAMT#FRAY_ L RF IR E ERTAR A FE AR - MRIEHRE
@ FA R HARR AR StorageGRIDE I RY#TFH » I BB SMEITARIT# » Bl ARREREE

FHAGEEFRN ERIFEEEER o IERIUAER PUT Bucket L RFENEFAE KSR R EEE

PEFRNFAENEERASER L RENEFENER - B EANERA LR EREER"

MREAT FEERN EREREEEH > A TITABERRREER LAIRE .
* GetObject + GetObjectAcl » GetObjectTagging #1 HeadObject BER A& B3 _E RIFENEFRT o 2R i
EEHEHBHASIE (ILM) $HH{TF) o

* (EFHTERIE CopyObject F1 PutObjectTagging AR th & B #T_ERIFENEE o M HRIIA S U H
ILM 5

* MRS FHREHFRN L RIFENEEEH > B CopyObject AR & BHARHFAEN L RFEEFR] - 48
REHERGIMAZFCREFRAY ILM 5FE(T5T - B2 » BH*ER » CopyObject :ARAEZ EHT L RFH
BEF o 41 BOBIZA KN A I BRS s I ILM 3T

* CompleteMultipartUpload &K E#1_EREEREEE o SERBIHRINIABIBRF AR LA ILM 5747 ©

R
IEsE BRI B HF BV R B F AN o
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

IEEEHIEE RI#F R L RIFENESRT -

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

M EF R TTERENECE

DELETE Bucket st EFEBNIRE R K AR TEBMIFEIE XML RIFAE—(#FRAVES
BOIRTS ©

IR EVER B s3:DeleteBucketMetadataNotification #FR » S AMREIR » A RESTARLEIRIE o
AR EE A
ItEHFENERRERNIESESIRT

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host

HY1§ Bucket ;TERIEEE

GET Bucket sTEFEER ER K AIZE TR RANEESEFFRIVESESIEKE
XML o

RN JBER s3:GetBucketMetadataNotification R » XA EIE » A BEFERIEIRIE o

AR
IEFERIETRSA A bucket ©

88



GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

CIF:

EEEREIFFRHNTELEENEE - TERENEERTRENAREFFRUETESES - hriER
ERFFEHEEMPENHFRERS] » UREFNYHF TERMREEEI LIRSS -

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SETTERBNEERE S —ERZERE - SERAIEEEE R4 LUK StorageGRIDFE XM o BRI
Bt o 478 StorageGRIDIHEEHY URN 3I5EBE o

Name it W
ERENEE gmﬁﬁﬁﬂﬁmmwfﬁnaa@i{ﬂa@fﬁﬂumaﬁ% £

B85 —E5%E Rule 7Tt °

2l RANERRE > ANRARRETERNNEEREE =N
25|89 o

AR BT AVRBASRIEAR o

& 1E MetadataNotificationConfiguration 7Tt&EH ©
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Name it N
ID $ER O — S BB o x

B57E Rule TtEH o

Eukivs REERIUZ TREA) 30 MEA) - HIREFRRE  ZEN
» REIREUE(TIERE ©

B E1E Rule TtEH ©

AR BRTEAENEIGERERAINEE  TEETEN 20
FREXIIEERNBR o

BENGANR > FiEE—EZAR °

B57E Rule TtEH o
B9t RABIZMNAIEE - =1
B E1E Rule ;TtEH ©

= XM TTERIRBZRM URN - XBREBUTEME =28
#YStorageGRIDI%BELHY URN :

*es'WMHES=METE °
* URN ABEUREFTERRS FERERE - B0
U0F domain-name/myindex/mytype ©

imFh e EREA R EEGEEA P EE AP B1TRE
B o EFBRZRT -

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

WIRTERRECE XML Z AL B inE: » BRI ERKK
I IR 404 $55R ©

Urn B2 3 7E Destination JTZE ©

el FE &4

XML B2 27 <MetadataNotificationConfiguration></MetadataNotificationConfiguration>"
BRERATNAAREREERESESIRINES - ZUILEAT » MHTEMREXEIRS current WEA
it 2017 FEEEHA recordse
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

ARIE
“EREREIRE"
PUT Bucket st @A E

PUT Bucket TTERIBANRER K AZREAE—RFRRAESESIRT - LEHFKEXH
REMNTERENAEE XML IsERETENEREBRESRS YT -

IR EVER AN s3:PutBucketMetadataNotification #£FR » SYp AR IR » A AESTALLELIS(E o
ER

ARAERREXHEITENENEE - §ETEFENEESE S —EZSERE - SFRAEEEER
AU A e Storage GRIDFE S X4 e B LAY B Rt o

A URIEYI LB RSB B o FIg0 » IEe] LIS ETE B AV o 8E /images' BI—{E B BYMT » LUK
EHEARMIER videos BB —1E o

BASEERGENECER > T AERIFREHRIER - fI1 - B3 —EHEAARENYHRAIMEE test 5
EFRBHBHRHARENER test2’ ERAFFH ©

W JA{E FiStorageGRIDIRALHY URN 15 B1R © IR TEREBMECER » IR ARET > TRIBEKEK » B&

400 Bad Request°$§§£§%§i§ﬂji Unable to save the metadata notification (search)
policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

EFHEI T TTEREERECE XML PRYTTE ©

Name gt AT
TCERE AL E AR T BB ENERAIN SRR 28
gﬁz o

BE5—E%%E Rule 7TtX °

il RANSR[RE > ANRARRETERNNEERE =8
591 -

AR E TR RR RS RAEAE o

& 1E MetadataNotificationConfiguration JtZ&H °

ID AR I — S84 IR o x
£151F Rule Fo&h o

EZukini REERIUZ TREAL 30 MEAL - HIRERFRARE  ZEX
» REIREUE(TIERE ©

B E7E Rule TR ©
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Name Haat A
AIAR HABRETIMHERIRANTEE ) TAEHETER 2N
SWEXIIEENEE -
EEMEFMEHR > BiaE—EZTRI4R
B57E Rule sTtEH ©
B a9 FABENRER - =
B57E Rule sTtEH ©
Z= BEYIETERMEERN URN - X EZEEFUTEE =M

#JStorageGRIDIHELHY URN :

* es' AR FE=(ETTE °
* URN AU RFETERNRS IFEEEE - B
Y0F domain-name/myindex/mytype °

inEh R EAERREESRNARAFEE AP EITRE
By o EfIRERaE ¢

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

VAR E XML Z A B e, » BRIRE B LK
i 13 404 22 o

Urn B2 7E Destination JTEH ©

A K&
LSBT ARFRIVESES - HILEAITP - FrEYHRYG T ER SR EEEIR—E BRI -



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

TEUEEEHI o BRSBTS RO TTEUE /images X EI—E B AU » MEARTAR TR RE KRt eis
‘/videos  #EE !5 B H AU o

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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ESESIRIBELER JSON

ELEARTRBABESESRER » SIS - EMIMRIETENSIRBREEESE JSON XHIRFEE
EE B RimE o

IEHIRT T EYMEER LU TR AT U ELER JSON &l sSGWs/Tagging. txt 8% “testeo i
‘test’bucket ;2B HrA#ZH > FLE “versionld 1Z2EAZE ©

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

THERNREIHGTEE
xR T A RSB SREXE BIRIHEN JSON XM SFrERIL

X B EiE RS « MERENRE ID (NREFE) o

kY THE %S it

EERINYHENR 1@ EER S

EERANYHER SRt YRR

EERINYHER hRZs1D WIFRRZS > AR EREFRS
HHR

EERINYHENR & PN - EEFREE us-east-1

RITTHIE R~ HTTP AR IR KRR/ (X
A A EE D)

RITTHIE md5 e
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L THE %18 it

=) =Faw S ¢iE TTEIE key:value YIHHIFRE P T8E - LERES
K

2% 128 key:value ABYETEERNTEYMHER » LUE
BEHIER

HNIZBRMERETEIE © StorageGRIDAG HEFNIEBFEEAF £ S3 HHBNEIES

@ Elasticsearch « HE:&E Elasticsearch #&ELF R RS H AT #F » ;5128 Elasticsearch B9
ENRERAIE FEA E FE B HAS T RVER BB TIR(E - HECEESE SR 2R » BN BERS| ERA
ENREIRNIEIFE o SJUERZRS 1B » (CEEERS|IPREXEIRMALER o

el
“EFRA SR
DS fREFERERAER

GET #FERABRERS SRR ERNEEFER EUREZIR P A S E R
AILUBEBIEERBRY ListBuckets 55 RKIREVFIR A M EFEEFRERANFEEE » HPE S x-ntap-sg-usage TFHZ
o HERHEERBRERAEIEMN PUT #1 DELETE XD FEH - BiIEARMNERIE - FHELTEHERR
ZHIAREEE LR > KR ERFAHBEER o

FERIEMNT » StorageGRIDEHFAREEH M REEERBEREN - MREEFIRASIH 4 -
StorageGRIDAG E S TR IL R — 24 THAENEAAE ©

fCAZERER s3:ListAllMyBuckets R » S AMRE root » 7 BESEAYIULIRIE ©
AR

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

[EIFEEE A

LEEERIRRR—EIRF - ik P EMERFFRPESDEYAN 12 EATENER - SEFREFRESmEYIHM
NELITTENE R

96


https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/index.html

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hR s

HENSEY G RAEZE BB "ObjectCount #] *DataBytes ZFEFM(E o MIBRIEE ARG EIEE "ObjectCount’
2EBHY o

GG
B

EERAERESRMEFRBR
EEAERSFMEERER
E Rl REE EF A StorageGRID S3 REST AP| R EIBERE RS IRINAER I AIHTERE o

BRMINAEEER
SeATRRZ<AIStorage GRIDH Rt AYStorageGRIDERINFEE M E » W EH S3 ¥HsHE A o
MREZEIA T 2IESHRMRE » B2 S3 Y4 HEREEStorageGRID 11.6 FREA © (SEEBEIEA
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T ERMRVIRHETER B2 > IRIBRE > AU StorageGRID S3 REST API ZREIREIIRAREREGHR
EREZ D

* "{§/ S3 RESTAPI 5% S3 ¥ t4"
s “EH ILM EEHR"
* "NetAppHIi#/E : WN{a7EStorageGRID 11.5 P EIREERRIBBFHFR"

BERNEHRMEFERK :
* "B EH - PUT Bucket ;A RKIEAUABIRGIRME"

SGCompliance XML JTEBEMERR ° AT » K] LTE PUT Bucket sAKEYATE XML :A K EXHE S
IlEStorageGRIDE I T & KRB IR B FETER ©

* "BEFH - GET Bucket 517 14"

GET Bucket GRRI4AREHKER - B2 > CRAILMEEERILERREERAERSREFHENERNG
MMERTE °

* "BEH - PUT Bucket &3R4"
PUT Bucket §#MAEREWER c B @ oI LUEEFBILARRESIREERSRAFENS MR
E o Bla0 > S U IRBREREN S AREREFIEREREHA
B EH : CreateBucket :5REMUBIREIRMY

SGCompliance XML JTtRE#WEF ° LLAT > A LATE CreateBucket :5 KAV A XML 553K
[EXHEEIEStorageGRIDEE] TR KRB IIBRFHTENR o

FeRThR4s8IStorageGRID R {HAYStorageGRIDEFRTNAEBMRER » W EH S3 M4 EEEER o
F2RUTABTUTRESFAEN -

@ * "{§F3 S3 RESTAPI 327 S3 #4-84"
* "NetAppHI#E : 1{AI7EStorageGRID 11.5 R ERERRIBREFR"

(A BRI B A B AR A o BCEREM CreateBucket ERIEM TR IS LIS - BIE1E
BRI

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

B : GET Bucket &3R5

GET Bucket &5 REWERA ° B2 » K UEEERAILERREEIRE ERERR#
FRENAVNERMERE -

98


https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://docs.netapp.com/zh-tw/storagegrid-119/ilm/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

FeRihR4sBYStorageGRID R {HRYStorageGRIDERTHAEBHKE » WEHK S3 MHHEHEA o
A2RUTABTUTRELSFAEN -

@ * @A S3 REST API :%7E S3 ¥4 4"
* "NetAppXl:H/E : WN{A1EStorageGRID 11.5 HEIRERRIBAHTEE"

& JB¥ER s3:GetBucketCompliance R > Sk AREIR » A Se5EREIR(E ©

A K &R
IEEFIER AFICHETE RS mybucket °

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EiE

TEEHME XML 51 > "<SGCompliance> 7 i FRERAMNSRIERTE - I HIEIRRR T REFRNERIERE
HehSEWHRRY S| ABISRRBMRE—F (525,600 2i#) © Hal - IREERAEEEAESERE - 5@
MR —F R EEHMIFR -

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name i
REHADiE MEEIREEROMENGRBIIRRE (UDEAEBL) - REHAEYH

A BB RRYA ©
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<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>
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"Principal":"*"

"Principal™: {"AWS":"*"}
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
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* PutObjectRetention

* MFRER
* MERHR

LSSz lE s
DeleteObjectTagging (#1494 E R S)
DeleteObject (414845 ERRZR)

© RSHR
* FREPHR
CEERRAR

EISHRAC

ERNREEEE

BSHRIRE

ISR

GetObjectTagging (#FHVFRERRZS)
GetObject (1484 ERRZS)

FIHEM » EHR



HEPR S3 REST API 21 #StorageGRIDE
s3 : Putf * MEHR

* ERHR

* BIUZES EE

* ERZED LE

)

© HEEDER

s3 : PutObjectLegalHold REHREERS

s3 : PutObjectRetention PutObjectRetention

s3 . PutObjectTagging PutObjectTagging

s3 : PutObjectVersionTagging PutObjectTagging (#4894 EHRZAR)

s3 : PutOverwrite ¥ 5 * MEHR =1
* BRER

» PutObjectTagging
* MBRH1RS
* EREED EE

s3 ! MEHR EBRHR

£ PutOverwriteObject #£R

s3:PutOverwriteObject #£ PR 2 B3] StorageGRIDHERR » ERM I EFMFIVIRIE o LR ERERF
meS A UBRMHFNEN « FREEENTER T S3 ¥4I

IEAEPRAY BT AESR E BUFE
* T BRIRAIUBEMHN - EETERME o
* 1648 | BRBEEEEYIM o B8 E A Deny B > PutOverwriteObject #RM T EA I T :
° MNRER—EBE LIXFIREMH
" MERNER ~ FREERNTERE S3 VT RLEBEERER °
* RAIETEETRVREUR(EER AR ECH » WHEI5EER o

* MEREKAT S3 hikiZHl > Bl Deny s E & BHLE PutObjectTagging 3% DeleteObjectTagging 12{EMEEK
W e HIEBRTRRZSHY TagSet ©
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° NRKRIKFIREHR > AIEPRE o
* BERFEUIERR - MRHARTE TR5F HE o
MR BEAT S3 RIEAFEE > H PutOverwriteObject #FR:RE A Deny » B R iIREEZE B YR

B s FRETEENTERSHES o tb9h > INRET TBFIERRIRESy ZESR (BBE
> ZERRE > FRNYH) - BEZRERES PutOverwriteObject #ERRVERTE ©

TERBE RIS IR

IRHFERT BERAIRER o RFREF FMNEEYEMN -

IR ERRERETTHE - —@ Condition THRAINUE S ZEIRM » SEKHTUESSEREL o REELRE
LT

Condition: {
condition type: {
condition key: condition values

ET5EHIF > IpAddress &4 ER Sourcelp &4 o

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

SENIREERRN
R ERFIENT

* ARAE

* Bu

* tk(E

* 1P fifdik
© EERE

IR EREST it
FHREFR RIFFRECE (BoANNR) HREFHREETIER -

FHEAFN RESECE (BOANNR) HREFHREETIER -
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FHEAFNRBBEANE

StringLike

StringNotLike

HFER

BERER

L E NN

HFARER

L EINN

HFNRER

ikE

IP{izk

RFIEIP{irtE

|

SIREVRIT R

it
RIBFRECE (BRRANR) HREFHREETIER -

RESECE (BRBRANE) FREFHREETHER -

RIBFRECE (BOANNE) HREFHREETHER - IUEz "M 28

FofT o

RESECE (BAOANNR) HREFHREETHER - AIUEZ "M 28

FCAF o

RIS T UL ACR R B BB TTLLER o

RS A RABER T8 o

RIE AR B SR A BB TELE o

RIE AR B F I T AC R BB TTLEER -

RIS T ECR SR SR BB 1T EL R o

RIE B F I T AC R BB T EEER ©

R BB R T EC R MEEITEER -

AL IP {IALEY P i SEEEITELE o

RIS E AR 28 |P (IAEEY IP (Uit SEEEITELER -

BEBRBR ETXREEFEFRFSE
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EEsE
aws:ZKJRIP

aws:FHE %

s3: PR

s3:ExistingObjectTag/<1Z
B>

s3:RmAHEH
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178
|PEEr

BRS1D

s3:ListBucket 1

s3:ListBucketVersions 1
PR

s3 : MR H1RS

s3 : MR RRAAREC
s3 . EEHR

s3 A RAC

3 ! IS RS

s3 . EVSYI{FhRES

s3: BV RR A Ac
s3: SRR AARE
s3 : PutObjectAcl

s3 : PutObjectTagging
s3:PutObjectVersionAcl

s3
. PutObjectVersionTaggi

ng

s3:ListBucket #

s3:ListBucketVersions 1
PR

it
i B SRR R P (HETTLEE - AT AR EE R
FHEE -

AR IR S3 AR BB EEMAMFRIENRS LRy
BT EERART AR - EREAHTHRRES Lk
B9 IP fiib#EITEERR o

AR MRERB=SIFERAHTERS  BREZ

BHTE23M IP HBEITEEE o 4E17] “X-Forwarded-
For 12285 288 » RAELEEEBE WM -

i PR EASE RN FHENERERBETILR - JA
IAETF IR B R IE ©

#& 8 ListObjects BY, ListObjectVersions 353K 5 ERY
DIRFSR2BUEITEEE ©

REXRRAEYHAEBHENRREME -

##E2 ListObjects 3¢ ListObjectVersions 3K HI5EH
max-keys 2HEITELER o



(355 178 it

s3 | HRBREFFRERE  s3 . Putiix BRE E HHAHIEE R B ARETTEEE "x-amz-object-
lock-retain-until-date 55 K iZEE N IR IR HEFE TER RS
HARETESY » MR ELEETEUTARN A FEHE
[z

* MEHR
* ERHR
* BUZSHOLE

s3 : BIRERERRERE  s3 : PutObjectRetention £ PutObjectRetention 55 KH$5E M retain-until-date
HEATEEERR » LBREEAFTEHEA o

s3I s3:ListBucket #1 # 81 ListObjects 3§ ListObjectVersions saKH15EH
A2 BEITEER o
s3:ListBucketVersions 1

FR
s3:RequestObjectTag/<fE s3 : PutfiR EVH AR SRR HRERENRERENE -
>

s3 . PutObjectTagging

s3

. PutObjectVersionTaggi

ng
ERBEPIEEEH

RAI LSRRI RS SERIEA T AR EBR S o B[ LUTE "Resource TTEMF £ EEEHHY “Condition T4 ©
EEEBIFH > B8 ${aws:username} & Resource JTTEM—E45 :

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

ESERFF > 28 ${aws:username} RIEHFEIRPIEGHEN—ID

"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"

by
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E2 T

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${s}

RIEEERAREENEER

Hat
A Sourcelp SBIEAIRHRVEIEL o

ERERE LBRIFRIEMHIVESH -
ERSERIRFHIRI RSB EAIR HRVE R -
ERRERIRFSH max-keys SRIEAIRMHRIEE o
BHRFTT o RWZFTRIEXF * Fit o

BT TT R FTREXF ? FT o

BHRFTT - RZFTREXF $ Ft o

BE > BERETHERAIESHREMENGR - WRFHEIRIFENGER » AIEERPRERE -
StorageGRID S3 REST AP| BFfEERER-E HARIRIIRHILE Amazon /b » (BIESRESSHEHARRIARER,

HBREREA REgIEEY DERITA StorageGRID1T%

%E%@E ¥ root MRSEAVIEEIME 1@

BB A AEBHEER Bl

REFINBIRFBHEEER R

REFFIMNEBIRFrootSfEREE 1@
el PR

gé%#’éﬂﬁl)\iﬂﬁﬁﬁﬁﬁéf’ﬁﬁ’\ﬁfg i
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BN EBH®T > ERARIK ER
F{REFA S3 #171HREL IR

ERIRERR
B EBHRIT MR
BYHESEA B > BFRE S3 fETFIREREE

IRVERIREPR7E SRER A BF AV
TEEED] 405 FHiEF S
%_b‘::‘\‘

B > 1BFFE S3 #1Fi@%RE  HEMN
RERRERTE RS R EFRYIE R
TEEE([D] 405 A5 FnEFes

Jﬁ-bné

B > 1BFRE S3 #1Fi@%RE  HEM
RVERREIRER G A SMERIR B IR
MEAEMERE 405 HERDE
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HREREA RESIEEY DERITA StorageGRID1T%

1ERBPTA ARITFREIRIERIE 1/ B EBH®T > ERARIK ER
MR F{REFA S3 #TF1HREL IR
ERIRERR
FRENFENERENEE BYHETEA BB
BEREFEFEN S3 #FR  Eie BHH FEERY
REEEMERE i EBHHETEA BB
REETIFFFBEIRE (B BYE - MFRRIZERFF BUH - MEREFRERE
ERRF) BREWHRIER o B> BFRRIBAER - 8 RAFE o MERRRER -
BERPLAERYIF ACL
R 2RI EVERR o

—RBAZ KB (WORM) fR:E

AT LZ I —RBAZREN (WORM) #FRARMFAESL - ERAEEZRBYHTERT S3 MR o ERIIX
ECE WORM #FRUASF BRI LD LB ESIMIFFRRAAR o RLLEEARNGEZ— -

BT RRIBEIBRES > T
* REREEED > A BB > T2 > T2RT > \RNYMG » ABEE PR P InENCEEE -
* FERLAT#RAIA S3 5L -
° #& PutOverwriteObject DENY 2{EHiEZE S3 5REg o
° £ S3 HKEEHFHY DeleteObject DENY &1E o
° 7£ S3 SRERFETE PutObject ALLOW 121 o

@ EFE 130 XBZTEIZA) FRAE » 7£ S3 RE&EFR DeleteObject 5243 DENY WARFEFHLE ILM
BRI+ o

@ BMEMER T FABLERAIFMRE - eftEEMLELERTA G2RBERA) - SfIEERLUN
IHEETANERE (BRBERB) °

BRAHERA CRBEE)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

BN B IEFTmEE (Pr%)
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/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

TERAE
* "StorageGRID ILM #REIN{AEIREH R"

* AR RERE "

* "EFARIR A EEH)"

* “EH ILM EIEHR"
* “EREAAIRA"

PR ERBEEE D
fE A AP RYEE R 2 #F R E 1L StorageGRIDTFEURER o

TN SRR E X RIS FRMI N 2 MY B RV EVER o fErILUEBEL T TR —fEMA S3 PutBucketPolicy API
REETEIRRES -

s "TARLLIE" o

* AWS CLI fEALLtES (GEZ2R"4 bucket FYIEIE"):

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

gh © AFESEARFEFRETHESRE

EEEAITT > AFFFEA (BEELEMAE) FIHBERTNES > LHEERTNFEMERIT GetObject
IRUE o P EABIEERISIIEE o 3518 > HERIAREHAAER > EAKRTIEFIEZ N ABEEEAR
7215 o

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket™, "arn:aws:s3:: :examplebucket/*"]
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A : AF—ERPRHNESEASFEERETTENM > LTS —ERPPHNSEABFFRET

HErhfE

FLER » —(EIEERE PHESEATHE AT T2 EIHER » M3 —@IEERE PHESEA R AT HiE
1FIR A SHETER L BISERII 1T GetObject 321 “shared/ ¥4 S84 o

®

fEStorageGRIDH > IFEREIRE (BIEERIRF) BIUNYGREEFREEERFFE < @7

RRBERNEEM -

"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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A AFSEARFERETHENR > LASHEEFEETTEHM

EEERF+ - SEERBRERNSEAE TS HE#EFE T HFEFEEPIFEYHEHIT GetObject 21E > M
REBRZEBENAR Marketing 15 E IR PRI FE R E T LUES T2 ZEER °

"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

EBH  MREFIHE IP LER » BIAFFESEASEERETERSM
EUEEHIR > RFFFAEA (BREERERE) 7HFEERILHFEFRPNFAEMEITEMIHRE » AR5

RIKRBISER IP & (54.240.143.0 2l 54.240.143.255 > 54.240.143.188 f&4))  © FiA HARVELRHEHHIELE »
WHFIARBE IP 8B IE R HIELR -
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

P . AFFHEEM SRR BEENEERNTEER

7EULEEHID > BRA B Alex WA FF5E25hR "examplebucket bucket REYIE - FREEMERZE (E#E root”)

I BAMEIEABFTBRIE c B55EE > Troot) KIZREHWIELE Put/Get/DeleteBucketPolicy RIHER ©
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

&35 : PutOverwriteObject R

FEEEFIFH  Deny PutOverwriteObject I DeleteObject I3 RPTRRZRA A EIUERSMIAMILEIER)

EREETRMTER S3 MR o
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SR
== AP

"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
BEAHIR AR

fEF A B h AY £ 51| 4 B¥4H 72 & Storage GRIDTE AR ©

B RS E X RSP B AL ARV FEVESR © J2A Principal' 7t& » IRAERRSH
2380 API E1TRER ©

gBh : ERERREESRERERR

TR EEE PTG SRR AR - [CRTLURE— (R //R BRI E £ RV SR TPLE S3 7EY
- &% S3THARELAAE" o

:federated-

:federated-

o BHHRAEERERFER
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* # S3 ZEY : TARIEIR © [ BHATRRIRTEIER » SRIZEETHEAEERZEEFISIER W
SRIEIZ LT > BIFARRA root (EAEA AREFIS3 EIR ©

© WSETEY : MLBHETRREAEY S3 ERAAMSEEIER o i > SEHER I EME TG A
VIR « STERRVAIZE o SEIBILEEIEDS  DESEREIRBI JSON FEMBHIEXF T o A EEiL
T o

* TEEH  IBHERHEAEY S3 R (BERFEFR) HATEEIE - EMSRBILEER > ST2FE
#HRRIRY JSON FEHERHIREXF AT  SEEREILT S -

* BYRWESRR | LS AIRBRERANICER BB RN o B ETRIERE T IITE RIR(E - BEEER
BT AR AR B RHEFR X ARIBRA 4

EAEEMAREFRERNEAFEESFEAEIUERILEERR - REEMARERIERRGISRE
AR » BERBRIER MERZSES R EEE (MFA)

* Bi] | BHEFRIERERR T EEXNFHIRPIEENER ©

#Eh : RFEETEEFIFIAE TR

%Eb%ﬁ@]ﬂlﬂ » BRIFRETFIRREREAMEIEAE - TRIBHETRIFMA B A T2 FIAR IR EANFIE #F

"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

P AFFRHENF A RERETHEESRE

TEUtEEHIG - BAEFRIFRE R EER B Y S3 HRAVMEEFEVER » FRIFFETFRRIREAMHEIEE o flM » ZEHET
BYERE AT LF B EEEERA A E R ~ STTERFNRE
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

) . AFFEHER S ET R FIREFRPRER K

TELLEEHIR > BEEMNE R AT HMEFRIEE#EFRPINSEERR (#r1R)
HIRRFARS > FEE B3R B HthBHER R HF AR RESHZEVELR -

o FHAR  EEBLEERK
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

ETHESFEHRY S3 1#1E

515N S HStorageGRIDARFF EE L EFEXF Bt ERT o LAIUERETHFEHREE
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