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View endpoints

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 1,575

® Bucket-09 B899.6 GB 589,677

® Bucket-15 8396 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 730.8GB 808,655
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® Bucket-03 656.9 GB 379,325
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

ZEH API 553
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* [CIfESEZA“Deprecated: true”
* JSON [CIfEXREE S ldeprecated) : true
* EEANEELEEIIEE nms.log ° fiY0

Received call to deprecated v2 API at POST "/api/v2/authorize"

HEE B AR A SZ 3R RLE API AR Zs
£/ "GET /versions ' API s8R {EE]IZ R APl T ERRAIEE o tbEERAIF Swagger API X489 config Zf43 ©
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

7458 KI8T API FRZs
TR LAER RIS S BIERE APl hRZA(/api/v4) BiiR#(Api-Version: 4) ° WIRERMEMEE » BIFRE
B REKEE -

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

B lEESuLsERBE (CSRF)

CEI LA CSRF < HRARIG5R (M cookie FUE {7 EEEE ﬁéﬁ'ﬁ%ﬁbf‘ﬁtﬁ%StorageGRlD
RUESIARGEA RIS (CSRF) WE - @R EEGNEAF EESEEHRALL LRI ; H
fth API BRI AEE AREEETRATE -

;ELXﬁﬁﬁéﬁﬂT\lﬁ%ﬁﬁEE’ﬁﬁX (FIUNfER HTTP RE POST) KIMEERILUERE AERAER cookie 3 HFLEE

StorageGRIDEiB £ CSRF < h#REBIFHE CSRF ME - RAR » 157 cookie WAB K AER ERELRE
POST IEX2HHIRBHER o

EERAZINGE > 5558 csrfToken 88 “true THHEREHAR o TERER false o

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

EBAHER > GridCsrfToken cookie sREAANE AR EIEESHIPEIL(E > M B "AccountCsrfToken &5 AT
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* 35 "X-Csrf-Token 1Z88 > 1ZEM{ERE 4 CSRF < h% cookie BIfE
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L ERTE CSRF {re& > sAFA"EHREIEAPI"HE " THEEIE API" 0
@ RTE T CSRF <h# cookie FIsARTAZEHEMEE JSON AR EFERIAEKAHIETT Content-
Type : application/json) %88 » {E% CSRF WEHIREIMRGE ©

[ER RS ER
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Grid federation connections

O\ Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDOAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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LDAP service type

Select the type of LDAP service you want to configure.
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Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be

synced to the other grid.
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View local and federated users. Edit properties and group membership of local users.
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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& Success

Buckets = my-bucket
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being

deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have

already been deleted.

0% (0 of 3 objects deleted)

| Stop deleting objects ‘

O REETE  RIFRBIEEF MR LUFLERIBIE - 28% - FIEEREE TRIFRREERPE) Uik
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Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects ‘
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>

<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>

<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</S3Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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b. FEELEA B F1%ZE BH4E Amazon SNS 5§ Kafka 58 o

BN » MREHBE R EBEFTETE Amazon SNS L » BT LA E AR ATE B AR ER [ 14

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
b
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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domain-name/myindex/mytype °©

imFhE EAEA P EERIER R, EIE AP EITRER ° Eff

E’JH/TQD_F

® arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

* urn:mysite:es:::mydomain/myindex/mytype
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2. ZIHAPEEEREEHE (S3) *>H#E® -
3. EERREFRNATE o
HIREER A ENER o
4. FEEFERE > EESEY

o

ENRARSESERE -
- RTTEREBNEC BN LEINFHIRF - AREEHTE

»

@ StorageGRIDEIE B % 7EfEMA Grid Manager 5 Management AP| A &{EfR B EIRE AT

BIRTS - MRHFECE XML Ry E 38R - 550

~

- BN SEARGESEEER !

4&ICHIStorageGRIDEIES o

a. R GEE XML FeE R T EREME RIS ERREHEFR

EREERRES - FE R ERBPTE Y E S R T E A

b. HERESMHTERIZREN JSON X4 EMEEmEPIEENESHRS]

SERLTE
RERE  GAIUERAN M- A EREFRNESES

* EE (17 (83) > RHFR WAk BAKESRES EEE -

* MNREEIZER S3 API > :5fEA DELETE Bucket TtEREBNIAR A2 E(E S3 AR REREAER

B o

93



gH . BRREYHHITERNENEE
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

A - EAmERANTENBNRE

TEUEEEHIS - BEATSARRT IRV TS “images' #X | —(E B AVt > AR ECRYH RAVE G iR
‘Ivideos' #IXEIE (BB A o

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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LEEHRR T EYHEAEB U TIRRBE I AZELER JSON & sGis/Tagging. txt  EH#E
“test'bucket R A hrZA<#EH] > FEIt “versionld 2E A ZE o

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"
}
}
JSON XHEFR B ZHFE

X2 EaEREERLE  YMrRENRE ID (WREFE) -

HEERANYEER
bucket ! {HEFREVHIE

key . YIRS
versionID : ¥fFhRZS > FKRAS{EREFRPRIER
region : BIUIREE, us-east-1

RIRTTHIE
size ! HTTP BRIRFAI R A/ (BUITiEZENL)

md5 : ¥IfFia A

FA R8s
metadata . YMFBIFRE AR TR » UREHER

key:value

8 s
R 2EK

tags | BYHEEROFIEYIHRE - UREHOER

key:value

‘test o iE
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