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Grid admin

Perform prerequisites
on both grids

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1
Add configuration
Download verification file

Grid 2
Upload verification file
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

StorageGRID generates security
certificates for each grid.
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Grid 1 Grid 2

Server certificate P Client certificate

Client certificate «f Server certificate
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Grid
admin

No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant

P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted
tenant account

Configure same identity
source on both grids

v

Create federated
groups on source grid

I

Sign in to tenant
on source grid

4

Yes,
tenant ) Usm_g No
identity
federation?
+ Yes, grid
e Create local groups and
federated groups on .
. users on source grid
source grid
\ 4 v
StorageGRID imports StorageGRID clones
federated groups to local groups and users
destination grid to destination grid
Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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‘my-bucket’ {REABME 1 ZAFNE 2 > BES—ESEKREA °

Grid 1-Tenant A Grid 2-Tenant A

my-bucket my-bucket
Cross-grid replication: Cross-grid replication:
Enabled Disabled

Add objects - Objects added

@ No change o Add objects

LraEn
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Grid 1-Tenant A Grid 2-Tenant A
my-bucket my-bucket
Cross-grid replication: Cross-grid replication:

Enabled Enabled

Add objects —1 Objects added

Objects added -y Add objects
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 I_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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BN > thar L EERIBE 30 FiERNMIFIE CGRR 2L audit-explain TH ©

# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%3') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNjQ3My0xMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtNJQ3NCOxXxMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUENFQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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