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12 AP F9EETUEE B B ELFTAYStorageGRIDAR A AER ©

MAENE » EE U EEERE StorageGRIDZHE RS hATREES o

FIsEZ Al

{RE" T 7 558" "NetApp StorageGRID TEHE®E" ©

1. feBRse BRI T ¢

tar -xf StorageGRID 11.9.0 Code Signature Verification Package.tar.gz

2. BREREIUATIH :

- BTHE

o FHEM | CA-Int-Cert.pem

Leaf-Cert.pem

° BRI

° BB

° R BERX T -

3. e HEsRERREE

sha256sum

. sha256sum.sig

£A3 =
DE%ZEIZZI_

TS-Cert.pem

sha256sum.sig.tsr

f5lF . openssl verify -CAfile CA-Int-Cert.pem Leaf-Cert.pem

FEER#EAIY ¢ Leaf-Cert.pem: OK

4. MRGER 2 AER

F)

BEATRR > SBER “tsr XMHETT

BasE o

fBIl+F : openssl ts -CAfile CA-Int-Cert.pem -untrusted TS-Cert.pem -verify -data

sha256sum.sig -in sha256sum.sig.tsr
FEEREIH B24E ¢ Verification:

O WEEBEIUNBIER

-B¢}

fBlF : openssl x509 -pubkey -noout -in Leaf-Cert.pem > Leaf-Cert.pub

TREREL @ &
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https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
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6. FHAEHKESE sha256sum FEEEFEA “sha256sum.sig ©

f5]F : openssl dgst -sha256 -verify Leaf-Cert.pub -signature sha256sum.sig
sha256sum

FEEREIY ¢ Verified OK
7. BR% "sha256sum XA A A BRI FIRERFAELEE o
B . sha256sum -c sha256sum

FEHREAH . <filename>: OK
“<filename>' & T BEITFIEIE RIS o

8. "SERLHlR S R BB E R R -
Ubuntu #1 Debian BYEEEES

BT LA A R B 23 SRS B R (P $R B Y Storage GRID &S o S{EAEM ENRE T 2 —{EE iR
s o

E1E Ubuntu 3§ Debian £%2tStorageGRID » SN ERE—LEFE = FHEBEEMN o FLEZIEM Linux 221THRTER
TEEELHEES o StorageGRIDZE AN EE SR A EIE4A B HAYRRES ©

SNREEIZN Linux E1TRRMNBRETRHRERBERRELEHEE - B Linux ETIRRBEBIRECF] > FLE
HEERFHBIAR Az — (MNREHIERHEED Linux ZHITRREVSZIRMIER IR MHILhRA) - TR > SAEREERRMHE
AR AZ B ©

FREZEIRERHE Podman 5 Docker ° REZREMEEN - ERELREEBFARNENS o

@ ;Fgﬁi'z%ﬂ%’r Docker {EZR4HEASERBAIA 251 E © Docker RITERRAVIRA 1K S —EE 2851 ZEE

H5EH9 Python Hirs
* 3.5.2-2
* 3.6.8-2
» 3.6.8-38
* 3.6.9-1
* 3.7.31
* 3.8.10-0
* 3.9.2-1
* 3.9.10-2
* 3.9.16-1
* 3.10.6-1
* 3.11.2-6



Iz Podman Rz
* 3.2.3-0
e 3.4.4+ds1
* 4.1.1-7
* 4.2.0-11
* 4.3.1+ds1-8+b1
*441-8
°* 44112

A=A Docker R4S
() Docker BB ERILISTERIIRARRIL -

» Docker-CE 20.10.7

» Docker-CE 20.10.20-3
* Docker-CE 23.0.6-1

* Docker-CE 24.0.2-1

* Docker-CE 24.0.4-1

» Docker-CE 24.0.5-1

» Docker-CE 24.0.7-1

* 1.5-2

CPU F1 RAM &3
Zf?c%%StorageGRlDEﬁﬂ%Zﬁﬁ ) SRTCEREE AL E R - UEEZEHIFZEStorageGRIDA

H1EStorageGRIDEIMEEZUTRIEER :

* CPU t#zid) : SEEES 8 1@

* RAM : BURA BT BB RAM # 2 A4 _EiE1TRYIEStorageGRIDERRE B =
c BE > SEAME 24 GB » LER44E RAM 7L 2 F| 16 GB
- GERLZE/DEA 64 GB » KA 5,000 BN

ER e cE R N E RN ERIRANREENIERER o fu0 -
* YNRIFAE StorageGRIDILEEFE SG6000 T SG6100 %1% @ BIEMNEEENETEN BBV BAREUTRIE
EK .

° 128 GB AI7F
° 8fZx\CPU
° 8 TB SSD Z¢AH* Cassandra BRHENEMHEZEM (rangedb/0)



* WNRIFAMStorageGRIDILELEFA AR 24 GB RAM ~ 8 #Zil) CPU # 3 TB & 4TB TtEKHETZHI E IR H1ZEN
2t BIEREEMNETERN S EFRBELMEIR (24 GB RAM ~ 8 1%y CPU #1 4TB TTERHAETE
(rangedb/0) o

LAY Storage GRIDIAZERS » FTutBEAYAE T RIS B REE /) BIRE StorageGRIDILESIEULAD » H ¥k RAE
B3R StorageGRIDIL BV A TZEIRGAERT ©

BAEHEITESEEREER I E#1THStorageGRIDEIMHE R FBIAT AR CPU ZLEEERE RAM
o MREEAEEANHITStorageGRID  (FE) » FHLERHEMEARANEIRRXK °

FEMESIETAY CPU FIEISIBERAIER - M RELSRSERRON TR - It > HEH
[EFEATAE0 RAM Al CPU ERHINI— {4612 {481Storage GRIDEEETEMBLIATEA - I5h » M

(D SEsm0TENSSIE 500 GB - %5 IS SEEEH RAM T 48 GB TS  EMERE
Wi ER A ST AN REEHMREWREE CPU MEEEERERNER » #2E
I, "EEEE" > FN"FHAR"StorageGRID ©

MREEBERIH ERATBRE - AT UASEMREMY 8 BERZD 4 EEEZL) - MREBERER
ERERRiBRIE - I ARSEBRLIEMH 8 [EEREZL

SNRICEFR E R SR E 23 T B AT DUER E RSB A/NI R E - BIEZ A S EStorageGRIDERL E A B — &
BRI AR Rt AR EE R BRI R o

HREERE  EAREERBERAFERSUER T ENITSERRFER o BE—StorageGRIDERE PRI EE(H
FERRGERE AL H B SRR - MREFRE—IFRRIEER EE T - A URKIREMRESY)
HFERBFR AR AL -

BESH HENBEEER" o
M BEE K

W JAT f#Storage GRIDEIRERIHF RN » LUEIRR MBS0y =R BB E AR
fEFIRETE

StorageGRIDENEYEE = BB 1T :
c NI —EBEAIFHOMBERE (10K SAS 8¢ SSD) 1=f# @ BIR1EX1EStorageGRIDEIEAY 1 L HEMECE
Docker B » Eig#57k4A Docker E1FERENTE T ©

* RER —WEEE (10K SAS B SSD) 7#i# » ANSEMMHARRERFEENNRZ B
StorageGRID EHARTS R £ B LB KL ¥ FEEIRERARS

- YIFER — A (10K SAS 3 SSD) (#77FISEE (NL-SAS/SATA) ABRBFEE - FINEA LRI &
BRI Tk o

W BHFR A #7F8RRIEA RAID STIENE R A  FIRIETUERHAER « SSD 8¢ JBOD © &R LRI L A s Ac i
RAID #FARERGEFELER ; B2 > MREBEAStorageGRIDFHIEIELBIZINAE & BIMBR RAE R4+
BREMEFELRRTL - BHESER » F2RMHAHRERENR" -

MEREEK

RARASEN « RRERNY M TERNEIRE AT RER ERRVEBRENEE - CIREZHELEIRE EAMEE
& (10K SAS 5 SSD) 7#fi# > UHERTELEE « SHWA/BLIRER (10OPS) MIEHEH E AR B 5IAIHIREY
RE o MEIUERBERE (NL-SAS/SATA) EFERFAREMHER -
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BARAESRN « RMERNNYGER R &S ARRABLE R IR o REWGANR R IRERFANGE L

fEFANetApp ONTAPETFHY EHEAIFE K

UNR StorageGRIDEIELE B ENetApp ONTAPRARTSIREVTF(HE > SRRSO kA IR & SRR FFabricPool 73 [ 2REE © (%
FA BStorage GRID &I &5 —FE{FE A BYRE IR & A F abricPool 9 /8 R S L i PR HERR AN (B I VEEE o

@ t/n{E R FabricPool i 82 Storage GRIDAERA RV (TR &kl 93 /8 [E]Storage GRIDZS & ©
#&StorageGRIDE K19 /B [ElStorage GRID & 1 NN FEBEFRFN IR 1ERIIERERE

FREEHHBE

B StorageGRIDILELE VR E = (EETZEIRL ©

@ TFEESED > FERE—BRIER T ENTSERTHM - AEEREFHERAEAIH
PR PR AR o

]H_:ﬂﬂJ'Eﬁ;E’JEﬁEE PIINEIREREERAENR - FIUSBER—AEH L > R LIRBRENETZENEREH

BEIHNRTHREHE

TRET T SEERFIRIHEEFERE (LUN) BEMNKRSME LUN FRBRIRNA/)N (BURIRTEZ R EERZE T
LEERRL) o

HIEBYERA LUN A/hA 39 TB ©

() semrstsnesETE  HA2REES -

LUN Az (G gEhl LUNZE &/NA/JMLUN

Ae35|EFEEL  GiEt 1 HRERFLB(x100GB

‘Ivar/local B8fE  RATEUR IEEH _ERYEERRS 1 & 90GB

(EXEAET HEEH e E B S E#FERS 3 @ 12TB (4 TB/LUN) 2 REHFEIES

FEEFERTHRES -
ER D ERBENRFEHRAIUA
1 % 48 [Ef#FIHERE ; BEELH
3 EfEFHIRE

HEER (Bx HETES 1 4TB 2 RFAFHMNBEERT#
=) BZo

AR ERERRERNRARE
1 rangedb ©



LUN & (G gehl LUNEE &/NA/JMLUN

Eﬁﬁ'ﬁﬁ!ﬂﬁ%ﬁﬁ RIEUE e RS EEER 18 200GB
EIRERR RIEIE LEER RS EEENR 1 @ 200GB

RIERERVFEZEMR « ERBRANK/N (FIM S3 YMHEiRRME) URBBFRENEZASE

@ K8 > SRR EIE NS EEEME LTS HEE LUN IR/ - 85 > FEREME S3IRFEELEX
49 1 KB W& 8% > ER0KE 200 GB By LUN AIUEM B =RAZIZRE R 7000 BRIEIEHE
# 800 IR ©

FRNS/IMEFER

TRETR T SRENNERAENR/ MEFZER o SR UEAILRREE L ASSERFERN PO EREHN &
IMEFE > BRBURIREA T EAREWPLERNRS

@ HIR IR BE BB RS RS - Mk - 2R ERERIE HHHSEEREMRNE -

EhELsERY EiEth RiGEE HREN
(7 EeE 100GB 90GB 4,000GB
EIREE, 100GB 490 GB (3 1& LUN) RiEH
e 100GB 90GB R

#h AR EHNREERX

BRREFTEER—a T LBE=(EEHR | —(EfEFHE - —(EEEMRN—ERERER - CRZREHIEHRE
DHERFHIRE - ERFBEZED 300 GB BMAEHFAINEIRA S > 670 GB FMBEEHFAR AR ERM
RZH ° Uk 12 TB WEERRHEFANYMER -

B RLARTY LUN A& LUNE = LUNZK/)\

RTFERs Docker &7 1 300 GB (100 GB/&iZh)
T ENES *Ivar/local Baf& 1 90GB

RTFERL HRER 3 12 TB (4 TB/LUN)
EIRER *Ivar/local B&#E 1 90GB

EIRER BIEEETH 1 200GB
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EnEhiERY LUN A& LUNZE LUNK/

EIREHEY EIREHELR 1 200GB
EapE] *Ivar/local BEf& 1 90GB
2 9 A2 : 300 GB

RUER D 670 GB
Y45 ¢ 12,000 GB

R REFER

EREBEMGRFEIAIIUE 1 B 48 (BEEFHIEE ; EEFH 3 ENEZHEHRE - SEREHIEERES 4
TB EK

() SEEEHETUEERS 40 EREURE -

MNIEIFFT > StorageGRIDIEBEIHFEIRAVHETHIRE 0 LAY TERMREEM o HFHERE 0 LRYERIR
RERU R H TSR PO EMFEEFEIREISEFIBRRYAER -

Storage Node

Volume 0 Volume 1 Volume 2 Volume n

Object
space

Object Object

space space

AT RETRLREY T ENEIRIENK > StorageGRIDIER B ER AT EYMHRNTERB =(EE
7 o M TERN = @RI A9 2 e SELRFA HERR L -

EXREAATEMEFRRNAERE  ZERELAESARYGRENR NBRENDR - B FHFHHE
E'ARRMETERNFEFHRNFAEA -

* WRNE—UERNER . EVREMERFERARYANITER -
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* BRSNS > SEWEMEVEICE —(ERFFHRRHEFYHNTER -
ELAMRFHMIMEIRE 0 fEKERHE » UREFRE BRANERBWZBRBI B TERE D
* BAEDBMERE 0 DECEL 4TB -

@ MRECEDRBEFHRERRHTE > LHDZMIRERIK 4 TB HEDHNEE > BHEFEHRAIAE
SHERBFFEAREFERAR I EREEYHTER -

@ NRIERMIRE 0 (BIFEERR) HEcDR 500 GB WZER > AIfEEFEHIFE S EM 10% &
RERRTER °

* ERNYEIEATEN R E RO AEIRE NREFEIREIRAERT o I -

° ANERIRA StorageGRIDILELEA SG6000 I SG6100 2% @ BIENEIENETEN MR AREUTR
REK :

* 128 GB AfF
* 8tZILCPU
* 8 TB SSD Z¢ 1% Cassandra BRENERHEEFEZER (rangedb/0)

© YNERIRA MStorageGRIDIAELEFI AT 24 GB RAM - 8 140 CPU #1 3 TB 5 4TB sk 7z i
FEIE > BIERERRETEN N EEREUNETR (24 GB RAM ~ 8 1%y CPU f 4TB STERHATE
(rangedb/0) o

g EYStorageGRIDIL SRS » FihEHVARTTEN S EEE VB3R5 StorageGRIDILEFEUCED » Bk
2L R EBIIR A Storage GRIDILEE AV 77 B ELARTT o

* MNMRICIEELZEMZAMA (StorageGRID 11.6 ESHRA) I BSEEERREE 128 GB HEZH RAM »
EAHIRE 0 DBC 8 TB EZ o HEIRE 0 EFABRANER LUEINESEHEFEE LTER 2RI o

* RILECE R ERREFEIRET 0 NRAIAE - SFHMIRE 0 ERBENRE - IRMAIEE SFRA/NBHEFE
# o RIBAAR/HRE 0 E’Jﬁ%ﬁﬁ'ﬁ%ﬁﬁ%’rﬁlm&ﬂiﬁﬂ’]mﬁﬂ%g °

7 1R > A BEIER G ITERHEE" o

A SRBBEN

BRI R F IR AR —REER BB S —EEH - BE - MEERIRE—
1.EEE§-H'EP’L;‘ °

ENELBR PRI TER TR - MEFTPEERIRIE - EEERTHMERZAT » A§FTHE StorageGRIDEIREE
—BEBEF—aEH - BRMMARESENEEEN B EPRRBIEFNRIAM -

IR EABE R StorageGRIDEREEBIS AL » LAVEPBAER A ELMER

E—EREEEIR L NS NER N ERE—

* StorageGRIDTTE MM HHFEMIRERNHBEH - PIHE—BRENTORNFRE EHEE - fig > &
FIAEfEMANetApp E RYEEFET) o

MRCIEEERER T B RE ERE SR EIEREUE IR E RSB - QIR REZEALLIIsEMmAR
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SEStorageGRIDFHIENFLBRINAEE - TTERIEN T » BRI URBRIELEERIMIEK ©
EMITER N ERNR IR EE A > FEF ARG - F2RMA FRERERL"
AZ#E VMware Live Migration

7 VMware VM #1718 1% 4E0F > OpenStack Live Migration 1 VMware live vMotion & 32 & #1423 b5 2%
EBkEE > I B A IRAEEREAVAEIR BN RS o ARV R > BRERNRER A st F ERNERIERNECEEH

XIRRER - M ERY » MEERE T BT StorageGRIDEIRZ AIRARIEM o 552 BIERER"RIRAAEISERRS

—EEVERR T E LTS

EEFHRR—ETIRBES—8FEH > StorageGRID AR H B S ZENRETE B AT B RYIMBHERELR D]
MHEMUERH - EEBETHPERA—BNERNTELERESEREED °

B40 > RE&1E Host1 E#11THYStorageGRID NodeA BECE T/ T EMET :

eth) == bond0.1001

ethl — bond0.1002

eth2 — bond0.1003
ATSRRY A (A E FER 1 Storage GRID B 23 EM R RV EAR A E (B9 5I% Grid ~ Admin # Client Network 77
) o BEERARIEERIRELERRNERTHIZO » eARUERRE—SERB T EHEN=ME VLAN /\HE °
IR7E » BRERIEHEHE NodeA B E| Host2 o A1 Host2 5% 7% bond0.1001 ~ bond0.1002 1 bond0.1003 Y1
[ > R4 AEFEE » RERE%IEOTE Host2 HiRHEL Host1 EAHREIRYESRS o TR Host2 2BR%IED » BIF
REFRRE o
BRZAZATUBHESEIHIN—ERTERS ; AR LS T IHER B—LHFF o
HE=EF

77 BIRIRE « (RFHVEIREETS > StorageGRIDEIRGBRINGER SYIER BB - MR > BIRBRIER
—HEHMEARIERAIT > TP -

1. 72 TERRGEELH ) (FZEHAR > ¢ HostA LHITRERN R SRIREVD BRIAKEHIE » Ui HEFTZEHRNAR
MERIE L o 7A1%% > HostA ERVERBR S SECHEFIE -

2. 7 TEAREE AL 1RZEHAR » S EHIE HostB EfEME HostA EAEFRERN BN EIRH#FH NSRS
75 o A% > WIRIF AL ERHEAM B G -

EEBRFRAT - BiFRIFTA R RS HEFHR R ER L JARESITE HostA 1 HostB 548 » 7 BERFTER
TR ELIE B o thoh > EMAEFERRIESIA HostA Fl HostB E4E[E] LUN B FE2R T FE | & B4 o

LR &5 T StorageGRIDf#F AR @ IREE B H IR —EMRATS R » EREH LR DM ZRE > THE
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£ “letc/multipath.conf 12 HFFE 4 E AT AN — ~ REN&RIRRERE o
/var/local ——» /dev/mapper/sgws-snl-var-local
rangedb0 =—# /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb?2
rangedb3 —® /dev/mapper/sgws-snl-rangedb3
#&EE# (Ubuntu T Debian)

ZERBREP I REERRENAEE

TERE AR L > StorageGRIDH M EEEIETT 7 —LEFE RN “sysctl R IE.

EITTIUATEN :

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map_ count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

14



# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60

vm.watermark scale factor = 200

vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipv4.tcp rmem = 4096 524288 8388608
net.ipvéd.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking

net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc_thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router

net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1
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# Increase the pending connection and accept backlog to handle larger
connection bursts.

net.core.somaxconn=4096

net.ipvé4.tcp max syn backlog=4096

Z#E Linux

R ZBTEFRA Ubuntu 2§ Debian 434& 1 % 8EStorageGRID ° HEERGZ X ERRZASHY
HR > EEANetApp EEERTE o

%G Z Al

HERISHEERRFT S StorageGRID FIR{EAZOMRAER > Y1 TFFAR o A< "uname -r BUSIERIEE R MR
BURZIDRRZS > SGECRITEE R AR o

AR 1 E Ubuntu RR7S 18.04 7 20.04 BIXIRERER » WS TEARIRAIARASHMIER

Ubuntu frZs IR ORRZS & B TE

18.04.6 (BEER 5.4.0-150-38H linux-image-5.4.0-150-generic/bionic-updates

) » bionic-security > 384 5.4.0-150.167~18.04.1
20.04.5 (BEEAH 5.4.0-131-8H linux-image-5.4.0-131-generic/focal-updates > I37%
) 5.4.0-131.147

22.04 .1 5.15.0-47-&H linux-image-5.15.0-47-generic/jammy-updates

» jammy-security » 37% 5.15.0-47.51

24.04 6.8.0-31-@F linux-image-6.8.0-31-generic/noble > 234 6.8.0-31.31

*EE 1 *¥f Debian hR7s 11 BUSZIREWER > LRTERKAIARZSHMIES o

Debian hix7s RARIZO RS e ATE

1 (BER) 5.10.0-18-amd64 linux-image-5.10.0-18-amd64/stable > 3%
5.10.150-1

12 6.1.0-9-amd64 linux-image-6.1.0-9-amd64/stable > Ii%
6.1.27-1

1. RBEESH R RIER A CRIIRERR FE P BRESUE AR 1 £ 245 Linux

@ FEZEAEMEREEIRR « 23 Ubuntu Ff » GAREERERRERREN - BEEE
OpenSSH fAlARkas LARKAES Ubuntu AT ssh 7B o FiE ELfthiEIE B LURFFBFRIARE ©

2. FE{RFRA TH4ERRTMAIFEY Ubuntu 5% Debian EXBE GRS ©
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3. WIRRIA T 3H -
BITLLTEL © $ sudo swapoff --all

b. MIFRFRA3THARE /etc/fstab (RERE °

() mzmrmzemcH THEEREREME -

2oy

T2 AppArmor % EfE %t

WNREIEBR1TEFZERY Ubuntu iaiﬁqﬂ%EﬂEf[tﬁﬁi AppArmor s8HITFEUEHI R 4% » B EBIGTE
HiR &40 - ZEE e RE G AERAAY AppArmor 5% EAE Rl BE & # ffE 3 Storage GRID Z £ AYFEFE
$Aﬁaﬁ§ﬂﬁlt °

AR T BRECEERIEERY LR RHEASE 2242 AppArmor -“*ré-‘o’#W%smrageGRlD%ﬁﬁa\%ﬁnﬁ
Lﬁbﬁﬁcﬁ# > AppArmor R EREGZIRETEE © DHCP ~ MySQL ~ NTP # tedump B 6181 AppArmor &% » H
HER S AIEREE o
BEIE AppArmor R TETEE MIESEIE

* FRERASR L ZENEStorageGRIDA ARSI THNEREEENREBENERRTIE - EREHRE—RTE
¥EBF > StorageGRIDHFSERHZHIR—ERE » &R AppArmor BEEUA ©

ERUTHS :

sudo 1ln -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

Bl

sudo 1ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping

* TR AppArmor © #HH Ubuntu 9.10 N E S HRZ > 553% 88 Ubuntu 4% _E31BERRVERBBETTIRE :
AppArmor" o 7EEEHBY Ubuntu H&ZIKJ:_JAV_%E%FFH AppArmor ©

{2 AppArmor & » StorageGRID Hi S8R AR HIREMIFRT AppArmor EEERIIER °

BT HAEER (Ubuntu BY Debian)

EEH# F5ER Linux 281 > 181] ﬁE%ﬁgﬂﬁ—‘tbQE%E’\JEﬂE » UTESE M E2EE—4
BE SR B 2R EAYStorage GRIDEI EEAIABER /T

FRtaZ Al
* {EBZERI"StorageGRIDAIIRFERT" o
* REEERMTMARBRENR" -
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https://help.ubuntu.com/community/AppArmor#Disable_AppArmor_framework
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../network/index.html
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node-container-migration-requirements.html
node-container-migration-requirements.html
node-container-migration-requirements.html
node-container-migration-requirements.html

* MREEREAERTIH > TEERETMAC (it m/ERE S ETHEER TR E THAER ZAT

@ NRE(ERERSREA T > BIFEEIE VMXNET 3 /EAERMEERAEE o VMware E1000 43
A EFERERLE Linux 21THR EEFZERIStorageGRIDA 25 H IR EAR A ©

BB LEAETS

AR ENRL R RE SR BV AEAE - LUK EIEME R IR o ST LUS BRI TN ER T B RS ERER
%ﬁ%ﬁﬂ’\]ﬁ 5T E AR R FER R ALY - B FHNER > EARKERBUENRERAE THAZS L EIRE

FHM—EZE R 2 FRIUHE BRI TE - fIg0 > SR sEERRRRYT EET TR F I EIRL E R
[ > LATS (A B REHESE o %ﬁimﬁﬂ%ﬂﬁlﬁﬁ%ZF‘ﬁTM%?*HITE’J?;:IZI BFrEERSER AR A TREY IP
il o IP AL FBETEENRL Z S EMAMERENRE 2 EHA -

&) AE AR E] R A AEER 77 45 1% BYFR A Storage GRIDERRA TR (HABARABER /T H "‘”ﬂﬂ?%’éﬂﬁl'ﬁ'ﬁ%ﬁﬁ%?\
ERERERNE ; HELALUEMEZFAH—ESE - B2 - CREASHE—DRRHEERNEHRERT
(R MBS EAN S fiﬁﬂﬁﬁhzlil’Eiﬁ—ﬂilﬁﬁgﬁiﬂﬂﬁﬂﬂﬁiwﬁﬂﬂﬁ ME (AR AR E L A5 — 1@@"%%
1ﬁ$ﬁﬂE’J§)ﬁiﬁﬁﬁﬂE§

TR LGB B2 TSR ETS » HIT0 > MREHEHZBERRE - W B ESSEEHERE—EZm
fElStorageGRIDERS » BB UTEERISEIRR N PR IEMMSHAERED > WER—H—REY - NRETEHRE
T EEREZEMRUMEEEER > BIRTUFA Linux AERREEE VLAN F LACP iR RBIRAHEMIAR L
E WTFERM T EMEREAINFESE - EFRFEEREPEA—ELE ; ErIUEREREEERNTS

S E R ISR B A BRI o BARMET LS LB B8R h 2 R cha & (5
©) MACVLAN FI1 520 8 T 18050 01 0 R T S 0 BB o AR » R FRSELN 2048 » B
VLAN SiEEIZ AUBER (veth) ¥ o 7EEREESR RSt SR RIS A 4BEE /Y o

MAC it e RS FIRE R

MAC it 52 fE & B AR ER MBI MAC ik > MEMERCIEERMUSFEHESER MAC (it - SREZEE
F8 MAC {iuiH#E SR S fE AR MR VR E -

EYF MAC 7

FERLEIRIEH > AILUER MAC (UIHESRIEEZ 21 » RBTELRESAEIEMER « FRERN AP nfEkfE
FAERER NIC o EBABREA T EHFM NIC By MAC it RTLUB R e R AR U ERECE -

@ MAC {UiHER SR EER GRS RE—EMER - WAERAEMA BERERFBEETIEREF

WMRAR MAC = BENMEEICMERERERBILM » BB EERBI R Z AR EE R E

@ 7 TRARA) o Wb > EHHRIRPIAE ST EE R B R E L8R /T E LAY MAC 52fg © QD%EEEA
FICMEREI AR TE MAC LT RNE) > BITERIENENEE Z RiA @SR E 4 [RARA TE‘E@%@
REXERE o

FAsRERT > MAC It IZRFAR » RSB ERE o e TE L 4L StorageGRIDFFRLAE ©
SEMEREE AR

18



* ADMIN NETWORK TARGET TYPE INTERFACE CLONE_ MAC
* GRID NETWORK TARGET TYPE INTERFACE CLONE MAC
* CLIENT NETWORK TARGET TYPE INTERFACE CLONE MAC
ez iEa Ay Mtrue) EENAR[EATHE NIC B9 MAC izt o tE5h > I ERISE S S MAC il - 78

RIENT > AEFULEFEHAEE RN > BINREFER "_NETWORK_MAC E8i#iECE 18 > BIEAZMNIL - £
WM BREEEEARER MAC ik -

@ MRFEREM DA MAC ERMRAEERESEEEN LRAREREN » AIsEgE8EA
FHTERY Linux ERERISIEEE o

MAC Z=[ZFA

MAC ZEAMERFIEEER :

* MAC ZfEREUA | & _CLONE_MAC R EIREME PR BARE » HREA Talse” » BI A5 1%
NIC MAC > T A 251#& B A StorageGRIDES.R MAC ¢ B&IETE ©_NETWORK_MAC &Rt - tNRE
" NETWORK_MAC'i# > RESiEE AT NETWORK _MAC $8kt - SREFBABEEEEHARMER -

* B(UA MAC 72f2 | E '_CLONE_MAC Hi3is EREHRERE R true” » BEEAER NIC MAC » EH#(fE

FAStorageGRIDE4.R MAC > B&IETE *_NETWORK_MAC &Rt - M1R7E ~_NETWORK _MAC £i& > FH4fs
BisENMIIIMAREEN (I - TEEERALET » EFRREZERRHER -

YIRIETRAER MAC (it 5efZ > e TR /T EREAERRE RS EIRE UK MAC
@ itz 5hY MAC {UIERYEHE - AFE(REE S S IRER B IRIRBHEE RN R 2 B IR E AR EE

Il MAC IS BMMERR 2% - ERKIRS ERENERSESRERBEREERNES

= FICsAERmEM S B EMER o

AERA MAC 72 > SA2 R E IR E TR o

MAC 5T EEE5

EYFA MAC TafERVEsH) » HAp A9 MAC {i1ikA 11:22:33:44:55:66 » /T HIA ens256 > LR EEPEZUT
i -

* ADMIN NETWORK TARGET = ens256
° ADMIN NETWORK MAC = b2:9c:02:¢c2:27:10

* ADMIN NETWORK TARGET TYPE INTERFACE CLONE MAC = true
4588 ens256 BYEHE MAC 2 b2:9¢:02:¢2:27:10 » BIEAEER MAC 2 11:22:33:44:55:66

P 1 —H—HEDERIER NIC
A 1 #M T —ERENERNTERY 0 EETARENRIAFEIHIRE -
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creating-node-configuration-files.html
creating-node-configuration-files.html
creating-node-configuration-files.html
creating-node-configuration-files.html
creating-node-configuration-files.html
creating-node-configuration-files.html

You Configure

Linux {FERFELENEREIHAR > SEZRINT T ER BEEIL ensXYZ 1TH ° FR T RN HERESEIEEE
NS » REBEEEITEMRE o SN EREWME ensXYZ HEEMEStorageGRIDAREE (434% ~ BIESAF ik
) BRI LT R R EBIE PR EHATHIE -

AR BB Y Z{EStorageGRIDENRS ; ER @ GEE R ILACE A BEIRLERIKES -

MNRIHAEE 1 BRERES - BIEAEZEINE 106G, £ 10G; FNERRRERAFIER » UREMARETEE
B VLAN E ©

& 2 : 7&#H VLAN B9 LACP 4%E
&0 2 EBRERIGEARHIE AR E A BRI IR PR fE BV Linux 229T7HR £33 VLAN 77T ©

RABSIUEAERS
) 2 Wt T —EEA ~ TE ~ BN VLAN ISR > 2 A FRAMREE—IH LA ERZRERA
HYMBRRSETR o ILEERIAS R BRI RIE M -

A7 EREESF o BREEERFOEE ZEBRIINFHE » DRAEE - EENE P IRAR o FHERMNER
8 VLAN (1001 ~ 1002 #1 1003) L > AiiE3E LACP #EP4EERHE (bond0) EIRMA T o EiGEHE LECE
={@& VLAN 7Y& : bond0.1001 ~ bond0.1002 1 bond0.1003 °

MREEAR—E T FIEZEREREBR VLAN F1F48 > BT LUESE EHE VLAN N E A EEHED)
Fih (Bl EETRA bond0.1004) o
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You Configure
ensl23
ens23d

ensd56
ens567

i
i
:
i
i
i
i
:
| 5 ens345
i
i
|
i
i
i
i
|
i

ensb78

bond0.1001
bond0.1002

bond0.1003

1. ¥ At Storage GRIDAURS E ARV FA A BRI T E RS FIE— LACP #EH o
HSE % ERAEERERNSTE » F120 bondo ©

2. fEFREE VLAN NESLAE RIS E R ERE: MERERMA) A VLAN /TH physdev-

name.VLAN ID°

AR 1M 2 BERRIEPEREGS —mlEBG RS LETEZNRE -

FEE LACP EiziRi@Et » BEEATEH » LASHEEFIALER VLAN °
RET HHSEERERECE 7 RO ERENR

HERIEN

"3l /etc/network/interfaces"

FoB ERHTF
R AR SEEMITRERHHIE -
ez Al

TERE T UTERE » efRMH T eIt EFHFARIER !

BiIGCRRERB Y
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 EERURAEER
 EERBEEER

BARS I ERS
B IR HEFHERE (LUN) 15 RG> 55EA MEFEER PHRRRENATRE !

* BEEHFIRIHERER BERSEZER ERENHMRMENEE)
* SEMERENRTER BMERERIMEER)
* FEXR)

7% HEPEStorageGRIDEIRS » (S EERILEMLUR Linux IS SERBEIRE AR ©
() CRRENEmECERELTHE  BRCREE ; CRESRETHAN RS -
() ErEnmEBERBEE—EEE LUN -

BRfER TR BHRREXM(/dev/sdb (BIM) ERBERBER - EBEERAISEEETREMRERE
S8t EERERANERERE - MREEMER iISCSI LUN B RER LI » 5E BT /devimapper’
Bir > AR ELH SAN RESEEIHBREFIITERERERER o 3E > MR UERRFEIIAEERE
“/dev/disk/by-path/" B IEEIFF A e % tE o

fgn -

1ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part?2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd

BRLEKNGERESHFRARRE o

A EEIREFHIERIERR SR > LUEEH)1EStorageGRIDLEEM AR RN ERF - MR EERLEEIRSTER
SRR EANHBRFHIREET AR > BIRJUER "alias fRAVEL /etc/multipath.conf XX {4 °

fan
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multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws—adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws—-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

LA ERRRFREENRI®E /dev/mapper H FRIB & > AIREERENEEIFETEISTE BRI
FHRERISE —ERKE B SN RERE o

IR CERTEH B #FREUSTIE StorageGRIDENREBIZ I {5 A S B PRGY 23 ZER1E » RIRTLUR I RS A

‘letc/multipath.conf fEFAB EIM E 1% £ - RERRESE T LERARER Docker FETFHAIRE © {ERFAILTE
18 Docker #ZEHAIEE LUN BRI EZEEFRLBEEHSNEE - FILERERM -

@ EES‘Z?EH?} Docker {E#&4HERASER BRI 2351% o Docker RITERIRAIRR A% 5 —E S 2351 ZEEL

GG
 RAFRIAEE R
"BREREEER"
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fCBER 5| ZEESE
EZER2351% (Docker I Podman) ZH] > A SERERNCHAGFHEELRETE °

@ Eﬁi‘i%ﬂ%’r Docker 1E#&4HERASERERI A 23512 o Docker RTERRAIRR A 1% 5 —E S 2351 EE

RARS LTS

MREITEF AL FEFIES Docker #FE » BEHOEIE LA SRR AZER > BT IUBKBIESLE S B
/var/lib e

1. 7£ Docker fE7FHiRE DR ISR AL

sudo mkfs.ext4 docker-storage-volume-device

2. #}#} Docker #7E5 -

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. 1% docker-storage-volume-device FIIEBNA /etc/fstab o

IEP SR P RIEF IR B E T ENRE R BB EMENE -

Z24E Docker

StorageGRID%,.}EﬂEj% Docker R2sHIESTE Linux L3E(E o 7E%EEStorageGRID Z A1 »
S 7EZEE Docker ©

@ Z%ES'Z%H% Docker {EAATEMBEERZ A A 255|%8 o Docker FETERKBIRRA 1R —ER285 | 2E

1. B Linux #1ThRAYEREAZEE Docker ©

(D) mRmE Linux HITHRRFES Docker » WL Docker 4l THE ©

FEBRHITU T MES < HEMR Docker BRI MLEIE) :

sudo systemctl enable docker
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sudo systemctl start docker

3. WAUTREA » HBRIEEREETERRRZSAY Docker :

sudo docker version

& P imM A AREShR A A ZEZ 1.11.0 HESARES ©

HERAE

"ECE E T

Z#EStorageGRID F HARFS

& StorageGRID DEB Eff 2k &£ StorageGRID FH#ARFS ©

RS IEAETS

BRI DEB EHF LRSS - 3l > LRAIUERZEFIETEIH APT RFETERKIER
%4 DEB Eff - H2REANEM Linux (EERFH APT #7FERA -

TR
1. #&StorageGRID DEB E-EMEISE X > SifEHTEHMAMELIA -

BIEn - REFIMIE /tmp' Bk > LMELRIIE F—F HEREGIR< o
2. UrootE NEAAsudoEfRAVRIFEAZ ST » BUITUTHRS -

CNEZEE images T8 » RE “service BREZ - NMRIEHEHBEEHRE /tmp > (BT AR
(B FARYERTE o

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

@ E %8 StorageGRIDEH Z A » WABAZEE Python 2.7 © %5 “sudo dpkg --install
/tmp/storagegrid-webscale-images-version-SHA.deb’ B ZI{E5e A ILIR 1R » S A TR o

B#Z4E (Ubuntu 2 Debian)

&R Ll B 8L 2t StorageGRID T4 ARFEFI AR ENELAYERAE ©

BARSULIERS
EUATERERT > BEMCEREERAIAERA -
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s MBEEAEEEHHMES (I8 Ansible ~ Puppet ¢ Chef) REFEMR EERLa] EH 14 o

* BT EEEZLEStorageGRIDE S ©

* [RIEESFE—EARE « #85RYStorageGRIDE ©
StorageGRID T #ARFEHE M L8 » W HRTEIERE 0 ELREEUUTEFHLTERRUEESNEE » Sier]
2 (FIUEXRFTAR) UEARERIMEREIREEIZE o StorageGRIDIR{HEERER Python filZs » Bt E

SR E StorageGRIDEE M E(EStorageGRIDRAE ( 48181 ) o WRAIERZEREBLEMWZA > el IgEEFIMX
T MRS B 2R RN AEREEMRE LT AP FHStorageGRIDZEE REST API ©

B8 Z 8 8 E StorageGRID 14 AR TS

ISEILUEAIZ AR HERESS (540 Ansible ~ Puppet ~ Chef * Fabric 5 SaltStack) B#hZ2$EStorageGRIDFE AR
FZ o

StorageGRIDE#ARF B14<7E DEB H1 > M AITEAT (SHMENREHAIN) EHEHRERERESD) - UBREHE
% o RTELFRFRERIHEIRRLEMEE Ubuntu 5 Debian » BBEE#E StorageGRIDIMIE EEHNEIAH B
RFERAIRAGEE o

TR B eI TIE LS -

—_

- &5 Linux

Bc& Linux

2 TE EHEAREE 7T E LU B StorageGRIDE K

A& F 14 #77 LUM B StorageGRIDE K

228t Docker

L Storage GRID FH4ARFS

£ TFUIE R StorageGRIDEIRLEEENE /etc/storagegrid/nodes
835 StorageGRIDEI 2GR EHE

E%&hStorageGRID AR

© ©®© N o g k~ w0 D

Ansible B &2

&) Ansible BB AFELEIERE—FLIRM » (UMY /extras BFIHK o Ansible playbook BT “storagegrid
BEA I AF StorageGRIDZEEI B R EARES L o G LIURIEREEZBTABEEIZ o

H #fic & StorageGRID
EREAINSENRE » G BH){EStorageGRIDRAAIELE ©

ez Al
© TR L EREEPNEUATXAHIUE -

EZELE Eri:pud
FCE fEF 4 py R BE{EACERY Python flZs
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EELE Eri:pud

Bic & {#77494& .sample.json ER A 2K — Bk FR RV BB 3R E X1
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CLIENT_NETWORK_TARGET {sEMN ERERE o

AR FEFERNEIEIERBIEAERERE - EATERMELEE VLAN
(HEMERNE) » HERABINERIKHER (veth) ¥ o

B+ :

bond0.1001

ensl192

HarsAaRs B 1REREY

BE 5%

NE (ERE—ZENE-) BEN

GRID_NETWORK_TARGET_TYPE_INTERFACE_CLONE_MAC

BE 5%

HIZZHE RIETE

1% RRER A true” » WA fEStorageGRIDZA 23 FI 48R 48 L T4 H 12
7TEB MAC izt o

*REET CERERMENNRARY  BA
GRID_NETWORK_TARGET_TYPE_INTERFACE_CLONE_MAC #& °

BRI MAC 2RV E S AEM

* "MAC {itERAEFEEEEEE (Red Hat Enterprise Linux) "
* "MAC it 5efZ2RYFESEIEMEZRE (Ubuntu 3% Debian) "

ZRTETE (RE)

SRS e
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il o BEEREBERE RO > FIEE—EEDLERGE RAM 2L 24
GB B’ 16 %l 32 GB HYfH °
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HYHaIL" o
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EHago

BIF
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AR RCEERILER - SRR OHECIERE cgroups BIZEE ©

EELARTYER
EnRLERE

BE 5
ENRLEEEY A
* VM_Admin_Node
* VM_{#7F_E0RS
* VM_Archive_Node
* VM_API_#3F

(EREZSEY

BfE &€

EERAFHHOINYMHESR - BREZER > AR HFHHAVEL" BEN
o {€ NODE_TYPE = VM_Storage_Node WIENBLEE IR ; FEAHM
EiRGFERUIEE T o TEEE .
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BE 18%E
EHTIRGYERRL A A SR AEAS BN RL A SN S ISR EN V(R (e R IR o tNR{BZE EEN
AR IR PR Storage GRID{E R — Bz 2 Eix [ » B E SRR

» A S AR ENRG RS T E "I E AR ©

5E | FESMIESEE S AR E &8 T s inaaiERER

AR UWRERTET PORT_REMAP > BUIEISE R HFER A AULFN ik
B - tNRIEE T PORT_REMAP_INBOUND : 8] PORT_REMAP £
FEAR HILEE o

FRMNMINA | network type/protocol/default port used

by grid node/new port * TEMPE “network type' B4E& ~ BIEEE
ERig > W H “protocol 2 tcp EZ udp ©

flF . PORT REMAP = client/tcp/18082/443

T AU ERERD R EE SRS (EERIR o

f5lF : PORT REMAP = client/tcp/18082/443,

client/tcp/18083/80
BIZIRERTARGT AL

&8 18%E
AL B BRI EERE - MREIEE EER

PORT_REMAP_INBOUND {E;4515%E pORT_REMAP T
1BA B IR AT A o

L AEEMMSEE AN AL E & B T 2R in R VIR o
EREA | network type/protocol/remapped port
/default port used by grid node * TEMF4E network type =43
%~ BIEEWEFiE > B "protocol & tcp &5 udp ©
flF : PORT REMAP INBOUND = grid/tcp/3022/22

TR A RER DR BEEMH RS EAILERIR o

flF : PORT REMAP INBOUND = grid/tcp/3022/22,
admin/tcp/3022/22
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MRICEREEHER
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NODE_TYPE = VM Admin Node

ADMIN ROLE = Primary

TEMPORARY PASSWORD TYPE = Use custom password

CUSTOM TEMPORARY PASSWORD = PasswOrd

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adml-var-local
BLOCK DEVICE AUDIT LOGS = /dev/mapper/dcl-adml-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adml-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.2
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC

ADMIN NETWORK IP = 192.168.100.2

ADMIN NETWORK MASK = 255.255.248.0

ADMIN NETWORK GATEWAY = 192.168.100.1

ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0.0/21,172.17.0.0/21

#FENRLEER

EBIER ¢ /etc/storagegrid/nodes/dcl-snl.conf

FEHXXHAR -

NODE TYPE = VM Storage Node

ADMIN TP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-snl-var-local
BLOCK_DEVICE_ RANGEDB 00
BLOCK DEVICE RANGEDB 01
BLOCK DEVICE_ RANGEDB 02
BLOCK DEVICE RANGEDB 03 /dev/mapper/dcl-snl-rangedb-3
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

/dev/mapper/dcl-snl-rangedb-0

/dev/mapper/dcl-snl-rangedb-1

/dev/mapper/dcl-snl-rangedb-2

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1
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HERASE )

g HFESL ¢ /etc/storagegrid/nodes/dcl-gwl.conf

HEHXXHAR -

NODE TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

FFEEIRERLEEH)

EFIFESL ¢ /etc/storagegrid/nodes/dcl-adm2.conf

HHXXHAR :

NODE TYPE = VM Admin Node

ADMIN ROLE = Non-Primary

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adm2-var-local
BLOCK_DEVICE AUDIT LOGS = /dev/mapper/dcl-adm2-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adm2-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.6
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

%z5StorageGRIDECE

IR ENETR letc/storagegrid/nodes’ ¥ 72 & {E Storage GRIDENE: » G EER RS Lo4E
ZHNAR °

:
]
&
i
Frl}
il
&
"
I}

AEESEEH ERITUTHS

sudo storagegrid node validate all
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YNRAEZRIERE > RIS LR BT SEREER PASSED > Y& HIFIT ©

()  sEEmEsmes LER—E LUN B > CasE e — 2B S SN E -

Checking for misnamed node configuration files.. PASS
Checking configuration file for node dcl-adml.. PRSS

Checking configuration file for node dcl-gwl.. PRSSE
Checking configuration file for node decl-snl.. PASSED
Checking configuration file for node dcl-sn2.. PASSED

Checking configuration file for node dcl-sn3..
Checking for duplication of unigue wvalues between nodes.. PASSED

HNBEHZE » KAIUFER -g & --quiet #IE ‘storagegrid ®n% (40 >
‘storagegrid --quiet. ) o MISEHNEESE > BISEAEMEAR TS NIEEE > HoF
BEIEERHE o

MRZENETIERE > BB WARNING A1 ERROR > fNEBHIFT » MNRFERERECELER > BIAEKRE
IEEf] » ARABElERE -
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Checking for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..
ERROR: NODE TYPE = VM Foo Node
VM Foo Node 1s not a valid node type. See *.conf.sample
ERROE.: ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
ERROR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var-local
/dev/mapper/sgws—gwl-var-local is not a wvalid block device
Checking configuration file for node dcl-gwl..
ERRCR: GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®
ERROR: GRID NETWORK IP = 10.1.3
10.1.2 is not a valid IPv4 address
ERRCE: GRID NETWORK MASK = a5 . Feg. 2550
255.248.255.0 is not a walid IPv4 subnet mask
Checking configuration file for node dcl-snl..
ERROR: GRID NETWORK GATEWAY = 10.2.0.1
10.2.0.1 is not on the local subnet
ERROR: ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0fo0
Could not parse subnet list
Checking configuration file for node dcl-snl.
Checking configuration file for node dcl-sn3.
Checking for duplication of unique wvalues between nodes.
ERROER: GRID NETWORK IP = I0.T-0.4
dcl-snZ and dcl-sn3 have the same GRID NETWORK IP
ERRCR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-snZ-var-local
dcl-snZ2 and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL

ERRCR: BLOCK DEVICE RANGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE RANGEDB 00
E{#EhStorageGRID £ 1 ARFS

& ER#EStorageGRIDEIE, » WHEMRTEME TS ENSIEEMES » S BRBIEK
&) StorageGRID F #4ARTS ©

TR
1. EEEEH ERTUTHS !

sudo systemctl enable storagegrid
sudo systemctl start storagegrid
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2. YUTLA T an < LI REBB ETEETH ¢

sudo storagegrid node status node-name

3. WMNRERERRLREIKREITH EELLREE » FRITAUA TS !

sudo storagegrid node start node-name

-

4. MR ZATERAILRE T StorageGRIDEHRT (RETHEZRFERERAILRRE) » FRTUTES

< -

sudo systemctl reload-or-restart storagegrid

FeEAMRI A ZE (Ubuntu 2 Debian)

BMEEKEIESS
ER] UE AR B IR 2 K E &AL & StorageGRID R 4 FREEMFR B &5

FRtaZ Al
WABNE T EIRENRLN STE R IARE F T o

1. FRCHRERERTEME -

https://primary admin node ip

5E 0 A LUBIBEIRIR 8443 IFEVENREIESS ©
https://primary admin node ip:8443

R URAR SR AR 2 1 PR AR R S B IR AR RS LRV = 1R ERRG IP AY IP firtit o

2. REEEEIRGRREREFTE
c MREKFERAEP—EHERTE TEHE > A AZBIEE -
* AR Z R R R SRE 7B
* BIECRERTEEBFEA /etc/storagegrid/nodes/<node name>.conf
° YNSRI KRB EZHG > BRI LUEEIZL E BB U (R & StorageGRIDZ 8725, ©
3. EEB+LHEStorageGRIDZR LR ©

HIR AR EStorageGRIDA A EH ©
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NetApp® StorageGRID® Help ~
Install
‘II' 2 3 4 5 6 7 8
License Sites GridNetwork  Grid Nodes NTP DNS Passwords Summary
License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

5 StorageGRIDEFEI 5= B
1R JAIETE Storage GRID A AR BV A 181l _E {ENetAppIR(EBVIRHEIEEE -

B
1. FESFRIEEEE L » E @R 2B A StorageGRIDR A A T &HHIRTE o

ZRR > RBEAREEAREENIEES -
2. FEEBE > HEINetAppFTAIE X (NLF-unique-id. txt) » JREIEEBHRL" o
STRIEE X (B AR » WRRFIE

@ StorageGRIDZEERZ B Z—AREF A% » EFMREEMERSIFEER - EEIUEREZ
RRIRHIENRE -

o e 3 4 5 6 7 8

License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
License File Browse MNLF-959007-Internal txt
License Serial 959007
Number
3. BB T8 o
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gL,

L8 StorageGRIDEF » 7RI E/D—{EAFLL o K] LI ZRIMNIAEIL 2R R
= StorageGRIDRAMAHI A SEEFEEFERE ©

pg
1. P EE L > AR
2. BB HAMIGR: - R TRE (AR ZE0NN - AR LR LB X FHIRPRALE

RIEBELENFERZRNEBAIESHIMMNILEE, - K&RZAILOHIE 16 EibLE

NetApp® StorageGRID® Help ~

Install

License Sites Grid Metwork Grid Modes NTP DNS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites
are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Name 1 Raleigh x
Site Name 2 Aflanta + X
3 B—TFF—% o

TEE MRS ARES T4

TR AT S EABIS AR ES R E R B FARES o

RARIEAERS

FH31%E E4EStorageGRIDAM F BN BB T - UREEEBERMAREIEATRER o
MREHSEEETE > MITEAEERARN - FIETEEHEN T AL AT IS BILARIFE o

pg
1. 7 Subnet 1 XFHIRPIEEE D —EHEHRFEERE CIDR MR °
2. HERB—AREZEOMRLANEEMERIRE  CUEIEEAR AR FRIFTE IGREIFR A FHEE o

* MREELHET E VB > 55— T THTRRMERFHER) UERENMREESEMAVER
ENRLER S B FHEES B BNE A MBS TR E -

° NEFENFTIL A B A AERREETFENA NTP ~ DNS ~ LDAP s Bty MR ERARERAYE(T F4TEE o
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NetApp® StorageGRID®

Install
0 0 ©0 - & & o &
License Sites Grid Network Grid Nodes NTP DMS Passwords Summary
Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid Network for each site in
your StorageGRID system. Select Discover Grid Networks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTF, DNS, LDAF, or other external servers accessed through the Grid Network gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Metwork subnets

3. —TFF—5" o

HUERTERIERV IR ERRY
SEAR R RIIERFHUAE - AR EA BEN AStorageGRIDFR AR ©

FsaZ Al
1B B EFRA EiFStorageGRIDE EAFMR ENEYL o

() oFEmRnT—RREL R R e « R BB o

TR
1. BEERRIEHIIR  WHEDCER 7 CEEHA FERER

@ MR DABIRETEE > S5 E ERIIERE » WHEZA ADMIN_IP 52 = BIREELAY IE AR
4ARE IP o

2. EECERENTTRIEMR SV ERLE o
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o 5 6 7 8

License Sites Grid Metwork Grid Nodes NTP DNS Passwords Summary

Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 4

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.
# Edit | | & Reset || % Remove Search Q
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address
 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21
 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21
<00 dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21
 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21
o dec1-g1 Raleigh = AP| Gateway Node ViMware VM | 172.16.4 214721

3 BT -
4. EERRED > REF2EUUATEENRE
° ULEL ! I ERRERVILEER R TE o
° %iE [ BRI RRTE - ZLEERACEENIFIEENRE o

AR A ERStorageGRIDIREFAIARRRY » I BTESTR R EREIFEE - (BE » TRRBENE—F
BRI LIRIBEREE TR RTE o

° NTP A6 | FEREFRINERERIGE (NTP) At - BIEGE EE « T2 ERE o EiE (88, &
i EEAERIKGEIRENR « BB ADC IRFFHFER « MRAERILUREMEAIEFAE IP (ALY
BNRL o FrE E AR e EBE Ik T TR IRAE o

R SELEEE T THEREEA MU D IMESNR NTP H6R o (1SA4BNSeR 25 — (A
() S5aILuzB NTP SR - BUEERSESHEPRRS & IR SR o Uh51 (ISR IARERTEAE
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License Sites Grid Network Grid Nodes MTP

Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

Grid Network MAC Address 11 Name It Type 11 Platform It

Mo results found.

Approved Nodes

6 7 8
DMS FPasswords Summary
Searc Q
Grid Hetwork IPv4 Address w
L b

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors

are identified.

Grid Network MAC Address 1T Name 1T Site 1T Type I
 00:50:56:87:42:F dci-admi Raleigh  Admin Mode
C 00:50:56:87:c0:16 dc1-s1 Raleigh Storage Mode
€ 00:50:56:87:79ee dci-s2 Raleigh  Storage Node
8 00:50:56:87.db:9c dcl-s53 Raleigh Storage Mode
Lal] 3 dc1-g1 Raleigh APl Gateway Mode
i 50:6b:4b:42:d7.00 Metdpp-SGA  Raleigh Storage Node

0. HIEAREHENSEFRIENERERERELEDHR o

Ch 7B AR TR R HPR A BAS o
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15 TE AR B I 10 RE Rl AR 2 TS

& 4784 StorageGRID & 4t f5
HIRERTAREFRIE ©

RER LTS
EAJEE NTP {AARESTEE IPv4 Lt o

Platform

Wiiware VI
Wiiware VI
Wilware VM
Wiiware VI
Wiiware VI

(%)
Iy
£
el

Q

It Grid Network IPv4 Address v
172.16.4.210/21
172.16.4.211/21
172164212121
172.16.4.213/21
172.16.4.214/21

StorageGRID Appliance  172.16.5.20i21
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License Sites Grid Metwork Grid Modes NTP DME Passwords Summary

Network Time Protocol

Enter the IP addresses for at least four Metwork Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.
Server 1 10.60.248 183
Server 2 10227 204 142

Server 3 10.235.48 111

Server 4 0.0.0.0 -+
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Domain Name Service

Enter the IP address for at least one Domain Name System (DNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DMS enables server connectivity, email notifications, and Netdpp

AutoSupport.
Server 1 10.224.223.130 ®
Server 2 10.224.223.136 L .4
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Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning sssseEEw
Passphrase

Confirm ssssssss
Provisioning

Passphrase

Grid Management T
Root User
Password

Confirm Root User sssssses
Password

¥ Create random command line passwords.
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License Sites Grid Metwork Grid Nodes MNTP DNS Passwords Summary

Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Modify links to go back and change the associated information.

General Settings

Grid Name Grid1 Modify License
Passwords Auto-generated random command line passwords Modify Passwords

Networking
NTP 10.60.248.183 10.227.204.142 102354811 Modify NTP
DNS 10.224 223130 10224223136 Modify DNS
Grid Network 172.16.0.0i21 Modify Grid Metwark

Topology
Topology Atlanta Modify Sites  Modify Grid Nodes
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Installation Status

Ifnecessary, you may & Download the Recovery Package file again.

Name It Site It Grid Network IPv4 Address ~  Progress It Stage i
dct-admi Site1 172.16.4.215/21 Starting senvices

del-s1 Site1 17216 4 217/21 Waiting for Dynamic IP Senvice peers

Downloading hotfix from primary Admin if
o needed

Downloading hotfix from primary Admin if
e needed

dcl-s2 Site1 172.16.4.218/21

dei-s3 Site1 172.16.4.219/21
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# loopback interface
auto lo

iface lo inet loopback

# ensl60 interface

auto ensl60

iface ensl60 inet manual
bond-master bondO
bond-primary enl60

# ensl92 interface

auto ensl92

iface ensl192 inet manual
bond-master bondO

# ens224 interface

auto ens224

iface ens224 inet manual
bond-master bondO

# ens256 interface

auto ens256

iface ens256 inet manual
bond-master bond0

Bond /&

# bond0 interface
auto bond0
iface bond0 inet manual
bond-mode 4
bond-miimon 100
bond-slaves ensl60 ensl92 end224 ens256

VLAN 7T E



# 1001 vlan
auto bond0.1001
iface bond0.1001 inet manual

vlian-raw-device bond0

# 1002 vlan
auto bond0.1002
iface bond0.1002 inet manual

vlian-raw-device bond0

# 1003 vlan

auto bond0.1003

iface bond0.1003 inet manual
vlan-raw-device bond0
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