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NERERA T E—E8&k > 55fEMA API

WNERERYFRTBE—E& A (Active Directory) > B{EFH API

WRIRB"%E I B E—S’*J\ (SSO) "M BI&fEF Active Directory f£% SSO 1R1HI2F
H;ﬁﬂlJUszEﬁéij 25 AP| s5 R ESHAEREIE AP S HF R B8 AP| BB 0 EES

WRENR T E—E %% > Sign inAPI
AR IEHEA Active Directory {E2 SSO Bt E » B SLE:REEE A
YA Z Al
* ISENE B StorageGRIDFE A& BHHMN I S ERAER SSO ERE LB o
s NREEEZHABEEIE AP EEESXEHABEIIRE ID o

RARS LEAERS
LENREMRESHE  EaIUERTIE#EAZ— !
* 48 storagegrid-ssoauth.py Python MIZ > {ii¥StorageGRIDZENEB R (/rpms #1152 Red Hat
Enterprise Linux > ./debs #A Ubuntu I Debian > LBz *./vsphere ¥ VMware) ©
* curl AR TIERIZEEH o
MRBITEEXKIE > curl TIERIZrIAEGEE o SRS HIIUTHZR | A valid

SubjectConfirmation was not found on this Response °

() 8 cul TIERR A REEE R R EREET -

WMREEE URL ARESMERE » (SIS EEBEILLTEEER | Unsupported SAML version ©

1 BB T A EZ—RESHDRESHE
° {3 “storagegrid-ssoauth.py Python flZs o 2 $EF 2
° fEM curl FBFK - BEIDERE 3 -
2. WNRRAEMER “storagegrid-ssoauth.py IS » i I A ERAAPython iR FE 23 MBI TII A o

IR - WA T2HHE :

° SSO A% o EA ADFS 8 adfs ©

° SSO fERE%LTE

° 224t Storage GRIDAYATIT

° StorageGRIDAY{i1t

° MREBFEEAFEIE AP > SFBAHBFIRE ID ©
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e

s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

it PR it 7 StorageGRIDIRE S HE © IRTE > ERI LGRS AR EMEEK » FHILTARER SSO KfER AP
AT o

3. UNRITAERER curl 553K > SAER ISP o
a. BEAB AFRHRRVER -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EEFERENREIE APl > :5{#H 0 {EA TENANTACCOUNTID ©

b. ZBEIZNEEENFDERE URL » 5558 H POST 553K /api/v3/authorize-saml » MAEEIEARIER
EBSMEY JSON 4R1EE o

SRR T H 52 50 5:E URL B9 POST 83K TENANTACCOUNTID ° 45 R {HIE4LS "python -m
json.tool P& JSON #RAS ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

IEEEAINEIRE S4EE URL RISHZEE URL > B EFEEESMNY JSON #REERE -



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#%F "SAMLRequest {tEIFEFES AR EER THEN °

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

d. #£ AD FS S B2 R P iHzEX ID B2 URL ©

—EEEEEA L —EREFH URL BEREARE -

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEEEEFiHAKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEEFHNZERIHFEXK ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. RICRYEEN L —(EREEXEIRERE -

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS iR[E] 302 EE M » WIFIZEFE S HME o

@ MNRIETHY SSO R T ZARFMNEESE (MFA) » REMER B 2% _([EZEIHM
B o

JReE

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F "MSISAuth 2K B [ElfERY cookie °

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. {EFAZREEE POST # cookie MISEMI B 2% GET 25K o

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

[EIfEEERE1 S AD FS B EMUHHEBEHER » RRIRERENXRERITES
SAMLResponse °



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {72 "'SAMLResponse' 3R B P i1

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- (FFEF#EFEH SAMLResponse * EII—{EStorageGRID/api/saml-responseihiKE4 StorageGRID
B1nEE TR o

77T RelayState ’ EFTARAFIRE ID > HMREBZABIREIEAPI > BIEA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIS D8RS < #7743 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTEAT LA "MYTOKEN SR EthsEK » $8IURR(ER SSO KHFEH API FIAR o

NREIR T E—EE > 55RH API

MREMAE—FA (SSO) > BINAEEH—RT| APl HRA SEEFHAREIE AP HHAFEIE API o IIRIEfE
F8 Active Directory E% SSO B1git# » AIEAELL:RA
AR LEAETS
MRFE > TR URAMRE—5 HEmE HStorageGRID API o 3% » &R StorageGRIDfEEE B — &
(SLO) » EEEBMBIStorageGRIDAKE T HE ©

1. BEEEEBENTHFAERK » 558 cookie Tsso=true| {HiE45 SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

JE[E13E8H URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"



2. {#7F518H URL

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. AEH URL 83X KLU SLO I &3 E)[o]lStorageGRID ©

curl --include "$LOGOUT REQUEST"
3R[E] 302 EFE - EERUEFNEAIREAPI B o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MBRStorageGRIDAE L% o

fi|p&StorageGRIDZA < HEHI A L ER A SSO B AER o AR FKIE M cookie“sso=true” » BIfEREH
¥¢StorageGRIDAEH > MAZF L SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@ "204 No Content B[fERTAFIRIEEEL °

HTTP/1.1 204 No Content

YNREYA T BE—&&% > B{EF API (Azure)

MRIFE"RELRAE—SFA (SSO) "M BERER Azure 154 SSO 1IRIHRERF » ERILUE
FA B B FIRI A4 RIS H AR EIE AP| SNFE R P EIE API BB HERE<hE

WNREXFAT Azure E—E A » Sign inAPI
WMRIEFEFE Azure 154 SSO B4Rt » RIELLRAER
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FIsEZ Al
* [CENEE I StorageGRIDEAEBHHER I S EAER) SSO BF EFithitFIZES o

* MREREFEFEAREE AP BEEMBEHARIRA ID o

BB ILEAETS
EENSSNRETHE » CRIMUER TSR

* 5 'storagegrid-ssoauth-azure.py Python filZs
* 4 ‘storagegrid-ssoauth-azure.js'Node.js filZs

= mE M ZA<EB1IF? StorageGRIDZ 2548 B #: (" ./rpms ¥172 Red Hat Enterprise Linux » ./debs’ #AK Ubuntu
g Debian > Lz "./vsphere ¥/ VMware) ©

ERBIEECH Azure API 5% » 55288 “storagegrid-ssoauth-azure.py JAlZs o Python 2~ B 3%
ﬁStorageGRIDﬁ‘*tﬂﬁﬂlﬁl 5K (FtHUS SAMLRequest > ABEUSIZIESHE) > tIEM Node.js IZ<EE Azure B
B LT SSO 21E o

SSO RIERILIEB—RY API s5RZK#IT » BEARMII R FIEE o Puppeteer Node.js 40 FHAHIEY Azure SSO
A o

WMREBER URL 4RIEME » [SAISE BRI THEER | Unsupported SAML version ©
g
1. ZEEFTRAKTRIE > MNTFFR

a. 2% Node.js (2R "https://nodejs.org/en/download/") o

b. Z4EFREER Node.js 184H (puppeteer 1 jsdom)

npm install -g <module>
2. ¥ Python MIZS{E3E4S Python FRFRES IRNITEZINZR o
SA%% > Python MIZSHE I #HFERY Node.js I ASERETT Azure SSO HEf o

3. HIRETREE » MAUT2HNE (HERSBEHEECT)
° A& A Azure B SSO BFER 4tk
° StorageGRIDAIiIE
° MRTAEFEFEALEE AP > FEATHBEENIRS ID
4. HIRRTES - A BB ZERETE Azure EREFIR (M MFA 1242 o

snts\azure_ssorpy  storagegrid-arure-ssoauth.py. --sso-email-address user@my -dosain.com
--tenant -account-3id-©

'._-Ij'ﬁ'l.l'i_-'r':. ion " :



https://nodejs.org/en/download/

@ ZZSBRE A Microsoft Authenticator S MFA o & AISEE EE A ST IR E Az =0RY
MFA (flgnga A SRR RIBEES) o

FitH PR T StorageGRIDIRE S 1 © IR7E > EAI LGRS AR EMEEK » SRR SSO KfER AP
BAIC o

WRENE T BE—E % » BfEF APl (PingFederate)

WMRIRB"RELEFHAE—ZE A (SSO) "I HI&fEA PingFederate /E4 SSO 1#1HTER »
?g%?ﬁﬁéﬂj—%ﬂ AP| SER U BSHAINREIE AP TEEF EIE API BRI B DERES

YNRERAR 7 E—% &% > Sign inAPI

ANRIE(ER PingFederate {2 SSO B HE » AIERAELERA

FIYaZ Al
* [RHZEE R StorageGRIDFE A EEHHNIH S FEAED SSO HHELBME -
s NRETAEEFEFERARSIE AP » SEEXNEHBAARE ID o

BAAS I ERS
EENREMERESHE T UER T &@Az—

* 55 storagegrid-ssoauth.py Python M7 » {IffStorageGRIDZEEB & (/roms ¥72 Red Hat
Enterprise Linux > "./debs @A Ubuntu I Debian > U}z *./vsphere ¥ VMware) ©
* curl FERITIERIZEH ©
MRHITIREKIE > curl TIERIZRIBE G AT o MOSEE BRI THEER | A valid
SubjectConfirmation was not found on this Response ©
(D) #6 cunl TEREFEREEBAREMEREET -

INREEER) URL RISRIZE » [ErIAE G B EILLTEEER ¢ Unsupported SAML version ©

1. BEUTAZEZ—RESEHMHEESHE !
° {§ 8 “storagegrid-ssoauth.py Python filZs o EZIHLER 2 o
° {1 curl FEK - BEIDER 3 o
2. NR{RAEERA “storagegrid-ssoauth.py filZs » #EI A EEASPythonfiZFE 25 I iB I TII AR o

HIRIETRE - WAL T2HE :

° SSO 757% o EAI LA Tpingfederate) BI{EfAIEHAE (PINGFEDERATE -~ pingfederate 53%5) o
° SSO FHEXTE
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° 2 StorageGRIDAYAEIE o LEHANI AR PingFederate o B LG H BB el A {E{E o
° StorageGRIDAYirit
° WNRTAEFEFER A EIE API > FBMAFEABIIRE ID o

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

it PR 7 StorageGRIDIRE S FE © IR7E > ERI LGRS AR EMEEK » FHILTARER SSO KfER AP
AT o

SNRIGREAER curl 553K > SAEATIIPER

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ EEFEENREIE API > 55fER 0 EA TENANTACCOUNTID ©

b. ZEEZNCEEMNSDERE URL » 555 POST 553K /api/v3/authorize-saml * 4E[EIFES IR
ZE9MEY JSON 4REE ©

LEEBHIEET 7 #t¥ TENANTACCOUNTID M5 EEREE URL BY POST ZE3K o 45 RiGFIELS python -m
json.tool LAfIBR JSON #RHSE o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HEEEFIRIEIEE S4EE URL ARISHZRE URL > BREHEERIMY JSON 4RES/E -



"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#1F "SAMLRequest EEIFEHESENEBEMSTHEHT o

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?...

d. EEH[CIFER cookie » i [CIFECIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. FEH “pf.adapterld’{& > i [C]ZE[CIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. BBt hrefE (MIPREZRBIRIR) - MEIREEFAE

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g LR EEE :

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. 23X cookie f1/&:% -

11



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {872 'SAMLResponse' 3R B FEiiE (I

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- (FFEF#ER SAMLResponse * EII—{EStorageGRID/api/saml-responseihikE4 StorageGRID
BHEEE TR

77T RelayState ’ fEFTHRAFIRE ID > HMREZABIEEIEAPI > BIfEFA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

CIEESSMERE<HE

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. R[OS D8RR < R #TF 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
IR R MAGER "MYTOKEN it EAthsAK » SRR EMR SSO KefEA API VAT ©
MEREYATE—EEk > R API

MR ERAE—FA (SSO) » BB E—RT| AP| s5RA S HAEKEIE AP SFEAF EIE APl - NREfE
FA PingFederate {£#5 SSO 1R iftE - REMAE LA

RARS LTS

12



MRBE » ERIURAEMAE—F HEEE HStorageGRID AP ° 5% > AT StorageGRIDE E—& H
(SLO) > EEEAMAIStorageGRIDEFH SHE o
1. BEEEBENZHFER > 558 cookie Tsso=true| fBiE45 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

JE[E13E8H URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. {#77s184 URL

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. AEH URL 83X KUUMEEE SLO I &3 @) [o]StorageGRID ©

curl --include "SLOGOUT REQUEST"

iR[E] 302 & - EFEAENMNEARNEAMNME API EH o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MBRStorageGRIDAE L% o

fi|pRStorageGRIDZAE < HEHI A L ER A SSO BAAERE o AR FKIE M cookie“sso=true” » BIfEREH
¥¢StorageGRIDAEH > MAZFE SSO AREE ©



14

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@& "204 No Content' BIfERTARIREERY ©

HTTP/1.1 204 No Content
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LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
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