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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v
Passphrase
Provisioning Passphrase | sssss

Start Recovery

O. ISR ENRERPERINEERE -

@ EMEBTZEITR » SRl —T TEE) UURBHINE - HIR—EHEEE > RTMRE
EZIB12 > ARG R N FEREARRS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

MREFEEBREREAME > AL BERERMIERIFALEARE » SOTFAR !

Do you want to reset recovery?

° VMware : flff E BN ERAAKERL - A% ELERENRAGERR > FEMIPBLE
° Linux : FEATE Linux E8 EBITUA T o< EMNENENENR, | storagegrid node force-recovery

node-name
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Recovery

Select the failed grid nede to recover, enter your provisicning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h W Y Waiting For Manual Steps

ST ERRIVCHETFERR (FEITER)
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TEEITZHI > sAN1EWE BRI E#T RN EN A 7EEA%E “sn-recovery-postinstall.sh” EFE L EHPE

@ HIEFHIEEIRR Y T ER o EXERENETZEIRE “sn-recovery-postinstall.sh* 52 & &5
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° WNREE > ;ATTEIEL FEFE Cassandra BR}E
° ERENfR1EENEA_ERURRTS o
1. BAMENHFEE,
a. BIALITES | ssh admin@grid node IP
b. #i A "Passwords.txt S o
C. AL TSI E root © su -
d. A Passwords.txt' {4 o
E1EL root B BAR » I-mETHERL s B 4o

2. YITE—(EM AR BT S ERAR U EBREFHERE -

@ WRFAEREHREHEMHI B RERIE > NEMAREFUEIREEZEERE - BRI
MBIULD BRI INTTH — B4R EF S IVEFA A RSB RHFHIRE -

a. Eﬁ'ﬂlﬁ‘ﬂzk- sn—-remount-volumes
ZRNAFIRERERE N R e 2 BNNREE LE1T -
b. ERZAEITE > B I EIZERRET o

@ RIFEE > EAILUER tail -f i RERMW AR FERASR (/var/local/log/sn-
remount-volumes.log’) ° HSEREF L <5 &L EFHANEH ©

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options



This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID will attempt to restore data redundancy by making
additional replicated copies or EC fragments, according to the rules
in

the active ILM policies.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? y

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-



postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID will attempt to restore data redundancy by making
additional replicated copies or EC fragments, according to the rules
in

the active ILM policies.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device 1is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

T T > —(ERFEREEMRINENRE - M-ERFFHIRE LIRHER -
‘Idev/sdb BB T XFS IBEARM—HIEEE - W BAABNNMERESE > FILEINEMEE - I
Zki%ﬁtc ERVR R LB R RE o
‘/devisdc’ R EFHIR & EHAVEEIRIE » XFS ERAM—RIERELRH

‘/dev/sdd‘fi}ih}%ﬁ » RAAHIR AR RO HERAB R B IR EIRIR - ERAEZH SIHTFHIRER
ZHMCREERTREERA—BMERE -

* MRFEFHIREER LR > FEHEREE N - ERNEZIREMEIRE LAERRL

" MRFEFHIREMNEIRAHER > FHIETER Y - BRI UERERAREENERRET T
BIZEIR o 45R1RTE7E Ivar/local/log/sn-remount-volumes.log sCEEAE.

‘Idevisde @i T XFS IERAR—HMURTE > WABEVNHMIEELERE ; B2 » vollD $EFEH8I LDR
ﬁﬁ#ﬂﬁ ID EAILEIZEIZERY ID A7 (“configured LDR noid BERTEIESR) o LB RTZEEE BT
S—{EEFER o

3. TR 7S W A AR R I RSRE o



@ MR EFHIRERTEE XFS BREAMR BT R RERE > FFEREEEHPER
B o {RIAZEIZARIETT “sn-recovery-postinstall.sh ZLE AR & _EAIRIZ o

a. BREURGRER O CTERNFIERIEEEE - NRKFLEEE > FEEITHIA -

b. EEFMABRERBIVHE - BRIAHBRRBEFTESTBIUILHEFEE o

EEHFIH > WA /devisde’ BIEM T HERAR !

Error: This volume does not belong to this node. Fix the attached
volume and re-run this script.

@ MRBEHREEBN S —AFEFER » AHAARMNZIE - WRITETT “sn-recovery-
postinstall.sh'filZs » HEEERFEEMERE > STETERERIESL

C. MBFERETARERIE > HETRELTE  REEEATRZBRE -
() CHEEEEREMEERRNEERE -

TR ERRERTEREIRMIEE ID > ERET repair-data WA ERIERIIEIEE (T—EBE

d. BENEMMBE R EREMNRER » EIT sn-remount-volumes' BRHITII A URESR A BT AT E
AR E EE M o

MRELZREREFUIRE SR FERERIALER  ACEENT I > BIZHEIRER
@ H EREMERE SR - REENEMGEREIZ > AIERR T —ERF (&Y
HER) Za > ERRE—ERIAE -

REIETT “sn-recovery-postinstall.sh ¥R G523 A E AL A PRV E (i B B R PR TR
@ & _FRIERRVERL (FlU0 > WREH ILM SREEERERE—ERIARR] » iR EEZEE
B EEAMEE) o BAWITIIA o R 0 AR AR S IE LR R WA IRE ISR E R o

. 817 sn-recovery-postinstall.sh BlZ& ! ‘sn-recovery-postinstall.sh

IR BRI CEMNEEZRENRA T ERNFEEFERE ; MRFE - FEER LR Cassandra BRIE
> b EREN TR ENRL_ERIARTS o

AARMUTEE:

° AR AE R E (B )\RF A BEETT o

° —HRRER > MAETRCEZAEE SSH 5% ©

° SSH EEEERIEENARERT > 55704 Ctri+C o

° WNREFEMERPENT AR SSH B5% > WARESRNT  EEAIURNERAEEEE -

° WNRFFEORLEAR RSM ARTS » BITEEIREARTS BRSBTS FISE & (205 5 88 o RSM AR B RERENFT
FREtE IR 5 D IERVIEE -



(D RSMBBEERESE ADC RENHEERSE -

—LtEStorageGRIDR1EFZF 1 Reaper 2KERI2 Cassandra {&18 - — B 1HREEFrEERIARTSEE
(D > @i awmier - CeIs e BRMANRHTIRE T reaper'sy"Cassandra repait” * I
ROEIHEEEARNERAL » BRTHRARNIETHAS -

5. E% “sn-recovery-postinstall.sh I ZAE{TH » BRI EIERPNERER °

EREm EREES MBS IR M T B RBEIZHVERSAKAS “sn-recovery-postinstall.sh*filZs o

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name Il IPv4 Address 1T state 11 Recoverable I

No results found.

Recovering Grid Node

Name Start Time Progress Stage

DC1-83 2016-06-02 14:03:35 PDT . O S N Recovering Cassandra
6. 21 “sn-recovery-postinstall.sh' il Zs 2E EiRE L RAENARTS » WA LUK B REE R 2 B2t U R E AT

FHFR& o

WAHET RS EERENREIESRMRRERERF

c EARZHIBERT » MEXEREMEESRMEN R - 0% vy ERMAREESS -
P EERDEIER T PUIERASIRIIER T - S SRS SRR R Ah Y #17 BIHERRE LR IAER
BH/DES > SR FEHIMESN SRR B repair-data BA c MRHEP—BERER > FEE ne

MRMAEE n EREREERMREERAERE (FHERMGER)

@ - CECAERRREESRERYMGER -
- SRR EESREIEFHINEFERERE -
HEER > WARTRTLERREVGENNRED R - EFELEIHE » RETFERREIGLT -

R EREEREFEFERE (RFTHEREKE)

BRI BRI ES - SR U R SRR A N S
ERRIEER o
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HEZERAWMERER ?
QEFAGE > RERAREESPHNERNE EEREMGER -

* WREHRESIE 58 > HIREER > 2ERENER B > AEAEREESTHHIERERER"

* WIRMERERTE T4 > HIRRER > 2ERERD BIL > BB TIPS ERER repair-data’ I Z< 3R

MRERIFFHRE S HIRE DI EPIERBVENRS » BIXJARER “repair-data’ 7k o

@ BEENWACER > WARFTERKRAFMER - YNREIHE » SBER EEEEERIVHIREERR

{8 “repair-data’ {EY) B R AYIZS

ez Al
" mERRERNRE TR BaRkEs s @ EEREERT NODES > Overview B L -
RAASUEIERS

[REeE&REY ILM RAEERERFTIAERYIHEIZ > IR IR EMEFSH MR E R FEFNERYHER -
AARMUTER:

* IR LM RAEEHERFEREE - BZEINEFERSERENRHTFHIRE L » BITREAERZMT -

© R —FIEREI A EiHEETF MNP > StorageGRIDWA AR Eimf#7F tin e 3 H S EFERIGEEMHF
B o EITILIBIZZ AN > SBHE IR IR BB » MUEEHRIER S EMARRIM S

BAH? “repair-data’ jilZs

EEMEHREIE > 55E1T repair-data’ W7 o EIIZASBHBERYIGER VBRI S ILM B S R UERR
& ILM 3581 -

FEETEATERER S ERRRN (EC) BRI AR T AERVEIR repair-data’ 7 » BURNIGEZIMERRAER
BEEFRIENER - MRFEMEMBALNEE > AL BENTMESS °

@ B “repair-data filZs > #iA “repair-data --help it = EIREEEAIAR ST ©

@ BEEHNNAERR » WiFERKRAFMIER - MREIE > AER AR EESEPIEIREERA
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R
REBCEEFTEBEREMMNEBEN LNFELES - AMEGH<STARMEERNE

repair-data start-replicated-node-repair
repair-data start-replicated-volume-repair
TR UEAU T EHRERNERRERE :
repair-data show-replicated-repair-status

AIRES (EC) BUE
REBCEEFTEBEREMMIEEEN LHNFELES - AmE6< T ARMERRREEER

repair-data start-ec-node-repair
repair-data start-ec-volume-repair
TR AE AU T ap S B HHEIFARIE B RIRVETE ¢

repair-data show-ec-repair-status

(D EREEF AR RN REARSE - A LUFIGRIERIRIRRIEER o 28 » MR EBEFIAR

ECIEETFERBRT ARMEEN - HELHTERREE - BEERRERTRA -
() wReaRmmiEEEERRES  EC SEIFEERAN - S £C BEFEARIRY
) B RS TEFEEIRH -

SHFEFHRN RS
1. AT EIRER
a. AT | ssh admin@primary Admin Node IP
b. #jA "Passwords.txt Xf§ o
C. A T an <t Eroot : su -
d. EA "Passwords.txt X5 o

B1CLL root BREAR > IBmFEITAE S B 4o

2. {Ff /etc/hosts EEREH O ERBEHIEENHEEHHNTHATE - BETEMETIEEEMNYIR
) SHMALLTANS ¢ “cat /etc/hosts ©

RPN & ER LR - SHIEEREUR

MRPAAEFHIR R LK - ASERENR - RBECEBANZERER « BIFEN (EC) BFHERME »
AIRIRERE R « “EIRRES (EC) BRI ME RISREFEITIRE -
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MRIABIAEELENE > FEEWMRIAGHDHIREEERE > FEEZE -

() RREER repair-date’ RS SEMBSE (TR - EEIRESEEL  BRAEHHIE -

BRHIE

MBEARE SENEEE > 551 repair-data start-replicated-node-repair 65 “--nodes #8185 » E M "
nodes' @ XL (RHALTHE) > ARNMEEEERFERM -

b 218184 % SG-DC-SN3 M1z EIRs ERERER

repair-data start-replicated-node-repair --nodes SG-DC-SN3

EMHERIRIER > W1R StorageGRIDRMEA IR EIE R EUE > BIERE MMHE
@ K1 BR - BRERGNREEFHORAIAEGEHELR - CRZEEERNER UK ES UK
18 - B"HEEKREI@" ©

BFF4RDS (EC) BUE

MR EHERE SIEMREIBEEE > 551/ repair-data start-ec-node-repair 8% “--nodes 318 > Hr -
nodes' @ EHETE (RHATE) - BARNEEEERFER o

tEER L E1E %% SG-DC-SN3 RIfETFEIR L AVIRIRARISER]

repair-data start-ec-node-repair --nodes SG-DC-SN3

ZIREEE—(EME—H “repair ID'#BIIE1E “repair_data’ Fi7 o (SR repair IDBHBERAER
‘repair_data’ Fif o HEBIZFEME R GEISEAEMEIEE o

ERERFERENBARRRE - A LRRERIRIRRIEER - FRAMRMAI AREER M

MRIABE IR E EERE  HIEEBIR

MRIAEBREEERE > FEERFENE - RECEANZENEN « RIRENS (EC) BRERME » AR
RESE R « BIXENS (EC) BRI EMERIGREEITIRIE

MRFFAMIREEKRN - FEEWRFIAMIREEELEHE » FIEERIE]

MA-7SEM AR ID © fI40 > "0000" @5 —% » "000F BH 1735 LA LUSE —EHIRE « —R IR
&N AE—EFFRZSEHIRE

FrEHREXRMRR—ERFFHR L - MIRFZBRZEREFMNE  BHERMSIE -
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BRHIE

MR B ZEBEIE » s5E M start-replicated-volume-repair 854 “--nodes s Bl EIELAYEEIE (Hh
-nodes BENEEAIFHZTE) o ABHM --volumes 5(#E "--volume-range 18 > A T EFIFAT o

B—% | IS ERNMWERIERTE 0002 1£%7% SG-DC-SN3 HUfEFRIZA L -
repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volumes 0002
HEHE | IHESHENNEREERAEEANRPTER 0003 F] 0009 7£8%%4 SG-DC-SN3 Hf#7FEIRE L !

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volume-range
0003,0009

ZEMREAEFTF | IHESRERNEREEREIE 0001 > 0005 » #0008 £%# SG-DC-SN3 BY
RFERL L

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volumes
0001,0005,0008

EMHERHRIER > 1R StorageGRIDRFE A EIE RN IR - BIEHE MHHE
@ K1 B - BEREHNREFOMAESEELR - HIRTREIMEZNIRE  UHEE
K RE LU B E A LARIE o

TERR4RES (EC) B

MREHERE SR GFEIEEIE > 55E A start-ec-volume-repair 855 “--nodes &7l B Z6AYEEIE (EHA -
nodes EENZLAITILLTE) o JAERIN "--volumes B{E “--volume-range 318 > YA FEEHIFAT ©

B—% | ILap S iBIRRIEERIEIRES "0007 £ 4 SG-DC-SN3 Hf#7FERS L !
repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes 0007

HRREEE - IS RHEIRRISERIE R A E ARIFRA# 0004 2 "0006 7£% 4 SG-DC-SN3 Hf#7FER
B

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volume-range 0004,0006

ZEMIEERERIT | IHIESRHIBRRISEREERAMIEE 000a » 000c » 1 000E %% SG-DC-
SN3 FfETFENRL L -

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes 000A,000C, 000E

35 “repair-data #R{EIREIME—RY “repair ID'#RIIS1E “repair_data’ Fii o (EAIE(E repair D" BHBERAAE
2R “repair_data’ iy o RIEEETRE A G EEEAEMBEIER o

0

@ %%%ﬁ%ﬁﬁﬁ%&nﬁﬁ’é%ﬁﬁﬁkﬁéﬂ% » A LRI IEE IR RIS ER] - FRAEERI BRIEER
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BRI as Al
RIRICER R E R « BIRRHE (EC) Eh M E IRE LIS EERAGRE o
R USRS TR BERFENRE > T EEC MmN ERIFENEL R i EEs o
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BRHIE

s EENSEEEENGSIRE B DL » 551 show-replicated-repair-status {EE & Kl fp S HYIEEIE o

repair-data show-replicated-repair-status

* BREEEBERSTTHN

a. #E1E NODES > [E7E &R HETFEIRL > ILM o

b. EFEFHHEBAHPHEM o 18T > Awaiting - All BT 0 B4 -
* BEEGFAGEEERR

a. BEE g > TH > @k -

b. 332 grid > Storage Node being repaired > LDR > Data Store °

Cc. BAREEEFEAUTEBYREEEREERETE

() Cassandra AR50 > It EFERBHEKIVIER o

* EEUETE (XRPA) : EALLEEIERERIEEIVEE - BRFFHMESEESRBRY4E -

IEE AR SR - ELLBMELLERFHEN (B REER- At BItRME) ERINFENR
BIEMNE > &R ILM R E A _ LR BEEEN SRR -

() =EmwRRiEER2AEARONE  ETOETHEE LM RESOE -

* IRHERA —(hEHE (XSCM) | ERLLEMEFHARNR SRS S EE R E SR REEII( - 1

R NExlE® BUELERRREBRERNFEAZAEN > AIRAEET T ER/EE -5
AR BRI S EE o FHRIBH—(L5HE (XSCM) BIHERRRBEHENE - I B EPrEH
%ﬁﬁfﬁﬁ?@ﬂﬂﬂ'\]%k@ o MA] U B ARV R HIBER — (bt B E LRtk R AT B E AR EE

F] o

TBFRARES (EC) BUE
B RpRARIEE R AEE N B E M I fE R BIEEK -

1. BEBRRRISERMEEAIRAE ¢

° %12 SUPPORT > Tools > Metrics K& & BRI{EEMNTEI BT E D - A% &
Grafana Zf4>Hi542 EC Overview ° BZE*Grid EC {EXFE st 2R R9*F*Grid EC {EX 5B
EE*ERMR ©

° FRILLHSERYFE repair-data’ FAi

repair-data show-ec-repair-status --repair-id repair ID

° EALLELFILPIAIEE -

repair-data show-ec-repair-status

WS HAS » B repair 1D BAKRFIA ZAIM BRIETEETRIERE o

2. NREGHBEERIBIER > 55EMA "--repair-id EIRREHEE o
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5 < fERAE1E 1D 6949309319275667690 Bt kBMAIEIBAIETE !
repair-data start-ec-node-repair --repair-id 6949309319275667690
IHFESFERIETE ID 6949309319275667690 E 5 Sk AVHEIR E(E1E -

repair-data start-ec-volume-repair --repair-id 6949309319275667690

IS ETF BN RL R R BRIE RIS B (RS
IR HENAREDSRE - KARBHEOENFBREETREANK  TRES
REH BBy A B (FIAR SR R A EB TR 2 g o
a2 Al

* CEEASHRIHEERIESR" -

* RETFERERIE - BRRESTH ©

-

1. B2 iR > TH > g -

2. 1% % Recovered Storage Node > LDR > Storage > Storage State — Desired #[] Storage
State — Current F9{&

W E B MRV E B AR E Online ©

3. IR R AR R A W BRMU TSR
a B—TEREEH o
b. {1 RS- FRTE T AU AR » B4 L o

d ##2—T THIE, 1% > HR MEERE-FE) M MEFERE-Ba0 EEERS ML -
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