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Overview Performance

Health status @

!

License

1
License

Total objects in the grid @

0

StorageGRID dashboard Actons

~  You have 4 notifications: 1 @ 3 A

Storage ILM Nodes

Data space usage breakdown @ i

2.11 MB (0%) of 3.02 TB used overall

Sitename & Data storage usage + Usedspace S Total space %

Data Center 2 0% 682.53 KB 926.62 GB

Data Center 3 0% 646.12 KB 926.62 GB

Data Center 1 0% T79.21 KB 1.247TB

Metadata allowed space usage breakdown @ o1

3.62 MB (0%) of 25.76 GB used in Data Center 1

Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
. Metadata space 2]
Sitename % ~ Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ’ "
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard
Crawrview ' Performance . SEorage . L ' Hodea . + Add tab
Tab name
Overview

Select cards |

5 M L M L XL
Health status g Data space usage breakdown @ e
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename S Data storage usage o Usedspace 2% Total space &
Data Center 1 0% LTIMB 1.247TH
[rata Center 2 0% 521.11 KB 926.62 GB
Hoera Data Center 3 0% 790,21 KB 926,62 GB
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Nodes

View the list and status of sites and grid nodes.

Q Total node count: 12
Name 2 Type = Objectdataused @ 2+  Object metadataused @ % CPUusage @ = 8
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaaB-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Metwork)

Show additional IP addresses w
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Alerts
Alertname % Severity @ % Time triggered < Current values
Low installed node memory [
o Critical 11 hoursago @ Total RAM size: 8.37 GB
The amount of installed memory on a node is low
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

ARETARNEERER  FEEBRNEN LS RHEP—EZEFIE o HRILUEER 1/ 1 X185 1648

BRI ANER Sl EREBIREMR - WESE BN R EEE -
E2EE CPU ERAXRNCIREERBERIFEES  AREFNESEBRRL -

Memory Usage ©

100.00%
2020-05-20 14:08:00
75.00% = zad (%) 44 . 70%
Used: 11.30 GB
S000% = Cached: 6.55 GB
- Buffers: 14256 MB
25 00% = Frea: 7.28 GB
= Total Memory: 2528 GB
0%
13:50 14:00 1410 14:20 14:30 14:40
== | [ged (%)
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DC2-5GA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10z f0890e03-4cT2-401f-2e92-245511a38e51

Connection state: Q Connected

Storage used: Object data ™9
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2dd)

IP addresses: 10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses ~

Interface & IP address ¥
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) feB0::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity a =2 Time triggered % Current values

ILM placement unachievable 5

© Major 2 hours ago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% L
25%
10% \]UVL/\N \ﬂ[ U"\ﬂ Um \f‘unh'p"
0%
14:00 14:10 14:20 14:30 14:40 14:50 1400 14:10 14:20 14:30 14:40 14:50
= Lltilization (%) = Used (%)
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @

Storage controller Bmanagement IF; @

Storage controller WWID: @

Storage appliance chassis serfal number: @

Storage controller firmware version: @

Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @
Storage hardware: @

Storage controller failed drive count @
Storage controller &; [7]

Storage controller B: @

Storage contraller power supply A: @
Storage controller power supply 8: @
Storage data drive type: @

Storape data drive size: @

Storage AAID mode: @

Storape connectivity: @

Overall power supply: @

Compute centroller BMC i7: @
Compute controller serial numbear: @

Compute hardware: @

Compute controller CPU temperature: @

Computa controller chassis temperature: @

Compute controller power supply & @

Compute controller power supply B: @

Storage shelves

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.00.09

11.50.3R2

N230X-B53334-DGL

Wominal il
a il
Nominal ih
MWominal ils
Nominal ils
Mominal il
NL-5A5 HDD

400 TE

DOP16

Nominal

Degraded ils
10.2

T21917500060

Needs Attention ils
MWominal il
Wominal ils
Failed ils
Nominal ils

Shelf chassis seral Power suppl

=  chelfip @ Shelf status @ = [OMstatus @ = d =  Drawerstatus @ = Fan stafus
number @ status @
721824500063 58 Mominal Mk Maminal Hominal Momiral

Appliance RHHIFEL
KBRS

EFERlZR s

EEEHIZSAEIEIP

(#FIEGIZRBEIRIP

EEFEEEHIZS WWID

EFREEEFR

it

SANTtricity OS FEERAYItEStorageGRIDE& RV AL SR ©

SANtricity OS A EaRAItEStorageGRIDE& B4 %5 ©

RTFIEGI23 A L EIREIRE 1 89 IP (it o WRINERAL IP &

EXSANTtricity OS ZRAZRHETERIRE o

ETFITHI23 B L EREIEIE 1 Y IP {udt o

EXSANtricity OS 2R R{ATERIRE ©

RERBRRAMEFEREB -

1R
o0

SANtricity OS FREERBIHETEIEHIZRA 2R BURS ©

REBIERRE PSR ©
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(#FERIZREIR B
EFE R IR AR

HFERHIR AN

7ZRAIDIE
HIFEE

LT

Sml

it
s Ry HERI2S _ERYRIRSRRZS o

E771% 523 A BISANTtricity OS ARk o

SANTtricity System Manager ¥R & HIEFIEHIZRHI NVSRAM RRZK o

H7i¢ SG6060 M SG6160 > YR MfEIZEH2S 2 EHI NVSRAM kg4 IE
o > RIS RERIERIES A BURRZS o ANSRIEHIES A RZEHARNT > BlE
FETIEHES B BURRZS o

FETEITHI 23 HERE AV EEREARAE o Y1 SANTricity System Manager Z ¥R
FHEERNREL EEEE" > HlStorageGRIDRFA T GRS IL(E ©

MRRERBEIR" > sALEASANtricity OS tRERRETFIERIZSE © 24
% > BAFNEFEERNEER SR EMER -

RNERERBHRERHE -

{HTFIEHISE A BUAREE o

{#FERIZR B BUARRE - RERBRIRRARTIEREB -
(RFIEGIZRRVE IR A RUIRRE o

(EFERIZRHVER B BUIARS o

R EPRRIEISEEEY > W HDD (FEHE) ¢ SSD (EIRSFEHE) o

—{EE R EREN I B A/ ©
L SG6160 » th RN IRENEEERIERI A/ ©

AR HRBEBRIERIEE » SBERSERISRNEIEREESEANR
i o BEEBNZI A/ NFIBEREIZRF MR ©

AREIEMN RAID R o
ETFEIEARAE o

RFEFTA BIRBUAREE o
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Appliance RAHHFEL

EHEEHIZZBMC IP

st EIERIZR SR

stermes

EHIEHIZRCPURE

SRS

=+

fEEZRRPIY
PIRIEEE P o

[SEES i

EIRIRAS

B FRA% B AR IR AR

HERR PR HRAE

HIREES)

it

STEZERIZS P EREIRIESIZS (BMC) BB IP ik o AL IP
B FIBMCY T H R EIEM S BN R s o

HRNAESBMC BWERERSE » RERERIREIL
stRIERIZREIFR

sTEIERISRERSRVIARE - HIRA BB SR REFERIRER
3R ANERERULRML -

STEIEFISR CPU FUREMRES

sTEIERIZRA R EARRS o

it
EFRIREERIFSR o

{EFERAVBR SRS o

£ 99 FRRAIEHISER
£ 0 B AR
“ 1 AR

ER RTEAREEAN SG6060 1 SG6160 °
BREERIERR

EAIBFEARPEABLIRAE (10M) BIREE - MREFBERR > AR
ﬁa o

HFIREIRAVEEASARS o

HYDERRHHRERARES - NRIVF LR B HRE » BIFERA
HEFRAL AR R EREARRE o

(HTF IR RVRERR R AR R -

HERPARERHEFHIRERE -



EFREFRTY
LRI ALY YN

TREXEESN 2%

TREXEESN B3 A/

FCEARRR

a. HEUPAEIRESR M%&) o

MRRERZRIERE" » AEEFMEBERER o ST LAEAE SANTtricity System Manager 2R 7 25 R
B2 R E RN AR o

EREEMEZEN -
4. FEPERREESEMBNEN

it

EEFRP—EE R IR E AR/

EEFRP BRIV SR E -

Eﬁ%ﬁmqﬂﬁd VIREXHLBRIE R RN o 38

HFIRBVECEES o

MR EERM T MR RERRE o

® o REGES) IR/ NER 2R

ZLE

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/s
550 kb/s
500 Kb/s = =
450 kb/s
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 1:00 11:05
== Received Sent
a. BEEMEERTEESD
Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

fEA TRUKRBRNTERT RE 7FEREERFE LAY 10/25-GbE ERERIEEZEEEERERE

B/EEEIIE LACP 2 -

®

KPRETHERS

RfERT FrA IEELS -
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BIERI

HESTHY

EEHY

EERY

sty

FPIBRIN

LACP

LACP

FTHRIMER

LACP

LACP

FHRMER

B— HIC TEERE A= P imAE R iR
H4EHE (hic1 ~ hic2  E (eth0 ~ eth2)

* hic3 - hic4)

25 100

25 50

25 25

10 40

10 20

10 10

B "RERRESBRECE 10/25-GbE EEHERVFAE ©

b. EEHREENIS ©

B ERRERSERRREAN X T S MITENE RN S LUk E iR EEsiE o

Network communication

Receive

Interface @ = Data @ =

Packets @

— Errors @ =

Dropped € = Frameoverruns @ = Frames @ =

etho 2.89GB 1l

Transmit

19,421,503 1l, o1k

24,032 1h 0 1l 0 1k

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1h o 1l 0 1l o il
5. EiE M7 AIEEER > HPETYHERNIYG TERERBERNEEFER DL » URAREIREES -

16
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https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
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Storage Used - Object Data @

100.00%

75.00%

50.00%

25.00%

0%

14:30 1444

== |lsed (%)

T00.00%

7300%

S0.00%

25.00%

0% -
1450 15:00

== |zed (%)

2021-03-13 14:45:30
= Used (%) 0.00%
= Lised; 171.12 kB
= Replicated data: 171.12 kB
il = Erasure-coded data: oB
¥4 —Totak 310.81 GB

Storage Used - Object Metadata @

2020-08-04 14:58:00
= Used (%) 0.00%
= Used: 539.45kB
- Allowet: 1.327TB

= Actual reserved: 300TB

15210 15220 1530

- B THEBUEESEHRENYHHEENTRRHEE -

SEMRNEIKGEAK

iRy IR AYHARR & 23K/ BS (WWID) 487 ©

7ESANtricity OS GEZZIRERFIEHIZRNERNREE) PEEREURER S

77 BT RN & HERERN IR ER SIS 0 THREEE ) ROV (8 JPREERHATE

HISE—E8> (BN sdc ~ sdd ~ sde ) # %) KRBy MEE) FIFEREEMRTT
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

EEAMREEENNEMERNESR

EREEEYH T BIF SRR E R RN S ERSRENIRFEFIRRIUKRFIE St E « Bk mHERE IR
Bl - IBEFTLIERIEIRRS « HEFER  ARER  ARAE « AR B EEER

p
1. REEREET  EER B IR SR AR o
2. EEEHRE o

BEAREBI B R B AR D R AR - HIMNENRERY 7S ~ 488 - ID MIEGGRRE o IP (IMEBEEE
SEMAUH T ESRE > TR
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° adllb 1 adlli : BEREEMARNTEESEREH/ERHTE

° eth : BIR4EEK - BIEERET P IHAEER o

° hic : Z£E FHIERS 10 ~ 25 T 100 GbE HIFIE 7 — o SLEEIZIR UM E T — LI EiE
ZlStorageGRIDABIRAAEE (eth0) FFFEIHAEIR (eth2) o

° mtc : B FERS 1-GbE EIRYZ — - —(ANZ{E mtc NEHEE LI AERMEENE (eth1) o &
FIAREBHEAM mtc 20 » UHBROREAM A SERFHEITAMIER o

10-224-6-199-ADM1 (Primary Admin Node) &2 y

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

MName 10-224-6-199-ADM1

Type: Primary Admin Node

I0: Gfdc1830-cada-4493-acdd-T2ed317d35fb
Conrection state: Q Connected

Software version: 11.6.0 (build 20210928.1321 66ETeed)

P addresses: 172.16.6.199 - eth0 (Grid Metwork)

10.224.6.199 - ethl (Admin Network)

47.47.7.241 - eth2 [Client Network)

Hide additional IP addresses A

A~
Interface ¥ P address

eth2 (Client Network) AT.47.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl A47.47.7.241

hic2 A7.47.7.241

hic3 A7.47.7.241

BERBRE R D BRI ELR
S EIEER UEERMZRENESEM
a. &%F CPU EAXMCIRREEBRIUEE —BREEAR CPU MIRRRERER DL - BE2ER R ERKE

[EIF > SFEEERNER LSRR R —EZERIIR o SR LERR 1 /06~ 1 X~ 1850 1 [EARERAR A
BB o MHAILERE BETHERR » LUMEETE B iMEEEE o
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Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
9% m
o AN AN |+ ==
0% 0%
17:20 17:30 17:40  17:50 18:00 18:10 17:20 17:30 17:40 17:50 18:00 18:10
== Utilization (%) == Used (%)

b. B THEBUBTERFIVEMR - LRESIELRRE « 755 « ZERIRIRRAURSEEHIRESE

&l e
StorageGRID Appliance
Appliance model: @ SG100
Storage controller failed drive count: @ 1] il
Storage data drive type: @ 55D
Storage data drive size: @ 960.20 GB
Storage RAID mode: @ RAID1 [healthy]
Storage connectivity: @ MNominal
Overall power supply: @ Mominal |||
Compute controller EMCIP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Nominal |||
Compute controller CPU temperature: @ Mominal |||
Compute controller chassis temperature: @ Mominal | | i
Compute controller power supply A @ Mominal | | I
Compute controller power supply B: @ MNominal |Il
Appliance RHHFEL it
KEBERR It StorageGRIDE& Y EY ST ©
HFIEH SRR E RERERENEEZHUE -
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Appliance RAHHFEL
REE IR RT

GIEE LRI ALY TN

F1FRAIDIER
BEER

EHZEHIEEBMC IP

stRIERIZRF5R

stEERS

ERIEHIZRCPURE

stEERISR R IR E

=

it
+

BRI EEEY > fIg0 HDD (FERE) o SSD (EIRERERE) o
—(EEREREN SRRV B A ©

R MR RAID 1823 ©

REFFA BIRAVARES ©

STEZEGISR P ERE RG2S (BMC) EHHEM IP (il o IBEIUFERALE
IP % EIBMC M E SR EZIEM 52 B sk R hERe o

HRNAEIBMC WERERSE » RERERIREIL
stRIERIZREIFR

sTEIERIZSEERSRUARAS o

STEIEFISR CPU RUREMRES

sTEIERIZRAREARRS

a. MEBFRAIREISS TR&\l -
MRREAEER" > SFEEFIABERER
4. EEERREESEMBROEN
MRRERRME T EEERRENHE

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/'s
550 kb/s
500 Ko/s =F
450 kb/'s
10:10 10015 10:20 10:25 10:30 1035 10:40 10:45 10:50 10:55 11:00
== Received Sent

a. EEPEBRNEERD °
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Network interfaces
Name @ =  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic4 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

fEATRUKRERNERT RE 5 RBEREERE _LRIT(E 40/100-GbE HERERIER RECESER
FEERRENT LACP 25 o

() SehmmavEmRER TATE eSS -

WiEER s B HIC EHREAE R R
FAERE (hict ~ hic2  E (eth0 ~ eth2)
* hic3 - hic4)

4a=tHy LACP 100 400

ElEHY LACP 100 200

Bl S 100 100

4a=+my LACP 40 160

EER LACP 40 80

ElEH e 40 40

b. EEHEREEANIS ©
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B EERERSEERZRAN X T S Mt AN ER S MR E MR A EEREE

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns €@ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0 1l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =%
etho 3.64GB ik 18,494,381 i, o il 0 il 0 1l o il

S. BEERHTF U BB ARG RE LR REMERENEH o

DO-REF-DC1-GW1 (Gateway Node) & %

Overview Hardware Network Storage Load balancer Tasks

Disk devices

Name @ = World Wide Name @ = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/A 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s

Volumes
Mountpoint @ 2  Devie @ =  Status @ 2 Size @ 2 Available @ =  Write cachestatus @ =
/ croot Online 21.00 GB 14.73GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

BE MER BE
MR RBER—EER » HPER T B8 « IhRASAEAE LR R T I A (BIX RV RS
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> =

M= ©
FERIZEREE AT A ER, « BEULELFE(ELEE o

AEETARNEERER - FEEBRNEN LA RHEP—EZEFIE o HRILEER 1/ &1 X185 168
BFRAETANER - St UEREBIER - WESE BN R EEE -

HCER > AR EREHARSEDRMNBRERERENEN - ARENRREEEFASEHNRZRNEES
BRIELURAEAIBRBNFZ TR S HYS RSt 2R AU E AR o

Overview Hardware Network Storage Objects LM Tasks
1 hour 1 day 1 week 1 month Custarm
Mcawork traffic @

ESD kbi's

E00 kbf's

S50 kb's

500 kb=

450 kbis

1005 10:10 10:315 T2 1625 D:ad 18:33 Al pila=1 50 10655 11:60

= Received == Serd
Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up
Network communication
Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =

=thi 34 GE gl 20403428 1l | 24 893 ], o 1k o il
Transmit

interface @ = pata @ = Packets @ = Errors @ = Dropped @ = Collisions @ = Carrler @ =

sthi 365GE 1k 13061947 1l o ik o ik | o 1k

e

"B PR R S AR AN R BE"
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BEHEEEFE

(IR R4 T M T MIEM EMEEER o
FrAEIRS - SELMTEEMARSRET fHE 2o
EEFERERER

BT - SENANEEES - THEE RREIEX > B ERIYG tERE—REBRERT
DMEFER -

@ SR ARIEREEER (Gl RSERERRERE) - FEER A e B A E A SRR
UL BB 2 I - ENFLEREEEBERE » FRAEDEUREERE TR

DC1-S1 (Storage Node) & 4
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 manth Custom
Storage used - object data [7] Storage used - object metadata [73

100% 100%

75% 73

0% 50%

25% 25%

0% 0%

15:30 1540 15:50 16:00 1610 16:20 15:30 13:40 15:50 16:00 16:10 1620

= Lsed (%) = Used (%)

MRt ~ HEREMYHRTER

HICFRARRL > TR RERES A LHERRENHIREIFESER - HHEFH  MORERIRHER
BEFFHERERE
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Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
HERAEN
BEHEEE
EEHEHRVEETR

YHHEIE- IR RS MBI ZuRE" -

BEMEFER - SEMIEMZEESSSTET 0 R8 - HRFEEFDH > Yt SRERMMHSTEUK
BRATERERNR S RENS

26



../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html
../s3/index.html

DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM Tasks

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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BE ILM EEFR
ILM IRE R AR MENEmEREE (ILM) RIEVEH

SEMRFHR - SEMANEEERTSET LM RE - HSEEREERE  ILM RRET ILM (77 FERH
SMEREIR - WIENR - ILRRERMTHRIEYAITE ILM IS TASRRE o

HIVRHFERS > ILM RBIR A RRIRIFRIEY R ILM sHEFE RERERFEE -

DC2-S1 (Storage Node) &

Overview Hardware Network Storage Objects ILM Tasks
Evaluation
Awaiting - all: @ 0 objects il
Awaiting - client: @ 0 objects il
Evaluation rate: @ 0.00 ohjects / second
Scan rate: @ 0.00 objects / second |||

Erasure coding verification

Status: @ Idle |l|
Mext scheduled: @ 2021-09-09 17:36:44 MDT
Fragments verified: @ 0 |||
Data verified: @ 0 bytes il
Corrupt copies: @ 0 il
Corrupt fragments. @ 0 ll.
Missing fragments: @ 0 il
e

BB A AT

* "&18StorageGRID"
BREREIER
FRE RO MEFS) BE o S UERALLEBEN R EEENENRL » SR EED
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ROBE I HEEIRTL

ARILIRE F SERANTEERMAR > FSHEUATRE

* "EHIERAB - UEBEAIEAEY

- "ERHBIR RS

* EREEREEER

TEARTHBEEFT

R T ERRREEEA N T HSEREREERNRAEN S EE X

BHTHRTRETESIEMBMNERMEE - SELRMNZERR - BHNEEME > TafTEE RRRMHZI
RAFAA ENRGRVA ST E S AEEHEE - WIRRMERN - TEa#HTESs SREHTPIALANGRSEREEEE -

MRRBBBEH T ERRFETH /0 > SURBRERH TR ABEXRER EER -

DC1-G1 (Gateway Node) &2 w
Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1week 1 month Custom
Request traffic @ Incoming request rate (7]
10/'s 1
0.800 b/s 0.800
=)
5
0.600 bis No data é 0.600 No data
5
(=1
0.400 by/s & 0400
2
=
g
0.200 by/'s & 0.200
0b/s 1]
16:50 17:00 17:10 17:20 17:30 17:40 16:50 17:00 1710 17:20 17:30 17:40
Average request duration {non-error) 9 Error response rate 7]
1ms 1
0.800ms 0.800
=
=
0.600 ms No data 2 0.600 Mo data
g
0.400ms 22 0400
g
=
(=3
0.200 ms & 0.200
Oms (1]
16:50 17.00 1710 17.20 17:30 17.40 16:50 17.00 1710 17:20 17:30 17:40
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Overnew Hardviare Hetvoork Slorage Objects LA Events Tasks SANtricty Sysiem Manager
Use SANtricity System Manager fo monilor 2nd manage the hardware components in Ihis slorage appliance. From SANtricity System Manager, you can review hardware diagnostic and
environmental information as well as issues relaled lo the drives.

Note: Many features and operafions vathin SANIncity Storage Manager do nol apply fo your StorageGRID appliance. To avoid issues. alvvays folliow the hardware installabon and
mainienance instructions for your applhiance model
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Data space usage breakdown ¢ w

1.97 MB (0%6) of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the metadata space available in

the grid

) Metadata space Metadata used Metadata allowed y
Sitename = = = -
usage space tpace
Data Center 3 0% 244 MB 1s.32GB "
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StorageGRID Deployment (Grid) & X
Network Storage Objects Load balancer
1 hour 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 12:10 1220 12:30 12:40 11:50 12:00 1210 12:20 12:30 12:40
= Used (%) == Used (%)
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Object Store 0 Object Store 1 Object Store 2

Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

1. 352 NODES > Storage Node > Storage °
IR % BN R AV B A 2RAK ©
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Storage Used - Object Data @

100.00%

75.00%

50.00%

25.00%

0% &
14:30 14:40 14

== |lsed (%)

2021-03-13 14:45:30
= Used (%) 0.00%
- Used: 17112 kB
= Replicated data: 171.12 kB
= Erasure-coded data: 0B
= Total 310.81 GB
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Sie @ = AvaHzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes
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Storage Used - Object Metadata @
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S0.00%
= Used {%): 0.00%
— Lised: 539.45kB
P Allowed: 1327TB
= Actual reserved: 300TB

0%
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Prometheus 51% | storagegrid storage utilization metadata bytes #l
"storagegrid storage utilization metadata allowed bytes
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Forecast of data usage by storage pool:  All Storage Nodes ~ @ Averaged over  Month v B 7
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20 TB
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0 Byles
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DASHBOARD

W Nodes
Al View the list and status of sites and grid nodes.
Resolved
2 Q Total node count: 14
Silences
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
I NODES | StorageGRID Deployment Grid 0% 0%

HENAS A DataCenter 1 Site 0% 0%
LM

& oci-apM1 Primary Admin Node 21%
CONFIGURATION
SUAINTENANCE & oci-arcL Archive Node 8%
SUPEORT 9 DC1-G1 Gateway Node 10%

& ocis1 Storage Node 0% 0% 29%

2. FEIZEEATE  BHEBRA OB AR AR - SAREE TR E& -
T ERRM T EEER - ERPOILEE R EERRTERE o
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kb/s
550 kb/s
500 kb/s =) = = ==
450 kb/s
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 1:00
== Received Sent

11:06

a. IRMUEIFT EREIRL > BRI MEBUEEEERY MHERTE) 89 -

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ =

Link status @

-
-

etho 00:50:56:A7:66:75 10 Gigabit Full

Off Up

b. HWItMERER > M THBUBEEERN MERER o -
BN EERETSEERZERAN X T 2 MTEANER S MR E MR EERER

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @@ = Frameoverruns @ = Frames @ =
ethd 2.89GB 1l 19,421,503 1lh 0 1k 24,032 1k 0 b 0 1l
Transmit
Interface @ 2 Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 il o 1l 0 1l 0 1l o il

3. e ERE D RN BRI RIS IRRERIT PR E o
a EEFEE" > HER > RENE -
HIR DRENERKR) Bl RARKIIERES
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L-|- Create || P Edlti | % Remove | L,|_| Meﬁ'ica-!

Name Description 18]
! | ERP Trafiic Control Manage ERP fraffic into the grid cd8afbcT-n8be-4208-D6f3-Teda79%e2c574
*  Fabric Pools Menitor Fabric Pools 223p0chb-6968-4646-b32d-7665bddcR94b

Displaying 2 trafiic classification policies.

a. EEEERTARBAMNMEREENER  FEERRAIREERR > ARZ—T 571 -
b. EEERINT RARKARNERRE

MRREBN AR SERNERAE > FAMRFIREFRR W HE R ESSEERETAIRK - B> "
RIFREFABRSEREDERE" -

FERAER
*"EBE TER) RER

. BB IRAE"
EEEEERE TR
BB RS E L EREAKE - RHHFEEH > I AeEEES MY RS REE o

pg
1. ¢ NODES HHEHFEEEHR, ©
2. 4% THERR) REREER CPU EAXMIIRRERENER -

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
’ 25%
0% \/ [\ﬂ AN
5% 0%
14:00 1410 14:20 14:30 14:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)
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Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
or I O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.006B 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00 GB 500 4 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 <+ [0
Tenant 04 475.00 TB 95% 500.00 TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4+ 0

3. (FI%) BBEEEABGEEAHERIRA S ESign in/BHRURLMEH -
4. (A%) B@EIEEN URL B4 ERNARAABAEEN URLI_DE*Sign in/AEBIURL i o
S. IE » BIEEHA CSVREENEDY csv BSFREHREMERERIEER o

A ERTEREREH#T osv XfF o
AR ".csv XN AR ¢

|Tenant ID Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) ObjectCount Protocol
1}12&598223?8459233&54 Tenant 01 2000000000 10 20000000000 100 53
E9&5823411254?853685 Tenant 02 85000000000 85 110000000 500 53
h]3521155859?5586321 Tenant 03 60500000000 20 150000 10000 53
|?442513&598?5'6‘38&5632 Tenant 04 4750000000 95 140000000 30000 53
;E&SZISB?S-‘-IE-EB‘BS 65123 Tenant 05 5000000000 Infinity 300 53

WRILWTR " csv B FRBEAREAPREXHHEEBERERE -
6. MRRATIHEMER > AIRTLUERE NR(E) > THIER) RMEF—EZERR - B 'RIFEARKRE"
MFRARRIRP ESEARERIES » BIICEEMBRZIRE

EEREHER
TRIUEEREHEPFMEER -

1. AR EEREEEF R o

IR PFEENER -
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
m | Edit | Actions. w

Space breakdown Allowed features

Bucket space consumption @

85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

0 25% 50% 75% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50

EERHBAVEFHE
E¥ DHEEEI’JEI:“B%?ET HARIRERES - SEERPHYIAE - EcRRERER - BERREEZE RN

B IRETD > EF EREFEER -
IEEIREER THHAMA S3 HFRREERISHEE -

MRAIEPRTE 7THCRE » BB FEARIEEMFIGRECREEF LA FET (HW > 85.00 GB of 100 GB
used) o WMIRRAERTEEE > M EAEREELZE > AXFECSEFEANERE (HI > 85.00 6B
used) ° RIEEIFETEERFIRSTHIEIERDLE - MRBHBEHH#EFREE 1% U LEBEZE/ 1GB» AIE
REFETAERCEEMBHE o

AR R IR RS SEMERRA R SRR o ST MBS AERES LI
BEFIHNFEES -

Bucket space consumption @
£5.00 GB of 100.00 GB used

15.00 GB remaining (15%).

W bucket-01: 40.00 GB

0 25% 50% 5% 100%

bucket-01 @ bucket-02 @ bucket-03
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AT T LBHARERAEE E B LENA o IREHREMIER - AAF I YREE
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@ HRMECEEFERE R R ™A P B L{EEStorageGRID FWHERIEE (BEKX/)) o ECERfE
REREARERARFEFEEDHNEIRNRETER WEA/N) BIZERE -

@ AR MEPERERRS) ERRAIKREERR RS IEMTHEHLKSE - IRBRA - B
HARER T HACERRY 90% RS AF3E I TSR - BRI > SF2RRETHRA" -

4. 1t TR BB TF MHEEREEER -

LERFIH TR S3 #FE - EREERFEFRNEHTINHEREE - ILEFRRE ILM BIEFYHT
BXPTENREER -

o B o IEE NEWE CSV) RIFFEMEL S SERFRIUBRMIEMER csv 12X -
B— S3FHANAS ".csv XHEFMTHIFT !

Tenant 1D Bucket Name Space Used (Bytes) Number of Objects

B4796966429038923647 bucket-01 88717711 14
647965966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15234070 3

TWRILWTR " csv AR FRBEAREAPREXHHEESEPERE -

6. 5& > EE TAFFNIIEE REREEREARARERMINGERNEE - HREEFIRF NMRIEEEE
PEAELERTE ©

7. MREAFEEERMERESER IR - BT LUEEERIM S BIRRR T HAREENESEH -
B'HERERNS ? "M EEBREM SN AFEA"

EEERRE
MRFEMBAPRARENERE  FREZHAFPIRERRE -

1 B2 AE > MR > RENE -

IR DRENEARE) BE » RARKRIIERRES -

2. BEEBRAENREERAN S EHRFEER
3. FEEEHRRIERMNIER  HEIERR AN EEEGH » AREER -
4. DITEIRUEE RIEREREIVERUKREERTEA R o

B'EERENARK THRES -
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Gl’id fEderatlon [B Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
‘Ugloar_‘veriﬁcaiion file Actions v Search Q Displaying 1 connection
Connection name = Remote hostname @ = Connection status @ =
@ Grid1-Grid2 10.96.130.76 & Cconnected
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Gr|d federation & Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants

Remove permission ‘ Clearerror O\ Displaying one result
Tenantname = Connection name < Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 Q Connected 10.96.130.76 Check for errors
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: Q Connected
Permitted tenants Certificates
Remove permission | | Clear error earck Q,

Tenantname = Last error 9 =

Displaying ane result

© Tenant A Check for errors
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @
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Alert Rules B Leam more
Alert rules define which cenditions trigger specific alerts.

You can edit the conditions for default alert rules to better suit your environment. or create custom alert rules that use your own conditions for triggering alerts.

= Create custom rule || # Edit rule || ¥ Remove custom rule

Name
Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

has i ient

./ | The battery in the appli 's storage
learned capacity.

Appliance battery near expiration
=) | The battery in the appliance’s storage controller is nearing
expiration
Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appli ’s storage

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appli cache y size mi!
The two controllers in the appliance have different cache sizes.

2. EREHRFARPHNER :

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY'}
Major > 0

storagegrid_appliance_component failureftype="REC_FAILED_BATTERY}
Major > 0

storagegrid_appliance_component_failureftype="REC_BATTERY_WARN"}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Major = 0

storagegrid_appliance_component_failure{lype="REC_BATTERY_OVERTEMP"}

Major =0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major = 0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major = 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH"}

Major >0

Type

Default

Default |

Default

Default |

Default

Default |

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules.
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Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions

(optional)

Conditions ©

Minar

Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v

3. EWEAR ERA) ZEARUEEIERRIENEEEMA
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[metric] [operator] [value]

REAIUZREERRE » BEEFEREMAPRERE—ITL - EVFE—EREX -

WNREBLZEER RAM B2/ 7% 24,000,000,000 fiytél (24 GB) » At REX SHEHLR o

node memory MemTotal bytes < 24000000000
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Edit Rule - Low installed node memory

AMNEZRIRERUEFEREEER

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
4
Recommended Actions (optional) Increase the amount of RAM available to the vittual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum requirement for a StorageGRID node.

See the instructions for your platiorm:

» Whtware instaliation
+ Red Hat Enterprise Linux or Cent0S instaliation
» Ubuntu or Debian instaliation

Conditions @
Minar
Iajor node_memory_MemTotal_bytes < 24080800020
Critical node_memory_MemTotal_bytes <= 12886820804

Enter the amount of time & condition must continuously remain in effect before an alert is triggered.

Duration 2 minutes

MRFEAEHRRA > AIFEFHEEREN » WA EMER -
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Bho
Conditions ©
Minar
Major node_memory_MemTotal_bytes < 24080086000
Critical node_memory_MemTotal_bytes <= 148806868808 H
&
@ MREEF BRI ERAVEY - AIENE TR e ZEZ R EFRRRET SEE - TRME
FRANB B R ﬁgﬁﬁﬂ—:&ﬁ?%%ﬂ’]@ °

BEAREXBEAAUTER
[metric] [operator] [value]
REAFIUREERRE > AECERAENERRERE—TL - ELRE—EARER -
UNRENBEZEER) RAM B(E/DHS 24,000,000,000 iIT4H (24 GB) - BULLRER SEHER -
node memory MemTotal bytes < 24000000000
7. 75 THRERSR ) RO > MABRERZ AU ERFEENIREE » AREHERRET o
BB R BN S LR - sA8A 0 o BEINLLE MRS LLERRF IS AR S &R
TaR(E#R 5 DiE -
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes
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Create Silence

Alert Rule

Description (optional)
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Severity

Modes
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root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669

i
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« activeAlertInstance

* activeAlertSeverity

* SEENERBAIAR

AERE
FEEMER

THIBEANER
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Data space usage breakdown ¢ w

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {096) of 19.32 GB used in Data Center 3
Data Center 3 has the highest metadata space usage and it determines the metadata space available in

the grid

) Metadata space Metadata used Metadata allowed y
Site name = - — —
usage space tpace
Data Center 3 0% 244 MB 19.32 GB "

HAREESGERR LNREERBRIERETUTAR

* HREMERXHEFR (S3) =ass (Swift) HIFIR
* RMRARFHBSEHENNIRIFE
‘- ERTEMEEE > Uk (WIRKRETER) FFEEENEIL
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usay
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining &
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036

tbsh > ATLAAE TERRE) BEM 3R > TTR*) > MEkaE) EEEBUSERStorageGRIDISRME 4 41RIFE
RrfE S ERIEIR ©

[El&RAEEE

* Grafana [ElX : BRIEIEEE L » Grafana BFRBN4ES Prometheus 1S1ZFERFRIEMERIE o FI0 > #TF
Ei25AY NODES > Network 1Z# 8 248 =M Grafana B3k ©
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DC1-52 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

meswork traffic @

51 kbi's
607 kb's
550 ks
500 kb/s
450 kbis
1005 12:10 115 1020 1025 10230 1eas 020 eSS 5 16:55 1120

== Received == Sert

Network interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up

Metwork communication

Receive
Interface @ = Data i@ = Packets @ = Errors @ = Dropped @ = Frameoverrun: @ = Frames @ =
sthi ao4ceE gl 20403428 1k o ik 24,893 o 1k 0 ik
Transmit
interface @ = pata B = Packets @ = Errors @ = Dropped 8 = Collisions @ = Carrler @ =
ethi 36568 |k 13,051,847 ql, o ik o 1k o 1l a1k

@ Grafana BIFRtW B 2 ETELEILEFTIRTD » A1 SUPPORT > Tools > Metrics EEEF ©

* HTARME A TERRE) BEA iR > TTA) > MEREE BERS CEEERERNEERHEZR)
iR E AR ERERENE (BIE NTP 3E8RR > L ppm RE(L) HIStorageGRIDEMHIE o (EREIE

FERSEILURRINERIER (F8) aR -
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT

29.24
2923
29.22
2321
29,20
29,15
29.18
2917

NTF Frequency Offset (ppm) A

29.18

29.15 I I | | |
16:33 16:43 16:53 17:03 17:13 17:23

Time {minutes)

c @iE AR TERRE) BEA i) > TTA) > MEREE) BElS CEEERERNEERMEZR)
» ETRERREREREITHE - ANt BERF R #E - RERITEEEL - B THAERRER
% o (ENEMEERBLIRRINERER (F8) B -

Service Load @9 vs Time
2010-07=19 140502 FDT to 2010=07-19 153002 FOT

0,050+

L]

0.0854
0.0804

L

0.075+

0.0704
0.065-

0.060

0.055+4
0.0501

| I | | | | | |
14:06 14:16 14:26 14:36 1446 1456 15:06 1516 15:26
Time (minutes)

* BEBRURNEEENBERBE TR EEEREREN
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1 hour 1 day 1 week 1 month Custom

i P
From: | 2020-10-01 12 [z 45 || PM |PDT
L L
Eal e
To: | 2020-10.01 03 |:[ %6 PM | PDT m
v v

Lost Object Detected &

=k
on

0.3

o = - :
12:45 1230 1235 13:00 1305 13:10

== Total

2

CREEE - I IR > TR > @i BENS (EEERERIAENMEZER  KEERRERKTAE
AAREEVBME(E » PIMNARESHIRAE AT LURAR b ~ R el o ARRREISREIAELL - BEIRETER ; e

» [BIRE—EARREEBRE 5 —EARRRE -

LDR State vs Time
2004=07-09 164022 10 2004-07-09 17:17:11

Online

Standby

oM el 1645 1649 1653 1657 1701 1705 1700 1713
Time = Minutes

FERAE
cEEMMERE"

1717
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
25%
10%
0%
14:00 1410 1420 14:30 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)
3. HE  REENERR EUAEERERER R EFME o
Memary Usage ©
100.00% e
2020-05-20 14:08:00
75.00% = sed {%}) 44.70%
~ Used: 11.30 GB
SO.00% = Cached: 6.55 GB
= Buffers: 14256 MB
25 00% = Freg; 7.28 GB
= Total Memory: 2528 GB
0%
13:50 1404 14:10 14:20 14:30 14:40
== {Iged (%)
4. RERE > MEBRUUETNSEBMSIEENER - ¢ T8k BEELNRES > EEERERNINEYE
LtEna o
()  wserAERE R HE -

FH 1 EEFERBHRET

SR LUE B R EIR W E R R FHRAIIR T E R E T E AR
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- Reports (Charts): DDS (DC1-51) - Data Store

= : YYYYIMMDOD HH:MM:5S
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: |2021/08/24 13:24:01 |
Quick Query: | Last Hour v [ Update | Raw Data: O End Date: |2021/03/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 132401 MDT ta 2021-09-24 14:24:01 MDT

32,000+

o 31,0001

(%]

L=}

3

w

w

L

5 30,000+

o ;

o

™

°

=

29,000+ | | I | [ I
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)

(&
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. Reports (Charts): DDS (DC1-52) - Data Store

Aftribute: | Total Queries - Successful

Quick Query: | Last Month

. : Y IMMOD HH MW SS
v | Vertical Scaling; Start Date: | 2024/08/24 13:15:45 |
v | | Updste |  RawData: H| End Date: |2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13:15:45 MDT to 2021-08-24 13:15:45 MDT

\ 4

15,0001
2
i 10,000+
[+1]
[*]
(%]
o |
(73]
w
2 5,000+
4]
i |
o
o
B
= 0
I
Aug 25

I
Aug 259

| | | I | |
Sep 2 Sep 6 Sep 10 Sep 14 Sep 18 Sep 22
Time (days)

b

iﬁ] 2 EREFEIRAVF RS

Object Counts

Total Objects
Lost Objects

83 Buckets and Swift Containers

eI BB REFNEE Grafana FEREMERIZIRVERYHHNHMEE

1
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1 hour 1 day 1 week 1 month

s LY
From: | 2020-10-01 12 45 |[PM|PDT
W W

o

Custom

e
To: | 2020-10-01 03 |:[ %6 PM | PDT m

b W

Lost Object Detected &

0.3

12:45 1230 1235 13:00

== Total

S EERTHMEE ERETHEBENER » FEE &> TR > @R

6. 12 grid node > component % service > Overview > Main °
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I Overview l\ Alarms Reports :Conﬁguration

Wain

b
l_i' Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Vendar Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB

7. EEERERNEMEEE -
BTESEN RS > EREEH © ItEXRETAE—RIBIEER -

EXEx
BElRUEF A RBRBEERME o eI LERSEERIPOILES « FA8ERL « JTHIARTS o
s Z Al
* AR SR EERIEER o
* RE"SEFEER"
1. B iR > TH > @hiE o
2. 312 grid node > component or service > Reports > Charts ©
3. W BM THIRBEEIZERENE Y -
4. BEoEE| Y Mt ERMG - AN EEER EEIE o
5.

HEUEBERNME » FEN REEM BEE > EERHENELAZRS=/NE (PII B2
LEEEREREE) - FRkR TRIER SEE -
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I FHRRIABET LFWK ©
ERAXFHRE

XFHRERTER NMS IkFBRENBEERMENNFRT - RELHRSHEHER > GE
EmERERERE | HE N —ENRRERARIEX AR S - Uk HEER—BrIREE
RYBEAES AR ©
RIEXFHE
RIaXFiR SRR AMPTEB MRS -
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Text Results for Services: Load - System Logging
2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received Sample Time Value
2010-07-19 15:58:09 2010-07-19 15:58:09 0.016 %
2010-07-19 15:56:06 2010-07-19 15:56:06 0.024 %
2010-07-19 15:54:02 2010-07-19 15:54:02 0.033 %
2010-07-19 15:52:00 2010-07-19 15:52:00 0.016 %
2010-07-19 15:49:57 2010-07-19 15:49:57 0.008 %
2010-07-19 15:47.54 2010-07-19 15:47.54 0.024 %
2010-07-19 15:45:50 2010-07-19 15:45:50 0.016 %
2010-07-19 15:43:47 2010-07-19 15:43:47 0.024 %
2010-07-19 15:41:43 2010-07-19 15:41:43 0.032 %
2010-07-19 15:39:40 2010-07-19 15:39:40 0.024 %
2010-07-19 15:37:37 2010-07-19 15:37:37 0.008 %
2010-07-19 15:35:34 2010-07-19 15:35:34 0.016 %
2010-07-19 15:33:31 2010-07-19 15:33:31 0.024 %
2010-07-19 15:31:27 2010-07-19 15:31.27 0.032 %
2010-07-19 15:29:24 2010-07-19 15:29:24 0.032 %
2010-07-19 15:27:21 2010-07-19 15:27:21 0.049 %
2010-07-1915:25:18 2010-07-19 15:25:18 0.024 %
2010-07-1915:21:12 2010-07-19 15:21:12 0.016 %
2010-07-19 15:19:09 2010-07-18 15:19:09 0.008 %
2010-07-1915:17.07 2010-07-19 15:17.07 0.016 %
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BEFBBTRUTENR :
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* &/ME  REREERARRIVE
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s

EEXFHRE
XFHREEREH NMS IRFEENBEERMENXFRT o EaILUREERIFOIGE, « BRER « TR
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* AR SIEREERIER"
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B (10> BENSRESGICRBEEEAHNER) - BEREE(CR » SRBMEESEE NMS IRF -

BTHRSENEBURNECERREER - BRIBERT » RELEBE—BANRERNERXFRS
REXFRTRBEARAB RN BRI - BRXFRTIRFFRENRAAARAE

CEER > TH > @BRiaE -

—_

2. 342 grid node > component I service > Reports > Text ©
3. W B THIREREEERENEMY

4 WEEERE THRBEPEESHENERE -

5

6

-

- AERBENBRIAEZERS =W (FIM > UBDLERENEL) » Fak [RIGER) EEE -

e RERE R MU EREER R SR EER o
EEB ERREREREENFREEE o
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BRI "YYYY/MM/DDHH:MM:SS" E #B5R o BEATETRIEARS, o FIH12017/4/6 7:30:0058:%

By o IEFEMIARTLE © 2017/04/06 07:30:00 ©

8. B—TFEH

RAZBMEEE—MXFRS - BHEDENRERGAS RERBENERS - REEHRENFERE

REERRIEX F R VA FT LF K ©

EHXFRE

I F RS SR — AR EEREER

RS ILEAETS

-

G LUEEMERER -

ABRAILBERNBERMFEFE G (BIIEFRE) F - ALARDHStorageGRIDRARRIRLAE

1 EEEiE > TA > iR -
2. BYUNFRE o
3. B EH Y o

Overview Alarms | Reports || Configuration

Charts Text

!‘I_ll Reports (Text): SSM (170-176) - Events

Attribute: |Attribute Send to Relay Rate

Quick Query: |Custom Query

]

b’ | Results Per Page:

g w
| Update |  Raw Data:

Y IMNDD HHMR:SS

Start Date: | 2010/07/19 08:42:09 |

End Date: | 2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 05:42:09 POT

Time Received
2010-07-20 08:40:46
2010-07-20 08:38:46
2010-07-20 08:36:46
2010-07-20 08:34:46
2010-07-20 08:32:46

‘BEXFHRE R ERBRLERRS o

Sample Time
2010-07-20 08:40:46
2010-07-20 08:38:46
2010-07-20 08:36:46
2010-07-20 08:34:46
2010-07-20 08:32:46

Value
0274981485 Messages/s
0274989 Messages/s
0283317543 Messages/s
0274982493 Messages/s
0.291646426 Messages/s

1-50f254 i

2345 » Next
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U

EEFTERNELXFHRERENAR ©

RAEJUREEENMEIE =AM (BIIEFRE) H e

BS¥E PUT 0 GET X456

R EERERIE (GIIIYHREEMRE) BIMEE > MRBAp P eREE—THEN

BRI AETS

EEEE PUT 7 GET 3488 > R ERIETIFIL8IT S3 ap< » thElLUIEMRIR S3tester RAERHIT « &
RRELET % > [GRILUBILN StorageGRIDIMBRIEIER  (HIUN A A imfE A2l RIEES MR AR BIREIRE) SRETERY

aE
RE °

T

PUT #1 GET ##{ERIEE » s5E1EA T2R -

* ERACEERIERNYTEZIE R
* HER AR IRULRENITIRIE

MEET HE e mMEI TR IR EFT T aV4ERERT o 90 » BEME S3 GET A KBV4ERIERR » (8] IUEE SGET
R TIME BHRIE o el IUTELT S3 BEBVFEZE 1 E] TIME &% : DELETE ~ GET ~
HEAD - Metadata Updated ~ POST ~ PUT

DEERE > SFEE M KPTENTHEREURAIERVEEEILE - ERERERVAEILCEER - UE
,‘lﬁfﬁjL}(%ﬁﬁE'J_JﬁE%EnH?E’J%ﬂ °

* fREILL " github & S3tester” o
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Verification

Status: @ Mo errors ils

Percent complete: & 0.00%% |||

Average stat time: @ 0.00 microseconds ils

Objects verified: @ 0 il

Object verification rate: @ 0.00 objects | second ils

Data verified: @ 0 bytes th

Data verification rate: @ 0.00 bytes | second ||.

Missing objects: @ 0 il

Corrupt objects: @ 0 |II

Corrupt chjects unidentified: @ 0

Quarantined objects: @ 0 I|I
* BEMTIRRIRIE R EREREE 0 sAIEIE Storage Node > ILM M & BIRFFARISEEEI D VB ©

Erasure coding verification

Status: @ Idle il

Next scheduled: @ 2021-10-08 10:45:19 MDT

Fragments verified: @ [} |1|

Data verified: @ 0 bytes li I

Corrupt copies: @ 0 HI

Corrupt fragments; @ 0 H.

Missing fragments: @ 0 |||

EER@REIT LS ERTEYXF

2. EEMHEFERIREIEENG
a. B > M ETERE > R -

b. FFHEER ZIRVEAR Y BIAT) o IIRERIERER 100 EESYHEIAESR - LEEET MIHFE
K1 B ABHMERITSE o
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‘ Delete

Active job

JobiD @

Job history

Status =

Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
defined by your ILM policy, still exist on the volumes.

Q

Nodes (volumes) @

o~ Ty
I:’ Missing object copies detected\ @

l

=

e S L L Ll o el L L g W L

15816859223101303015

12538643155010477372

5450044849774982476

3395284277055907678

Completed

Completed

Completed

Completed

DC2-51 (3 volumes)

DC1-53 (1 volume)

DC1-52 (1 volume)

DC1-51 (3 volumes)
DC1-52 (3 volumes)
DC1-53 (3 volumes)
and 7 more

e S e gt e S e Y Y

BIREMN

eI L EEERERMERAZINSH - EREEEIMNARERECERE syslog AAREFAIFHFHY
BEIEM - EREERSTETH TREBEMH ABRHTERREFHNESEN -

EHMEMFHILE Ivar/local/log/bycast-err.log seEEiE. BEE"H

= ALh 23 n
g2 °

SMTT (HBE) BIRAIAEFHAMIREIRE « BnBHAREHEMRBESE - FHESHAMBATEHNES » UE
Bt 7 e BRI ENRE - WRBNENEEMEESM > AIRTULEMERFMHETHES ©

1. EESEREBHMNRARSEN -
a. BEE IR > TH > fatsdni o

b. 342 site > grid node > SSM > Events > Overview > Main ©

2. EESRIEHAENEEUEBIRREE R EAIRMRE

a. EEIRT > TR > kinke -

b. 3%4Z site > grid node > SSM > Events > Reports °

o BB o
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logs-files-reference.html
logs-files-reference.html
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logs-files-reference.html
logs-files-reference.html
logs-files-reference.html
logs-files-reference.html
logs-files-reference.html
logs-files-reference.html
logs-files-reference.html
logs-files-reference.html

Last Event B RBRE EFRGE" - BEEEE :
d FEMEEs REEG -
e H#E  EEREEFHRIREE o
f. B2 R o

E -\
Overview Alarms I Reports || Configuration

Charts Text

ﬂ‘l Reports (Text): SSM (170-41) - Events

T NDD HH M SS
Adtriouts; ILEST Event _:J Resulls Pes Pags: (20 = Start Date !2D¢9fﬂ"-"15 15-19°53
Quick Query: |Last 5 Minutes =l Updale |  Raw Data: ~ End Date: (2009/04/15 15:24-53
Text Results for Last Event
2009-04-15 15:19:53 POT To 2009-04-15 §5:24,53 POT

1-20r2

rey : hdc: task_no_data_inir stabus=0x51

2008-04-15 15:24:22 2009-04-15 15:24.22 { DriveReady SeekComplete Error }

2009-04-15 152411 2009-04-15 152339 huc.task_ro_dstainlr: sthis=51

{ DriveReady SeekComplete Error )

BIUBIRAARSEN

BE] SRR GERECERE] syslog AARSBAIFIAZL ~ TR « SERVARBRERESH - BiIFHAA
CEEABASEAS (URERZE2EAMNERENE) %L -

BARS LEAETS
ZEBUEIEMREEERLIRENEE - U T IEFEEANR IS
* BIUBFTENHE > SRBENSHHERREE -
s RIBRABFEN BETEH Ivar/local/log/messages X1 » BN HHRHFEHNER :
° FHATZAER
© AT EREER RN EE B AR

“EE W IEFRAEIEE “/var/localllog/messages FRIEME EMMEXR » BEIXHREWATS ©

5o
1B IR > B GREY) > EIHM-

2 BREE P (WHEADURERRE—REE) o
3. BAESTEMTS > FI0 > shutdown
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using-charts-and-reports.html
using-charts-and-reports.html
using-charts-and-reports.html
using-charts-and-reports.html
using-charts-and-reports.html
using-charts-and-reports.html

Events
Updated: 2021-10-22 11:15:34 MOT

Custom Events (1-10f1) i
Event Actions
snutdown 7090
Show :10 ¥ |Records Per Page | Refresh |

Apply Changes ”

4. EBFEREE" o

S. EETIR > TH > fatgiai o

6. 12 grid node > SSM > Events °

7. EEHRPIRFIBTEHMERE > LEAR*Count*HIfE ©

MNERETEIEM > BIRRICEESEERN B E M R AR ENRL_EAg3E -
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I Overview | Alams |  Reports Configuration |

Main

Overview: SSM (DC1-ADM1) - Events

Updated: 2021-10-22 11:18:18 MDT

System Events

Log Maonitor State: Connected - “_?
Total Evenis: 0 e
Last Event Mo Events

Description ount

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service Events
File System Errors
Forced Termination Events
Grid Mode Errors
Hotfix Installation Failure Events
IO Errors
IDE Errors
Identity Service Events
Kernel Errors
Kernel Memory Allocation Failure
Keystone Service Events
Metwork Receive Errors
MNetwork Transmit Errors
Out Of Memaory Errors
Replicated State Machine Service Events
SCSI| Errors

a?

gy W

HEIEHNBEERAT
MRERVEEBFIFHRITEES » B ACEASEYAERPIERIGERR

%E%%I%%@%E&'F—@%#ﬁ%éé%iﬁ o R - BIEHRNERE 0 RAER T —EREK TR EEMELEZE

1. 8RR > TH > @i -
2. %12 grid node > SSM > Events > Configuration > Main °
3. EINE]EHREREIEE o
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Overview Alarms Reports | Configuration '||

Main Alarms

Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 r
Account Senice Events 0 r
Cassandra Errors 0 r
Cassandra Heap Out Of Memory Errors 0 r
Custom Events 0 v
File System Errors 0 r
Forced Termination Events 0 r
T e ) M T

4. FEIFEAEE" o
T8

TS AT UE B G E T #EStorageGRID R WERY5FAME(E o ISR LUERAEZ B s8R FR R
B 5T RABE ©

TR IERIZ(FHAM > FiE StorageGRIDARFFEN G ELEFEIZNS > IR ©

ol

BEE

* RRESRRBEARARTS  PRERRE « RRBENEFERMRBED(FEAR -

* YT E TS B StorageGRIDAM R EFEMEIEAR] - SEMEREEFNNE « SRR EIARERS
RUEEmANEREE o

* E S3 ARmERARENEHLEY  (ESiaRYHFRERE - ot P inEBE ARG
© BEEEFSREREFBRCHEIEEAPI -

SEEEMBEFEILNEREEXFIERT - ESFHELIZFZIHM (auditlog) UkAIEXBIEESSH
&b o MRS AR R F XS LEERTERERBEIAE -

TRl EE BN TS HESER
StorageGRIDAIIATEL BXEETEASE » B TR LB ERYM -

* StorageGRIDTE=R A4St B REFE1% B AU ©
© A EIESRNEA P BB HFE B T Re SRR TR, o

* B5E o G UEEEZ BN BRI ASERENEEEINGE R0 B RERES - EREINEE R B SRR
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TR ERIZSMBERR" o
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BRIE B - BHASHOME « B ASNERURTARANEH AN TANBES » H2H'S
EEH R ©

W tE B St HE SRR A B
CRILAE RS B8R R Z StorageGRIDA MY AR ERM R A ER (BEREER) -
BtA = Al

* CREER SENEENER o

* (AR EFEUER o

* CREREEREE o

RS LEAETS

SRR E IR R E i EE" « RA BN BT AR CEENREERNEEEN o« Bl
WENTFAETE tar.gz 18P > REETLUFE T EEI4H o

& o S S BEZEREN B RIS E FEEINE R A A5 RARES - EREINEBR B EREMREEE © #F
EREENFFESGRNARER - B'EEESFEISMEFER"

1 EERE>THR>HFE
@ A [ StorageGRID _ A A
O A = DCl Log Start Time 2021-12-03 ?f . 3: MST
@ [ ] DC1-ADM1
- D BiRa Log End Time 2021-12-03 :3 : 3: MST
@ [F bc1-s1 e L
@[ ] DC1-s2
@ []bc1-s3 Log Types Application Logs [ ] Network Trace
@ [ DC1-54 [ ] Audit Logs [ ] Prometheus Database
@ A g DC2
) D DC2-ADM1 Notes
L) D DC2-G1
& ¥4 DC2-S1
) |:| DC2-52
) D DC2-53 y
° D wea Provisioning
Passphrase nEEASan

2. EEEWERMERNMERER o
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of
metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

®  https:ff

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE EC Overview Replicated Read Path Overview
Account Service Overview Grid 53 -Node

Alertmanager ILM S3 Overview

Audit Overview ldentity Service Overview 53 Select

Cassandra Cluster Overview Ingests Site

Cassandra Network Overview Node Support

Cassandra Node Overview Node (Internal Use] Traces

Cross Grid Replication O5L - AsynclO Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Procassing

EC-ADE Platiorm Services Overview Virtual Memory (vmstat)
EC-Chunk Service Platform Services Processing
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

+" Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a
diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts

v

# Cassandra blocked task queue too large v
» Cassandra commit log latency v
w" Cassandra commit log gueue depth v
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CPU utilization -

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status MNarmal
Prometheus sum by (instance) (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m]})) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus (3

Thresholds Attention >=75%
@ Caution >=95%

Instance 1T CPU utilization 11

Status e
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-51 8.708%
DC1-52 8.142%
DC1-53 9.669%
DC2-ADMA1 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-52 5.000%
DC2-53 10.469%

W

3. A . EEFHEIZEMBRMN Grafana B3R » (5242 Grafana &&R Rk &4t o
W IEFRA 2 e S BB L34S -

HIRAERARY Grafana &Rk o TELLEFIP » BiBLERNERZEEEREEER CPU SRR RN
Efth Grafana Bk °
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics LY
Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
/grid/metric-names Lists all available metric names ﬂ
Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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RIEEERAE > RAIBERE ST ERBIREFUE" - FI - RSB 225 ILM R
EEMBRARITURNFEN S S EFETRINE -
a2 Al
* BRAAE—EMHEET > e URU THRPZ—
° UUID : ¥ RYiB A ME—RIES - UEEMARAIAZINEA UUID °
° CBID : StorageGRIDA{+HIME—5RIES o {RILAETEZ B SEREUSYIHRY CBID - UE B ARHIF

g A CBID °
> S3 bucket # object key: E—{E#)4@EBE"S3TE" °» TP IRERAIRINEREERMYIE LS K EHFHN
SR o

1. 382 LM > Y TERER
2. B R R AL 8 A BORRARTT o

&AL A UUID ~ CBID ~ S3 {77 1@8/44 825k Swift R23/F 47T o
3. MNREBSHYEIFERRD > ;A8 AR ID (FIEE) o

Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid to view its metadata

Identifier solcest E""J'.'E"h‘]i‘lllll

Version 1D [optional)

4 BEBBH o
B ETENE AR W o ILEESIH T W TERNEE :
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° RAETUEUR 0 BEYMF ID (UUID) ~RR#AS ID (FI3E) ~ ¥3fH4aiE ~ BEs%iE « HARIRFRMEE ID

Y RVBEE AN ~ W1 B R ALY B BRI B i U M0 R 1B 1 2 a0 B BAFNBS RS o

° BRI ER BSTR R TEREEY -

° WY S3 WK MR HREAMNEMNHRITREEY -
© HRNERNYHEIE > SERIFHBERHEFUE

© WNIRERRISYIHEIZA - SE R RIVERIFEEFILE

© BNEIRFHEFNFRMRIE - MIHFRE » SIESNEMEEFRR R BN RIME—E RS o

c ANDERHSKNZHOHR - BREIBESRERFEMANERKX) - HitAFBIE 100 ERNHR
EREMAT 100 {EER °

° MBI TERIRAREENASHEEEI o IWRIETHIREERSRATEE » TieFREHESE
hRZs 2 FEIFFETFTE o

WU T EMRERRHEAMERZAR S3 AFEMHHH TERERER

System Metadata

Object 1D AT1ZE9EFF-B13F-4905-9E9E-453T73FEETDAB
Mame testobject

Container source

Account -1582139188

Size E24 MB

Creation Time

Modified Time

2020-02-19 12:15:59 PST

2020-02-19 12:.15:59 PST

Replicated Copies

Node Disk Path
99-97 ivarflocalirangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCV2E
99-39 ivarflocallrangedb/1/p/12/04/00nMEHS TFEoW2B|CXG%
Raw Msatadata

"TYPE™ I "CTHI",

“CHND™: "AlZE96FF-B13F-4905-0E9E-45373F6ETDAR,

"MAME®: “testobject®,

TCEIDT: "ewSB2IDEVECTCIRLIGT,

"PHND": "FEABAES1-538A-11EA-SFCD-31FFERL 36056,

"PPTH": “source”;

"META": {

"BASET: {

"PAWSS:- =27,
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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BEZ " AHSEFREHNFAER"  BRRTIIDERE

1. BT > TH > @Ak o
2. 342 site > Storage Node > LDR > Storage > Overview > Main ©

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online =]
Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Tolal Usable Space (Percent) 96.534 % mMe
Total Diata 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratrisved ] =
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
o002 107 GB 107 GB moB moe 0% Mo Emrors oy

RBERENMNE > REENHEIERRE FRESHR - MRRBEERERE » BERZEELENHTEE > U
BRMERFEIRBEERINEE - MRFE > RIS ECE EIR-R I R 17 AR E I MEEIARR "L
{EStorageGRIDR#R AT AR EFHTEMERIRSFFERECETEMRE

B=E e

StorageGRIDF #5038 17 iR LM ERIF R RN - REIRRMERNMMG o
BREBRENBMERSD - BERENMHFEMERE CEIEAERE) - tARESHURFRERN R
- RAEE BT > FEREVMFENIERY - CREUEEMHEEERE - UERMESMHNE
' (BERZEREYE) -

fHERE R ?

‘BeEEEFSEDERBNREREFNMESFEMFENNRREIL - T ESESEEHRAEMRRER -

% BRERERRYFNIRIFRBY RN - TR

* ERYM  IRRERERERHRERYA AR - RIRIRNEIARSREE (LB MR FREE 2 e R E At
U8 o A% » EEXWNE—EMHIRBIRNBIALGHZEEN ILM KB - FrRl AN Al sE R EREERRRIGE
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* B RERRETRRR  EHEEFSEGRIESBRFIGHIEE -
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1. BEERE > TH > @k -
2. %42 Storage Node > LDR > Verification ©
3. BEIERE>TEo
4. FIfE LDR>BesE >HE > FE -
S. EE BT EEREEX > R REX > BEE -
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Overview ' Alarms \ Reports | Conﬁgurathn\

Main

Updated: 2021-11-11 07:12:00 MST

@ Configuration: LDR (.~ w ) - Verification

Reset Missing Objects Count O

Background Verification

Venfication Rate | Adaptive i

Reset Corrupt Objects Count 0

Quarantined Objects

Delete Quarantined Objects O

Apply Changes *

6. B—TFEREE" -
7. BEIEEAMHRB S REER o
a. gi{E NODES > Storage Node > Objects °
b. 7EEEEE S > BERARHBIRAY AT Red B O RIR AV 41018 o

Bt BB AR EBIE B TEEMYE | SIBIEN 5 3 B StorageGRIDIFE S E
RIRIZE A RHST - S0P

* MRALURBWIHEHRT > StorageGRIDE BB MMHERIAVEIA o AIEREIES) ILM RER
HIStorageGRIDZ A BRIt 5 Z IRl o

* IREARREWICEAES (RABERE) - B TRERIBRIEYMG) SIRRIEE - Mg TERIE
ReAB IR B o

C. MRVF[ENENHRYIE > FHERNTZEUAEEBIENRAREA o
8. BRI IEIRARIR MG NE REREER -
NR%E SRR RIREMEBYHERIBIERE » B MERIZHIRR B BRI SRS o StorageGRIDZE A
AR ER L ERIBIER R BRI TER o
a. EE T > TH > @RiaE -
b. %42 Storage Node > LDR > Erasure Coding °
C. EEREEAERRP » BRI ERFIRIRIRA B (ECCD) B o
9. 7£StorageGRIDZ##E BENRIEIBIZEN Y418 » ESBITVMHHNEE -
a. EETIR > TH > @i -
b. 8% Storage Node > LDR > Verification > Configuration °
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a. BEE TR > TH > @kt -
b. #8}% Storage Node > LDR > Verification > Configuration °
C. EERIPRIREERYI I o
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0. BEWEGERERE - MLUEE T2 JEERN E—EPFRREMTCHIEE o

EETHTHEEEREFSE » ERIEEUATERZ— !

° TIE5EhK °
° WEFHECHZRLIE o ERIUMEESEEN I - EEEZMEEBUENIFE -

° IEERT - B MHEERECFLER o HIRHB TR EEEITIRIE
° TYERE - @3 FEMIRERBER - RRHBERISER A EETRETTIRE
° IR TIRFBAAAL =X TMEkEARasER) S - — 0% > RIAMEEmMEEREFSE -

184



() EEEE cANERNEEERE AR SRR .

10. EfERHITER » &5 NEEFR) RBUELT MR 4aIZ4) BfE -
ZERTEINGNEE —ENSERRK R EROVEIFRISYFBIGRK B 4B R -
MRERZFPERMERI R BB AR 100 > BIEFERAVEFAIAEARE o

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 10 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mrissi\;g obicc{coui&-s detected @: 0 1 Elapsed time :
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node = Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 D;.1.2 Data Center 1
DC1-53 0,1,2 Data Center 1

M. EETERME > FREUEAH M ERHETE
° MRERENREMARIETRHT > IRTAREREE - BERHEIERTE -

* MRERZIBVERM G BIABAN T BAREEYHEREH > AIREEEIEFEEKRIEIE o BREFR
BEREEEEEHEEIE - UM LAY B AE AR -

° MREAEIBVER M BIA RN T BB T HERER » AENTEEAREEREIRE - BREK
flosz4% -

° fRPILAER grep 1REY LLST Bl S RATERNYHEEIZ | grep LLST audit file name °
BB SRR M » BEMESNEMAEIER LLsT AR OLST °

12. INREHIEREF T RIS R M > FEFOTEUEFRTEN - - ARBRITERNERE
EERAITREE -

= StorageGRIDE R BIRFXE R & & NENRIM MR E R T BB —BIER » ENPITZIER IS &AM IER
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a. EE MR > Y TEERT > (F¥RiR o
b. HEEMLAFE CEBITFEMIIT -

. BE TERERE) JUEEWLE/FERE= BRI o

i. FHRELEEE » B —BUEIESIFILZ K strong-site 3% strong-global ©
C. ENEEMPITHSEMFENEEE  RABEE EMET °

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
= Search by Job D/ node name; consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ .,
JobID Stat = - 4 startt] - End t =
o & @ AL [~] copies detected @ control - et e @ 1 ol J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-S3(3 {3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
~ DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d. EEMRPITEREED © MEFMENERIEIRE R —3E -
e BNEREMNITIERER  BEENNIT -

HIVEBEERE o IEENFA (FEERF LGRIAR — B EA —EIERENIT o SFEERE DRy THERAME
Z| WAYE T RIGFERIER ID -

FER &
MBRIEHIAE BRI TR > :5711E SUPPORT > Tools > Grid topology > site > Storage Node > LDR >

Verification > Configuration > Main g8 55X - BRI EEMAREMH BRI ER ST (E1EIR
AERIRTE - BIRBIRMEEBEMEAEEERERNERR

BEI% S3 PUT Mt A/ VB A ERAIE

MRBAPRERHNITEE S3 A/REI 5 GiB HIFEZEZRS PutObject $21E » B & &% S3
PUT ¥ K/ NERELR o
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FIsEZ Al
* BEER"REIEREES" -
* (RE"SEFEUER" °

HEEMPLEIR R AR 5 GiB FUER » LB LBt o

1. FifE RTE > BEHE > B A H SRS
2. MRAFIFEBALER > BIFFEEH -

a. A ssh admin@primary Admin Node IP
b. & A "Passwords.txt' X{f o
C. AU TSI Rroot : su -
d. #iA "Passwords.txt SXff o
B root BDBAR > - FETARE S B 4o

e. EAEstAsEFRERNEER

Bt Bt B NEREREUARENE T BERE

eI =] 5k

MR (FEER /var/local/log/localaudit.log
EIRENRL/ AN B RG © EIRENEL (EERGAIIETERRL)

/var/local/audit/export/audit.log

* FREEREY © “/var/localllog/localaudit.log ZE LR T » XI4HEE

ShEB# 4t HEERIARES /var/local/log/localaudit.log

BIBEHNEBEERE » BA | cd /var/local/log B#& ' /var/local/audit/export/
BTYRESZER > A2REESSEMNBNH" -

f. FEEMILEFR A IEEERAAR 5 GiB B4 o
i. A zgrep SPUT * | egrep "CSIZ\ (UI64\): ([5-9]1|[1-9][0-9]+) [0-9]{9}"

ii. WRNERPHSESEAE > BE SAIEUICRERAFIRS ID o £ARERRIEMBEREEE
R EEFRANYER T WHME 1P (it

2B gt
TERE iR 1P
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12U it

S3A #E ID

S3BK i

S3KY Sk

CSlz KN (fu7c4l)

st BsbiaReEs)

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3ATI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK (CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro0t"] [SBATI (CSTR) :"93390849266154004343"]1[S
BAC (CSTR) : "bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. MRAFRBREARLES > AERAERPIEMAF D KHBFIHEMR :

a. giff 2% > TH > Hif - WEERPREFHZAMNEREBS - 15T EHRAIE 15 DiE -
b. FEENX 4 EE S bycast.log -

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. #EHEE ‘method=PUT Li#AIZE 5 “clientlP 151t

bycast.log &

Jan 5 18:33:41 BHAVNAJ-DC1l-S1-2-65 ADE: [12220829 1870864574 S3RQ SCEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. EHIFHSF PutObject FIERAK/NA 5 GiB » B AR 5 GIB M- ERD R EE o
S MNRERAREXEENR » FRBER—AF o
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BEMGNRRABERS - BEKEFPHEAEINEIGNK - ERYHERNER AR
52 ~ ILM BTG U HF R E R R ERHER -

StorageGRID & #EERMHF T BRI RR (I BB ARERIME L ERREW M - RETRRUERINEI 2 HHIE]
x> ZERFEARRRENEMAUERNZINGNS—ERE » R LM REEIRFZMHHMEREZER
ZHYFRAY o

YNSRARZRALT) > StorageGRIDRFAFEVAZMHRIEREZ - B > ASBEMIHER LR > TR

* BRNERIEIE > MREZRRS—ERE » AIRMHERERESR > LAEHER -
* HRERRARISEIZ - MRECARETRIUERREAE - AITEESCEMUERRRIESZA] 0 MERZIBRIRE]
7<) (ECOR) BiFEMN— - MRRAHEIEMEIZE > QI SHELR -

I ENAEFIA MHERER - UHEEERNRANRE » LHREEVH RS EFERBERN BT AR
FEIRAS - HEREERNY@" o

MERARISYGEREER » ARBERBERSE - B2 » KU REEERYMETEE - UHLEEREXRYG
BETAMBERYMN - B'EEERNMRKHYIEHE" -

AEELNYIm
S TYReEk) LR > [CABIEIETRAE - WESTER RS EAARIT
j% °
BYAZ Al
s SABEER SRR EZIE R o
s (RE"SEFIER" o
* {RAZBEHER “Passwords.txt S o

RARSLLIERS
“PIHIER LR R T StorageGRIDB A MR FRBMHHIRIA - BRIAIAEEKAERK °

MENREBRYIRER o TR REEEIRBUEHERE ILE—P NERIESX - ERELEERT » MREKREHRERITE
EFRESIRISIE RIS ©
HER

1. E1Z*NODES* °

2. 342+ Storage Node* > Objects °

3. BEEVMHHRPETRIERYGHNBE o

LB F R Z A EIRL (A 2B E (B Storage GRID R AR TR DAV HAEZ - =Z{EE LDR 71 DDS BRFBHHE
FHRETF AR RYE R St ELESRIAEA] -
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Overview Hardware

18/s
D.800 Bfs
D.600 Bfs
DAD0EB/s
D.200 Bfs

0B/s
1510 15:20

Object counts
Total objects: @

Lost objects: @

S3 buckets and Swift containers: @

DC1-S1 (Storage Node) &

Metwork

1 hour

Mo data

15:30

53 ingest and retrieve @

15:40

Storage Objects ILM Tasks

1 day 1 week 1 month Custom
Swift ingest and retrieve @
1B/s
0.800B/s
0.600 B/s No data
0,400 B/s
0200 B/s

0B/s
15:50 16:00 1510 1520 15:30 1540 15:50 16:00

4. IEIREIRG > "TIMES AN RERE AR LRI RIME—HRIE (LUID)
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a. BAMRENRS

I BIALTF®< | ssh admin@grid node IP
ii. A Passwords.txt X f§ o
iii. FAMU TS YIE oot @ su -

V. B A Passwords.txt N o

b. B EFTHEFIERBEER

Bt O3 AR R AR

IR
ASERRS (AR

EIRENRL/ A B RS

1af &4t B S5 R ARER

IS root SNBAR > #RMWFTRRYE s B 4o

HEFT BRRE ©

B Ry
/var/local/log/localaudit.log

- BIEEIEE (EERAFIIETEARL)
/var/local/audit/export/audit.log

* FREEREY © “/var/localllog/localaudit.log 7R T » XIHEE

/var/local/log/localaudit.log
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RBENEFBRRE > BA

cd /var/local/log @& /var/local/audit/export/

BTREZER  ABREESEENBRM" o

C. {EFH grep IREWIHHESL (OLST)

d. FAENEFREEZHI UUID & °

BeteflE o #A | grep OLST audit file name

Admin: # grep OLST audit.log
2020-02-12T19:18:54.780426
[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID (CSTR) :"926026C4-00A4-449B-

AC72-BCCA72DD1311"]

[PATH (CSTR) :"source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

o. £ UUID SHERMHBITER -

a. B ILM > YT ERER o
b. #A UUID > ABEEEZH* o

Cc. ERTERPNME > WEREE

TR
RIFIWIH <object_identifier>

fiI& >0

i =0

ERYFERE -

Q?I:I i}

NRKRHEZER > AIBEFASE TERROR) @ Ty o

RAKIHEZHR » EAUERBERVHERBIRELUBIFER IR
DE(EM M RRZID R EEMIR o

WRHEPFIETAE - B MHER) BHRAIESRE °

PR RTFTE o EARML Y HAVERRS 1D MIESRRICHKERBIRE
EAIRFIHAE o

(RIS A BEIE R i AR RR AN A SE AR ARG 1D RS IERERI T
BN o

MRMHFE > BRI UEE BRI IRELUBRER

MRBWHFRBIHLAE - BIZMFRISEEER - TIUER L=
T RAES R ISR A B1TRRR - SUEMERATSZIE -

i< EZrI e G BRI ER T ERETREFERER - E5FH"
EREREESNEMHEE MR ERERIFEE"
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S iRE R BEEL Y M
B SE R AR B 18 B AR M IE BRI E RN ELYMH (LOST) BB EREARISE
BRI o
FRYaZ Al
s SEAEEELRYIR UUID » INsAEELNYIR" -
* {/RB "Passwords.txt X {§ o
RATSE1EFS

CRILURIR IR P A P E it S ERERYIRIRIA - KZHIERT » BERIMImIBEANEIN - B2 -
AEFRLEFERT » MRCEREKLFEITE » SOFFaesai B L IREIERBE R -

O iR ERIL RO -

TER
1. WEEEHH > WESEZEFUTIKOTREHAE -

a. B AHIISEIRS
i IALIF®% | ssh admin@grid node IP
ii. BA "Passwords.txt SXff o
iii. AT SR oot ¢ su -
V. B A Passwords.txt X o B root BREAR BTRFTHEHE s F 4o

b.  PMATETHAFREMBEE o

&5t BEE BB BERBRBURNENE ST ERRE °

eI =]k
AHENERE (FEER /var/local/log/localaudit.log
EIRENRL/ AN B RG © BIRENEL (EERGFIIETERRL)

/var/local/audit/export/audit.log

* FRrEHEREL - “/var/local/log/localaudit.log ZELEAER T » XHFEE

ShERZ 4 HESRIARES /var/local/log/localaudit.log

RIBEHNETBEERE » BA | cd /var/local/log B#& '/var/local/audit/export/
BTRESZER  A2REESEMNBNH" -
C. {£F grep 1REN"EAR] AEIEL AV IERIR B SR LAF EMI X BIEH X o A | grep uuid-

value audit file name > output file name
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fugn

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about lost object.txt

d. £/ grep {REILEIHEZRPIREVIIBIESL (LLST) FIZNE o #A | grep LLST output file name

fgn

Admin: # grep LLST /var/local/tmp/messages about lost objects.txt

LLST &tz SRS LA S -

[AUDT: [NOID(UI32):12448208] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA#3tN6"]

[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :15815351

34379225]
[ATYP (FC32) :LLST] [ANID(UI32):12448208] [AMID(FC32) :CLSM] [ATID(UI64) :70

86871083190743409] ]

€. FFILLSTHEFHIPCLDIANIAINOIDHEANL ©

AR TETE » PCLD HEBHAE HIERERYHRIZSHISTERRE o NOID HER I EREYIHRI4SHY
LDR BYEREL ID o

IREHEMHIIE - ERIBERESOIRIERZ 1T ©

a. S B LDR 3% 1D BRI RETFENRS - TR EIER T - 1BE XIE > TA > @RihiE - AREEE
FHL> > {#7FERE > LDR ©

LDR AR#F5AVERES ID (I ERRAE AR P - EESERGFERMNESR - EFIKEIFELL LDR MfE7FERS ©
2. BEETMEBPIETNRFHN LR EEFEEZIN
a. B AHIMSERRS
I AL TSRS | ssh admin@grid node IP
i. A "Passwords.txt' X4 o
i. & A T ap < tHaEroot 1 su -
V. B “Passwords.txt S5 o

BB root FDBAR » BRFTIAM S B 4o
b. REEMEMIERBEREIE -
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HIHRIERRE > EHAKRE LLST %S/ PCLD f& o
fgn - g@A

1s '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tNG"

() Eoohssr B mE R a7 R R SR SR

* IREAEHRE - AMHHERT BEAERIEREFER - BBRMRIE
* RBEMARE > RIEE T8 o GRIUERR I EIR) /RO StorageGRID °
3. MR EMHERIE - BIEFHBFY B[R EStorageGRID :

a. EE—E#TFENRL - EIHEZREIPRAE - WEE R HStorageGRIDEIE o #A | chown ldr-
user:bycast 'file path of object'

b. %18 Telnet ZE4RF! localhost 1402 ZR{FHX LDR #Z=HI& c #A ¢ telnet 0 1402
C.# A ! cd /proc/STOR

d. #A : Object Found 'file path of object'

fBgn > wA -
Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

217 "Object_Found 5 < @AIMARYMHIE - CESEEZEH ILM RE& » BERBERBESERE
PIEERIA B RIFERINVEIZS -

AR EERZ Y B RIF AN R R R B ARAR RS » BT LU 2B B B4R AV ETZED
Bb o Y IR B T4 L (HFENEERI{E R /var/local/rangedb B2  JA1% » 2
"Object_Found' {EFRZAERRIEEIMHFRISFS ©

" MREEMIEZER > "Object_Found'fF <R o BHEMIZIE ©
* MRYMHERINEIREStorageGRID » R GRER—RIRIIEAE o FIU0

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

wWET— -

4. INRYHEIhER EIStorageGRID » A ER B EEYINE :
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a. Sign in"sz iRV EZE

b. 3EE ILM > ¥ TERIEK -
C. WA UUID » REBEETI o
d. EETERLERERUE °

. WEIRER: - EFUMHH ORLM FBHAEMNEHES - UHSTEREHBIHERE (ILM) ERBREERER!

Z o
a. B AHIMSERRS |
i BIALMT#< . ssh admin@grid node IP
ii. A "Passwords.txt {5 o
i. & AT ap < tHEroot & su -
V. BIA Passwords.txt X o BIELL root BAEAR » ITRFTHUR s E 4o
b. BN ABETHARENBE - BF 7 1. bo
C. f£/ grep FEYHHERANE A DIRINEIGLIESR c A | grep uuid-value audit file name

> output file name

540 -

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about restored object.txt

d. &5 grep R HERPREFTEYHRR] (ORLM) FITEIZENE ° A @ grep ORLM

output file name

B0 -

Admin: # grep ORLM /var/local/tmp/messages about restored object.txt

ORLM #E1Z:N B BERBRULEEHIFE o

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM(UI64) : 15633982306
69]

[ATID(UIG64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a. fEE TS FFH LOCS i

NERAEFTE > LOCS A CLDI NER BEIYIMARIZARIEIRS ID MEIEE ID - ISR TEER ILM > 8
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BRI mE &R WEYG RIS
6. "EFERMAHNYREHE EEREIERSP -

EEBERMRENYEHE

723 E StorageGRID RHT M FESBFA A ;L SRANB R ED A B R R R RRE - 1TATLL
1% DEKY) BNEERAT o

FAYaZ Al
s R BEFER ST IENEEEERS" o
s (RE"EEFEUER" o
RAR LIRS
EAI A TME—EmERIEL Y ST EES ¢
* g > TH > {@RGH > ihEL > (#7602 > LDR > BEfl#EEFE > it > &
* 18 > TH > {@RaHE > 1h3h > (517803 > DDS > BRl#EE > i > £ E
SLEERBAEERIE LDR > Data Store B EE R TEES ©
TR

1338128 > TH > fasdni o

2. 1B E Objects lost EIRDY LOST LRAVHETFEIR, » 42 Site > Storage Node > LDR > Data Store >
Configuration °

3 EEEEELYREES

Chverview Alarms Reports | Canﬁnuration\,

Iviain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

BRI BIEERS 0 WEMHFER EHRNERERBNF > EAETERDE -
o i > EEEHFEXRYMERBEP RSB EMERELEE

a. $#E4Z Site > Storage Node > LDR > Erasure Coding > Configuration °
b. BEHE B EH BN EEERZIAIRIZRIASEC o
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C H—TRRZE -

d. 342 Site > Storage Node > LDR > Verification > Configuration °
e. B EERAMGE I EESBEMGEC -
f MREREAZERBENHESR » ELUEERHBRIEREAIEH R

ERORENTRIRNERM A RIS > MERIIBREYT - TAZHIBERT > StorageGRIDE HENEN
IBIRAYHR > I B AIUZ2MMIFRIRRERIHSR - B2 > WRMET MIFHEKR) TR NEKX) TR
» Befii sz 1\ BRI SER 2 FERIRRERVF o

g B—TEREE" -

HREAENE  fIeRE2—CREAEEERM
FEHREMEF T EEREE

MRV BT TR EREFNR LA AR REYFEN R ZERE
Bta = Al

* CEMERENEEER -

* (AR EFEUER ©
RERSULAERS

gﬁéﬁ%ﬁﬁﬁ%ﬁt*ﬁ%&%ﬂﬁﬁ%%ﬁﬁ%%#ﬁﬂE@%@%fﬁ‘ﬁﬁ%ﬁﬁ%ﬁﬁuEPEEEE’\HL’-E#Z—H% SRS MR EREE

g

BB T > BILR ML AER > SRETEER

(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +

storagegrid storage utilization usable space bytes)) >=0.90

TEREERT :

* “storagegrid_storage_utilization_data_bytes' &1 17 BIEA0V1E W ANIZPRAR BV E R AVAR K/ NBY(EET ©
* “storagegrid_storage_utilization_usable_space_bytes' B TZEN LRI BRI HEIF T RI4EE -
MREEFERREN B BERRFER > CREZFBRITERIN6E
1. B, > Bl ©

HIF MR Bm e

2. (RERERP - BE MEMGEREE TREE MRTE) > RAREEEZEENER -

() ==

I

o MAREREBIRE ©
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3. EEHEEPHFHMES  WERMUTEIER

° FFREAEEE

° UEREFNENRERY LB

° IEERAVIERM ERIE
4. #E$Z NODES > Storage Node g Site > Storage °
S. KIBEIRMTE TEFERR#E - MHEER) BRLE -

BETRUATRE -

° BfEA (%)  ERRYHERNETRAEENE ST -

° BfA | ERRYIHERINETTATEME o

o WEER 1 hEIRL ~ IhEASAEE EE RN BN EGETE -

° JEPRARER BN [ LLEEL « ABUASAEAS LBMRRISYIF BRI 209EETHE o

° 48Et © LEENRL ~ WABLSNAENE LRI FAZERIRVARE o (FF{ER “storagegrid_storage_utilization_data_bytes’

NI

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
S0.00%
= Used (%) 0.00%
AEATE Used: 17112 kB
25.00%
Replicated data: 17112 kB
- A4 = Erasure-coded data; 0B
% 9430 1440 14 = Totak 310.81 GB
== |lged (%)

6. JEIEER LRI B S B AR R A R (B o

EE—EFEENNREFERBRIIURE T BEEERZAMZBERT S MR FER > WATLIEBEE
sHENREMVRIER =T E S REFRE 2 SEEM o

7. BIRH » HIEHES 2 EIIRREE
CRILUREEHERE (LUN) EERANREEER » AT LS RHEFENRS -

() sHEsks BemeErENEEDYE .
AT KN B SR
MREEHHEFELKENERBEE » BRI seREHREMEEFKENBE LR - NRAIGE
WVEE » CREZENEHNRARUFRGERRECE -
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ELFINRRER » E=E"#HEE 2 BERERE — — HRNESERNSEEENM NS EEEEETEE o
{tStorageGRID 11.6 Fi%5 » %S 0] LIRREER A/ FIEEE NS S ERCBAMRFEHIEENELEE
JKEf o

FH4RZ=StorageGRID 11.6 B S HRAE - RIE{CHIMEENER KR BB ERRFIBE#ES » BFIEUTE—
BRAR

 ENARBEEE LR  IRERBECTKE  BRAEIIEE - EBBERT > StorageGRIDFE
BT PKENRTE o

© B2 AMEE ST KR EABTME © StorageGRIDF ERRECEBEETIKENRE < B2 > MP
(AR B BRI KN B A TE AV > StorageGRIDATAE R B B EME Tk ENE 2 45 -

THRER

MRS TRENEA T » AATAE A —ER S B R R T DB 4 -

SR SER MRS R UL AN E T W R RS R - MRREERETRE -

FEFHRAESELEMERAMERRZAHIRERERETENIER - EMREITER » REMFHRER
FEEEEEAEN (BFEH) -

BN > (RER IR TR BB MESE T KENERE 4 5 GB © IR7E{RRStorageGRID B A 1Z7 Ei A FRAYIT{E
FHEREStE T U RE(CE :

RS 12GB
F1% 12GB
F2E 11GB
ERE 15GB

FETFENSE A BB T (BMEEZKENBE LR > AAKMNBETF/KED (5GB) /NAZKEETRAHEENR/ NRE
{6 (11 GB) - NREBFEABETRE > I EELZEHEIRTIMERE A HIREMREREMNIET
pRREERR
UNRER T — A ZEMRME T KENBE LR > FRBTIPEIRE - MREBERERABTF/KENRZE » T H
BN S AR LRt BN ERRE(CRE » S LUERELERA -
B Z Al

* BB 5ERFARZEStorageGRID 11.6 {ESRRES ©

s CEER S ENEE SR -

* {RBE"Root{ZEUER" o

BAASLEIERS
A LA B 5172 7K ENSR E B AT 23RO F /K ENB Z= 2R AR R MER F K ENB = B4R © BR » MR AN S AT

RO ETARHN ILM 23X > RIEAERBCNRE KL EECREMARSIURE -
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AHMEREEENHKRERERBER

1. 3E#E*NODES* ©

2. HRERPEELLR: > ERERIEE -

3. BESEILRN S EMRFHR PRERNHERPS PRI E D LLE -

Nodes

View the list and status of sites and grid nodes.

Q Total nod

Name = Type = Object dataused @ = Object metadataused @ = CPUusage @ = -
StorageGRID Grid 619% 490
A Data Center 1 Site 569 3%

DC1-ADM Primary Admin Node 6%

DC1-GW Gateway Node 1%

& ocisn Storage Node J T1% 3% 30%

@ Dpci-sn2 Storage Node 259% 3% 42%

@ Dbci-sn3 Storage Node 63% 3% 420%

& DCi-sng Storage Node ‘ 65% 3% 41%

4. FRIREENDRIRIE

a. MERRAE—ERFFEHRIZLM (P10 > FRE* R EREER/L 80%)

TE ° RIEERBEFKED ©
b. 41 ILM MREUGE A BARIETA » SUFERF NN - BRITEEE(CHREZKENMEEZST XL

fERBIEFKEN -

EEREERREFKED

» BIRTARta e B ER

StorageGRIDfEFAMIE Prometheus fE51RREENE A EF MR & EMEE T KNGt ENRE(CE - oI UAEEME
e EFEFEEHRENRNIRARELE o

1 EE R >TARA>HER-

2. 7 Prometheus 24 > #EIEE4ELITZEY Prometheus ERENE °
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3. EEBFEZRNR/NRMERTFKEN » SHFEALT Prometheus f51% » A%EHE 91T :
storagegrid storage volume minimum optimized soft readonly watermark

RE—HIBRRSERFER LA REFHIR BRI MEE KR/ NRECE - MRZEARFFHEIRER
RRGETKEINEEIRE » QSRS REFMMIRMEE T KENBE LR -

4. EEEEFERNRRBMTETKED > FFHALLT Prometheus 1518 » AR EEE 1T ¢
storagegrid_storage volume maximum optimized soft readonly watermark
RE—5|BERESEMAFEN LA RFHIRE N E T KRR A RIE(LE

o FRBEREFHRMIRARELE-

FlEr B T AR RE(CFKED
1. EE*NODES* ©
2. HEER HAFEMBEIREEDHR .
a. 342 Storage Node > Storage °
b. M THEBIMGFRR -
C. R EMMHEE (HiR&) ] AYERCAZAEAFHACRNRAREICFKENEITIER

3. MNRBELR LREFME LE VD —EMRER T B EBANZERNRARE(CFE KD » FREERELF
TKENFRIATE R BRI KED o

BR) BERIERER o EE—E I FEFE DIRAMMIN TS FEFER" o 2418 » EEIERE(CFKE
EHIKENRRE ©

4. NREEEREFERBTEEAREETKED » I HE = EHE I KENBE LR o
@ MR BEIFKENMEEERNSER#FEHR NS ERHFHIRE - IREFESFKEMERN
REZENE AR EREERFHIRETHMEDFERESEEAFN (BBHE) -

AR EE{LSFAKED

1. A SHB > Hith > BA7EKEN o

2. By R R HIEIE -

3. BB o
IR AR A IR BN SR » REGNMREE TR RN SEETHMREEY o
FERTTE KL R
MNRIBETEREE - ERGBANEEENRRU S ERRERIE o 1552 > WRAEFE
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o ELEANIRFESEIRMMSERE -
MRS EREIRP TEER > FERUSKEERE (FIM root) FHEABEEES -

° MMRAHAFRAINEA -
. BEER-o
ii. B2 FLE > FEUESH > BHHS o
ii. #%—TF TAlELELR) UER:E LDAP ERSIFVERRTE o
v. NSRRI KR > BRI E TR o
c MRAFERER LTSN > BEREREER  AAE T —F
6. FRLEINE (ssh) BEAEIEEE :
a. MIAMTF® S | ssh admin@Admin Node IP
b. #A “Passwords.txt Xf§ o
C. AT LS lroot : su -
d. B A "Passwords.txt X o

BIGLL root BOBARF > TBmFITi e s B 4o
1. EEMPREE_EFRBRFSEITIREE | storagegrid-status
FE{R nms ~ mi ~ nginx 1 mgmt api RFSERIEZELE ©

YNRARTSARAE S E ML > B G ILRNSERT ©
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$ storagegrid-status
Host Name

IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release
Networking

Storage Subsystem
Database Engine
Network Monitoring

Time Synchronization
ams

cmn

nms

ssm

mi

dynip

nginx

tomcat

grafana

mgmt api

prometheus

persistence

ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp2

node exporter

Sg snmp agent

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

5.5.9999+default Running

Verified
Verified
Verified
Verified
Verified

Running

1:4.2.8pl0+dfsg Running

11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
1.10.3
9.0.27
6.4.3
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
0.17.0+ds
11.4.0

8. MR nginx-gw ARFZIETEIETT # service nginx-gw status

9.

10.

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

fEF8 Lumberjack WE&EHEE : # /usr/local/sbin/lumberjack.rb

MREFRBERLETIBE » EoJLUER --start # --end Lumberjack MIZ<ZEERISTE B E WK EEHE o (£

lumberjack -h T 5 tLIETERVEFMAE ©
R imAYEn H s B SR E B R R EIE o
BHEEUTHES :

° /var/local/log/bycast.log

° /var/local/log/bycast-err.log

° /var/local/log/nms.log

° ** /*commands.txt
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M. MREEEHR EIRHRAVEAIRRE > FEHUTE—m < REET TR LHIT ADC IRFFZN = (EfE7F
BRFERY IP (it - 3BE > BRI E L RARI = (ERE7FEES o

# cat /etc/hosts

# gpt-list-services adc

EIRERTERRRIBIZREA ADC fRFS ©

12. WEIRENE > £/ ssh EAS{E ADC f#EFER > BRIEHEEN IP {ilt o
13. EEMASE LFAAIRFGEITIKRS | storagegrid-status

FE{R idnt ~ acct * nginx #1 cassandra ARFSABIEIELE o

14. BB EREFA Lumberjack WEHGEMEE HSSEEH#FHR ERHEES
15, WIREEIERARE » BEAERIMZIE -

RS E R BES R IHGRATSHE - ZR2R"BFHESE" -

fEAE T EEE
StorageGRIDEREEF 4R 1% - 49MEEIRR A A EIRSBHEAE N E I scBIA I TAEARIFE -

1. BRIRMERNR SZENFERZERR"
2. BIREREERIER IR o

ARRARE MIBRSCAT AR A EStorage GRIDEREEFA L ARVBRS R » M A FFEAENEBREREF B
B > 552 Web BIE8A0CLE o
fRRABES ~ EERSA] T SR

ST AT S IEEFS KRB FEE B2 StorageGRIDARE ~ FEREFIF & R EFERARIRIREAYAR
TR o

“422 : EERIZAVERS HE R
SHER 422 | EUARIENVERAISERNZSBREMEE - REHERASUEE SR EERRE -
MREEDF LA EHP—RHEZRAR - FIREUEZRAVIRIE o
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fEERANS RAR A ST

WMREFEHE Windows Active Directory (AD) B2 E B 1Bt SR 43
422: Unprocessable Entity BELZ2M (TLS) B2 'RfER TLS) I8 » AIRJsEE IR

Y

Validation failed. Please

@I LDAP 2 E8 AD AR AZIBEFER TAER TLS) =

15 o fTs7B% TLS 42 fFF STARTTLS 2155 (FF LDAPS #E
the values you entered for =

check

errors. Test connection
failed.

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server
requires

binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839

. MREEAERAR IR B StorageGRIDEIAR & D HAE
422: Unprocessable Entity Rin#F NN RARIIEREZ RN (TLS) &# > BIgHIR
LEERE o

Validation failed. Please

check BTN RFIRBEIIERS o RAHZBEF"StorageGRIDZ IR E
FE"FFMEE TLS &iZ > tNEIEStorageGRID AYEREBFRT ©

the values you entered for
errors. Test connection
failed.
Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EQOF)

AAIEAEEE MTU FRIER

ERERTE (eth0) NRABERET (MTU) REEMERDHER Z BETEE £ EK - S MARER
MTU T £k -
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RARSHEAETS

MTU sRERZRARERTED (BFR
BRI AERRE ©

TEE

o

1. BIHFRA SRR eth0 B9 MTU BE ©
BN EIRISPIR TS o

f) ethO AARALE TERME © MTU ANARRT (KL 1000) AIAEEE

EME primary Admin Node IP address/metrics/graph WA TEN

node network mtu bytes{device="eth(0"}

2. B2 MTU % " HEfRATE ENRE LA ABEENE (eth0) ZBEAERIAY o

o JWER Linux 1 VMware BIENES > FBER TGS
node] mtu network [network...]

B+ -

/usr/sbin/change-ip.py [-h]
change-ip.py —-n node 1500 grid admin
AR

[-n

EER Linux BUEREE > tNRAWPAIRFIEMN MTU EBETENE LERENE » BIXNBLE

FHRAERESEBREN MTU 8 > JA%EA "change-ip.py Hﬁﬂzkkﬂﬁﬁié%%qﬂﬂﬁﬁﬂ’JMTU{E °
ERATHIZ2EIEHER Linux 2% VMware BYEIZL_ERY MTU o

B2

ot
mtu ERTE TU ° WAZBTE 1280 F 9216 FEIA ©
network FEF MTU RY4ERE - IR T — @SB rsiaEY
© g
* 1T
KR
+
AES2H F
-h, - help FNEBERIRY o
-n node, —--node node EEh o TR S AHNERRS o
BN BL AR R R WGIIESE SR E 3R

*ENRLAERRIE WS SR SR “E ¥R AT AE
W BITHK °

RS ILEAETS

EHStorageGRIDF 4B FERS < IRV ES [REAY o TRIBARIRER » IEE
B AR IR GRS R L3R v AE B HH &R
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* HABRESHEA NIC MTU RITEC

* NIC IRz EEE &S

1. R ICHVRERRECE » FRIBHEHR S RER SR ERNFAIAEEREA -
2. IRIBSHRERPITUT IR
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FEC RUTHC
()  EESWBERSIrageGRIDRf 1) FEC RITRIS| i) ERER RIS

45 o

a. 1B &% %StorageGRIDEFRIII AR FIEIFIBR FEC ARRE o
b. BN RED R IMBNBENYIETEN
C. MNRIEBELE FEC REUEFABRER > AR StorageGRIDEERERZNN N&EHER
) BEELREERES B B F2REENREA :
= "SG6160"
= "SGF6112"
= "SG6000"
= "SG5800"

= "SG5700"
* "SG110 #1 SG1100"
= "SG100 1 SG1000"

d. BEMIEIRIE FH FEC RIE ° MNRAIAE > StorageGRIDZEERFIBHR AT FEC R MNET
ULEL o

& #E A 1EStorageGRIDE& & LR E FEC :|R7E ° ik » RETEARBR IR G CAPTEZNIRSE
EIZIB FHY FEC :27E o WRe%ELSIZSI 25 GbE B 100 GbE AFIRIERE > 3THAESFN NIC RIAEHES
1 EiEH FEC :R7E  MIRRAEAM FEC RE » W IMER ME FEC) &3 - EREUH FEC
B > BiRE ARSI ERES ENERNRE -

@ StorageGRID:& %2 #& Firecode (FC) #1 Reed Solomon (RS) FEC » U KkA1E
FEC °

HABZEIEZIBA] NIC MTU RUTHD

MNREHRZHITIRIZEZIB NIC MTU F1F5[EERY » SHEREER LEER MTU K NERE RS E
HIRH MTU REMERE ©

ENRE_EACERY MTU R/NAJ BB/ NS ERBGIE R IR SRR IE IR FRVERTE o WIS StorageGRIDERFEZUNE]
ARHE MTU B9 XAEEREIHE (ILECE FrIBESEEEIRR) - RIRISE SRS MR EREGEIE R
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PRI SR
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MR BRFFREFEL ERE > FiRECEEEEDIEINE NTP RiF » SEHFEERMH Stratum 3 SEFHNZE »
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Linux : EAR5ARRE A “ANIL”

E’ECE"})'\_L# EAY Linux BIELIE R IEHEEE S 2589 StorageGrid BR#%EStorageGRIDEIELFEEN S
RARNILEAETS

R Linux EIRLIRE HEMRINILARES » [REZ -

* BEHFEPRHERNAS

© ESBREENAER, o

*MMRFE > EARRSIERCFLRANSRES
*© EEENENRS -

HER

1. BERBTEREXMIMILEAZN A > SHABNERHBARIMRENAE o

2. B root BN HFEAASE sudo HRAIIRAE AT o

3. ERTEPITUTHSERENENEE © $ sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

YNRERLZINILENRG > BIERES

Not starting ORPHANED node DC1-S1-172-16-1-172

4. 7 Linux {Z1E A 235 | T HEHIEFANREIEEETE o F180 © sudo docker stop --time

secondscontainer-name

%7 seconds’ MIARHFELEFARNFIUENTE CEBEZA 15 DiEENE) o FW :

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172

o. ERIENE, storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux : HEBR IPv6 SZiEHFE

=5ME

NRIEIE Linux T4 24T StorageGRIDER, » M BiFEE IPv6 L RIETEIRIEK4ARIEA A 2s » AITIAERE

FEOHEA IPv6 3<% °

RS IEAETS
AEEERCRIKGAEREIRIAY IPV6 i
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1. FIE*NODES* I 12 HBY o
2. (EREEAZER o BEE NP (k) B/ TEmEM IP sk o

MR KREET IPv6 (il BEIBLZAE7E Linux 4 F > SBRE T T BIEZOPEAE IPve X1 ©

1. W root R HFERAE sudo HERMIIRE B AEH o
2. BT TH< . sysctl net.ipv6.conf.all.disable ipvé6
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

EREA Qo

net.ipvé6.conf.all.disable ipv6 = 0

(D WREERAS 00 A2RERRMBIXFUT BUNAEE sysctl RE. AR > HEHEER OB

~

. #E A StorageGRIDEI# A28 | storagegrid node enter node-name

3
4. BITUT@<S ! sysctl net.ipv6.conf.all.disable ipvé6
root@DC1l-S1l:~ # sysctl net.ipvé6.conf.all.disable ipvé6
HREZE 1

net.ipvé6.conf.all.disable ipv6 = 1

() WRERTE 1 BCBRTER - BHREITE -

S RHAET | exit
root@DC1-S1l:~ # exit

6. L root B RHREIBLLTI X ¢ /var/lib/storagegrid/settings/sysctl.d/net.conf ©
sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7 BT TIEMIBREEARAR SR o 2A%R TR ILRARASMF o
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net.ipv6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipve = 0

8. MITU T o< EMBAEIStorageGRIDASS -

storagegrid node stop node-name

storagegrid node start node-name

HEBRIMNER Z 4t B 5E Rl AR 2R ik =
R T A SEELSMNER A B st A AR SS AR RARVEE SRS S L H! T AU IESETE ©

MBS USRS AG S ARS RS ERRTHAIMNE - URTINIRRESARSEES
BB LR o

BITRERERI SEF "IN 347 B St A REF SR TEER "B o MRCURBILESR - AR ERPIVIEREMEIXA
S UEEATLUESFANEERASE

ERREAENEXEIMNIR R EFARBNESER > F2H -

* "ERSNB RS HERREGERVEEFIR"
* "REFTAB MNP RS H SRR

RS HI A 2R AR (E
AT ER R 1573 syslog fAAR2SEIARY FQDN AR P fidk o

1. BELWARNIRETE - MREEAT P (it > FEERER WXYZ ( TE9D
T ) FTABBER P ik -

2. 1% DNS RSB TSR EIER °
3. M EENRLETEJIA7FEY DNS EARS3AY IP {iztt o

BARIRIEAE BLA K B EARESHY TCP ¢ TLS ZARMKIELR - AJAE/R A ARTSEEIS LAY TCP 3¢
TLS w0 > &R AAERIBEFRLE T 3R ©
1. BELEEWA T 24 H5AARZAIEFRE FQDN 5 P fiik « EHEHENIHE o
2. 15T syslog ARFFHIE M IEFE I TIRESIE R IEIHIRAY syslog TEIZF ©

3. FESBRS N I L AL BB syslog RIARESAY IP FIEISISH) TOP/TLS A8
77 o
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EHAAE

BRENSEBA R

AN R AT HR(E
Z AR NEEREZN FHER L - BRESE0 ICMP IEAE - RREHE
RS H RV ERRS RV RS S S X B R 4R B EE A ARES ©

1. BELRDEAT RAEEFERIZAIER FQDN 3 IP it -

2. HRHHASEE  IREARERTHERSE SRR ERSENRR
In B REE o MERE LR TE B EBTAMNERNEMAERE (4% - EELAR
i) i REREE syslog [@ARES ©

A RARSMMUIN EEEENFERE GG ERERRE - EBERERIE IP
AR FHEER) o BREYEREXRENE - BXRWEISH R4 H5RRES MAC {iit
B ARP sA3RBY[E]FE o

1. RELEREWMAT 24t H:5FRESAIIER FQDN =% IP fit o

2. BT syslog IR TS T EEF ©

E5 T TCP/TLS #E# » BREFBIZBWEIZRE syslog RARZRHIOIE © AISERETE
BARERESR > AHNEAIEEEREMARXEAEE (FREE) -
1. BELRREAT AR ASAIRIHVER FQDN 5 IP {iit

2. HNFIHASERNR - REERERFERBE « ERERFERBENAR
IR AR RE o FESDE LR E B ACHAE ZE syslog (AIAR2SAIAERE 7T EIANARRE
(Mg ~ EXENARIR) RRERME syslog MRS °

3. FESDB AR B FE LS HAVERRE R syslog fAIARESAY IP FIEEHEER) TCP/TLS
BIRTFEY o

£l syslog fAIARERHY TCP EAREMINEEIL » BHEER KRR - ERERIERNEER
REELFE -

* R BEFERESR A AE E B AEN S ERRE ©

* EREEF] A4t B 55 AARBI FISE A R [EIRY TCP/TLS &RE ©

* FRRERA A& P A IETERARAZEFEIRY TCP 43 o

* BZHE syslog ARSI EEHEAIIE syslog EIARES BT AEE RARAELR ©

BRI

1. BELEETWA T 24 H5AARZAIEFRE FQDN 5 IP fiik « EHENIHE o

2. NRICIEIEFERE TLS » 5D syslog fAARZS T IEFE(F R TLS o MNREFE A/
2 TCP » :5k&:2 syslog fAAREStH{ER TCP °

3. BMEHHEPNEE L RECEARMMRERN TCP E4R
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SHERETLE TR SRR IR IE
TLS &eaiEaR 1t syslog falAkas x| AV RIARER &RaE ST IR AT CA REE BN AR /& AR -
1. B8 CABERENBAREE WRA) H syslog Ak LARARREE
= e
2. MK B syslog fAARERAIAARASKE TS B S TERARY IP 3 FQDN f&

L=t i Syslog sEEx N EEXE syslog fAARSS » BStorageGRIDFAHAIREA o

o

BEIHEREHNERAFUESRERSRR -

TLS EEE&LE ZAEERESAALET TLS &5% » MStorageGRIDEARAIRE o

1. BEIFERRHENERBSUEAEERETREA -
2. BELREHAT AAHEMFARSSAIIER FQDN 5Y IP fiik ~ EEHRFIHE o

3. MNREIEIEER TLS » 5T syslog fAIARBSIEFEMER TLS o IR IEFERM
2 TCP > :5FE:R syslog fafREs & TCP °

4. BB CAREBMAFHEE (MRA) HIKAE syslog ARk MRS &E1H
,@. o

S. s8R A syslog EIARESAIEIARES/BE RIS 9 €= FRHARY IP 8¢ FQDN fE °
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1. RIS IS HER D B (RENRATE AR £ X B PR A TERABRFSERTEE(E ©
2. 125 HaVERRE EEHTRE) miscd BRFS ©

5 LERPAE 2 A RiStorage GRIDIEZEN S MTEZ A RIS IBIIATRIE o LRI UERALL
BRI DT RS BIBIIEIZEHL

ELRBERAREGEELERREHNERABRERSNEIES » BLREREDStorageGRIDRFANFEIZE ©

AEEANFEFEXM > B EAEEINEENM LEEERIEA

-

ERECEE NS FRMERINIR A AREARSENER - A2 CESEAEMBFER" -

Eat RN RE

Ffi5 StorageGRIDARFSEE R AR EFHIB S EEERILNR o LEZ T HRELESHE
Y0{rIi55E StorageGRID & 4 1F 1 E| "audit.log’ X4 ©
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B S R BRI AR EEEEIERIES (ADC) IRFFRIHETFEIRIERIE

NETSRZBFAT » S{8StorageGRIDEIR: R HIE %A S FXE BRI RO EFEBIEF—1E ADC ARFS © S1E
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@ WNRRE ] ANETEEI R R ADC ARTS © MFERIR S RN S MHEE
*Ivar/local/log/localaudit.log” {4 ©

* R /var/local/ BiEFEHEEANBLHREW 85% B > ZENBSHIGIER 3 ARImAXK 503

Service Unavailablev©°
KM AR SE R EREILAETIIESIEE K ¢

* BB ADC [REBIVEIREFHEFERPE - MIRAMN—EERIEEKIT - HERERAIAEGEE o
* FEREEBREBL T RMESTEES ©
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in S HFENE ST HERESE o
FYaZ Al

* (RE"FHEFEUER" o
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AL T <SS root ¢ su -
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o o
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B root BREAR > I-RTFITRE S F 4o
2. FIFEEEtHSERNER .
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3. IREREEEBAHERFHNEIZARESE -
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“audit.log?®

(D :‘Z% » (SR A BB AR 1% B 5ERY E’fﬁjﬂ%ﬁﬁﬁ.:ﬂ%f_i%%ll%ﬁ BE5REARES © B ‘“TE%“B%% H
e EARERET - REEEENFFREGCERNAKER - B I EFHEMEFER

FR—R > FM audit.log XEBMFE > TH “audit.log XHEEH o HEFEZENLBRTHEFR -
BB yyyy-mm-dd. txt o MR—KRNEIL T ZEFEZE - AIERLBERERHEENER » XHIm—@
HF > BBRB yyyy-mm-dd. txt.n° B0 > "2018-04-15.txt 1 “2018-04-15.txt. 1" 2201854 5 15 H &I M F
EFHE—EME _ERER

—XG » BREFNEZWEBRET ENGRE 0 8A yyyy-mm-dd. txt.gz > RBIREBEER - BEERREAIHER »
ESENEIRMM AT HENFEETEBUHFE - MAEIEEZ BRI » MiRRRERPRBFEER
LAFERZER™] /var/local/log” Bif o Bet HESRIREE I HHETTRIER - RENWBERHE THEMER o &5
IR T XX R EEATMASEVIRZIE ¢~ /var/local/log/manage-audit.log ©

IEEEBIRETEEN audit. log X » AI—RMIXH (°2018-04-15. txt) MUKRATI—RMIBERAES 4 (2018-04-
14.txt. gz) °

audit.log
2018-04-15.txt
2018-04-14.txt.gz

* RTINS (ATIM) FIEGRIH R SR (UTC) » $£F 1ISO 8601 18T, » BEIEZ—EZHK -
YYYY-MM-DDTHH:MM: SS. UUUUUU » TEMPA& “UUUUUU 2F) -
* BEHEE RS » FEESFESRA > UL AUDT ©

KT MR T Est BRERFH=EFAAE (REREERITIRTA) - EFRAREIL S3 #EFERILEX
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

EEREAT > Bt AR POBH ST SRR o (MAIUER S 51208 T 2 BSRst AR Es
%W%ﬁﬁ%oﬂﬂuﬁﬁ%ﬁ%ﬁIE%%EﬁT%w%A~%mﬁ%%ﬁ¢u&%§ﬁﬁﬁ%7%§ﬁ
fERBRE LA

WRILAER “audit-explain’ TR B st HEVTE XN S B iR 2 1 FEE o

FIsEZ Al
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s RBE"SEFIVER" o
* (RAZEVER "Passwords.txt X1 o
s RAERE T EIREIELEAY IP it o

RS ILEAETS
#& "audit-explain’ T EIREIRS_HRMEMN TR EEZBEPRMEZAENREERE

[I

(D iE "audit-explain' sz TR F EEEiTT 15 A BTERIEBEERIZ(EHARI(ER © 1T "audit-explain' &&8
GIHFEKRE CPU AE/] » ERIE B 2 StorageGRIDIZAE ©

lﬂ:.%E@J 7R 7 “audit-explain’ TR o EIUE"TEE"EIRF ID % 92484777680322627870 #Y S3 #AAFAfEMA S3
PUT 5AREII%% Tbucketl) BYREFIRL MZEFIBMIE = EMHE - EETHEEAS -

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

i& "audit-explain’' TE BB TIATHRIE

* B F BRI Z BEE - AIAD

1]

audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* FIRRRIEZAE S - flgn
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/log/*
* BRRBEENHA > BAFECERUTARNBRENTREERA grep ss THEMG I o HIA0 :
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

FRE E+E|w FEIEE RERITRERIE - Iltl:,‘.’EEJLX%Ei@’Eﬁ%EEEE’J%Bﬁﬁi%ﬁﬂiﬁﬁ% BifH “audit-explain’
HEEFDE ?9.%1’!5 ) A BHBESFEITIRIE
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../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
sput-s3-put.html
sput-s3-put.html
sput-s3-put.html
sput-s3-put.html
sput-s3-put.html

#& "audit-explain' TETZRBEEREAEERA - SEREBREXM  AREERREESS
@ LIN2EURM » FERA zcat TRKREEIEEE o fiM :

zcat audit.log.gz | audit-explain

£/ “help (-h) 3EIEZREF ] FHAVEIE o FlA0
$ audit-explain -h

1. BATEIREE
a. BIALITAS | ssh admin@primary Admin Node IP
b. #iA “Passwords.txt' X o
C. AU T i< IE root © su -
d. #A 'Passwords.txt' X5 o
E18 root BRBEAR » B FITAARE s F 4o
2. AL TE% » HeF “/var/local/log/audit.log AR EE D HHBVEZEMZTBIME -

$ audit-explain /var/local/log/audit.log

#& "audit-explain' TRFIEMSERRRZEFFAAN SR AR BRAERE o

il

@ ATHVTRELRS AN » ERAERREER - MRFEEEREE > HEARER(-t
) EIH

ERAEENTIA

RIS audit-sum’ TESMEBA « B - BEAMBSEIZAS > LEESEREE
REE )~ BRARITHRE (@A) o

BRtE Z Al
* RE"SEFIER" ©
* {RAZEHER "Passwords.txt XXff o
 ISERE E EIREEAAY IP (ko

RS LEAETS
& "audit-sum’ EEIREIR FIREHN T ARG TR TZ VR A  BEAMRGEUREEIRETEE T S RE
fE o

@ #& "audit-sum' s TR EZ2HEM TR A STEREHFEEHARIFER © 1T "audit-sum  EAEH
¥EAE CPU 871 » IEFIAEG R E StorageGRIDIE(F °

IEEEFFERT "audit-sum’ TH o LSRR T HERIEIEE T ZREH ©
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message group count min (sec) max (sec)

average (sec)

1]

274
213371 0.004 20.934
201906 0.010 1740.290
22716 0.005 2.349
1771398 0.011 1770.563

& “audit-sum’ Lt TEAREIZBFERRILLT S3 « Swift F ILM BN SR s 8RR -

B IIAEE IR - BB ATE DAL E QAT PRI © 1RSI ML ARSI BT -
()  mmlEmEmsaiRal T RIS SG ARz o Il » "StorageGRID 1.8 (AR IZAA LA

SCHE" o

2B it

RIEM ILM EEhB9mIBS : s08% ILM BRENMIRRY1ERYIE
FEBIEFRS ©

Hrfsgh %3 DELETE : se&tRIhBRI 4 S f#FERAIRE

BEHEHE S3 GET : :C# Moy KR 4Ry
FRIN3 5 ©

AR S3 HEAD : seErR IV SEFH LIS EYI G S HETE
WEEEE -

EE %3 PUT : s8R T SRR B R INAS

WDEL Swift DELETE : et IR A 23HI3E
% o

MAREEY Swift GET : se##AIIEYAZ 5 LARRE I 4 5%
RESFHIMIHE o

INEINEERREE  Swift HEAD : sC8#mIIM BB LUGETYIH S

) BERGEFE

A4 Swift PUT : s2E#RINRYZZ 5 AR FT B9 o

0

A -

& “audit-sum’ TERTMBITLATIRE ©

* BRI FEERTEZ B o A -
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"IDEL : ILM 3%EERIMIBR"

"SDEL : S3 flpg&"

"SGET : S3 #HY"

"ILARR : S3EE"

" : S3 ME"

"WDEL : HRERfMBR"

"WGET : [RIREH"

"WHEA : Swift HEAD"

"WPUT : Swift PUT"
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audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* EFRFEEESES - flin -
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/log/*
SREEENGEA > EAFFEERAUTANIBERNTEREERA grep ss L EMA R  FIL0
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

IETEFEZREERFEAEERA - SERERENM  AREERRBIEAm Y 28R M
» SfER “zcat TRTHRBRGEEEE - B0 :

<:> audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

SR LUER <Y EIED B EEAR HFR _EAIR (BRI L A0I2(E » SIRAETERSTE - SRR EEEE S B
JE%Eﬁﬁ.%H o FERIERT > MEBBTH/ - BANFIIRIERR » BB LUER "size (-s) EEREEYMH K

J|\ o

£/ “help (-h) 3EIEZREF 0] FHAYEIE o 90 :

$ audit-sum -h

1. BAFXEIRERL :
a. BIALLTE% | ssh admin@primary Admin Node IP
b. A “Passwords.txt' X {§ o
C. AT e <tiEroot : su -
d. #iA “Passwords.txt' SXf§ o

B root BREAR > IRMFITARE s F 4o
2. MRESTETA ~ 3B ~ EHMMPREIEAERNAAE AR » FRBUT T FRRE
a. AL T®E% » Hef /var/local/log/audit.log KR EEDHBIERNZBIME -

$ audit-sum /var/local/log/audit.log

IEEEHEER T "audit-sum’ TR o & FIEER T EREIEE T 2 REFME ©
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

7ELEEEHIh » SGET (S3 GET) #EFHRIE > A 1.13 ) » {8 SGET A SPUT (S3 PUT) {1988 T
RIZFEFERE » 491,770 Fb o

b. EERRETRIEN 10 EIEZIRIE » BEMA grep I8 EEEE SGET S LML REILIER(-1) U2
BRAE

grep SGET audit.log | audit-sum -1

EREERE (WHHRHER) NBE > SRCEEZEFSTSHEEEREYHRANEMAR -
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+
feLtEEGIE LT - LRIUEE = (E&RIEHY S3 GET AR B K/% 5 GB » BLLEMIHKES -
BRANRTERHEIRER THRRFERE -

3. YNREBFEEREEPIREFIERMGHIR/ > BER size EIR(-s):

audit-sum -s audit.log
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

TEUEEERIF > SPUT BYFI9MMHKR/IVINGE 2.5 MB » {B SGET N FIHIRNEKRRIFS - SPUT SAENEER
it SGET SAEHHE » EBREARZBMHIERBIGETB -

4. INREEREMRIGRESRIZ

=

a. EEENEST B LB NG M ERRRREDERER(-gt) > BIREE (HIW0 > 15M ~ 1H ~ 108)

grep SGET audit.log | audit-sum -gt 1H
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message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

BLEAERRAA » S3 GET M=1E 06:00 E 07:00 ZBHIRIE(E o ItRFR KRR TR BT EEES »
%K@%%ﬁ%%%Mﬁﬁ%%mo%ﬁ%%@ﬂﬁ%ﬁ%eﬂﬁﬁ’ﬂ%%ﬁ%ﬁ%ﬁﬁﬁﬁxm%

b. BREENFRE/\FHRRAMIMG K/ > FHHIE size BEIH(-s) < :

grep SGET audit.log | audit-sum -gt 1H -s
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

ELERRA > EEBRRNEEIRAGER  RE—LIFEANIBRE -
. EEETLHMER > AER SHRE TR S5\ RANFIA SGET 1&1F !
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
UNSRFEET grep HMTMMEBERZIT > AFM less 5T —RE~—H (—EM) BIZAFENRS -
5. INREFTE HFR LR SPUT IRIERS LYY SPUT 12118 :
a. B -go BEE BRI IIHERIRIERNE 25948 ¢

grep SPUT sample.log | audit-sum -go
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message group

average (sec)

SPUT.bucket
0.125

SPUT.object
0.236

count min

12

REIRARET > SHEIETFREY SPUT R FESTHYICHRY SPUT 1RFRB FRIBMEERIE -

b. ZEERETEMLE bucket EBRIEHI SPUT I21E »

grep SPUT audit.log

audit-sum -gb

message group count
average (sec)

SPUT.cho-non-versioning 71943
1.571

SPUT.cho-versioning 54277
1.415

SPUT.cho-west-region 80615
1.329

SPUT.1dt002 1564563
0.361

C. HEMTEML buckets EBRAR SPUT ¥R/ »

grep SPUT audit.log

audit-sum -gb -s

0.047

0.040

0.011

FRfEA T-gb’ LA -8 EIH ¢

sAfEF "-gb IR » RFEFRRAS M ¢

55.

51.

.633

557

569
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

EHEREI
BEsa SRR

StorageGRID &R ST ABIFEILN S AT A S R AR EE MU RSPk S =K
EERIEREARR ©

SRR R B S TATR  HSMARNT RARATEME0—RH -

W TR BRI R R AE RS

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

BIFEFASEHMES —BBETER - BEFHREEERTR(L 1) FEPSEBETEABUTER

* BT )

* AFES|A AUDT » RRBHHE

* IRRBENRTR CREERSHER)
* BUBATRFARLE \n

BETHRBEST—EBIEE - —EFRERN—EE > LA THRINRS :

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value]\n

AMEFHBMETRNHERCRNABHNEMHRE - BREARRBARBEAREIRFTIL
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BURS &Rt 7 BT -

* ATTR ZFrR S BT TR - BEBMRFIEEESAHARN » MEMBMRIEFERFHR -
* type BENEANERERMNINEF TTHRREAT > FIM0 vies ~rc32 F o FRBEBEREER ()

* value EBMNAR » BEEHFHXFE - BRRRETEREE () - BERER) CSTR WERLSIS §
1 FEREZR o

BrEE
ARNEFHEE AR EESE S RNER -

=il Haat

Ui32 BRI RES (32 1) ; AJ#TF 0 Fl 4,294,967,295 RYELF ©

ule4 EREREREREY (64 Iyt) ; ©RLU#TE 0 F) 18,446,744,073,709,551,615 B9
HF o

FC32 MFRFEE ; —@ 32 NTTERNEEHSE » RnAE ASCI F5F > HIg0“ABCD” ©

IPAD R 1P fizdk o

EEE AR UTF-8 FthaI S REEAE o Foal MR TAEETES !

* REMIZ o

* BIERFE \ro

* E55RR o

* IR GHTT) R \no

* FAMAEH/NEUEREER (85 XHH » Hff HH @RRF i1/l

B -
SR ERE
#Fit Bt PR EE N S ML ENRRAFHNER -

AR®E [AUDT RHASRENER » T—EBERHAE MBS SR FRIE o LUTEEF
RHFETR T EERBE
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2018-12-05T08 : 24 : 45.921845 [AUDT : \[RSLT\(FC32\):SUCS\]
\[TIME\(U164\):11454\]\[SAIP\(IPAD\):"10.224.0.100"\]\[S3AI\(CSTR\): "60025621595611246499"\]\):"60

025621595611246499"\]

\[SACC\(CSTR\):"account"\|\[S3AK\(CSTR\):"SGKH4_Nc8SO1H6w3wOnCOFCGgk__E6dYzKlumRs
KJA=="\] \[SUSR\(CSTR\):"urn:sgws:identity::60025621595611246499:root"\]
\[SBAI\(CSTR\):"60025621595611246499"\\[SBAC\(CSTR\):"#EZE"\\[S3BK\(CSTR\): "{724%"\]
\[S3KY\(CSTR\):"#1#4"\][CBID\(UI64\):0xCC128B9IBIE428347\] \[UUID\(CSTR\):"B975D2CE-E4DA-
4D14-8A23-1CB4B83F2CD8"\|\[CSIZ\(UI64\):30720\][AVER(UI32):10]
\[ATIM(UI64):1543998285921845\[ATYP\(FC32\):SHEA\JJANID(UI32):12281045][AMID(FC32):S3RQ]
\[ATID(U164):1552417626174176267]

B ATYP TR (EFIPHTEIAR) EHEEZNESNES o LEFMEaE AR AERE
([ATYP(FC32):SHEA]) ° FRNERHEMINE S3 HEAD :ARELEM °

B SFHERTER
FrE SR EE S HRRTE

12U
Py

ZE®R

REKRE
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R
FC32

U132

ule4

ule4

Ule4

ule4

it
248 1D : EEASRIEE ID EFITHAES - ERTREEEAEH
BSER o

B85 1D © IS TRAAEELE SR MOARTSBOABREDES 1D o TERERIZE
#StorageGRIDFAE » SHERHH ISR —(EH—HM A o it 1D &
S o

Bt EEEIEHEET | TEARIMARA T o T RISTRIRFE R E R E T R A VA
1ERYBSRS o LEBFRIELIEE R4St (1970 &£ 1 B 1 H 00:00:00 UTC
) LURBIHFD 2B BB TRIZE o

ER bR BEER  ARRIRERRAS S

OISR © TESRIBvRRAS S - ILEt A S EEMENEs (ANID) EEE
NEERBZAESMEY » WERBERRSHERSE °

VAR ISR EBRE c FELRAERZAES
jEHE ID - HE—SMEEN—EAS HLZATHGIES -

RFR AT | BRI ENSEHNELRRE - UBEXRFL T (1970
1 81 H 00:00:00 UTC) LURBIMFPABENL o 55FR » KRSHARE
R R By ES iR A At B HRFN RS R TR 2 E N ZFE o

A REE BSOS PSR BE I TIUIS I A B E T - Bt B A B IRMAE
BERSY audit.log HEZERE 1s0 8601 HRIAM aTiM B o BEAFIRERT
RTA YYYY-MMDDTHH:MM:SS.UUUUUU » Hf T B2—EXFFEF
77 > RBEARFREIERAIBRE T UUUUUU ZiFD o


shea-s3-head.html
shea-s3-head.html
shea-s3-head.html
shea-s3-head.html
shea-s3-head.html
shea-s3-head.html
shea-s3-head.html

12U L it

BER FC32 SMHRE | EESHENEGHIEEF TR - BRE THASHN B
a#) RS FESNEY -

E= UI32 A7 © BEHSRIARES o BEE StorageGRIDERBEAVEE R > #ThRASHIARTFS HJ
FEETEBEFTIRS PANAIINGE o LLHAIE AMS ARFZEESIRERBE » LR
ERBERERBZHASR o

ﬁﬂ(%]‘f‘aﬁﬂ’” B& FC32 BRI BN BEIRZHER - IREASER - BIFER NONE A
ZESUCS » URABWEINEIRE

BEstaS A
TeIIE S EESAE P EEFHAE - FrA St S HERAERNBEI o

M2 AIREHIRTE "audit.log X :

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3ATI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFEF7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :1579224144
102530435171

S B AMEACHENEHNER - URBEREFNERFHNEN

i)

+

S ERETETNERR THMESY - A ATYP B (WFFR)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6occ21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UIJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYPEMREASPUT » "IEE "R S3 PUT E75 » ©EYMEIEEGEEREIEHERD -
T Es A B EER T 24 PRI A T4
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sput-s3-put.html
sput-s3-put.html
sput-s3-put.html
sput-s3-put.html
sput-s3-put.html

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2" ] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :

0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPU

T] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414

410253043571

AE T PUT SHRENRRE » FIRESREIHR L RE (UTC) AR - ZERENEEEHN
ATIM BRI ALERIBRRZS

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

ATIM 528t H UNIX 42 oRBtALORAVESR] (AT A EE(L) o 7EE869 » (& “1405631878959669 EEiaA 2014
F7 8 17 HE2H3M™ 21:17:59 UTC °

HTRBMY A Esn B
B S ARELE ?

BRI ~ BRUMBAREGEESTAE - KRILEEESH S3 APl f5ERTELN
BRIEFEZBFTHPELERS ©

B S BRRER SEMEIRMTEITES -

hu]

WE 2B

4L S3 12k S3BK (f£7Z48) -~ S3KY (Hi8) simE
4L Swift 121k WCON (&2%) ~WOBJ (#11f) simiE
BENIKE CBID (#f489P9ERzaARE)
AT B BB RS

PR GBI AR > RIROBSRIE R « WA/ VIERIBES R E » FRIRFE EMRZEN S MIER T A B A B E5 6
BT EIERE R o
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WERENEE 5
CRILUEBRENL S3 API R ERIFEIZEN B 2R ATEZ AR A R IRREEL 5 o
TRILAIHBNESBEEENFRERIZAL - EOERBNEBHRBOMS o

S3 EME AR
120 Name it JRER &
B8 S3PUT £ S3 PUT #ENEHEMINT CBID ~ S3BK "ME[] : S3 HE"

» S3KY

HAG - B TEWFRE ZYHFERRE ILM =REg o FREHEE "ORLM : mEHHRA"
P23

Swift IeEXNE TR

F2UEE Name ik JRHF A

AELF Swift PUT 22 Swift PUT XXX Z 25 CBID ~ WCO  "WPUT : Swift PUT"
Y B © N + WOBJ

A - A FEWFRR ZYHFERE ILM 5RES o RREHEE  "ORLM : imEHRA"
24

6 : S3 ¥HHHEEX

%T—%@J%Eﬁﬂﬁ\% S3 AR IHERYIHEEEI#ZEIRE (LDR IRFES) RiELNFFEIES BERE SR

TEUEEEHI » JEEIRY ILM SRE&EI3E Make 2 Copies ILM #3781 o

@ LUR &AL RS EH AR EERFIBEZENE o (25 HE S3 MENEFS (SPUT) 18RIRIAR

L o
HEFIRRSTAIERIL S3 #7FH

O . S3ME
B4 SPUT FIELUSTRE Y S3 PUT REUEE EE#ERPEIIMMG -
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : /& E¥4RAY
ORLM FlERTZMIHEMRE ILM :REE - 2N E SIEY4H) CBID FIFFFEAR ILM FRRIRVZAFE o
HNEEHEHSR > LOCS A EIEHRUERN LDR &25 ID MERE ID °

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32):13100453] [AMID
(FC32) :BCMS] ]

HIAUMBEHR > LOCS W B =4 MISRESE ID FMAUMESE4E ID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\[
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

PATH H{IE1E S3 REEFmMEHE NI Swift FBIMYHAE » BURRFREERR API ©
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

Y RIFRSETS
TWAIAEBTENL S3 API 45 E RITE XN B 2R A AITE 1% B st P RIBRE 52 -
TRILRT LR Z AR EERPIAEIZASE - EESEBHRMIRZZFAHEHE

S3 MR\ TE

T2TUEE Name g SRR =)

HriEE) S3 fiB& BEREEEPRBRD G o CBID » S3KY "SDEL : S3 filfg"
Swift filfFFIZE

2ES Name g SRR =)

WDEL TRER MR AR ALSTHMIBRESR > ol CBID » WOBJ "WDEL : {REEMIR"

fRAEs o

&0 : 3 MFMIFR
= S3 AR IRILH#FER (LDR ARS) MIERMMGE > §EE—RIEZARLFHFIEZARF

@ BUT Bt AR5 M FR32 Z MM E £ RIPRBTEIZEE - E5 8 S3 MIBRETS (SDEL) AERARIAR

Jt:l: °
SDEL : S3 filfz

E& P imAE LDR ARF5EX DeleteObject 553K EF » MHMIFRRLFIA T © LEEAE B EREP MR BvRHFR LU
RSB BIHRY S3 Key ©
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

VIR ERETS
TAIAEBTENL S3 API 45 E RITE XN B AR A BIFE X Bt IRRR S ©
TRERFLIRREHIEEENPIERIZAS - EESERRRIZZFAHEEE

S3 BEBHAL

eV Name pa JREF &

EWHE S3 GET SARUEHFRPERRY o CBID ~ S3BK S "SGET : S3 &
3KY By

B RE e

ESaV Name i JREF &

AR Swift GET SRR RERE - CBID » WCON ~ "WGET : Rk
WOBJ X"

#) : 83 MMHRER

& S3 APIRtFHEFER (LDR ARFS) MERMGE » @EL—RRBZKAENKE#EIIRZARF o

AAR > TEMEFIPI RS HR ZHAMESL NI RIZNE o (874 S3 EREF (SGET) HEARIARLE -
SGET : S3 EH

E& A LDR ARF5EX GetObject 55K » M REMEIE T © LS SRR HIRERURAR
BRI S3 ER o
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

NRFFRREEAET > BPRAIUERBERAR » HEAJURAREAFIRFEANFERPERER - Fstal
BESHERFEFHAMEENERIRFNER » UEETLUEHELEEAMBIRFHEX °

ETENEFFES » ARIFZEHEIEX—E GetObject 55K » UEFHEEFEEARBRMPINEEFETYE - SBAI
# SBAC WYE:Ci% T FAFREREENHAAFIRE ID 14%8 » 55 S3AI fl SACC HacirtI iRV A IRE
ID F4FBAE ©

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]\[S3AI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-
b"\][S3AK(CSTR):"SGKHpOlelP_kquSCbTi754LS81BUOg67I2LlSiUg=="][SUSR(CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBAT\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) :SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UIG4) :68887802475156249027]]

&5 : S3 BEEHR
= S3 AR IREYIEGEEH S3 Select TS » FELRIZAB L HERIFEZEET -

AAR > TEMEFIFI RS HR ZHAMES B REIZNE o (25 HEL S3 Select 75 (SelectObjectContent
) MHEEANAZA -

BEEHEHEEEMEFAR | —(E#IT S3 Select FRAVIZIE (S3SR WRER IEE) ) » 5—ERR
AEIREE GET ##1F > ZIRFEREBREPRHFPIREEN -
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

TTEREREHE
= S3 AR mEMYHRITTERE » §EERIZNE °

S3 TEREHRIZE

2B Name et JRER i

SUPD S3ITERE B S3APIGEHMMEEIY CBID ~ S3KY "SUPD : S3 mERI 2 &E#H"
B MTTERIBFESE o « HTRH

#H : 83 TTEKIEM
IEEEAIRETR T INEFIRE S3 MBI TERRIET -
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SUPD : S3 STE R EH

SIBE M HAR (SUPD) FREHIEEMTHIA (x-amz -meta-\*) FIR S3 ¥ (S3KY) o LEULEEAIR - 383
REGSTEML HTRH & > BATEREARKHERE (8T > B2 > RENRKERERS) - B'RES
SHRBAERER o

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
vI9ZQaWRbJISQc5vI7mgioJwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

FEETES
BEstallS it

LUFEHSE T RAERIVE TS RVEFAREA - SESFHAE B E—ERT » 2K
RIFENE A RIESNER SRR ST HE - LN HEE N BREFESTREEREL
FIEZFRENE R REEEARER -

Bt B IROF AN FEBIEFSWH o IRFSIEFHF R EE R IAMEEAMSNEN
AEREANEFTABEE NS TR ATYP & > I FHIEFRSFIR

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32):11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
00603516171

ERimE S ER - EEARBRUNERINIRR S ARSEFELENNGESR » F2RTESE
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