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5ign in with your organizational account
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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes

Health status @ Data space usage breakdown @ Lt

2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License

Data Center 1 0% T79.21 KB 1.247TB

Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1

0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid

~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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1. B EERSEET » IR ETR IR AP X o

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BEFERTLAE APl SfTIR(E » 557EStorageGRIDEIE AP| B L& FifFFAA API XXfF o
FAE API INBEEK » MAFITIEA] o StorageGRIDFAA Iz th & 2B&A R API s o

3. EBBFERHURIE o
FEFA AP| $&1FEs > Se] ABEIR]FARY HTTP #24F » 4140 GET ~ PUT ~ UPDATE #] DELETE °
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Qroups Operations on groups v

= e —— . -
| LES BN /grid/groups Lists Grid Administrator Groups a
Parameters Try it out
Name Description
type
string filter by group type
guery)

Available values : local, federated

v
limit
integer maximum number of resulls
QuEry 3 .
) Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
3 _ﬁl
inCludeMarker
baclesn if set, the marker element 5 also returmned
v
order
string pagination order (desc requires marker)
{Qucry }
Avaiiabie values | asc, desc
w
Responses Response content type [ application/json - ]
Code Description
200

successiully retrieved

Example Vialue = Modesl

“responseTime 83-29T14:22:19. 67327,
“status®: =
“apiversion

L

HEFREESHFEHLMBH > HIINEHENERE ID - AR > BUSELE(E < LrRIERERZELRER API 5
RERBUSFREBVE

RESTRESERRAFRRES - NRR  CALURE L T RESEBANER o
BB A o

RUEAFRBNSH > NREBEEREREY -

BT o

EEEERBUREHRRERY o
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()  isEEEaaAkAP REBIRE -

* accounts : BIRfEFHRAPIRAIRIE - SIEEIARA MRRETERPVREFERER
* alert-history : B RERAVIRIE o

* alert-receivers : HERBHIZWES (BTFEMH) AUIRIE -

* alert-rules : S ERFRAYIRLIE

* alert-silences : LIRFFINIRIE o

< B EHmigME

© BE L I BB S ERVIRLE o

* auth ! YITERE GEETERIIRIE o

AR EIE AP| SZ1E Bearer Token BB HE - BEEA » EEEEBMEREARE JSON EREHIRMHFER
%%*ﬁﬂl ‘B5 (Bl POST /api/v3/authorize) o WIRFEAEERFMT) > BEERIRZE2THE - WBEEE
& AP| G5 KRVIZTEIR L SR (“Authorization: Bearer token”) o ShEAETE 16 /\EF1&IEHE o

@ MNR % StorageGRIDFMERA 7 B—E 2 > AILARITRRIS BETH198E - 5726 T
MREATE—E%k > BIH API E1THDERE) o

ERREEMNREREMNES » F2HE THEBIERERBE -

* client-certificates . FREX P im/&REHVIRIE » UECTUFRAINIEEIE T AZ 2t 7ZEStorageGRID ©
* config . SR EIE API BVEREBMHAARAAERABVIRIE o ErIUY W ERE RIS ZhRAZIZESEIE

APl F9EERRZ » I B el LAEFE APl F9EERRRES ©

* deactivated-features : ZE R A EFFRABITHAERVIRIE o

* dns-servers : 7B E 2R ERNIMND DNS @ARSZAVIRIE

* drive-details : $H¥FE FTF R B R IEAVMABRISAVIRIE o

* endpoint-domain-names : 7|l LK S3 imALAIHAVIRIE

* BRBRARES | HHRIRARISREERVIRIE o

C BT BRI ORIEER) o

* expansion-nodes : JETIE(E (RIZLELR) o

* expansion-sites : IETTIR(E (WHEER) o

* grid-networks : 7l Il & FE 4EI& AR B BB HVIRIE o

* grid-passwords : AR EIRIRE o

* groups . BEAEEREIESEHENLING LDAP ARG RE S EREIESEHEMNERE o
* identity-source : SREINBE IR FEE L B S BHAAFMER B EHAMRE o
cilm : BFEREREE (LM) BURE o
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* in-progress-procedures : 2R BRTIEEETHHEERRF ©
* license : HEEU BB HStorageGRIDEFAJ B AYIRAE ©
* logs : WEMTH BASERMIRIE v

51% | ¥iStorageGRIDIEIRRVIR(F » BB —RERIMVENRHERE AN —REE AN EISRES - HRE

12 API £/ Prometheus RMAEIE T AEARIRERIIR o BRAEIL Prometheus THMIEE » :52H

Prometheus #8ilf o

@ IeE8iEprivate HATREMAEIPER o SLi5IE1EStorageGRIDAR A Z BIAT SE & A E1E

» RARSZITE ©

* node-details : ¥iEIRLFARERIIRIE o

* node-health : EIELEZERARREAVIRIE o

* node-storage-state : HEIELETFARRERVIRIE ©

* ntp-servers : §|H S E MNP RIRIFE (NTP) RIARZSEVIRIE ©
© Wt L SR TTERIAVIRLE o

* A8 IRAEIBTRRVIRIE o

* recovery-package : TEEREMHHIIRIE o

* regions : {EfRFNEI EIHAVIRIE o

* s3-object-lock : ¥Z15 S3 ¥4 IHE 5% EHIIRIE o

* server-certificate : #5f7l F#7 Grid Manager {RIAR28/&EAVIRIE ©
* snmp : ¥ BHI SNMP FCEHEITIR(E -

* storage-watermarks : E7FEIEEZIKE] o

* traffic-classes : JRE D IARBEAVIRIE

* untrusted-client-network : HRZEENE P IRHER R EEITIRIE ©
* FAE RN ESERRESIERERENRE -

MBI EIE AP RRAIER
HENSEIE AP| (EFRRZASEZERIZRSZ IR AP E AR ©
BIgn » 1K URL $57E API BIRRZS 4 ©

https://hostname or ip address/api/v4/authorize

EMEEERTETNEER > API NEZRAMEHRIES - EETRERBENEER > API BIREZRRZATL

YN - ABAREMCRIERNINF B InRE SRV B
LU S AIERBREN IR R PR & B RVEREL SRR API FRZS

AP| ETEIER EhR Hhis
BERRAEE 2.1 2.2

@

=
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AP| EEE5ERY EhR iR
BEREARHEE 2.1 3.0

B R StorageGRIDEREERS » (£RYFARITARASH API o BR » E1GH 4k 5| StorageGRIDBIFATHAERRASEF » &4y
SRAIUIZENE D —1{ElStorageGRIDIHAERR A AU EE AP RS ©

(D R L BC B ST HERVRR S o 552268 Swagger AP| XX{HY config 2R LT R B EIEAPI" T #RE
% o BHFTA API R IRUERMIRAR » CEZERHERENZIE -
BEEAEREBUT A ERAEER -
* [CIfESE%A “Deprecated: true”

* JSON [OIfEFREEE ldeprecated) : true
* BEEANESEEMILE nms.log ° Y0

Received call to deprecated v2 API at POST "/api/v2/authorize"

HEE BRTHRASSZ IEHILE API HZs
£/ "GET /versions ' API s8R {EEIZ B APl TERRAIEE o tb5E KA Swagger API X489 config Zf43 ©

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z",
"status": "success",
"apiVersion": "4.0",
"data": |
2,
3,
4

#55RIEE API AR
TR AR RISS]ISTE API FRZAS(/api/v4) SiiE@E(Api-Version: 4) o MIRTIRAEMEE > BIREE
i RERIEE o

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts
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DB IhsEREBE (CSRF)

& LAfEF CSRF < E2RIZ 58 A cookie BIB 17 5%:E » ?ﬁéﬁ'ﬁ%’ﬁbl‘ﬁif‘l‘%‘]StorageGRlD
RS ILEEEE KBS (CSRF) W - A EERNEAFEERTEHERAILZ2I5E ; H
fh API FHRIRRIUEEARPRIZZ ST °

;_éuﬁ%?ﬁﬂﬂﬂ%ﬂﬁﬁﬂﬁ AR (BIENFER HTTP RE POST) MREBEALUEREAERED cookie #HFLER

StorageGRIDIEB{#F CSRF $hERERBAE CSRF 2 - By > 13T cookie WAB BB EIZESITE
POST EXS2HMHRNAAR o

EERNEAZINGE » :3B5%E csrfToken B true TTENEEEHAR] - TERER false©

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

EaER GridCsrfToken cookie EREABANEARREIEEHIPEE » W H "AccountCsrfToken A& ATH
FEIEER > cookie sRE T —{EIFEML(E

WNR7FTE cookie » BIFFE R LUER R 4ARRERIEER (POST ~ PUT ~ PATCH ~ DELETE) ##BESE TIIRAZ

* 52 "X-Csrf-Token 1288 » 1ZEEAYEREZ CSRF £ k& cookie HIfE ©
s WINESRERIETEMNIRE, © “csrfToken REFIEAEREERS o

A2 RS L API XHUESE S BEHIMFMAEN o

@ FRIE T CSRF <h cookie FUFA Kt EHMEMFEE JSON AR ERBHARAHI#IT Content-
Type : application/json) 1ZF& > E%& CSRF I&%E’J%’E%ﬁ-& °

MR T B—EE > /LA API

MREEAETE—EA (Active Directory) - HIfEF API

MR "L ELEFHE—E A (SSO) "I H{&fEMA Active Directory /E4 SSO 121112
H%E'J'«Z‘?E?étlj 2% AP| 55 R EVSHAEREIE AP SifEEF B2 API BB DERES

WMRERA T BE—& &% > Sign inAPI
ANRIE(ER Active Directory fE2 SSO B D1RitE » BSLERFER
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../admin/configuring-sso.html
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../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html

FIsEZ Al
* [CEEEI StorageGRIDEAE BHHR I S EAER SSO EAE BIBMES -
* MREREFEFEAREE AP BEEMBEHARIRA ID o

RAR ILE1EFS
LENESEMRESE T UERATYE#HAZ—
* 38 storagegrid-ssoauth.py Python M7 > {IffstorageGRIDEEEAE BT (/rpms E2 Red Hat
Enterprise Linux > "./debs #FH% Ubuntu 3 Debian > L& "./vsphere ¥ VMware) ©
* curl BRI TIETRIZEEH] o
MBHITEEKIZ > curl TERIZIAEE B o MAISEEBEIU TR | A valid

SubjectConfirmation was not found on this Response °

(D) #6 curl TERRFEREEBIRAMEREET -

MREEE] URL fRISMREIRE > EoJsE@HFILATHEER | Unsupported SAML version ©
TR
1. BEUTAZEZ—RESEHMNEESHE
° {8 “storagegrid-ssoauth.py Python flZx o ERE:5ER 2 o
° {5 curl FBHK - BEIDER 3 o
2. INRARAEMER “storagegrid-ssoauth.py JilZAs » FERIA RSPy thon 223 I IEI T 2K ©

HIRETRE » AN T2HME :

° 8SO 737% © #i A ADFS B adfs °

SSO EAEXTE

o Z2#tStorageGRIDRY4BIE

StorageGRIDAI{ir it

WNREAEEFEFERAFEE AP FRMAEARIRE D o

o

o

o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
sk ok ok ok ok ok ok ok sk skok ok sk okok ok e sk ok ok ok sk okok ok sk ok sk ok bk ko ok sk okok sk sk ok sk sk bk kb sk bk sk sk bk sk bk kb sk sk kb sk ok bk sk ok sk kb sk sk kb sk ok ok ok

T o T T T T
StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7

Bt IR T StorageGRIDIXE S 1 © IR7E > ERILUE L AR EMEEK » LR EER SSO FfER AP
MIA o

16



- MNREAEMEER curl 553K » SR THSER

a. BERABAFHRIVES -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FEEFRENREIE APl > :5{#H 0 {EA TENANTACCOUNTID ©

b. EEZWEHEBNHMERE URL » 553 H POST 58K /api/v3/authorize-saml > MAEEAEHMFR
ZESMEY JSON #RES o

ISR T %52 519555 URL By POST 353K TENANTACCOUNTID © 45 SRAZEIELS "python -m
json.tool Bk JSON #RES ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HEEEHIRIEIEE S48 URL RIS URL > BREIEERIMY JSON 4RIB/E -

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIwWEEV%2FJTuv’. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. #7F 'SAMLRequest EEIFEFES AN BB THEH °

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwAS3D"

d. £ AD FS BiSE S AR ImEAEK ID 952 URL ©

—EEERER L —ELEPR URL ARBEARE
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'
EfEEEE R imAXKID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. RFLEEPHNER AR ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. RICRYEEN L — BRI EEEIRERE -

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS iR[0] 302 EEM > WEREREZHMEN o

@ NRIEH SSO R T ZARFMEE (MFA) » RERSUER G S E _EZIBHEHAM

iy
REE ©

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g. {#7F "MSISAuth' & E[EIFERY cookie °



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. {EARKREE:E POST B cookie MIIEE(IE 23X GET 553K ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

[EIfEFERE1 S AD FS B EUHEBREHER > RRIRERENXRERITES
SAMLResponse °

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {72 "SAMLResponse' 3R B P iR

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- (FFE#FH SAMLResponse » EII—{EStorageGRID/api/saml-responseihKE4 StorageGRID
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BEETEThE
77T RelayState ’ (EFTARAFIRE ID > HMREBZABEIREIEAPI > BIERA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. R OERHSDERE < R #TF 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRTERTLUER "MYTOKEN B Efthassk » F8LIR R ER SSO KfER API YA T ©

REAA T B—E&k > 5HRH API

MREMBAE—FA (SSO) » AIZAEEEE—RS API ;AR A BEEHAANREIE AP HFHAE EIE API o IIRIEfHE
FA Active Directory E% SSO Biefit® » BB AELERA
REFS LTS
MBREE » Ee] UL E —F H BEE H StorageGRID API ° (& > &R L1 StorageGRID#E S BE—&
(SLO) » EEEFMMIStorageGRIDAEH S HE o
FTER

1. BEEELSEMNELER » 551 cookie Tsso=true] 1BiIE4S SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID_ADDRESS/api/V3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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R[ElsEEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. (#7784 URL

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. AEH URL 253555 R U #HEE SLO M EFE M [EIStorageGRID ©

curl --include "$SLOGOUT REQUEST"

3R[O] 302 ZFE - EEMUENBEANEAPI EH ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIpaStorageGRIDAE S & o

filBRStorageGRIDA LRI H T ELRE SSO WA ER © MR KR H “cookie“sso=true” » BIFERER
tStorageGRIDHFE L » MAEHFZE SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{& 204 No Content [BfERTAFIRIEERY

21



HTTP/1.1 204 No Content

WMRESA T E—&E% » AIfER API (Azure)

MBIRA"ZELRAE—EA (SSO) "I BIE&ER Azure {E24 SSO BRI » Hal AfE
FAM{EESE G A REVSEHAAREIE API SiIHA A BIE APl BN S REEEhE o

WRESAT Azure E—%F A  Sign inAPI

UNERATER Azure B2 SSO BHIRME » BIESLERIEER

FtaZ Al
* (CENEB I StorageGRIDEFAE BHAMI A A ER SSO BF E A ithi-FIZREE o
s MNREEIFNEAEEIE AP > SEEXNEHEARIIRE ID o

RARSULIERS
EENREDERETHE » SRR TSR

* 3 “storagegrid-ssoauth-azure.py Python il

* 95 ‘storagegrid-ssoauth-azure.js'"Node.js i<

75 MBI 2 &B L2 StorageGRIDZ2E#E B &4 (" ./rpms ¥15? Red Hat Enterprise Linux » ./debs R Ubuntu
g Debian > L& "./vsphere 5% VMware) ©

BRBEECH Azure API 58 » 5528 “storagegrid-ssoauth-azure.py Jil7Zs o Python A~ B 1%
EStorageGRIDEE HMEAR (SoEUF SAMLRequest » RBEVSIRESHE) » WM Node.js ii4sE2 Azure B
BILUNIT SSO #21E ©

SSO RERJLUBEE—RT API 5 RKKHIT > BEFRMILARRGE o Puppeteer Node.js 1248 FEFAHIEY Azure SSO
7Y ©

WMREBEE URL ARESMERE » (SIS E BT TE852 | Unsupported SAML version ©

1. LREEFRERAVKIBIE » MNTFA -
a. &4k Node.js (28R "https://nodejs.org/en/download/") o
b. Z24LtFREERY Node.js #E4H (puppeteer # jsdom)

npm install -g <module>
2. 4% Python MIZN{EIE4S Python fRTESS SR HITZMIZS ©
SR > Python IZSHEIEAL ¥ FERY Node.js IZSZRE1T Azure SSO EHf ©

3. HIRERE » MAUT28WE (HERSBEEEH)
o FRE A Azure BY SSO EFER it
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../admin/configuring-sso.html
https://nodejs.org/en/download/

° StorageGRIDAY{ir it
° INRTAEIZFEFER B EIE AP > :FEATEAEIRE ID
4. WIREREF > ARSI ZEMEE Azure EREHEM MFA R4 o

nts\azure_ssorpy storagegrid-szure-sspauth.py --sso-email-address user@my -dosain.com
i .e.com --tenant -account-id- B

(D ZMZASBRE A Microsoft Authenticator FEAX MFA ° f& BT SE R S AU 2R H Az 0y
MFA (BN A SR EIRAES) o

it PR T StorageGRIDIRE S 1 © IR7E > EAI LGRS AR EMEEK » FHLAKRER SSO KfER AP
AT o

WMRESA T E—%&&% » B APl (PingFederate)

MRIFBE"HZRELEEE—FA (SSO) "I Hf&fERA PingFederate /%4 SSO 121112 »
%%ﬁ%m 25 API SR EVS AR EIE AP SiFHE R EI1E APl BB HERE<S

WRENE T E—E%% > Sign inAPI
AR IEfEA PingFederate {24 SSO B0 1Rit#E » RIEAELE:RH

ez Al
* HE B StorageGRIDEAEBHAENH S EAER) SSO EAE BB ES -
* MREREFEFEALEIE AP BEEMBEHEALIRA ID o

RARS IEAETS

EENFEMNERESHE SRR TSNz — !

* 48 storagegrid-ssoauth.py Python MIZ » {ii¥StorageGRIDZENEB R (/rpms ¥ 52 Red Hat
Enterprise Linux > ./debs @A Ubuntu I Debian > LBz *./vsphere ¥/ VMware) ©

* curl FBERATIERIZEER) o
MBHITRE K > curl TIERIZAIEE AR o RISEGERIUATEHR | A valid

SubjectConfirmation was not found on this Response °

() 8 cun TIERRTAEREEE TR EREET -

WRITEE URL ARIERIRE » [AJRE R B EILLTEE5R | Unsupported SAML version °©
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../admin/configuring-sso.html

1 BB T A ZEZ—RESSPRESHE !
° {3 “storagegrid-ssoauth.py Python AlZx o EE:5ER 2 o
° {EF curl 553K o EEILER 3 0
2. WNRARAEMER storagegrid-ssoauth.py JiIZs » FERIA RS Python iR fE 23 I EI TS ©

HIRETRE » AU T2HE :

° SSO 757% o &R LUE A Tpingfederate) BY{EfAIEAE (PINGFEDERATE - pingfederate &%) o
° SSO EHEXTE

° L StorageGRIDAYABLE o LEHANI AR PingFederate o f&B] LU H BB 2 gy i A {EAE o

° StorageGRIDAY{ir it

NRICAEEFEERAFEE AP FRMAEBRIRE D o

o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

$ekdeckkkdkckkkkckkk ks khkkhhk kb kkhkkhhkkhbkkkhkkkhkkkkkik
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

BtH PR T StorageGRIDIRE L hE © IRE > SR LGR AR EMEER > IR MER SSO KfEFA API
HIA o

3 yu%/u\ e 1%% CUrI uﬁ;_k Dﬁﬁﬁﬁ?§”ﬁ%ﬁ§ °
a. BEABAFTHRIVER o

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ EEGFRENREIE APl > 5518 0 {E4 TENANTACCOUNTID ©

b. BEEZINEHEENTDEESE URL » 55538 H POST 553K /api/v3/authorize-saml » M4 [EIFEFMIFF
EESMEY JSON 4REE o

I EEFIFET 7 #1% TENANTACCOUNTID B35 258438 URL B9 POST 3R o A5 RBHEA python -m
json.tool LAfIFR JSON #RHS o
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LEEEAINEIRE S4EE URL ARISHZEE URL » BREIEEESMNY JSON ARESE -

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {##F "SAMLRequest {tEIEFEIS AR BER THEN °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[CIFER cookie » i [CIFECIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. FEH“pf.adapterld’{E > ifi[o]ZE[C]FE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. EHhrefE (RMIPREZPRIFIAR) - WEIRRZEHE

export BASEURL='https://my-pf-baseurl’

25



26

echo "SRESPONSE" | grep 'form method="POST"'

g EHEFE:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. %3 cookie A& :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {72 'SAMLResponse' 3R B P i1

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- (FFAE#FH SAMLResponse * #II—{EStorageGRID/api/saml-responseimKE4 StorageGRID
BNEETHE -

A7 RelayState ’ EEHBFIRE ID > HUMREBZAFKEIEAPI > BIFHO0 -

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIS D8RS < FEfF#7F4 MYTOKEN °



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERTAER "MYTOKEN B HAthEEK » $BLRAER SSO KifEM API BYAT ©

NREYA T E—EE > FRL API

MREMAE—FA (SSO) » RINEREH—ZT] API AR FEZ LR EIE AP TEAFEE AP| o INRIEfE
FA PingFederate {F#5 SSO 1Rt » RIEAELRA
RERSLEAETS
MREE > EAIARAESEA B —& H B E & H StorageGRID API © 5% » &AL StorageGRIDE S B8 —& 1
(SLO) > EEEAMAIStorageGRIDAE S HE ©
TR

1. BEEEEENEHFER > 5§ cookie Msso=true) fHiE4S SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

iR[El5EEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#7F518H URL

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. AEH URL 835K SLO I &3 E E)[o]lStorageGRID ©

curl --include "SLOGOUT REQUEST"
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3R] 302 EFE - EERUEFNEAIREAPI EH o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIBRStorageGRIDAE S hE o

filBRStorageGRIDA TR A ELRHE SSO KA ER © MR KR H “cookie“sso=true” » RIFERER
tStorageGRIDHFE L » MAE 2 SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@ "204 No Content B|[fERTAFIRIEEEL -

HTTP/1.1 204 No Content

fEF8 API S FAIHAE

S A ERYEREIE APl 522 {2 StorageGRID R Y FLETHAE o B FEIETHAE(SE A
R A BB E AW TSI T B 52 T AEAB R RV EFS BV RER o

RAR UL

{EFAThAEA 4 TR (CFH LE 72X Storage GRID AR FPHIRELETHAE o (2R IAINAE R I IHIREAE 5 AA Root 725
R ETREHE A E AL AR — 5% o

ETRILIIAENEER > HEEUTIES

_REAB—RIRFHHER - BBRUBAFIRFRKIEEHStorageGRIDAMIHEESE - AT REHBEHRR
MLZE » A RRRERFEES THAMERP RKEELIFREABRIRS o

_AT A RILUEBERMRERE API FRERINBERRRBRE—BIR - BETMEREES (UM AP) 5
2R TE@EHARIREN Ihit > A8 ARREESERE (BERERENERRE MREEU #IRAVE
MERVERE) EREEEAERPIRFIRE AR o

1. ZEVEIREIE APl B9 Swagger X5 o B'EAAIREE API" o
2. ¥ EHSFRINAEIREYL ©
3. BEECREIENE (FIINSFHEBAREME) » AH API XN TFIEX :

28


using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html
using-grid-management-api.html

{ "grid": {"changeTenantRootPassword": true} }

sRTTAE » ERFEAR root BHEINAERRIEA o "EEAPREH EEERITBHEREEERE TP
It BRI E A Bk A R RZIEH AP K& RO AR 1403 21k o
EMRAEFRRIINEE

TERERT » eI LUEREREIE AP EFEACERMNINEE - (B2 » NREAEER IEEEHENIIEEW EITA
& ®E]LUEA activateFeatures THAEA S ©

@ activateFeatures THAEEEERRNE) - MMRIRESBILINEE » FER » EIXAKREEMEA
HAEMEFAINEERFES o ER RS SRR E R BITHEE o

TR
1. FEVAAIREIE API BY Swagger X4 ©
2. REZRIHAEIRES o
3. EEEMEENFABETINAE > :AE AP| BRI TFIEN !
{ "grid": null }
BILAKRSERE > FREAE (BEEEHEAFREEINN) MTEMEA - "EXHAFREZESIE#RER

FHREERENES » I BEAEAEAR P IREER AP SFRER AL » RREAEREREIE
B EREARRENEEER o

AITEIRE SR A B /AT AR © MREMINAEE A ERRISEARE > AIA
7 PUT SARFBBREISE €11 » BISN » EREHBMEERAE root BIEAE LA
storageAdmin BEIEHERR > FHEELL PUT K © + { "grid": {"storageAdmin": true} }

1%t StorageGRID FY7ZEY

1z %l StorageGRIDzA [

TR LUE B E 37 5B A BF 4B (L A& M A B {E R4 D B RE PR AR I s BT AT
HYStorageGRIDIA K fE A& FTABUTHILEAETS o S A LUERERARE—F A (SSO) ~ 811
FA P i 78 a8 LA A EE AR 220 o

AR EESRNRE

A LUB B S 72 Bk S AR TS BE A BEAB A 56 P & SRR TE 2Ntk B AE A 2N 5 PR 28 SR HE E o P LA BRI AR B TR A3 A1 AR
EIE AP o

RS oHE ERE BHEM EREREER » I B AT EREFERARRRFESE AStorageGRID ° R
£ F8 Active Directory ~ OpenLDAP 3§ Oracle Directory Server » BJRJLAREE DS

()  mReAREAEM LDAP v3 BT - BBHERTEIE o

R LUE B ISR B EFSRIEE B EEAE AT AT LRSS ER ZIS@AE - fIgl > ErRISEFRE—(EEFET
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RIEARERESAEIE ILM 3R > M5 —(EEFEPERERENPITHEET - EREVAE VBN —EEES
FEFENRAR ©

E o SR LGREFHEECE A PERE - REBHETHEAE REEEREMINGE B A AR EEGIRERERE
AP FREITIERIE B TEAIHRIF

BAE—EA

StorageGRIDZ 4 X B AL 2B S1Z50:E S 2.0 (SAML 2.0) {22898 —F A (SSO) o &5ksF "% I EUH
SSO"» FTAEEAENELKBINTG DIRHEEERS > AR EFIERESIESS - HAF B « AREEAPI
HAAFA P EIE AP| o RIS (ERE 8L E AStorageGRID ©

ENFCEENS

L REMNMEEBIZUR TH StorageGRIDIME B B EREZM © T#StorageGRID R ARV IAEE A
EEWVEDEERE o (Re " EEE HHER o

BORENRLIER & S

RS EENRSERA — M —RVENREEESI S &= - (CREMA SSH WU TEEE ) BB AR » A VM/E
RRHERI SR LAY root (EREZDEA © IRIFFE » ErI LB ERER & ZH5 WIS E R o

BN E RS

fEAILAZFE 2 StorageGRIDECEZHS © 18 « IRFENMEBZEFEEZENE - THINIEE
B ORERN 0 HREEREEENR - ERERIZES & Z W5 StorageGRIDZR AN
BT o

BAtaZ Al
* BEFER"ENAEZIER" o
* [MAB#EDY Root TFEVERR o
* THEBBERINRTERN o
RARS LL1EFS
RN AIREERERNE > WH THMER" - BREZEIBERTE Passwords.txt X o E{RCHALER
B EREERZHM o
1. BB TE > FEUES > BRI o
2. T ENEERE T » EEETER
3. MAKBERINRERH o
4. AN c BEMEZRVEE 8 EFR » BFEEEA 32 EFF - BHEEAKNE °
5. BITHRERBEEFEEZENMAUE - ERRE « BRMEEEIZFTNTEN o
6. EMBAIENE - REBEE T o

ERETWEETME 0 RARETABRIIEE o
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Q Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7. EEEe” o
8. B AMBIREHER FRERE o

@ Z%E&EEE 25 o MR BT T EHAIER - IRBEKE - MEBERTREMER

ECNERAIE R & S

m‘ﬁ':F'E’J&@E’ﬁ%ﬁ%ﬁﬁ—@UE—EI'\JEﬁEEEE%'J =05 > [§5F
15 L0 BRIk B AN T BB ER BA RV S M — BN AT & 250 o
FAYaZ Al
s REER"SZENEEZIEZS"
* {RA"4ED Root 1FEUERR" o
* BB EFINRERS o
RAR IS

ﬁﬁﬁﬁﬁ%&i&ﬂiﬂé‘%"ﬁ%@i@ SSH U MEEE | BENEANE » SER VM/BEEIZHI8EL L root FREFDE
A o BNEIEEEH S BIEIRF AR T NS EMIEILINENE » WRRIEHZEENN Passwords.txt 118
BFRRIREEE o ZRHEFTE Passwords.txt FEZ2RYZRREE (I o

()  emmmneemm SSH 244 B SSH FIETS - LURFFREE SSH 7Z2EEE -

R
e
1. BT > FEURE > BT -
2. 1 BUEEER A TR T » BIBETER o

AR EZ S

1. BA LRIV EZEES o
2. BB -

THEMERE
TE TR QBRI ZA > 55 THERNERE - MIREMAERMNEBEEEBERN > S UEALEZRERFRY
AZE% o

1. EETHIRER" -
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2. EREREXMH(.zip) FIMEZRE « BJ5EEBILATES o

@ EREEZVARTLZEN  IAEESTAREStorageGRIDAMIISERIHIIIE S /AN E
B o

3. EEEE o
4. EFERHEIRHIRE - MR ECEFBFRNENERIEG G2 » FEE = o

—EZIBIERE - CRUEERUH o

E L A TR
HEEH ARSI  SEL—EOSFERNERE - A%  ESEN L ERHE -
iu Agfi
| SEHNIREELR - BAERELSE -
2. EE T ARG -
3. FHSAE :

a. $T8 " zip XXk o

b. HESATEIMAFERAE » 145 "Passwords it S » EFREL S HIRTEREESI QS o

o. MR (. 2ip) BTERE « TG AMITHIHMEL o

O LT
EROREYARER  BATOETARESorageGRIDRMEVS EEHINE S AR o

4. EEREESRRNOE FRATERELRET RS -
5. BB B IR AT LS A RS - STERERNE -

IRFAASRNEBEEEDL > RIS LR BIIRNINER - HET—F -

MR BRTBREFHIRER - RIBNE SV L BBEBERMBVERH - R BBERIEE BBV EMERS
L EHZBE - MRZERERFEFREMINRERZN > AIGHIR TE5l) %l -

MR — B ZEERREA RS EHTRM -

a. EERPIIHAHZRAS
b. fRRREE o
c. EEEH" o

() EstaEwms—REEEEE R AR ENEEE RS -
6. BT ETRAEL S AT - IR TN E—EERE -

7. HE > ERRE S R TR IR E SR INEI4s -
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B EIRENRLRY SSH ZHVEHE

"""" S5 EIREIRAHY SSH VRISt B AT P S EMRIAYIE— NS SSH £iR5E - TE1E
ENFAfEMELE SSH £RE AR S « ERBH S0 RE1FAERS

fEF SSH WU T E N E AERL "admin SUERHIR B IRIEH &8 £/ root EAH ©

FRtEZ Al
* BEFER"ENEEZIESR" -
* {RE"#EK Root FEUER" °
* CHEBBERINRERN o

RS IEAETS

BIRENR R F IR S E R AT A S0 IR ETFTE "Passwords.txt RIE BLRBIIEEE - BRHITEZ XA FH
255 o

EREAEIEAEFARY SSH £1RH BIGRY SSH FEVEDE  BEAERAZIBREME -
SEEE
B

1B > FEUER > TR o

2. {£*E24 SSH £/ T » EIEEITE ©

THERMERE

EEE SSH FEEIRZAN > 55 FMHERNERE - MREMHMHNSRETBRRM > LRIUERIES AR
I8 o

1. EA GBI ERS o
2. B THIRER -
3. WREREXM(.zip) FMERE « JFEEBIIABMEL

@ 1’%}_ REERNARZERN » BAE 82 AIR1EStorageGRIDAMEUS ERIFIINE SIRNER
BE o

4. B o
5. MHEREES RIS  MRCEEIRIMALE SSH ZME » HEE (2 o

O IBTRBAYE - CRIEEDH o

% SSH IZENEig
P SSH FINERIRIZFMGE » BEA—EESHSEBNHERE - A% > TESEHSLEHSE -
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1. ERFBIRIEEER > EERERDE

2. % TTHMNERE HBAREEN B2 (TRRNERE) LREFNEREXA(.2ip) IHERER
A5 BB IAIE o

3. FHSAE :

a. $T8 " zip XXk o
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LDAP service type
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Test Connection
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using SS0.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on ($80) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifizr{s) shown below.

2. Test S50 and SLO by selecting the link for each Admin Noede:
o https:// fidp/startSS0.ping?PartnerSpld=5G-DC1-ADM1-106-69

o hitps:// lidp/statSS0.ping?PartnerSpld=5G-DC2-ADM1-106-73

3. StorageGRID displays a success or error message for sach test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Grid1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘P\ctmnsv

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Errar

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNJQ3MyO0xMUVELTg2QjEtODIBMJAWQkI3NEM4 error:general
error

CGRR Cross—-Grid Replication Request tenant:50736445269627437748
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error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
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error
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version:NUQI1ODUwQKUtENJQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage

e G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate R B " Custom Jun 4th, 2022
Nodes. You can optienally use this certificate for a load balancer

endpoint as well.
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KMS setup Appliance setup

Create a StorageGRID Enable node encryption in
client in the KMS5 Appliance Installer

\ v

Obtain KMS details: Install appliance:

-~ rerie T . "-.-"c.zlumes are encr*,:rpted
Alias for encryption key LN DI ST
Server CA certificate keys (DEKs)

Public client certificate * DI.Etl:]stare E"CWPLEd
Client orivate k with temporary key
e privatE KV encryption key (KEK)

\/ v

Add KMS to Grid Manager Deploy appliance as a
for a site or group of sites node in StorageGRID

v

No Has a KM5
been configured for
the site?
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> configuration
KMS process *
Appliance connects to
> pp

KMS to request key
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KMS key replaces
temporary KEK

Power on
or reboot? +
Appliance is secured by
KMS
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

HAFARAURITE Nkt BEEEESERIENEMIERALS - THEEEREENRR o « LRERTIETE
(EISEER B SERN S » s TstRa B - e @EThEEes 7 XN -

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ *+ Lasterror @ * Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es:::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

@ Last error fE{IPHYFLEFEERS FIAE R SHESRHRY logID © MR EIE S SRS & T A AL
ID 7£ bycast.log FEHXARIIERNEZFAE ©
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q, Total interface count: 4

Node = Interface @ 2 Site @ 2 IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.86.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ pC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ Decz2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ bDcz Admin Node

0 interfaces selected
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Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1
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Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the

arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node
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1. 7 Subnet CIDR ##{iiF » LL CIDR RTAISE VIP F4BIR —IPv4 (B EIEERENFRREE (0-32

)
PRI A FREE R EEAIT o BTN > 192.16.0.0/22 ©
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Pvd address followed by a slash and the subnet lensth (D-32
Fv4 address followed Dy a siash and tne subnet length (0-324)

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address

2.
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Alternative Name: DNS:*.s3.storagegrid.example.com
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S3 load balancer endpoint #

Port: 10443
Client type: 53

Network protocol: HTTPS
Binding mode: Global

Endpoint I1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remaove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address ef any Gateway Mode, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
i Q
Site @ 2 Nodename @ 2 Interface @ = Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin _
2 interfaces are selected. Previous

2. EEgE

5o
1. BEREIEFEREY -
- MBFETHE VLAN ID st - HIEIEE AR HA VLAN SAEE o
 MBEREESERIEN > HREEEESN RSO RS F—E
- MBRBMBED » HEBRER o
2. JEiE T o

3. EFERE 5 Nt INNEA EFARELRE S A%EE) EEL » W ERAE R
(NODES > parent interface node > Network) ©°

226



#REE VLAN /T E
4REE VLAN NYERS » @A LUEITI FEERA#E :
* 54 VLAN ID St o
* FTESMIBRA S E o
Flgn > R EEFARABENDS - BIRTAERZEH VLAN AEARIFRR A E o

BARUTEE:

* WIRRNETE HA BHERER » BIGEERIBRZ A TE -

fIan > fiRE% VLAN 200 #E=#22IEEE A M B _ERYRSTE © W15R HA BHE¥TENES A 2/ VLAN 200 #2011 » ¥60
i B £/ eth2 #2010 > BRI LUMIFRERRS B REARIIED - (B SEMIFRETRS A E£ANRED -

1. 842 FoE > 4988 > VLAN /7@ ©
2. EIEREN VLAN N EEEIE - 4%  EEEE > RE o
3. Z#& > FHT LAN ID Sifiditt o JR%% » S gE- o

4 HE ) EERESEEELIIE N ERMSRERNONE o A% - EERE
. REEREILETERNEN -
B o

o O

filkx VLAN /&

& AT LA BR—1E 2% 21E VLAN 77T ©

HMIER o
BT BRERIRETE > BFEBPITUTHREZ— !

* MIBRLE VLAN NMEZ AT > B5CAFHEY VLAN N EFIEE HA 854 o
* B AERALL VLAN AEAYHT HA B$4E o
* NREMIFRE VLAN N E BRI EENED » s54RE HA BH4 o REMIFRH VLAN NEBREE R RENE
B o RN ENE LEIBRE 0 ABK HABHEDPRIBRENE o &% > MIFRXEIRL LAY VLAN ME ©
1. B2 fcE > 498& > VLAN '@ o
2. EIEMIFRNEE VLAN NMEREEEE o 2418 > EEEE* > Mk o
3. BE B SR IGHEE o

227



UEIZENFRA VLAN NMEHEHMER o VLAN MEEE LS HIRGEHRIHIEE o

BEMENIERE
R B RS ?

MEN AR R MEZENFBEENERAE - BEREIUERHMNEERE
> UEREHARTFEmE (QoS) °

e EEERBE R R h AR RA R BA A B IR B RAAY Storage GRID & & T #1258 ARTS_E AVIREL o BEEIDRE DIRR » [T
AR B & T Easings o

e

UCECHRAY
BERESERBRES —ANZSENERE - ARHEEAUT AN EREERNERRE
* §E
* FH
iV
© BE T EES RS

StorageGRIDIR AN B R E L BEPY L TIRRUAERINO T o (ESSEBRAER 0 R A R B AEIE o
1R » SRR SRR & I RIZ SMOFTA TR o

PR

T LSBT IR AT S T 50 -

- fE

- SEARNER

- AR

© R

A ERRESEL B THRRMNNT - IRTEFRAFES AN TEE2H - ABRAFERTEEN
PR PRI o

@ AT AR L SRS SR IR B AR R S R B EZEKREVIRR © (B2 > StorageGRIDAAEERF IR ML
BIRSRE - MIRARIRAI A SE S HAZIRGIFVAEERERINVE IR & -

HRBRSHBERRIARRSE] > FRUCRENERRAZRL o StorageGRID RAEIEHIBIT—IERE >
IERIRUCACAS 4R » R ARRMBERICECHUZRHIHITHIRES o ILERHFERERA G5 AR S R SRR IRESRES
RYE MR K BEERECH RS - BIFAA EMIRGILER > B IRFREEE 250 25 I BARNEHERTERR
BEPRMHIAYEESK > iUk EI 503 Slow Down [EIfE °

TEEREESRT > CRAUEEREERLEEREES EERITEIZRRERS -

228



TS mE N 1ERIRE SLA B A ER

AU REDEREARERGINBRHRELESFER » LEAFIRITIRHE E « BERMREN MG IRFEELR
R (SLA) ©

WTFEBHETRT SLAN=(BER o ERILIEIDRE D HRIEREBEIRE(E SLA BRIMEERRR ©

RFEERE PN Bil{RE AEFIERAMRE BN
EF EF 1 PB f7=EZEME 314 ILM #RAl 25K {EzER/F $$$ =4

5 GB/f} (40 Gbps
) AR

iR %**r 250 TB #7722 2 1% ILM #EH| F 10 K @S FH$$
1.25 GB/# (10
Gbps) $EE

Hif g%*-? 100 TB #7122 2 14 ILM #RA| 5K {EzEK/FD $ =R
B
1 GB/#) (8 Gbps)
$EE

BIIRE DR

MRECEEEE > AR IIRED AR » WEEEMBBREFR « AERERRT
i\ * CIDR ~ B & T#esinti il AP RRMEIAE - 3E » LR LURBIAR - WK
B 5A KEER RE SRBEPRE] o

FRtEZ Al
* e ENEERIERR" -
* {RE"RootZEVHER" ©
© eI BB AT & & fresings o
* BRI EMEETRNES o
1. S E > K > RESE -
2. EERIE o
3. AR ZBAEL (FIE) - AREEEE o

BIan - fEatit e 0 AR SR BRI A K E Rk PR EE o

4. BB ARIEIRA IS E M TR AN AR — AR S AR AR o CRUMEAREEREDE—E
HEIRA o I o

229


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

5t
el

Lc(E

R ETtEe

ft

EREFASRERNREEE - REBEiaiREER - HEBERETR
I » CIDR ~ B & F#E2simeaFfIfEAA o

s A SR PR AR B ARTTRY(E -

© HER A —ERSEHERRE -

* Bucket regex : BIA—ENZEARTTE—4E bucket BHIBAIIEIRFKRMI ©
FRRRAKME o F/ » HHELTE bucket LIBAIFIFEEITUCA » MEMA $
TR IBIVAERETIR « ERRTRTAZIE PCRE (Perl HRIEMRR
M) EEARFE ©

* CIDR : I CIDR RnAE A B R FERER N —EHZE IPv4 F4E o

© BETHERIR | BIERMAE o  BLERSHE I EaH FHasinas" o

* P HRTEERERERID - IRFRPFAELIEFNERD (PIWNES
FE) o BIERFEIBH RV E EREEEAR o

MRCREGEHIRERNVEENTSE—ROREZIINIFREREIRE > 5
Bk TRENGE) EEIE - TR FRRZERE -

BN > REHRLZURIEER N F—ER R T ERm 2 SNFTAIRES » 555
EEZHFNE T AR » ARER REFS" -

HREIZELRS (HhEDE—EZFTACER) KRR  FESFEET
TLACFR A sA KRBV SRBE o

O BE o IEIFHTIE RG] WIEZLL T sHAE LTS — B2 (B PR RIZERIFR A T AC RV R & o

230

®

BMEIEAHIB(EMRIFRS > StorageGRIDMEUWESSR » RILEA N T #REBS -


../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html

5t
el

BAMN

BfE

Bt

ft
SEERHRABR R TEEARRGIRE o fUI » eI LIRGISAR NGRS
TR o

AR L EE LRI R R RIS E R S IR FI S EEKRVIEE - B2
StorageGRIDAREEFRF PRI MAELE R VSRR © "“‘mu‘fﬁ%IE?‘ﬁFﬁH# » BB
KREVEREAAH - K > ESEFERVEEEHEERFR > REEERATA o
HRSER R AE B H A ZIRHI R 2 E RN MBE R Z -

HHPEERS > StorageGRIDEZE FHERHIE AT SABRTRISKEE o FIE0 > NR
CE—EERB—ERFRENERE > BEER A BIREFAZIRE] > BIfE
FEREEAEERHIMEMKIRARE o StorageGRIDE KB FFIEFEIR
SEERGIR TR{E) A¥ :

© FRRERY IP it (/32 3EE)
YN ER TR
* BIEFRRTR
- fE

s B
* JE¥5HE CIDR ITEC (FE /32)
* RMAUTHC

IERHI SR BEANE P IREEGEXK (GET 8¢ HEAD) & AKX (PUT
« POST & DELETE) ©°

IRIRITIEER AL > ERRERHIREIRIE o HIUN%A 101 EEZEMIB/s > RIEZIR
RIFR S S HIARES T E A SEBIR 10MiB/s ©

AR REBEMURE > cTANEMRSETES (FIW > GiB) S+&ER (Fign

' GB) - AEETHRE > FEEPAREESA LANERE TSR -
RBREFEEREGER" -

S ARIERYEEAL -

fBlan > INRICHEEA SLA BEIL 40 GB/s BUEERS] » BRI MERSIEEESI : GET/HEAD % 40 GB/s
» PUT/POST/DELETE % 40 GB/s ©

6. S o

/. BIBYAREIRENREER © A L —P RO RIBRRETEN - EEHERIRER - BERELE

Gk
= ©

S3 ARImMERESRIERENIRREEITRE

e R

"BEERMEER EEERES EERTEHERERS

231



AREEME D AR

TSR MREETRE AR S B H A B - SiET - RES MR R ERFRAE
BRI ©

FAtAZ Al
s MBEERTIENEE RS -
* {RE"Root{ZEVER" o

12 AE > MR > RENER -
HIR DRESERR) BH > HARKRIIERKS -

2. {8 TRME) DEERTGHABHEERERE - ' EURENERR BATERS °
IRIEEE

a. JEEVZRBSBIMEIEAE o

b. JFEIZHRIE > MRiH o

i

B

n:|

HAERERE
a. IEERIRRTE o
b. FEIZRIELTEZHY MR 1R o

3 HRNEARRLBIER - AISERERIRRIEIHIL - AR EE -

4. BRI SRRD R  AEEMERASRERA RN B SE  RAREEEE
o HINREMRBID I - AIEENIE  REMIBRIRG > AREE WA -

6. EETMERNBER » AREEHELEE -

CHRBEFMBINEEERT - RERRBERENERBEIEMERME - CIUEEREERILEERISE
[EERITICHAZ R E RS o

MR 2 ER R A

MREFBREEERE DR > JLGSEMIPR o FERMIFRIERRRE > EAMERER
HARERRES o

FIsEZ Al
* BEER"RIVERZER" -
* {RB"RootfFEVHER"

FER
1. B E > f{E > MEDE o

232


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/creating-traffic-classification-policies.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

IR DRESERK BE > HFHRARRRIIERS -
2. fERRIF ThEERHAE K R EMIFRRES

1R
a. EEGZRIGHIEIEIE o

b. EIEBIE* > MRg o

B EEE

a. BB ATE o

b. EEIBERRL & FEEE Y MR HRSE o

_I,HI:I

3. EE T DI EMI PR REE
ZRESEMFF o

BEEMRMERER
TEILUEBREER THENERRK) EERHNERREEERME -

FIsEZ Al
* BEER"REIVERRELS" -
* RE"IRFEIVERSEA R IR RER"

RS L AETS

HEIRANRESIERE - LRIUEER M FESRIRFIER - UEEZRBEENINRE] T 2ERERER
£ - BRPHNEEIUENERERSR2ABRE -

BMfER AR MEDERERERS » hEWERR  BRAIURHEERNENRTEREERS

1. EEEE > ER > RENE -

HIR DRENIERR BE » WERNKRFIIHIRARE -

2 BETEERISENTE S ERERLHE o
3. JEIZ Metrics B o
HIRR B ERE R o B AT e R 0 R A0IEE o
HEEE S FEX -
ERE | HERIBEAE SR THRRENTSILERIERE  BREINER QEREAERNERE

“ELX&@EIEjﬁﬂE/]@FEE’JIEjﬁﬂj(’J\ o BEXBIERB A RNEIRIEREU KBTS S EXER
AUEE KAV EIFEIESCERI K/ ©

233


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

@ EARTHE o IEREBTIAREAE - HIEIENRANYHFER » BRBRIERA
FEAA B AR ERIERR

° SHEREIER | ILERBHAIRBABFTHFERAT P IREEIER (HTTP ARARES >= 400) HIRBUER o

o TIIANKREHERE (FEER) | ILEIRREMHT S IR RIIE R T ER A o

° RESIARMEAE | ILERIEMAIESS T HRRENRILRBIEFTIIERE - BKREINEHNEEFRER
REFRIRAUR B Z EXERBEEIEXER A/ - EZXBIEARFRNCEREMUREIERE
FIEXERBEERPEIREXER A/ o

4. RERMEITRE LR EEE RS ES DR ELE -

5. 3#1E Metrics) 1ZREIETAHY Grafana dashboard] REEREEHNFIEER o BT Metrics) 1ZH 9T
BEERZI » B UBTESIREER

o R R/ NIIEAGERE | FEILEHREEH PUT/POST/DELETE AKAVRE o BB—ETig EHE T
BIHER - BEREPERNERRRBEARYGE > T ERGERPEIESHERE ARG RS
0o

° R AR/NGEEGERE | A UEREEAY GET/HEAD sAKAVERE o B—E o8 EMNE BT ESTIAVERE o
BEREPETRRERRRRBEABEGTE > YEEREFRPAIFTFAREAEERSE0 -

6. % » #*SUPPORTHEBZEER o
a EELR>THE>ER
b. 1 Grafana &f%3iEE ME IR o
C. tEEA LAREEPEERK o

d. REsRBEER LRV R BRENE O - R BEANERE - RS2 BRI R/ U R %5
BB HIERE

MEDHERRERE ID K o ZREE ID FTEREDFARKER L °
7. DirEIFRUEE RERGIREMNIERUKR EE EEHEERE o

EH TLS #EA5 T IS

StorageGRIDR A ZIE— @Hﬁ BEE’\JEEE,%E# » ARERAR BB AN Em#F HRSNER
MEIULGEHERZEM (TLS) &S

F1BM TLS hRZA
StorageGRID3Z4E TLS 1.2 #1 TLS 1.3 » AREIZAN B D S M EIREHF A IMERLT

BEESIRASNERAM—IEMRAN TLS Bk > ERMRE—RIGMERMHED < IWFEANSHER S3 AR &
RREA—EERANEEEE - EERTEEN > FriflE RE > B2 > TERTE WEE TLS M SSH 7R ©

@ TLS REEHE (BIENHERRZA ~ 205 - %Eﬁi‘é?ﬁiﬁ%iﬁﬂ MAC JE&7%) 1EStorageGRIDHHEIE
RIE ° MREHELERERRREN » FHAEIEINetAPpE AR ©

234



yEE) ~ EEMLEE HTTP ERNED

SNAIERTE HTTP ZEARE %2 & StorageGRIDRMAIEE - ECE SRR HTTP EiRERIIEE
AREERZERAENER SR L ENZEREMAERRE o

eI AR E LA T EERA HTTP EARRIAEEES

o Zof HTTP &%
s SEEIRY HTTP &Ei
o AEE HTTP i

RIFZEMH HTTP ERFERAIT R

EMER P inFERERER ZTRIRES » (ShAEZRE HTTP E433T6 » UA SR P iEERER B BRENELSH
TRERS - REBERARAEMNEELER > CEZFRIFTZER HTTP E4RRZHK 10 24% o StorageGRIDAIFER
B ENRARRITRIBGIR AR I 2o AiE5A 10 288 HTTP 4R o
FARRFNZERIRY HTTP B BB U TEE, ¢
* B/ StorageGRIDRHURE A BHIT HTTP X5 2StorageGRID R 47 AJ AT 5 FIIEE
RVERE T EEE > LEHIEIL TCP/IP # TLS EARFRERIBFRS o

* BB ATITRVEEIZREE) TCP/IP 8RB EE A RIRm B RHEERE
* BIRFPRAIPERE iR FEFATE A1 Storage GRID R 47t 2 [l EE 20 S SR PR 1B 8

EERTERESRFMNSERESRRAEGERNSRENT EEREGIERM DRGNS R R E R ZER
T o

T HTTP E4RAVIFER

S BRI > (ERISEE HTTP BN SERTIRGIA RS 10 998  BIE HTTP EISRENT
25 o

HBEERRFHENRRFEREEEFEFANTENREZR R DR AR R A E R AR o
HNEFIRBEFERAVER > REVEBIN HTTP ERABUTHE -
* BIRStorageGRIDARNIIREE & T o

PEERRIHR - AR AHTHERNEL > HTTP EEIEFBEREN - ERFPKEAERAASERS
BIBIEE HTTP ERF » RMERITRENEHTE - EEGIHHRARARGERNEABERNNE °

* AFERIRRAEINE HTTP FHE@E BB R AZEMAY LDR BRFS ©
* SAETRRENMEERRRT o

FEMEERZ P ETEFR A IETEEITRY HTTP ZARSTRB A BRE) -

HRESHTERRBIAPIRER - REFRBERIFERBNR A REEEEFABRBRER - RA
P inB R ER AR RS - RIEEER IR R B DB SEEEALE

235



A2 HTTP E43RIF R

R R FFEStorageGRID R A Z1E TCP/IP EAR RN FIRKRE U AFTALLT > WMMIRERUAEE
BURNZERER o

RIEMAITERE

W HTTP ERAERFLUTES !
* HIEE
RS UL - TALBEHEMZHM -

StorageGRIDR AR AFI T TEFBAIEMALEFHZ B S ©

ERIGEAREZEISE HTTP ZER - EXFHRARIMANTESE » eI UERTAMEREEE
AIRBRIER ZHERILER ©

EXAERA TRE 2 Al > E{EStorageGRIDAMFRVEER NI B EHNEZLATANEREFTLE - BEFHEN
AREBEHEER - FRER © fEEFERM WAN S#ERERXZR o StorageGRIDF 45 E ARSI M BRFHIBE LUK
FRAEANEELETERE

StOfaQeGRID%,%}E%E%“SE%%ﬂEE}E IRfEARET - THEZPIREAREINERNRAN ZEEGREE - BFILE—
& o MRAFIKEAEIRSEREERER - SEBERHHEStorageGRIDAMEI E > AIEKEERNAE
BIENMEER o EUTERT > ERISERERBERAW BERE

* StorageGRIDRARVIEIER B R M A LSRR AN 3 FFEMERE o

* BIBAR A IRAVAEER EiStorageGRIDAR E BN T FinEAREN I ie AR RL 2 E » UERRZESHETS
BRI RTER

* B & PinEAEN L AStorageGRIDRAET » 14 v] Aeas JHFEE L 38 [ LUS S8 H RARRIFREY o
DBEAEIRA R ARIER HTTP &gt

WA UAERERRY HTTP BEARtE TR R ALRIE - WIEHISERIEERRHE - R HTTP EHAER
B MIERIS BN TR

FRIGEARAMEIMERAE GBI IURFEFAE (BA) NEH - BESENNRASHRHER
HTTP &igith > TRILGARSEMFAIRNENIREARZHERHE -

EIREE R

EEEMESZEER R OULREE > AN UEEEUBMIEIéﬂﬁlﬂlb\u&i%ﬁ@f‘ﬂ%{#ﬁ%
SKEVARTS o fER] IAHEEEAS Al AN LU BR A Ut 22 FEI OS2

TEERELER A ?
 BEERABAE FERWMEY A RIA R SR YRR BB o
* EREIE API FITEFE P B2 AP {EFELE AL AR TE E R HRLE A 2R StorageGRIDARTS ©
s BRI EL B & T SRS IRTS R ARG | ER P inER c B 8 EHFEIEESE"

236


../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html
../admin/managing-load-balancing.html

ZERETR T — A= uhEAES » HP bR 2 FECE 7 AN -
—DC1 —DC2

- -
GridNodes | | o Grid Nodes

—DC3

|
A Grid Nodes J 25

© EIEERMAERIENR: LRV E BT GRS T P i@ iR T D ECie R — B R RO AR BIFR B TR B RS A R 22
RERASZS 0 BYERIE R RO UEES °

fEEEfIT - BRlFROIARs 1 (DC1) BYABRAENRLR A P IniE R T 1945)k4a DC1 RYf#TFENREA DC2 Mf#TFED
#h o DC3 EERIERAENRER & P ImER X E DC3 ERIRETFENES o

© EREEAZERMBISTZEENYIMHEE > StorageGRIDEHEIINA A RIGELRAE R FLBIEIZ o

&%)+ » 1R DC2 LA FIRERENIERERFHETE DC1 # DC3 AR » AJE# DC1 BRZEHR
» A&7 DC1 E| DC2 FUELEM A% 0 > {E{1E DC3 2 DC2 BYEAERZS (25) ©

BENSEETERHT - RERENSTEENL - fII0 - FEMZ 50 BIEREBLIRFEIEGME 25 © LR
T R o

ki SRR RS EEw

BREEHPOIERIZE 25 FBRE) ZiE WAN ZEZEZNERIFRC
—ERUBENEESER 0 E—BEiEZERYIRERNEEEHFOES LAN 2

EF'IL.\JEEEZFﬁ AR o

EATERS RS

A AR E R Ok 22 FE BB AS pl A LA PR A s 22 FE RORESE ©

FsEZ Al
* MEER"EIERZER" -
* (R "BEREEEEEER" -

237


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

1. B2 IR > Hith > B -

Link Cost

Updated: 2023-02-15 15:08:28 MST

Site Names  (1-30f3) g
Site ID Site Name Actions
10 Data Center 1 7 4
20 Data Center 2 4
30 Data Center 3 7
Show| 50 v |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 Actions
0 % | o)

Apply Changes m

2. PP AR IR —(EERS > BIE BB FHIA 0 5 100 ZPIMIRATE -
R AFE E BHARE » BURE B R o
ETRUHE > HIEIE ) hifE -

3. JEEFERIEE" o

{£F3 AutoSupport

f+EEZ2AutoSupport ?

AutoSupportThSE{EStorage GRIDEESTHE 2 R RN AR RE BB X AENetApp R filT 2 1% o
A AutoSupport el AFEZE R EERFEE A RRERE © RIITZIRETUBEZERANHESRRK > TEEBTHRER

DEREMGERSAEL o 3(F » TR LR EAutoSupport EH UEXEIS —E BRI o

StorageGRIDA mt2£EAAYAutoSupport :

* * StorageGRID AutoSupport* [B]#RStorage GRIDERFEHEE © B R L 8EStorageGRIDEFTERZRUA o RAILL"E

EiFERE AutoSupportfic & " iR B ERIGE o

UNR KB StorageGRID AutoSupport > AR EIERERIREZHIR—AIFE - ZHEE
() #sMAutoSupporti E EEATEL - MRERIEIZEAE » BMEAUtSUppOrtRIFERNRE » B

HAEBRUIR » BRI EBESRRINE B o

238



configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html
configure-autosupport-grid-manager.html

* & fETEREAutoSupport [E#zStorageGRIDE ffEIRE © R4 A" TEEER fE_EACEERSAutoSupport” ©

TEEZ2Active 1Q ?

Active IQZ2— AR EiRAVHUEER > ©F)A NetApp ZEERNTHRAIDTMLEFE S - HFFERRERSTE « 18
AL « HEBIEEN BBCIRFI EBICTRD MEREE » KMERRRRILRSRATAML -

U R TR EFANetApp T AL EYACtive IQEBERIRFITHAE » BUAZBRNFIAutoSupport ©

"Active IQDigital AdvisorStg"

AutoSupport@HEFHFHE

AutoSupport@ B & LU T X4 FzEAE ©

TEERE kA

HEIZIEFEE CER XML AutoSupport/F3E +
ItEAutoSupportdI B1Z + &%
AREE + FXERTH +
AutoSupportF i + &% URI
+ _F—{E#&sR + AutoSupport
PUT 185218 + LR +
AutoSupport BELEA /N +
AutoSupport fRERAEAR /N + 48
WEERSfE (Z7)

BHE)sZ 18 XML BREh + BAS SR IRBVIHE +
HTTP/HTTPS BJ32#& URL +
1B{iik + AutoSupport
OnDemand #RBE +
AutoSupport OnDemand 1@k
25 URL + AutoSupport
OnDemand ##:ARF%

XML #7748 ID + 1RP ID + B ERR
&+ (IEXREE + GREMEE
XA + GiRMECE + S3 ¥t
HE BRI + S3 Yt SHERC
B + —H%ACE + CORS ERX
F + CORS L& + L RTFENE
FERMA + RRIERA + R
E + BNIERR + CERE
+ REGEREEKA + RAIER
A + RERECE + BAERA +
kExE + TRERAEES
R ARE ZEfE ERAIRCHT
BRI E + IRAIERACE

it
AutoSupportfFE S HEZE o

AutoSupportikBEREZE © IRIHFTARE ~ Hify
% #8 URL Mt ~ #EaRIFRLAB. OnDemand
AutoSupport (MNREVEZER) BIEEME
i

RGBS EE MR A o
IR ENIASIET AR - SRR
rAE—Ei -

239


configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
configure-autosupport-grid-manager.html#autosupport-for-appliances
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html

EELE

4ERECE XML

AR AREE. XML

HEAEAETS. XML

497%.JSON

ILMACE . XML

ILM-ARR& XML

TEEpBEIEEXML

LOG.TGZ

THE XML

NMS-Ef2. XML

YIHARRE XML

240

e kA

[BIEID+E It LB +HE+FRS|+
RID+RATHE

HERRAREE > [RIA XML

ERFG+BRFSER S+ B 1% ID+ B
HIBHE+RS|+RID+RLTE

4B + 55T + BRABKRAS + 3P
+ FFEI38 + 06 + DNS + NTP
+ 493k + BB

BEID+B 2B HE+E=S |+
RID+RATE

ERRG+ARFS RIS+ B 1% ID+ B 1%
HIEHE+RS|+RID+RAE

ILM R XML

=]

WEIER + tEE R
BJAutoSupport A R IE R4 T8 +
BRI E R + WERIL
TCAREK + UNEEFTARESRY + ItEE
EIIEE BIARAE + SEERHAM + It
ERIAutoSupport I B 4EHY

BIEZR51+BRR0ID+ERELID+
REESRID+ R B SRhR A+ B
FetE

EiFG+ARFSER S+ B 1% ID+ B
HIEHE+RS|+RID+RLTE

FENREENREENE - B2 FMERESE
TTERMRE TR « ARSEERERTE (61
% - S3 YIHEHTE ~ VI BRAE ~ BIR « 24EH
A ILM BCE) -~ 1EPRARIER ENE SN E

5Tl ~ DNS % #BH"NMS 458" o

AR EMERE StorageGRID ° Bl 2 48I&#R
1% ~ NTP {aBk2s IP ~ DNS {alfR2s IP -~ 4358+A
ERENELAVIERE R ENE ©

IRIER (MEERERP) ARRGAE o SRIEMREVTE
% ARIE S SRR - RN RIZEF RIS EE

BHEEH -

ILM ECERBIEBE -

ILM $51R B - S EEERRY ILM 5F&
RINPREEER -

ILM JEENEREE M - B BRES) ILM SRESHY
FHAMER > Gl ID ~ IRETA ~ B
23 ~ MRRFNHL o

A FEAIHERE « 5 bycast-err.log
‘servermanager.log 2K B S E&HES o

B3 AutoSupportTt BRI FT A AutoSupportts
ZRIRGEREA o

EEMARFFER NVSE o IR EEIREFA
;%E%ﬂ o AJLIRIRENRG LB 1TRIARTS SRFEE &N

WIHARRS » BLFERR S IRHIRRE  SEENEH ~ &
BEER - BEE  MFRER  BIRNRR B
KEVE ~ BRDBIYIME  EEUETER - BiEE
T~ AEHR R EAIER TTRRRS o


../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services
../primer/nodes-and-services.html#storagegrid-services

EELE

fAIARERARAE. XML

BRFEARRE. XML

HEFEZFAR XML

BEBEM XML

RIEHR XML

BEAIE XML

X-FEEE

e kA

ENRE+ARTS BRI+ B IEID+B 1
BIEHE+RS|+RID+RBTE

EiRG+ARFSER S+ B 1% ID+ B 1%
HIEHE+RS|+RID+RAE

fEFSMRIDHFTF SR IEHHE
TFERREID+HETF ENRG R A

£¥4H OID + BRAEARRTE + HER
£ 1D + fHEBMERE + B +
5| + R ID + REE

28+ BRERRE + iR +
EIRARRE + UhELRTE + 3R
EXEFR + EERMEREERT + FRAY
ID + B2 ID + ULEL ID + BEEF
F + HhsiRE + Higg

FEREMNRIE + XL+ HTTP 5%
R4EE + RENAIARNITTARER +
BRI TTAEE + PUT 353
+ GET 3K + DELETE 353K +
HEAD 353K + POST #&3K +
OPTIONS 3K + F19:5KEF
M () + F35 PUT AKEF
R (ZF) +20 ZF)) FHKRES
B (ZF)) + F15 POST &>
B (ZF) + 5
OPTIONS :&KEfR (Z#)

X-Netapp-asup-ZE £+ X-
Netapp-asup-F #2458 + X-
Netapp-asup-os-hR7s + X-
Netapp-asup-/F3% + X-
Netapp-asup-Fz& + X-
Netapp-asup-&#&i-id + X-
Netapp-asup-t& 278

Eri:pud

AARSRECE - B2 S EMRBIU TFHESER -
TEEE - FERR - BEXEECIERE - AR
18RS ~ RFER  AERERBEFR - HEFE
A PRI E RS REERE
BHEPEE - BRIEHERFR - BIR - BEREX
INFNHEIRIR AR o

IRTSENRLE AE - B EIERKREM ~ TAR
M ~ BFER Reaper 1612 - ERIE1EFFERF
fE ~ B1EEEIFERR - BEEEENREM
BENEEARIEFEAE o

BEMFEFNRHNFETFSIRERE -

#a%EStorageGRIDE R EE B S FE RAARRS
Bk o IREER TS « IhEARTE « AN
SELEMEFEIREE ~ SToIsE RE « 5Folsg
FEMERBR - BRISIRIFRUUR S3 121
HIEFAHEER ©

BHEIR AL RK T StorageGRIDR AP ZTEE
T:EFI:EEL °

HirERRER BB RIENGET - Hla0 » BB
BERIERZR A PUT/GET/DELETE/HEAD 32
VERA B S ERERVAR AL T AR R/ ©

AutoSupportiZEEE i o

241



Fc & AutoSupport

TERIBERT > E T\"‘"“*StorageGRlDH#ﬁE&ﬁHStorageGRlD AutoSupportZhFE o B2 » &
M\;ET_ BELEE LR TEFEFEAutoSupport © IRIFFE » KA LIEE AutoSupportfic & °

WNREE FE StorageGRID AutoSupportBCE » sA1ETE X EIRENRL LEITEE o RSB EFERSAutoSupport?E
HA-R{EL °

FAtAZ A
s MBEERSZIENEERERS -
* {RE"Root{ZENHEFR" o

* WNRITRAER HTTPS fFiXAutoSupportiBE &l » G EIRAH T EIREREAVHILMERFE (B EAMN
B (REEAWLER) o

* YNER7£StorageGRID AutoSupport B E 2T HTTP » BIEHAE"FLE T IE(E IRES " AutoSupport @ 8%
# HTTPS o NetApp BJAutoSupport{@iRZsiFIELBEAR HTTP EXMEM o

* WRIERER SMTP {E2AutoSupportEREEE (R > RIGERTE SMTP ER{HAIARES °

RERR EAEFS
1EA LUE R T 5 IEIER{EA4E & i AutoSupport E X 44 T flT 2 48

c 58 . S EBRHHEE—RAutoSupportt o FERRTE | ERE o
* EHEE | &/ \FRBEEEARRSHEBEEXAUtoSupportEl © TERRRTE | BRI ©

* ]E ﬁ#ﬁfﬁi‘i?ﬁnﬁZﬁfhEI’JStorageGRlD?\ﬁfEE@J%LAutoSupport@ s ETEM IR AR R RER R A
(2E HTTPS AutoSupportE#itiE) © FERRTE | B -

* FREMEE | BRFHIEXAutoSupportEf o

[[specify-protocol-for- AutoSupport -packages]]i5EAutoSupportiiia & iIi7Rs%
1S e AE A T IEAI# E FiXAutoSupportE 4 -

* HTTPS : SR ZEMNTERMERRTE o ZinEFEHERIR 443 o MNRIRABELHE AutoSupport on Demand
INEE » BUAZEER HTTPS ©

* HTTP : {N5REEE HTTP » BB ERIEMEARES LG AutoSupport E4F§E5% % HTTPS o NetApp
AIAutoSupportfEl IR2STELBEA HTTP EXMEN - IR EEREIEIE 80 ©

* SMTP : MR EHFEEBE FEHAEEAUtoSUpporttl » 25 A ItHIEIE o
R ERHE AR EXFT A AR AYAutoSupportEfF ©

1. 38842 H4E > TH > AutoSupport > B ©
2. FEB A BEAutoSupport EFRIATE o
3. MNRITEIZFT HTTPS > FFEERTEANetAppZIRREE (TLS /ReE) RIFEMMZIEFIARSIAVELR ©

o ERiRUREE (FERR) | MEfRAutoSupportEHRIEEREEZEM o NetAppsziE/&:E BFEStorageGRIDE FE—
REZREE o

242


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html

© FEEREE | RARCARSNIERTEAGRRER A ERILER  AIINEES
4. FERT - AEE - ERERENEHRENEMICRAMERERE

{ZH&BAutoSupport

TERRIBER T > StorageGRIDARMRECE A E— R A Mz 1E X AutoSupportEff °

EEMEE AR XEEAutoSupportt] » 55A811E * AutoSupport* > 458 12% - £ [Si#8AutoSupport]

TE IT—EstER[E BE -
& a] L BERF(Z B & B AutoSupportE 4 AV B Eh1EiX

$ EX
1. 342 %4 > T H > AutoSupport > B ©
Abk TEyF& A AutoSupport) #EEEHE o
3. BEEHEE o

EHAEH#EEEAYAutoSupport

FARRIEM T » StorageGRIDZRMRECE A&/ R Rz 3% 8 X AutoSupportEff ©

1 A] LABERT = FA S A 35 BYAutoSupport °

1. 3848 42 > TH > AutoSupport > R ©
2. Bk TRUARSEHAEEEE9AUtoSupport) EIEIE o
3. EEEE o

¥R EE R AutoSupport

AutoSupport on Demand AJ LA Bh R 1T Sz 38 IE (EFA iR ER IR AU S RE o

& th IR R AR o

Eibalesly

FB=R 1B T > AutoSupport on Demand EEFMEFIAAEE o BUALEINAER] R EF R T SZ 1B sA K (EAYStorageGRID & 47

BEEiXAutoSupportEf o # iz IBIE nl L& EAutoSupport on Demand &z B &R :ABF R REIFR o

T B AR B R S E A AutoSupport ©
HER
1. 3542 3 4E > T A > AutoSupport > 3R ©
2. E4E HTTPS 1EAIME o
3. =Y B A& AutoSupport) #IEAE o
4. Y T2 EYFAutoSupport) #EEEHE o
5. BEMRETE o

AutoSupport on Demand BEXA » F:flTsz 35 7] LA [FIStorageGRID#§ 3% AutoSupport on Demand 353K ©

243



(FRMEEMRE

RIERT > StorageGRIDEF#4ENetApp UEE LN R A BB o BHVERSEHT o 1R A StorageGRIDIEHHTZ
TIHEH&ZIK_JFH > Bl FF AR A BB R TEStorageGRIDAREE L ©

RIBFEE » KA UBEEHBEENRE o 610 » MRIENRLLRE WAN ZEHER » SEZERBELERT
EiTE R
1. 38848 $4E > TH > AutoSupport > &7 °©
BRI TS BT EEAE o
3. BEERE o

i HfthAutoSupport B1Z

E1TEA AutoSupport » REFIRAEEHE SIRARATEIR o TR A TS AutoSupportES 52 —EEBSMNY
S8 o

]j.|.+

EERFE N E T AN EiXAutoSupport EHF B » 552 RITEEAutoSupportEfE B RV 775 ©
() TAERER SVTP EAUoSUpporE AHEIXEIE S Bt -

1. 3542 Z4E > T H > AutoSupport > 3R ©
2. EEEERFAMNAutoSupport B 1Z"* o
3. IEEUTAR :
FHHTE
FfnnAutoSupport B 1R A AR 23 AYAIARES 1L BB IP {idt o

(D)  mREmA—ErME o -
B0
RrtE#ER HthAutoSupport AR FEIARSSAVEIFIE o FARR A HTTP ZE#HE 80 3¢ HTTPS iZI8 443 ©

Gt

kv Ay =D

AR TLS RERFRERHMBRMAVER -

o BEEERIEEE UG REERE
o BEE TRERRERE ) UEEARKEREREIAutoSupportEf ©

BB RDIERTER/RERER T BERILEEIR » FIU0E /R HIRERR R o

4. INRECEF T ERERE > FHITUTIRIE
a. BEE CARENNE o
b. H{ECARFEIEE o

244



IR CA BEBTTER o
5. BT o
P RAREEIE « BHERFE B BRI AutoSUpport RIS BEL B E it B B o

AR EHECE AutoSupport

R HERYAUtoSupport#i & StorageGRIDFERERIRE > StorageGRID AutoSupport#k &5 StorageGRIDENRERIRE » 1BF
—{EFI5h : 5 SGF6112 > StorageGRID AutoSupport[FIR R & FEELFIERBERIEE o MN/ATE SGF6112 LUSMGY
SERE LETFAutoSupport > E% SGF6112 REEERIMNIRTE o AutoSupport i i IRFS X BN EFRENE
EARRE °

"'”EJL,(T%FHSANtnmty%EﬂEHn%T_ SR AutoSupport © ] IATEHIIAE R E BRI S R L 4B A
& SANTtricity AutoSupport :

* ¥5? SG6000 #1 SG5700 & » "7ESANItricity System Manager FEZE AutoSupport”

ANRITTE StorageGRID AutoSupportd & E 7 X3 AutoSupport3Z i » Bl E &F#EE B Y AutoSupportEiBe =4 a]
LB & 7EStorageGRID AutoSupport HF1"SANtricity RATEIZE" o

StorageGRID AutoSupport A& [l #RFERERIRE > #1920 DIMM X EH#E-F (HIC) BFE o JAT » FEEARAHFERIAE
G5B PELER" - Wt EAEIREIEIZHES (BMC ) BIStorageGRIDERE » AT E B FEREF] SNMP 4
R SRR 5 RERS HPE

* "SREBMCEIRIE FEFHEEN"

* "ABMCECE SNMP & E"

TERAE N
"NetAppZiE"

FH#EZEAutoSupporttl

A7 BT S 1R R GBI Storage GRID R AR HIRIRE » f&m] LA F Bl 5% 225X AutoSupportE
ff o
FtaZ Al
* B S IE A ERIEER o
* W JEE AR Root FEUER S EHMAESECEER o
FER
1. 42 SUPPORT > Tools > * AutoSupport* °
2. 75 RE) ZH L BB TEAEREEEAAutoSupport* o
StorageGRIDE il #i#AutoSupportE 1 {EX E|NetApp T 1B LR, o MR ERMTD) > B SR 128 R4S

R E RN MERS S E R c MREIRME » *"RNEREFEHA KK » BStorageGRIDFAEHRX
gl xAutoSupportEff ©

245


https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../admin/sending-eseries-autosupport-messages-through-storagegrid.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
../monitor/alerts-reference.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/setting-up-email-notifications-for-alerts.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-snmp-settings-for-bmc.html
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

R (P AEMEEAAutoSupportEH1E » :B1E 1 DiEERIFTEI B2 aYAutoSupport B EUUTE
ISR ©
HEBRAutoSupportEBEE 4 fE

MR E A FiXAutoSupportEH5B > StorageGRID & #tig iR IEAutoSupport EXF YRR R
IR EIRRE o B AT L2 SUPPORT > Tools > * AutoSupport * > Results Z1&
& AutoSupportE{4-HIAREE o

EAutoSupport B4 28X BIEF » AutoSupportEERY M4ER) ZE8 EEER TRy o

() REEET BRSSPI X ENetAp | AR T (UEARF R
TR ©

SiEAutoSupportfl 5Bt

MR FiBAutoSupportEF 23Xk H > StorageGRID & 4R EUA THERE ©

—_

- BERMERBEEMAER o

ER SO IEEHEEAutoSupportt] 15 I > 3FE—/\BF o

BRKM— R 0 i TRITGER) BUEMA MRy -

EHE T B8RRI BN EE X AutoSupportEH ©

YNRAHR NMS BRFSEAERAMENRMBELK » BHRETE Lt RZAEIE » BlgRERAutoSupportstE| o
E NMS [RFBXRAT AR > Rt RXHERFERZXE > BIZAIEEXAutoSupportl °

o o A W N

e E S NEHAFERIAutoSupport E(HKFE
R EREREENEHAEERIAutoSUpport 135X » StorageGRID AAEHRF HREX A T -

1. NREFFER > AIFEETIERAR © fIH0 > MMRFEAEEE SMTP BEMEBIRUEBRNEFEHAERE »
BB T EE5R © AutoSupport packages cannot be sent using SMTP protocol due to
incorrect settings on the E-mail Server page.

2. FEERMEERE -

3. YSHERRETIRIE nms . 1og ©
B4 HIEE SMTP RIS » BB StorageGRIDAMNET B RS RS FREBURTHET
BUFARSESEERNT (HE > BR (BHR) > EIREFBAERE) o AutoSupportEIE_EAIAEE I T8

REE AutoSupport packages cannot be sent using SMTP protocol due to incorrect
settings on the E-mail Server page.

TR R E BF BHERSERE" ©

4 IE AutoSupport#[E

WMNRBEHPEE SMTP BETEHH:E » 555855 StorageGRIDA AN E FE ARSI E T B ERICEUKREHNE
FEHRRIIEE EEHRIT o AutoSupportEE _EAISEE HIRM T EE5R5E | AutoSupport packages

246


configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
configuring-admin-proxy-settings.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html
../monitor/email-alert-notifications.html

cannot be sent using SMTP protocol due to incorrect settings on the E-mail Server
page.

#iEStorageGRID2%:X E %%!AutoSupport&

BRI A iE B StorageGRIDEIREIRLY (MIFHEERETIEERIR) 1§ E 2%SANtricity
System Manager AutoSupportE {4 {EiX AT TR 18 o

E "EZRYEFEAutoSupport" A B AutoSupportfl E RFIRBELE S ERMEAE o

Rt Al
c REERENEERERS -
* RE"HEREEEE N Root TZEUER" o
* EBE R ESANTtricity AutoSupport :
° ¥ SG6000 F1 SG5700 %% > "7ESANTtricity System Manager H#C & AutoSupport”
@ & 7EHER SANTtricity 38 8.70 I E S hRAS 7 BEfE AN EIE237EEXSANTtricity System

Manager °

RN HEAETS

EEH%WAU’[OSUpportﬁffl?'@,31.:%?_ ZHERERYEFAMIS B » I H EEStorageGRID & 4R 28X FY E fthAutoSupport B E A

ITRITESANTricity System Manager a2 —ERFREVAIRMEIARARALAL - LUfEIEBStorageGRIDEIEERLE
BAutoSupportt > MEBEFERARBNEIREZIE o LIEEH N EHRVAutoSupport B "B #E28X E B IR »
PERE A SEENER T BEAREESRPEE -

@ IIEIEFEERR A E 25AutoSupportE4FECE StorageGRIDUIEEARES - BRI E &
Fl|AutoSupportFe BRI B LS S » 552 H "NetApp E RFIFISANtricity STHE" o

HER
1. TE4ERREIERRS > BIE'NODES*
2. EEAIREREEEEE R  BEIEE R EAVHIE R A o
3. 3%E2* SANTtricity System Manager* °

HIR SANTtricity System Manager F & o

247


https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
https://docs.netapp.com/us-en/e-series-santricity/sm-support/autosupport-feature-overview.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/accessing-and-configuring-santricity-system-manager.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../primer/what-admin-node-is.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
../admin/configuring-admin-proxy-settings.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html
https://docs.netapp.com/us-en/e-series-family/index.html

StorageGRID-NetApp-SGA-108

it Home ° Your storage array is optimal. Wew Oporations in Pragress >

= swas
View Parformancs Datails >
@ Hocase
g EMMEEE | o v
R sspat g
H
e go v e —— o . i e ——
a "w o t & . X
. - .
- - " .

Mig/s ¢ CPU S

CAPACITY STORAGE HIERARCHY =

o 12 Urrows " - 0 VWorbms v
Cpra— (D =
§ Vasarm Gruage -
1ol -
=

4. 3%EE T1E > ZEFL > AutoSupport ©

HIFAutoSupporti@EE &

248



Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. IEEFR B AutoSupportZ{d /5 3%* °

HIR TEREAutoSupport3 {47554 H o
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Configure AutoSupport Delivery Method b 4

Select AutoSuppont dispatch delivery method...

s HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directty @
® via Proxy server @

Host address @

tunnel-host

Port number @
[ 10225

My proxy server requires authentication

via Proxy auto-configuration script (PAC) 0

Test Configuration Cancel
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