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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes

Health status @ Data space usage breakdown @ Lt

2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License

Data Center 1 0% T79.21 KB 1.247TB

Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1

0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the gr .r_I

~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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2 API 35S

MM EIEAPIER SwaggerfIRAPITE & o Swagger It T HEMFERENE » AFFHAZEASMIEMAEAERER
API 7£StorageGRIDH#{TENBFIZ1E ©

Swagger fEAE N EASE API 12{FRMH T TRIVFAE MM o

Az Al
* BEER"REIVERRELS" -
* (RE"REFEUER" -
@ T2 APl XHEBERNITHVER API RIEERZENRHR(E - SHE BTN BRI « EArsMFREC
BEEFIEHEMER -
1. AR EERRED - EEEBRIEEE AP X4 o

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. ZEFRAME APl BITTIR(E > 551EStorageGRIDEIE AP| BE L2 gi{EFAE API X5 o
FAE API B TRX > JMARSBITEA o StorageGRIDIA A IHEEth & 2BE R API HRs o

3. EEBPRTRHRIE o
2R AP| 12158 > (SRIUBFIRT A HTTP #&4E > 40 GET ~ PUT ~ UPDATE #1 DELETE ©

4. FE—E HTTP IREREEFRFMES » SR URL ~ ERSFHAIESHMTIR  FRIEXHIEHEG
(FRERF) LUKRFIAERIEIFE -
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Qroups Operations on groups v

= e —— . -
| LES BN /grid/groups Lists Grid Administrator Groups a
Parameters Try it out
Name Description
type
string filter by group type
guery)

Available values : local, federated

v
limit
integer maximum number of resulls
QuEry 3 .
) Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
3 _ﬁl
inCludeMarker
baclesn if set, the marker element 5 also returmned
v
order
string pagination order (desc requires marker)
{Qucry }
Avaiiabie values | asc, desc
w
Responses Response content type [ application/json - ]
Code Description
200

successiully retrieved

Example Vialue = Modesl

“responseTime 83-29T14:22:19. 67327,
“status®: =
“apiversion

L

HEFREESHFEHLMBH > HIINEHENERE ID - AR > BUSELE(E < LrRIERERZELRER API 5
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RESTRESERRAFRRES - NRR  CALURE L T RESEBANER o
BB A o

RUEAFRBNSH > NREBEEREREY -

BT o
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AR EIE AP SR BBVIR(FEBEILUTER D ©
() iEBEEaAL AP FEMORLE -

* accounts : BIEfEFHRAPIRA IR - SIEEILNRA MRRETERPVREFERER
* alert-history : B REIRAVIRIE o
* alert-receivers : HERBHMIFEWER (BFEH) BMRE-
* alert-rules : ¥ ERIRAIAVIRIE o
* alert-silences : LIREFINIZIE o
< EIR EiRigtE
© BEt I E B AL B RVIRIE o
* auth ! YITERE GETERIRIE -
A& EIE API 21 Bearer Token 1188 %E - BB A » BEREERSHEREARA JSON ERaHRRMERH

ETBIMZHE (B) POST /api/v3/authorize) o MRERAEEFMD > BGELILZE2SHE - MBER
4 AP| sEREVIZEERIR IS hE (“Authorization: Bearer token”) ° ShEAETE 16 /\EFBIBHR o

@ gNR 7% StorageGRIDRMEIA T E—E ¢ » AWM BRNITARNT BRETE (78R - 55268 T
WRERRT B—EE% - BN API E1TR D8RR -

BRI MEREZEMENER » F2RH LB AERBE -

* client-certificates . R E X P in/ReEHVIRIE » UERILUERSMEREEIE T AL 27z E StorageGRID °©

* config | BEIEREIE AP| BYE RN RRASFERIAVIRIE  EAT UG E 3 fn IR ASFN 5% A4S ST 1B AU 4BAR B 18
AP| B9 EERRZ > I B A LS APl WEBRRZS o

* deactivated-features : ZE A EEFRABITHAERVIRIE o

* dns-servers : 7B E 2R ERIIMNB DNS @ARSZAVIRIE

* drive-details : #¥15ERTZEEE B SRAVLIEISAVIRIE o

* endpoint-domain-names : 7|t} BEY S3 imREAIHAVIRIE ©

© EBRARER | BHERRRISRERRAVRIE o

C BT BRI OREER) o

* expansion-nodes : {E7TIR(E (BIEEELR) o

* expansion-sites : IEFTIR(E (WABLEAR) o

* grid-networks @ |t 3l 4 58 4EAE 4B BRE BE AOIRAE o

* grid-passwords : AR ZIEESIRIRE o

* groups . BIEAHEREIESEHENLING LDAP ARG RE SRS IESEHEMNERE o
* identity-source : SREINBE 2 IR FBIE L B S BHAAFMER B ZMARE o
*ilm B ERBEAEIE (ILM) AURME o
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* in-progress-procedures : 2R BRTIEEETHHEERRF ©
* license : HEEU BB HStorageGRIDEFAJ B AYIRAE ©
* logs | WWEMTEH BEIEZEAMRE v

* 1512 : ¥IStorageGRIDIGIZAVIR(E > B1EE — BB AV BN RHEIZ T 0 — ERFF R AV SR EE1ZEEH © AT
12 API £/ Prometheus RMAEIE T AEARIRERIIR o BRAEIL Prometheus THMIEE » :52H
Prometheus #8i} o

@ $E£¥;$§P—r‘i vate HALTBEMAIPER o SLi5iE7EStorageGRIDR A Z AT SE & A E1E
» MARFBITIE -

* node-details : ¥iEIRLFARERIIRIE o

* node-health : EIELIEEEARARAVIRIE

* node-storage-state : HEIELETFARRERVIRIE ©

* ntp-servers : §|H S E MNP RIRIFE (NTP) RIARZSEVIRIE ©

© Wt L SR TTERIAVIRLE o

* A8 IRAEIBTRRVIRIE o

* recovery-package : TEEREMHHIIRIE o

* regions : {EfRFNEI EIHAVIRIE o

* s3-object-lock : ¥Z15 S3 ¥4 IHE 5% EHIIRIE o

* server-certificate : #5f7l F#7 Grid Manager {RIAR28/&EAVIRIE ©

* snmp : ¥ BHI SNMP FCEHEITIR(E -

* storage-watermarks : E7FEIEEZIKE] o

* traffic-classes : JRE D IARBEAVIRIE

* untrusted-client-network : HRZEENE P IRHER R EEITIRIE ©

* FAE RN ESERRESIERERENRE -

HBISEIE API RRZASHES]

AR EIE AP| ERRRASIZRIZRSZ BRI PR 4K ©

N » tEsESK URL 57E API BYRRZS 4 ©
https://hostname or ip address/api/v4/authorize

EMHEERTETNEER » API NEZRAMERIES - EEITRERBENEER > API REREME
&N - AR RVEMC BRI B In A SCHTRY B L -

LU EEAIERBRUN IR R E B RVEREL SR FAAR API RRZS o

AP| £ EEERY =i ik
BERRAARR 2.1 2.2
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AP| EEE5ERY EhR iR
BEREARHEE 2.1 3.0

B R StorageGRIDEREERS » (£RYFARITARASH API o BR » E1GH 4k 5| StorageGRIDBIFATHAERRASEF » &4y
SRAIUIZENE D —1{ElStorageGRIDIHAERR A AU EE AP RS ©

(D R L BC B ST HERVRR S o 552268 Swagger AP| XX{HY config 2R LT R B EIEAPI" T #RE
% o FHFIAE APl AR IR ERITHRZASE » (SEZERAHERAEEIE o
BRFAEREBUTHRIECELEER

* [CIfESE%A “Deprecated: true”
* JSON [OIfEFREEE ldeprecated) : true
* BEEANESEEMILE nms.log ° Y0

Received call to deprecated v2 API at POST "/api/v2/authorize"

HEE B AIRRASZ IR HLE API AR ZS
fEF3 "GET /versions’AP| s R1EBIZ B/ APl EEBRRAEEE o AR Swagger APl X487 config Z84 ©

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

7EAKIETE APl FRZS

TR U ARIES-IETE API RRZAS(/api/v4) SR (Api-Version: 4) o WIRTRAEMEE > BIREE
B R ERTEME o

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts
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P LEEBuAEARIBE (CSRF)

Ee]LUER CSRF L HEZRIGEEA cookie BB 17 B85E > ?ﬁéﬁ'ﬁ%ﬂﬂﬁﬁthr%‘JStorageGRlD
RS IL LA KRS (CSRF) INE - AR EESME AR SN e Bt ZE2I6E ; B
1 APl BRIRRIUEEAREERSRAE °

%uﬁﬁéﬁﬂlﬁﬁlﬂﬁa sk (BIGN(ERE HTTP RE POST) MIREEFLUERE AERER cookie ZHFLEE

StorageGRIDiEAFEF CSRF ThE2REBIBAFE CSRF E - ByA% » 15 cookie AR W BENF EIRIENFE
POST IEXZ2#HIARHER °

EERAZIEE > FARE csrfToken B¥ ~true EHPEEEHR - TARER falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

E7HEFF > GridCsrfToken cookie 527 # AN E AREEIERHIMEIE » I H "AccountCsrfToken &%& A
B EIE23 » cookie :RTE T —EPEIIE ©

DD%Z‘ 7% cookie > BIFF B A LB AAAIREEREEK (POST ~ PUT ~ PATCH ~ DELETE) #WABSS THAREZ

* 38 "X-Csrf-Token 1Z88 » 1ZFEMERE A CSRF <k cookie BIfE °
s WSS RBARIET LIRS ¢ “csriToken' REBARIEMFE R T EEREY o

E2RE L API XHUESES SEHIFMFMAEN o

@ E T CSRF < h# cookie FUEER TG EHMERITEE JSON ERERRMNERREI#IT Content-
Type : application/json) 1258 > {£% CSRF WEHERIMRE o

MREAT E—F % > 5515 API
WEREATE—EA (Active Directory) > BIfEFA API

MRIFA"ZEWRAHE—SA (SSO) "YW HEKEM Active Directory {£7 SSO fefii2fF
H%E'J%:E’Eéftlj 25 AP SBRUBVSHAEREIE API AR BIE AP BRI DEES

WMNRERA T BE—F &% > Sign inAPI
WNRIZMEA Active Directory 1E2 SSO B 1RitE » BIELEERAEA
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../admin/configuring-sso.html
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../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html

FIsEZ Al
* [CEEEI StorageGRIDEAE BHHR I S EAER SSO EAE BIBMES -
* MREREFEFEAREE AP BEEMBEHARIRA ID o

RAR ILE1EFS
LENESEMRESE T UERATYE#HAZ—
* 38 storagegrid-ssoauth.py Python M7 > {IffstorageGRIDEEEAE BT (/rpms E2 Red Hat
Enterprise Linux > "./debs #FH% Ubuntu 3 Debian > L& "./vsphere ¥ VMware) ©
* curl BRI TIETRIZEEH] o
MBHITEEKIZ > curl TERIZIAEE B o MAISEEBEIU TR | A valid

SubjectConfirmation was not found on this Response °

(D) #6 curl TERRFEREEBIRAMEREET -

MREEE] URL fRISMREIRE > EoJsE@HFILATHEER | Unsupported SAML version ©
TR
1. BEUTAZEZ—RESEHMNEESHE
° {8 “storagegrid-ssoauth.py Python flZx o ERE:5ER 2 o
° {5 curl FBHK - BEIDER 3 o
2. INRARAEMER “storagegrid-ssoauth.py JilZAs » FERIA RSPy thon 223 I IEI T 2K ©

HIRETRE » AN T2HME :

° 8SO 737% © #i A ADFS B adfs °

SSO EAEXTE

o Z2#tStorageGRIDRY4BIE

StorageGRIDAI{ir it

WNREAEEFEFERAFEE AP FRMAEARIRE D o

o

o

o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
sk ok ok ok ok ok ok ok sk skok ok sk okok ok e sk ok ok ok sk okok ok sk ok sk ok bk ko ok sk okok sk sk ok sk sk bk kb sk bk sk sk bk sk bk kb sk sk kb sk ok bk sk ok sk kb sk sk kb sk ok ok ok

T o T T T T
StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7

Bt IR T StorageGRIDIXE S 1 © IR7E > ERILUE L AR EMEEK » LR EER SSO FfER AP
MIA o

17



3. MNBRIEAEEA curl 55K SAEARA TP o

a. BT AFRE

export
export
export
export
export
export

®

BB o

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
SAMLDOMAIN="my-domain'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'
AD FS ADDRESS='adfs.example.com'

FEEFRENREIE APl > :5{#H 0 {EA TENANTACCOUNTID ©

b. EEZWEHEBNHMERE URL » 553 H POST 58K /api/v3/authorize-saml > MAEEAEHMFR
ZESMEY JSON #RES o

ISR T %52 519555 URL By POST 353K TENANTACCOUNTID © 45 SRAZEIELS "python -m
json.tool Bk JSON #RES ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HEEEHIRIEIEE S48 URL RIS URL > BREIEERIMY JSON 4RIB/E -

"apiVersion": "3.0",
"data":

"https:

//adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsSIWEEV$2FJTuv7. ..

sS51%2BfQ33cviwAs3D&RelayState=12345",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. #7F 'SAMLRequest EEIFEFES AN BB THEH °

export

SAMLREQUEST="fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cviwA%3D"

d. £ AD FS BiSE S AR ImEAEK ID 952 URL ©

—EEERER L —ELEPR URL ARBEARE
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'
EfEEEE R imAXKID !

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. RFLEEPHNER AR ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. RICRYEEN L — BRI EEEIRERE -

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS iR[0] 302 EEM > WEREREZHMEN o

@ NRIEH SSO R T ZARFMEE (MFA) » RERSUER G S E _EZIBHEHAM

iy
REE ©

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g. {#7F "MSISAuth' & E[EIFERY cookie °



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. {EARKREE:E POST B cookie MIIEE(IE 23X GET 553K ©

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

[EIfEFERE1 S AD FS B EUHEBREHER > RRIRERENXRERITES
SAMLResponse °

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {72 "SAMLResponse' 3R B P iR

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

J- (FFE#FH SAMLResponse » EII—{EStorageGRID/api/saml-responseihKE4 StorageGRID



BEETEThE
77T RelayState ’ (EFTARAFIRE ID > HMREBZABEIREIEAPI > BIERA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. R OERHSDERE < R #TF 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

CIRTERTLUER "MYTOKEN B Efthassk » F8LIR R ER SSO KfER API YA T ©

REAA T B—E&k > 5HRH API

MREMBAE—FA (SSO) » AIZAEEEE—RS API ;AR A BEEHAANREIE AP HFHAE EIE API o IIRIEfHE
FA Active Directory E% SSO Biefit® » BB AELERA
REFS LTS
MBREE » Ee] UL E —F H BEE H StorageGRID API ° (& > &R L1 StorageGRID#E S BE—&
(SLO) » EEEFMMIStorageGRIDAEH S HE o
FTER

1. BEEELSEMNELER » 551 cookie Tsso=true] 1BiIE4S SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID_ADDRESS/api/V3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

21



R[ElsEEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. (#7784 URL

3.

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

ME L URL 3355 KRS SLO I E#TE M@ StorageGRID °

curl --include "$SLOGOUT REQUEST"

3R[O] 302 ZFE - EEMUENBEANEAPI EH ©

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIpaStorageGRIDAE S & o

22

filBRStorageGRIDA LRI H T ELRE SSO WA ER © MR KR H “cookie“sso=true” » BIFERER
tStorageGRIDHFE L » MAEHFZE SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{& 204 No Content [BfERTAFIRIEERY



HTTP/1.1 204 No Content

WREA T E—&&% > AER API (Azure)

WMRMRB"XRELEFHAE—EA (SSO) "W HKFEA Azure /EA SSO 1RERER » &R LUE
FmEZE AR A RESEEREIE AP AR EIE AP BN B8 ©

WRERT Azure E—F A  Sign inAPI

WMRIEEF Azure 154 SSO B iRME » HIELLERBERS

FaYa > Al
* {ZHZE B StorageGRIDF B EEHHM I S ERAER SSO B FERH M ULFIZRES o
* NREIBZENVFER R EIE AP > (REBHEFEAEIRE ID ©

RAASLLIERS
EENREDERESHE SR UERA TS

* 35 'storagegrid-ssoauth-azure.py Python filZs

i

i

* 3 “storagegrid-ssoauth-azure.js'Node.js filZs

iE MBI A BB L StorageGRIDZ2 248 B &40 ("./rpms™ $15% Red Hat Enterprise Linux > "./debs #F % Ubuntu
3¢ Debian > LBz "./vsphere ¥ 5% VMware) ©

BREBEMECH Azure API 1 > :52 8 “storagegrid-ssoauth-azure.py ilZs o Python fIZA<E 1%
AIStorageGRIDEE HM{EER (FcEE SAMLRequest » ABEVSIZ#SHE) > tHIEA Node.js MIZ<EL Azure
BT SSO 121E ©

SSO RERILIBEIB—RY API 55K 1T > BEARMIL R FIE o Puppeteer Node.js #E40 FFAHIEY Azure SSO
A ©

WNREBE URL 4RIEMRE > Eo]fEF B FILATEEER | Unsupported SAML version ©

1. ZLALFRERAVKIBIE » MNTFI -
a. 2% Node.js (2R "https://nodejs.org/en/download/") o
b. ZEEFFEER Node.js 1240 (puppeteer # jsdom)

npm install -g <module>
2. ¥ Python MIZfBIE4S Python FRIERSHEHNITEMZS ©
SR > Python MIZi& M0 ¥FERY Node.js IIZSZRINTT Azure SSO H&f o

3. MIRIRTE » WIAUT2HMNE (RERFSEGHETEM)
° FARE A Azure By SSO B FEfFithit
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../admin/configuring-sso.html
https://nodejs.org/en/download/

° StorageGRIDAY{ir it
° INRTAEIZFEFER B EIE AP > :FEATEAEIRE ID
4. WIREREF > ARSI ZEMEE Azure EREHEM MFA R4 o

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--sE-address a3 .e.com --tenant -account-id- B

Enter the user'

(D ZMZASBRE A Microsoft Authenticator FEAX MFA ° f& BT SE R S AU 2R H Az 0y
MFA (BN A SR EIRAES) o

it PR T StorageGRIDIRE S 1 © IR7E > EAI LGRS AR EMEEK » FHLAKRER SSO KfER AP
AT o

WNRENFE T E—& %% » BIfER APl (PingFederate)

MERE"ZELRAE—EA (SSO) "I BIER PingFederate 4% SSO 1=2{##2f >
?g%?ﬁ?&ﬂj—%ﬂ API 55 R IAEVS HEMR EIE AP SR HA P B2 AP BN S HERE<S

WNRERA T E—E &% > Sign inAPI
MREFEA PingFederate /E4 SSO it » BIEFELERA

FIsEZ Al
* WHE B StorageGRIDEAEBHENB S EAER) SSO EAE BB ES -
* MREREFBFEALEIE AP BEENEHEABFIRA ID o

BAASLEIERS
AENREMERESHE SRR TSNz — !

* 48 storagegrid-ssoauth.py Python MIZ > {ii¥StorageGRIDZENEB R (/rpms 5% Red Hat
Enterprise Linux > ./debs # M Ubuntu I Debian > LAz *./vsphere ¥ VMware) ©

* curl FERBVTIERIZEER

MRBITEEXKIE > curl TIERIZAIAEE B - KRISEGERATEER | A valid

SubjectConfirmation was not found on this Response °
() #6 cun TIERETAEREEE TR EREET -
WREBE URL 4RIEMRE > EolSEF B EILATEEER | Unsupported SAML version ©
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1 BB T A ZEZ—RESSPRESHE !
° {3 “storagegrid-ssoauth.py Python AlZx o EE:5ER 2 o
° {EF curl 553K o EEILER 3 0
2. WNRARAEMER storagegrid-ssoauth.py JiIZs » FERIA RS Python iR fE 23 I EI TS ©

HIRETRE » AU T2HE :

° SSO 757% o &R LUE A Tpingfederate) BY{EfAIEAE (PINGFEDERATE - pingfederate &%) o
° SSO EHEXTE

° L StorageGRIDAYABLE o LEHANI AR PingFederate o f&B] LU H BB 2 gy i A {EAE o

° StorageGRIDAY{ir it

NRICAEEFEERAFEE AP FRMAEBRIRE D o

o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

$ekdeckkkdkckkkkckkk ks khkkhhk kb kkhkkhhkkhbkkkhkkkhkkkkkik
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

BtH PR T StorageGRIDIRE L hE © IRE > SR LGR AR EMEER > IR MER SSO KfEFA API
HIA o

3 yu%/u\ e 1%% CUrI uﬁ;_k Dﬁﬁﬁﬁ?§”ﬁ%ﬁ§ °
a. BEABAFTHRIVER o

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ EEGFRENREIE APl > 5518 0 {E4 TENANTACCOUNTID ©

b. BEEZINEHEENTDEESE URL » 55538 H POST 553K /api/v3/authorize-saml » M4 [EIFEFMIFF
EESMEY JSON 4REE o

I EEFIFET 7 #1% TENANTACCOUNTID B35 258438 URL B9 POST 3R o A5 RBHEA python -m
json.tool LAfIFR JSON #RHS o
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

LEEEAINEIRE S4EE URL ARISHZEE URL » BREIEEESMNY JSON ARESE -

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {##F "SAMLRequest {tEIEFEIS AR BER THEN °

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. EEH[CIFER cookie » i [CIFECIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. FEH“pf.adapterld’{E > ifi[o]ZE[C]FE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. EHhrefE (RMIPREZPRIFIAR) - WEIRRZEHE

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g EHEFE:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. %3 cookie A& :

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {72 'SAMLResponse' 3R B P i1

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- (FFAE#FH SAMLResponse * #II—{EStorageGRID/api/saml-responseimKE4 StorageGRID
BNEETHE -

A7 RelayState ’ EEHBFIRE ID > HUMREBZAFKEIEAPI > BIFHO0 -

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIS D8RS < FEfF#7F4 MYTOKEN °
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERTAER "MYTOKEN B HAthEEK » $BLRAER SSO KifEM API BYAT ©

NREYA T E—EE > FRL API

MREMAE—FA (SSO) » RINEREH—ZT] API AR FEZ LR EIE AP TEAFEE AP| o INRIEfE
FA PingFederate {F#5 SSO 1Rt » RIEAELRA
RERSLEAETS
MREE > EAIARAESEA B —& H B E & H StorageGRID API © 5% » &AL StorageGRIDE S B8 —& 1
(SLO) > EEEAMAIStorageGRIDAE S HE ©
TR

1. BEEEEENEHFER > 5§ cookie Msso=true) fHiE4S SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

iR[El5EEH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {#7F518H URL

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. AEH URL 835K SLO I &3 E E)[o]lStorageGRID ©

curl --include "SLOGOUT REQUEST"

28



3R] 302 EFE - EERUEFNEAIREAPI EH o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIBRStorageGRIDAE S hE o

filBRStorageGRIDA TR A ELRHE SSO KA ER © MR KR H “cookie“sso=true” » RIFERER
tStorageGRIDHFE L » MAE 2 SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@ "204 No Content B|[fERTAFIRIEEEL -

HTTP/1.1 204 No Content

£ API {ZFTHAE

RO LUE RIS B 12 API 552 {2 A StorageGRIDRAA PRI LEINAE - EFIATHAEE AR -
ERASBEEBGERNITEZ ISRV ETS IR ©

RIS IEAETS

= FAThAEfAME A] R FE LE/FEXStorage GRID R M FRRIF L IHAE © (FRFIRLNAER A LLIREREZAA Root 7EY
RN EEFEEREERILISERNME 7%

ETRILHAEINAER » FERUTHER !

_AF A R—RIRFGHER - BRRUERAFIRFRIEEHStorageGRIDAFNHEFEE - B 7 REHBEEHR
M%ZE > A RRRERFEES THEERP RKEEIFREABERIRS ©

_AT) ATTUUEBFRERERE AP fHERATSEGARKRBIRE—BIZ - BRERKEES (UM AP) H5
2EF EFHAFREN) i AT ABRGREESFHE (BERERENBNRAS NEEEU #IRaVE
HEMFRE) BELE2FTMHEARIRENRRAENER o

1. B4 EIE API B9 Swagger X o B ERLEREE API" ©

2. E=PBThEEIRES

3 BEEEHEENE (FINEEHERAIRENE) » BB AP {EENTIEX :
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{ "grid": {"changeTenantRootPassword": true} }

sRTTAE » ERFEAR root BHEINAERRIEA o "EEAPREH EEERITBHEREEERE TP
it B{EfAIE s BN FE A ARSI API 55 R &R RER 1403 21k
B AE A6

TERERT » eI LUEREREIE AP EFEACERMNINEE - B2 » NREAEER IEEFHENIIEEWEITA
& 0 ®B]LUE A activateFeatures HAEZAS & o

@ activateFeatures INSEH ZEHENE) « RILTCAEFEHULINGE @ FFE » EiF kA K EENEAE
FREMBEERINEERIEESN o M BRME R TSI I IR EIELRBITHEE ©

FER
1. ZEVAEIREIE API BY Swagger Xf4 o
2. = BIEEIRES o
3. BEEEMEENFTATINEE » 55 API #3XNFIEX !
{ "grid": null }
BILARTERE > FIEAE (BEEEHAFREEINAE) BTEMEAE - "EXHAFREBSIE#RR

FHIREFERENES > 1 EEAESAEER P IREER AP SEREGRKY) » RRERAEEEREFIUE
S B A AREE  EIRHER o

AIEANEFEXFE EERNEBERENRA - MREMINAEE R BERGEREARE » BlXA
7£ PUT 55K EEREISEEM © AUl > EESHRAAEEEAF root ZIGINAE I A£4EI=
storageAdmin EIEHER - sEEXLE PUT E3K © +

{ "grid": {"storageAdmin": true} }

1% ¥ StorageGRID HY7FHX
1%t StorageGRID 4R

1G] LA B 8 17 oY BE A\ B¥ AR AN fE &8 W & =B B4 0 B i PR AR Tl s RT LATE
EXStorageGRIDA K fEFAE A LA THRLEAETS IS AT LUEIZRNE—F A (SSO) ~ #1L
FB P im /R eE AR S B AR ZR T o

B AR E RSN

AT LIS B B 73 M G ARTS B ABHEM (£ 3 B SR E A EF AE M A< 160 PR 25 2R XE o P ATF ENAEAS B RS A A4S
EIE AP o

RSO E ERE FHEM EREREER » I B AT EREFERARRNKFES AStorageGRID ° MR
S8R Active Directory ~ OpenLDAP 2% Oracle Directory Server > BRI ZREZ DS ©

@ WNRETAREFELM LDAP v3 ARFS » sBBtAR T2 1% ©

TWRILUE B ISR B EFSRIEE SRR E AT BT ER ZISEAE - gl > ErRISEFRE—(EEFET
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RIEARERESAEIE ILM 3R > M5 —(EEFEPERERENPITHEET - EREVAE VBN —EEES
FEFENRAR ©

E o SR LGREFHEECE A PERE - REBHETHEAE REEEREMINGE B A AR EEGIRERERE
AP FREITIERIE B TEAIHRIF

BRE—EA

StorageGRIDZ& X 1B E AL 2B S1Z50:ES 2.0 (SAML 2.0) fZ#K98 —& A (SSO) o &5ksF" % I EUH
SSO" > FAEERAENBLAINIE DIRHENES » RBZTFEFIEKRERSS - HRAEIES « HAREIE AP
HFEAFEIE AP o K ER & 855 AStorageGRID ©

BECEES

LR BIZ AR THStorageGRIDRIE B ER T EREZHE o T&StorageGRIDRAARRI AN FAEE FAN N0
FEBIEQTEERE o (Rel "B EIE REX o

BIENREH B S

AP SERLERA —(EME—RYERRGIZERI & 2% - MEEEMA SSH U TEEE ) BREARR: » St VM/E
RRIEHI G =R LR root FREZDEA © *EBEFEE ’ "'”EIL,( ECRERRAES & TS W S E RS o

EREER

BRIt X StorageGRIDECE ZHE © R1E ~ HEFR A4S L%z%ﬁ SE2THE - THINER
B ORERN 0 HREEERGEENR - BRERIZES & Z 5 StorageGRIDZR AN
HEIR o

s Z Al
* BEER"EIEREELS" -
* [TEA B 455 Root FEVEIR o
* CHEA BRIBRERE

RARS IEAETS

S RENEEBIRNEEAERN > WA " THIMER" - EEEZEWERTE Passwords.txt' X o BIRECEECE R
B AR EREFERERMTT -

TR

1. B RET > FFEUET > BHEEES o

2. T ENEERNT » BEEETEN

3. MAKTERIBRERS

4. BARER - BRASAELET 8 AFA > (EFEEES 32 AFFf - BEHEDANE o
S R ERBHEFERENNE - LR « R NAEEEEFT LR o

6. EMBAMNTS » AREERTE -

ERERBEETNE » AR ETGEINRIE o
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Q Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7. EEEe” o
8. B AMBIREHER FRERE o

@ Z%E&EEE 25 o MR BT T EHAIER - IRBEKE - MEBERTREMER

SECRENRAIES & TS

HrE P SEERRLER R —(EME—RVENRGIE R S BE » WREZZBBEAEE A X o (£
B LE P B S E AN T BB BN B RV BB ME —ER BT HI S 255 o
FRtEZ Al
* BEER"ENEEZESR" -
* {RE"#EK Root ZEVER" °
* BHEBBERIRERN o

\\

/

RS LEAETS

ﬁﬁﬁﬁ'ﬁ%&i%ﬁﬂé%"ﬁ%@i@ SSH Y IMEIBE | BNBEAME > B8 VM/BBIZHISELF L root FHREENE
A o BHNEELES @ BIEIEF AR P SESEEIIINENE » WGBS EFEE BN Passwords.txt' k{8
BHRIIEZEE o ZRHEFI|7E Passwords.txt 1EZERIZREREALT ©

()  emmmneemm SSH £5H4 R\ SSH IS - LURFFREE SSH 7ZIEHE -

AR
TR
1. BERE > FHUES > SRS o
2. [T ECNENELIEH A BT ) EIEEITE o

BARERNE

1. AL AVECEZEES o
2. EEEE

THENERE

TEFHRIER QB ZA > 55 FTHERNERE - MREMAERNEBEEBIZRN > ST UEALEZREFHY
JZEE:' o

1. EETHRER -
2. EREREOXMH(. zip) FMEZRZR « AIEEBILAIMES
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™

@ EREEZNARZEN » IREBE I AREStorageGRIDAMEUS ERIBINNE E B

B o
3. EEHE o
4. EFESTHEG IR . INREERIT R BERERITR Q%  FEE R -

—EZIBTERE - CREARCH -

ECENRAIES & 5
EEUH A TERF T  SEL—EaAREBNNERE A% » ESEHY% EEHEE o
. SEMIEELR  BEARELHE -
2. EE T ARG -
3. FHISAS :

a. 4TR zip Sff o

b. HERREAIUIZFENAR » B1F "Passwords.txt X1 » EFESHHEIENEH S50 o

o. MMHEREXA(. 2ip) HFERS - AREBUAIME: -

(O rEmmsEmmEs -
ERORERIARRRE  BATBETARISorageGRIDRMAIS E RV INZ S AAIHFE o

4. EEZIARETCE THMNEREGLRETAS
o. HIE BEONEIRLIEH QBB W EHFTA MR EMN RN - ErRIREREXDE o

IRFAAESRNEBEEREDL > RIG LI BHININER HET—F -

MREHBREF LIRS > RENES T L EBEERMAVANFH - R BSEBBEERMBVERERS
L EHZIBRE - MRZIBREREREEMRMNAREREN > AEGHEE Bl & -

MR — BN ZEERREAV B E R -

a. EERPIILVIERAR ©
b. fZRRIRE o
C. FEEEH o

(D Estemums—RE S st M LR A o

6. BEFTA ENRLRVERRLIZRI QEIE R » MBRETHNE—EERE
7. FE > ERRE S B T R R IE S RIMT RIS
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ECNEIREIRIAY SSH FEVES

EIRLfEMEL SSH RMBBRE « ERBIE DERS1FEENRS -

8578 SSH £IMUA FE DB AL "admin’ SUESTH SR EABHEG QI8 9 root (% o
BsA 2 Al

- CEERSRENEE RS o

* {7485} Root T EVHER” ©

* A B RREES o

RARS I AETS

BIRENR R F IR S E RV A S0 IR ETFTE "Passwords.txt RIE BLRBIIEEE - BRHITEZXHFH
B o

ENELREEBENEFRY SSH i85 BIERY SSH FENENS - BEFERAZIBIZMEE o

SEEE
1. BERE > UL > BEEE o
2. 7T SECQ SSH £+ T » BEEEITER o

THEMERE
g?@ SSH FEE R Z Al > 35 FEBERNERE - MIREAHRNTHREEBZRMN > S UEA I HFRY
1. A LHYENREIECE ZS -
2. EE T HEIRER -
3. BREREXM(.zip) FWMEZRZE « AIEBBILAIES o

@ EREEZVARZEN  IREBE I AREStorageGRIDAMEVUS EHIBINNE E B
B o

- EFERHEE IR IR - MRECEFBFRNEE SSH ZIER > FEE 21 -

(D —Buonmeen » CRELR -
BF SSH ZEXE 1R
EEE SSH ERS BRI  KEE—EESHLBNTERE ° 4%  ESEH LBHLH -
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1. ERFBIRIEEER > EERERDE

2. % TTHMNERE HBAREEN B2 (TRRNERE) LREFNEREXA(.2ip) IHERER
A5 BB IAIE o

3. FHSAE :

a. $T8 " zip XXk o

b. BBEEIUTZIAE - ©4E Passwords xt X » EREIAHH) SSH ZIR&EE -

0. MIIFNERAXIE(.2ip) BIMERE « AT EBIHHES o

(O rEmmEmwEs -

ERORRNERRRN - HATBETARESorageCRIDAMRIUS RN SIFIHEE o
4 EHSRTESENES LB ETETELHE -

MBFE BRSNS REMBE T EX - ARG ENRINEIE -

MREHBREF LIRS > BIENES T HAREEN IRV - R BBERREURMBVERIENRS
LFEHZIBERE - MRZBIREREFELEHRNAENEH > AGHRE TE5) %o

IR — (B LS RET LK

a. BERPHILMHRAL o

b. HEARIE ©

. BB B o

ERRAGRE AR EE AR L8 SSH FIEH o

5. {EFTAEIBEM SSH FIMEWEEE - MRC THNE—EERE -
6. i - IR S > A4 > DI A AU BN o
ERESHE
ERSHBERTUERMREREMAR » It 5P ERAERREE AStorageGRID

AR EERRESMNMS

MREEEZES—ERLG (HI40 Active Directory ~ Azure Active Directory (Azure AD) ~ OpenLDAP 5§ Oracle
Directory Server) FEEREESEANAS » AIAIUEARSERTREEDEH

FHYAZ Al
* BEFERA"ENEEZERR"
* (RE"REFIER" ©
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()  mBeBEmRTIHA LDAP v IRFS » SBHARHTIE -

* WNRTFTEEA OpenLDAP » BI4ZEREE OpenLDAP faEARES  HAEZE OpenlLDAP fEARESHIIER o
* MBLITERAE—EA (SSO)» BEETEH " E—BFAMERINFTESEIE"

* MREHTBEREHEREM (TLS) & LDAP [RAkESETTRIE » RIS DIRMEREA TLS1.281.3 - H'E
i TLS EARSTIRERE" ©

RERSLEAETS
MRECAEBREMMAL (FIN Active Directory ~ Azure AD * OpenLDAP 5§ Oracle Directory Server) FEAZ¥4H
» AU AR EIEESRE SN HKIR o Lol AEAU THEEREA !
© EIPME o BIPRHADMERAE T UB A BRSNS KA X B AN BIBER I TIERS o
* AMERECHER KR ENERENEALFRERE - HALBETNERETUS AR EESTIRE
ARE EIEESPIERAZEHANERITER - &' EUHEBERS M EABRRIRE"T #BEE o
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1. BB RE > FEUEH > SRS o
2. EERRASMNHE -
3. 1 LDAP BRFSEEEIER A » BB R TER LDAP ARFEERDY o

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

B2 THAfth) ZKEREMF Oracle Directory Server By LDAP {RlARSSHI(E o

4. MREEET HM" > 35IES LDAP BSE DRI - TR » BRI T—% o

° FREE—%TE . €3 LDAP FHEEW—#BNEERE o ILBMAEER sAMAccountName ™ ¥H2
Active Directory # ‘uid ¥5 OpenLDAP o YIRMEIEFEKRTE Oracle Directory Server ?
AEIA Cuide

° A% UUID : B3 LDAP £ ERIKAM—HAIIERIE L2 o IWEMAER objectcuID B
Active Directory M ‘entryUUID ¥§% OpenLDAP ° MREBIEFERTE Oracle Directory
Server ’ sA#IA ‘nsuniqueid ° SEFERENIESEEMHENER 16 (UtHRFHEEIH 32 i+
TNENE 0 HPEF TR o

° BYAHME—%TE | B3 LDAP BHAEM—RE RIS E RS o LEBMMEER sAMAccountName " ¥t
Active Directory F “cn ¥H OpenLDAP o UIRIMEIETERE Oracle Directory Server ’
2= A N
Eﬁiﬂu)\ cn °

° ##4H UUID : 813 LDAP BHERY KA ME— R BSR4 18 o IEBMEAEER objectGUID HT

36


requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
requirements-for-sso.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
supported-ciphers-for-outgoing-tls-connections.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html

Active Directory M ‘entryUUID ¥§% OpenLDAP ° MREBIEFERTE Oracle Directory
Server ’ AEIA “nsuniqueid o SEEEMIEEBIMENENER 16 (UtAHRFHEEIH 32 U+
7NENIE > HAPEF TR o

. HILFIE LDAP IRFSHRE! > /IR LDAP (AR E D BAFPTEH LDAP EIARZSZFMIRERE N o
° %% | LDAP AR 2 PRE 49118 (FQDN) BX IP fizdk o
E1RIE | BNERE LDAP {AiRESHVEIZIR o

@ STARTTLS BITEREIZIEE 389 » LDAPS MITEREIZIBRE 636 ° (B2 » RELAIBHNAE
BLEB IEFE » (ERR BT S R (rE SR o

° (ERERMN | RERE LDAP RRSBHERENES%IE (DN) RTEBRE -
#171¢ Active Directory > St ATLUEE FREA LB ERE TR -
IREREREVEARYHBBNEREURFETBERIRER :

* sAMAccountName  Z¢#& ‘uid

* objectGUID’ entryUUID ° & nsuniqueid
" cn

* memberOf " Z¢FE " isMemberOf

* JEEIER | objectSid ’ primaryGroupID ’ userAccountControl »
userPrincipalName

* BYEE | accountEnabled # ‘userPrincipalName
° B | BEREATERRIAIRES

() wmRmeeEREE BT EE EE -
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Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. BFEE YA URL BRILAL EERIESF - UERENSNREENEARR °

3. BEMSTIETI LR SSO & AStorageGRID » 3511 Sign in F54iL 2 — » BHET EIRERAERE
FIZHET > 2ABEE Signin ©

You are not signed in.

¢ Sign in to this site.

I S5G-DC1-ADML j

4. BACHES AR RMES o
° YN SSO BEAMEHIRIEAMT) > RIGERAINEE ©

+" 5ingle sign-on authentication and logout test completed successfully.

° YN3R SSO #R1EARALL) » AIERERIERAR © MERRIRE - BIREIEE3RY cookie » ABEH ©
o, BEEEYRREEMAETESEEENIR SSO EiR -
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on ($80) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifizr{s) shown below.

2. Test S50 and SLO by selecting the link for each Admin Noede:
o https:// fidp/startSS0.ping?PartnerSpld=5G-DC1-ADM1-106-69

o hitps:// lidp/statSS0.ping?PartnerSpld=5G-DC2-ADM1-106-73

3. StorageGRID displays a success or error message for sach test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. BABERRRES
° YR SSO EAMEBLIRIERNT) > AIEERTRAIIAE -

+" Single sign-on authentication and logout test completed successfully.
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62



fﬂﬂlg ;Eg j!jﬁA ;Fﬁi@gﬁﬁiﬁ%&% SSO RFIAIREIESS « HAF SRS - AREIEAPIM
= ° H AHB7H{StorageGRID °

1. BT > FHUES > BE—FA o

2. #%& SSO MREEEAR BRIA °

3. EEEE o

4. BRESNE » ABEERE -

BE—EARERA -

WRIEFER Azure AOABULIEHE AR FEX Azure BYAERE EBAS7FEXStorageGRID > :5FE(R Azure
AL ERE th 21 #ERIStorageGRIDEAE (EE AStorageGRID M & B 4EHHIERE)
HIEE X F AStorageGRIDZ B E H Azure A4HIY o

£ AD FS & ERA1EE

S wAZEfER Active Directory BF S E85ERTS (AD FS) AR AP SEEIEMEEIEHEA
E1F o EOILUER PowerShell 5% ~ i&4B1StorageGRIDEE A SAML JtE R FaEaA
BRIREBIERAEE -
FtEZ Al

* B % StorageGRIDEREE—F A » AiEEE AD FS E4 SSO $82! o

* TAREEENE—SAEARLEETWEER - FERAVEE"

c BHERGTSESENMNTE2REMNEHE (3 IP i) FEFEH AR o KR LATEStorageGRIDE

—EAHAE LN EIEMFAER RPILEIEEE -

@ A StorageGRIDRA AP B E S IR E —ERKRBHET - SESIEHMTERTK
BAHEE > BEREAETUZEMBEFANEHEAISIEEL, o

* IBEHBTE AD FS REMNEESEELES » & R LU7FEY Microsoft AD FS X ©

s {RIETE(FERH AD FS BB E1EE T WHIKBNEIESEHE -

s MRIEFEHBIIRBEH ST > QIS AStorageGRIDEIENE L EMNETHE » EEMBEWNEARSS
shell A EIREIRS ©

RARSHEAETS

S LEERBBE AL Windows Server 2016 AD FS o iIREERBIERBERRZEY AD FS » (EZ R BREFEER
[ o MNRIEHEEAEER > 552/ Microsoft AD FS X1 o

{#H8 Windows PowerShell I Z5BH{=1F
& B] LAERS Windows PowerShell [RERE Y — B ZESBHE1E ©
1. ¢ Windows BHYATHAERT » AR EEEEIE PowerShell Bl1Z » ABIEE UBIES S HIIT °

63


../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html

£

PowerShell 55 Qi@ ~FIT F » AU TR ©

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° 737 Admin Node Identifier > BABEEMMIIKESIRHM  BE—SARHLLETHNTE—

2 o 4N > SG-DC1-ADM1 ©

° 737 Admin_Node FODN> BAB—EBEHMIITEREMARE - (MAKE > ERIUERRH

s

IP {irdit o B2 » MNRICFEULEREA 1P (1l > FEER > IR P (R EEML AN BERRENEL
SRS EE )

Windows fAlfRes B IEER > #E TR > TADFS &I

HIRADFS BT H o

#5542 AD FS > {REBA1=1E ©

HIRREES SEREE -

£

a
b
c
d

e
a

b

o o

0]

HTE I AYIRFE TS (S (XTI F EUE R RS

- REICEIBRIZNEESEE -

- RREREMT  ARERRETFIUERIRE o

- EREFEUERIRS o

EERR AREEEE

I RYIRFRTS (SRR B PR R

- HEICEIBRIZRNEESEE -

- REREEST 0 ARERE NRERBESER) -
- BEEETIE AR o

- EEERAEARER L > WWEEREE LDAP B EXAREH ABESE TP o
- ERERAEE L > WALRAREETRRE o

40 > ObjectGUID ZI%#8 ID 5¢ UPN E%7E ID ©

f. BN B ETFRE » BEHE*Active Directory* °

g
h

. TEMREYZRAY LDAP B145 > 2 A objectGUID i User-Principal-Name ©
. TERRGYRAVE L BERLERS P > T hDBEHEE LT ID* o
CERESER  RBIEERE

7. HESRTTERIEMINEA o

a

b

- GREEERAETURBEEBYE -
. #&s% TEndpoints] - Tldentifiers; #1 Signature) 2% _EMIMEAMIEEA o

SNSRER D TCRUE » SRFESDIGFR TR R D IERE > SNTFENIAME ©

8. EHEELLEDSER » #StorageGRIDAAHHIFIE BB E RIS EE ©

64



9.

FeR & » 3R[EIStorageGRIDI AR FRA RIE S S EUEREMECE ERE - H'EA) 2R 0 LEUSERA -

FREABSTENRIZRERAEE

TR LUE BT IS EEIRERIN SAML STERIRE A BERE S SENE -

1.

8.

9.

7£ Windows AR EEEF » HIFTH" » ABEIEADFS BIF o

2. FERIET » BT RES ST o
3 ERCOEE L - R RS AR
4.
5

ST ARR LA AR S MBV A RIRIB S VB -

- TE BETTERMUNE (EHREE URL) F > BAULEIEEHRAY SAML TERIIIE :

https://Admin Node FQDN/api/saml-metadata

737 Admin Node FQDN> MIAB—EEERNTEREMNLE - (WALE > ErIUEAERLE IP I
it o B2 > MMRETEULRTA IP (1l > FEE > WRZ IP (A ESME - A EERERRILULERES
5t )

SRR EEEE - FEFRESEE  ARBEMEE -

@ WARBTNLEE > AEAEEMMINKEAEHR  EREREERPNEMEARR LETR
H5EE—#% o B8l » sG-DC1-ADMI ©

TG EREARA

a. GIREENEESE > ABEIE REZRBRENER) o

b. JEiEFIGHRA*

- EEERAEAER L o BB FIEEYE LDAP BIHEEAEE  REBIE T 9o

d. ERTEHRAUEEE > WALRENETEE -

(9]

540 > ObjectGUID %$#8 ID g UPN %8 ID ©

]

- BB TR » #EE Active Directory* ©
f. 7ERRETRAY LDAP EMESH > A objectGUID Zi&#Z User-Principal-Name °
0 TEMSGRAVEHBIRRITIT » R THROEEREE LB ID* o
h. JEE R RBIEEWRE -
HERTERERINEA ©
a. GREEEHEAEEUMBESE -
b. ##s% lEndpoints] - T[ldentifiers; #1 Signature) 2% _EAMENIEEA o

NRERDTTEE » AR TRURMUL R T IERE > SNFEAE ©
ERELEDR - AStorageGRIDAMPHIFIA BIEHHMECE KB HEE ©

65


using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html

10.

SERk1& » 3R[E]IStorageGRIDME AP B R A B EUER EMECELER c BH'F AV S WEVSRAAE ©

FEREEEALEE
MRTIEFEAEAMRBIHDETNEIE - ERIUFEBRAE -

1.

6.

66

7£ Windows AR EEEF » HIFTH » ABEIEADFS BIF o

2. FERIET o BT RES ST o
3 ERCOEE L - BB TS AR
4.
5

EEFHRARBELSNER » RARIEF T

- ST EEEE

a. WALLERMERERTRE o

AT RERY > AEREIEMMIKESIZHAT AR EESTNEEAER LERNTEE—
¥ o fl#0 > sG-DC1-ADM1 °

b. BUBECE RIS /RENDER
C. 73 E URL EHE L » EEY RiFA% SAML 2.0 WebSSO 17 ERIL1E #EIE1E o
d. g A BIEEEEAY SAML BRFSIHEL URL -

https://Admin Node FQDN/api/saml-response
%7 "Admin_Node_FQDN > BIAE EEEHEEE’JE%BE s o (MAKE R LUIERERRY IP
fifik o B2 > MBEIEILEEGEA IP (Idlk > 535 > MR P (IHtS424E > BN ATHRERRII
ERBAHEE )

e. EREEHTEE L > RE—EEEERTEE KRB A

Admin Node Identifier

%7 Admin Node Identifier® SIABIREIBMIKBAIRMRT  HE—SAEALETHNREEZ—
o530 > SG-DC1-ADM1 ©

f BERE > HEFERAEME  ARHMEIEE -
I TRERIEREEER) HEEE -

() mRkuemsEE  AERWEEE AREE UEEEEEEHE .

EERENBERRRAGE - AEERTERA
a. {EEERASEAEE L {OBEEDPEE LDAP B EXAEBH » RBEE TS
b. 7ERERANEE L > @ALLRANETRTE o

540 > ObjectGUID %$4#& ID 3§ UPN X% ID ©


using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html

c. HNBEMTERE > BEE*Active Directory* ©
d. 7EBRETRAY LDAP BE% S > S A objectGUID 5§35#2Z User-Principal-Name °
e. TEMSTRAVEHERIRFERET | » W THRDBEPEE LTS ID* o
f. B2l > ABEIZWE o
7. AREREEASEURBERY o
8. 1 Timdh 2H L LTFEBEREW (SLO) AVimEs
a. I SAML”
b. JEIZIREHEER* > SAML B ©
C. EEHE > BEM ©
d. 7£ a5 URL) I > WA BRKLILEEREEEREE Y (SLO) B URL :

https://Admin Node FQDN/api/saml-logout

747 "Admin_Node_FQDN > @ AEEREENTEREMARLTE o (NBEKE > R UEAERRRY IP I
it o (B2 - MRETEULEBA IP (1 > 55EE > 1R IP (A ESME > QA BB ERRIUEES
5t )

a. FEEWE" o
9. 17 T#E) RE L ISEEBRAFGEENEERE
a. IMEEETRE -
* NRIEE L{EFE|StorageGRID BT EIEEE & tHEIERES o
* MREREETES » AEABIENR > 517E “/var/local/mgmt-api B IERIREAYE &% > WEMA

“custom-server.crt' sBE S o

ERAEEMANTARE S (server. crt) BTHER - MREIRERLEERIE > Al
EERRREMELEARES » TAKEEEREEAEE-

b. FIZMER" > AREFWE -
R¥EH B EEF LRI o

10. EREBLED R > 7StorageGRIDAFTHFIB EEEFACE KL EE ©
1. SEpi1g - R [EIStorageGRIDILAIFHFAA KBS S EUEREMEELER - H'EHA) 2150 SRR

7£ Azure AD R (EEEMATEL

f&fEF Azure AD AR FFNSEEIEMMET —ETXEERER o
RSz Al

* MBI % StorageGRIDEE E BE— & &% » MEHE Azure 1% SSO A -

* EEREEENE—SAHAR LEET VSR c HERADEER" o

* ENRARPHNSESIEHREF  EEEPREATE o M UitStorageGRIDE—E AR E LA EIRHRF
B RIERPERIGEE -

67


using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html

@ T 7B #StorageGRIDA A M SEEIRMHRET —ETREHAER - SESEHMEE—
BEEERARER  JREEREIUZEMBANE R SIEEHR

* 8B TE Azure Active Directory T ¥ FEBENAVAE o

* E—EREEMEIRMN Azure 1RE °

* IG7E Azure IRE PR TG —  2IHEEES - [REAREXEES - EFREASES RS TRNE
BEo

7ZEX Azure AD
1. B A "Azure AOABLE" ©
2. BHZE "Azure Active Directory" o
3. BE "EEAREN" -

Bt ERER Y #7ZStorageGRID SSO it &

HE1EStorageGRIDHH#TF Azure B SSO BE » AR Azure ASEEIEMEET —ETERARER ° &
{Em Azure HEEIBETTER URL » T HRS E5IStorageGRIDE—E A BE EHER & TER URL MM
1. HEEBEEHMEEUATLR
a. 7 Azure Enterprise FEFREXNEIRH » #1F TFEARER -
b. iEE BRI EIMERRER" -
H5HE » A AN StorageGRIDE— S A BHE W EIEMIHAER RERNMN DEEREXNRTRE
d FREFENESCEREFRAINEAEMEREN GEEE) *EiEi%it o
CEERIE o
f. 422 YRR EAS - REB—BAME » EEAEERIE—FAELS o
g BEE SAML 1E ©
h. #£%¢ App Federation Metadata Url » {&E]LA7E Step 3 SAML Signing Certificate T EIE ©

i. Bi{EStorageGRIDE—& AHM » W#% URL BRE|BTERM S HEARER B BHEN BETER
URL i ©

2. HSEBIRMBAL LBSTER URL X SSO B BETAA HMU EREER > 7£StorageGRIDE—F A
BELEE #fF -

o

o

THEESEEHEH SAML TEE
#17F SSO FREE » KEIL %A StorageGRIDA AT SEEIREIZ T & —1E SAML ;TtERHE o

1. HEEEIEMMERELELR
a. REIPHIBESign inStorageGRID ©

68


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/

b. BEIE*RE* > FEUEH| > BE—FA o
C. EEBIRA T BRI SAML TTEE} o
d. EXMH » ABBHE LEE] Azure AD ©

% SAML TE K HEEISERERARE
#3{EStorageGRIDEIREIBL T & SAML JTERHEZER » 72 Azure AD FHIT FFIPER ¢

TR
1. 3R[E] Azure A48 o
2. B ETGEEREREEUTER

() cosBERcERARAEEA LB BEREIRARES -

a. HIhEEREXNBMER o

b. ¥ BENE KEA T (RIEEREBRENH) -

C. HIEE—FAEM °

d. 52 SAML :RE ©

e. BE HMETENER % > REBEECARESENM THM SAML TTERHER o

L BREAR > BiEHE ABRBEEXHBAER - THRIREMFER SAML REE—FAHH °
3. BRBUTHERIRE ER) 2iE R SErAREN -

£ PingFederate I RISIEME (SP) %

f&{# M PingFederate AR ATNEEEIEMEIRFEIRMEE (SP) ELR « A7 INREE
iBIZ > 1Tt StorageGRIDEE A SAML TtE#} ©

s Z Al
* [RE A StorageGRIDR EE—E &% » M= Ping Federate E4 SSO $58! o
* EEREEENE-SAHERLEETWEER c B'ERVEER" ©

* BARPEEEIEEHREE SPELR ID * o KA U7EStorageGRIDE—F A HE LSRR FAE R KRR
RGBS o

c CETHRSTSESIEEEER SAML TTER o
* @B TE PingFederate {AIAR2S iR I SPEEARHIARES o
* fR

Ahttps://docs.pingidentity.com/pingfederate/latest/administrators_reference_guide/pf_administrators_refer
ence_guide.htmI["EIEE 2E15m" "B PingFederate {@fR2S ° PingFederate SX{HZ 7 s¥4ARZ S R FH
FEERE o

s R "EEEER"AR PingFederate falfR2s °

RS IE1ETS

J5 LEERARARAEUN{ATHF PingFederate Server Hr7s 10.3 52 E 43 StorageGRIDRY SSO 1#£E - IR EEANEHth
HRZSHY PingFederate > RIR]SETR E LIS LA o BRAKGAINRZASAIZEAEERER > 55268 PingFederate fEIARE3 S

69


../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
../admin/using-sandbox-mode.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

o

5eA PingFederate F Y5 74

RIS AR StorageGRID HISPELR 7 B @ ERAJBTERE PingFederate FRIAYSL RIS HETS  BECESPEARES » (&
HHERE LS MEHF PR ER o

BIUER#ET

MRITRRE » HRIUBRHETZLUR PingFederate &#%% AD FS LDAP faliR2S - ERGERANE TESH
HE"TE StorageGRID'=FI °

* #88 : BH#x (LDAP)
* LDAP #8%! : Active Directory
« THEGIBMRTE | 7E LDAP M BMHIRE LA objectGUID 5 HIFTREE—E ©

BRI RERERS
MELIZERE > uﬁL_LTEEJ’EuE BEE e ©

* $8% | LDAP fEBERBEIE ARG
* BiH#TE | EEKEUNERHET
* BEER [ BAKE LDAP WEF (Ul » DC=saml,DC=sgws) °
* HISEFIESS | sAMAccountName=${username}
© HE T
2237 IdP fEFCER E A
MREGERE > FHEIL P BECREH -
1. BB RE:E" > BES > IdP BACEs ©
EEEILNER -
ERAER L > EIEHTML 5REE |dP Bfcas* ©
7t |dP BECEMTE L - B DEERER) Mg—17 -
BEHER /RS AR SR RRIER o
EEARE LS L > 152 Pseudonym BY username BiE o
BEERE o

.\‘.@.U":b.w!\’

B EAZEE RS
MRIEERE » SBREUNEAERES

1. pifE2er > BENRBESRESE -

70


../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html
../admin/using-identity-federation.html

2. BUSNEABERES o

£ PingFederate 37 SPi&E%

7f PingFederate FIZ2 1 SPEARRT » T FE A1 StorageGRIDA EIRENEL T &MY SAML TTEX} - TTERHEREE
BRRENFSREE

155 B Storage GRIDA G PEY S B IR T —ESPIESE » WBERETLUREMBEANE
(© LT - EEELRERR TS —ESPER o A%  WEET S {SPEERTIRENE
FTELfAS o

EIESPEARIARY

1. pifE e > BE > * SPERF °

2. BB RIS o

3. R A ER L EREREA

4. 342 25828 SSO REME M SAML 2.0 (ERIHRTE o

A SPTHEE
HER

1. FEATERMER L - BEiEr o

2. R BRIV StorageGRIDE—F A B FEFY SAML JTERHE ©
3. BETEFHAEM EHREMNEH LIREAEN

BEBENERE ID MEFLTEREAStorageGRID SPEAR ID o (440 » 10.96.105.200-DC1-ADM1-105-
200) o #7Zx URL 2StorageGRIDEIRENELEM IP o

4 BB T8 o

RE IdP ZE 35 SSO
B
1. fERIBEAS SSO R » BIF RERIHAZ SSO -

2. 7 SAML R EIEEE L > 5428 * SP-initiated SSO* ~ * SP-initial SLO* ~ * IdP-initiated SSO* #11 * IdP-
initiated SLO* 15 o

3. BEETR—%"o
4. 7 TERS%EaiBH) BB L > FMUEMER -
S. 1 TERSEIL FE L > BiE 'RBEFEL -
a. & Te9RE) RE L EE IRE) o
b. EBHEHIZE L > £/ SAML_SUBJECT EABMSAFEANKRIEENZREER o
6. HVIERAE > FEERIPR AMIPR urn:oid » KEM o

71



B E A2 B A
pg

1.

2. {BFCRBOIRE L EIEER RS OREIER o
3. 11 TG A% RE L > BiE TEREERPERMMEY) -
4. 77 TRURFENERESK T8 > &EE INEEURERE -
S. TERMAFRE L » IR BEIEE R F MR E
6. 72 LDAP B¢ SIRH L ¢
° #iA*Base DN* » ©fE:ZE1{%7E StorageGRIDH % LDAP (@RS AETEER o
° B SEE 5 EE o
o HWIRIRYIHLE - WL TE—/EM © objectGUID T userPrincipalName °
7. 71 LDAP (B MARIGHEIZE L > % objectGUID E1435E1E Baseb4 ©
8. 1£ LDAP @B 231Z% L > #i A sAMAccountName=${username} °
0. TBUSHBITREL > WRFE THDEEREEIZLDAP (BY) "> ABNE THIREEE
“objectGUID"3X“userPrincipalName” °
10. BEEWRFEMERIR ©
11. 7£ TFailsave Attribute Sourcel 1Z# L > #8Z TAbort the SSO Transaction] ©
12. EEHEAIER TR
13. EEIE* 2R o
BCE R
1. 1£ * SPEAR * > * BIE23 SSO * > * HERTE * 1IZH L » EiE * REWERTE * °
2. 1B S HEERRTS URL 128 L - 15521 StorageGRID SAML TTEREAMNTERE (RRHEN
/api/saml-response (FARRIHES URL) o
3. £ SLO BR#% URL 1Z% L > 1ZSZ1{StorageGRID SAML JTEHIEEAMTERE (BIREEF /api/saml-logout’
R iREL URL o
4. ERFFE SAML #IEIZEE L > ;5% ARTIFACT #1 SOAP - JZEE POST #1 REDIRECT °
S. 7t MEERA BE L > G EXRHSIEIERETEE) M NAKREZBEHS) EEE-
6. EMERBEFH L > BiE R
7. EEWMELEE TR URBFHERTE ©
8. EEMBEIIEE ST URHFEELR SSO RE
BCE 58
55

1.

72

EERRE AR R L B HEEcSRER -

WSPEMIRE P » TIE RE o



-t RS BB BE TRREESE -
3. BIESEZNELEUNEAN -
4. BEE TS EANBEELRERE -

a. 7f MEEER) 2% > 242 TUnanchored] ©

b. £ MBEEEERE 28 L > KR StorageGRID SAML TTERIE AR Z/EFET o
5. EEMESMIEE T URHEFESPELR o

B HfthSPEiE
TRAILERF—ESPESRSEEINESEEERMNRZIPIFEIISPELR - KASERA LEMBTEN -

@ ARIEIRENBAISPELRFAERNRE » BE5EBHNER ID - &K URL ~ &E4R ID ~ EiEH
78 -~ Z5E5E65EH SLO [CIFE URL FRYN ©

TR
1. 882 TR(E) > TES REEMMERHREILASPEENEIZ o

2. BABIZSHYELR ID FNELRLTE - SRBIEE T
3. EEMEIRMA RN TTERIE
a. BER(E > ERTERER -
b. iEEEIEE R HETER -
C. EET—F" o
d. ST o
4. FERER KR ERBEMERAEER
a. BEEIRAVERE o
b. JEE L ERIERR SSO > REETS I > B -
C. fB% urn:oid FYEE °
d. JEEMRETT o

FRE—EA

MRS BEFERALLINGE » AILUSHE—& A (SS0) « G AKEFERE—Eik ) AR
FREMME -

FtaZ Al
* BEER"IRIERZIELS" -
* (RE"REFRER" ©

i 334
1B RE > FEUER > B—F A °

HiR TE—8A) BE -

73


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

2. EEEFEAER-
3. BEEMEE o

HIIEENE » FnAMARRERMBEA o
4 R o

T 2% A StorageGRIDE > #& 43R StorageGRIDSign inE & > 24788 A 2544 5} i & StorageGRIDIEAE R
ERE LB

U ERALENMA—EEENHNE—FA

YNERE—F A (SSO) RAABAME > ERIGEEEZZEAMKEIES - TEEBERT @ &Y
ﬁlﬁ%%i%%ﬁ&%—ﬂﬂéﬂﬁlﬂﬁﬁ’] sso o BE(SHIABEMENA SSO » B4 BTFENED
EVER < shell ©

BItA = Al

* RE"REGFEUER" ©
* {RE "Passwords.txt SXf§ o
* ISENE AN root FEHE MRS o

RS ILEAETS

FRA—EEIEERLEY SSO & » EEIUUZAH root EAES D EAMREIERS o 27 (RELRStorageGRIDR#E
B AR E MR I EMERERAYE < shell TEEIRER EEHAA SSO -

ER—ESREEN SSO TR EEMEAEMEMEIRNIN SSO BT - BEEBBPE—T
ABE LS TR SSO) MBERFIREUAAE - It AFFARAN SSO REMIBRY - HIEEE
BE o

1. B AEIEHRS .
a. MIAMT® L . ssh admin@Admin Node IP
b. #A ‘Passwords.txt X {5 °
C. AU Ta L Eroot I su -
d. EA "Passwords.txt S5 o

BIEMU root BREAE » BTRFIARE s B 4o
2. BITUATA<  disable-saml
— RS RAZD T IEBAN L E IR, o
3. HEREE(FH SSO °

—RFAE R ENE—FABREA -

74


admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html

4. 1}t Web | E2FEVER BB _ERVEREIRES o

At SSO BfEA » FILIRERET Grid Manager EAEMH °©

S. fEFAfERE%TE root FZAHE root FRAERZENESIgn in ©
6. MRICEAEEBIF SSO REMER{EAT SSO :

a.
b.

C.

BB 0T > FEUTH > B—FA o
FRIEFES B SSO B/E ©
BB o

RE—BAREEE [#7 ZEHAREMEBERRA SSO -

7. MREEEMREREFNAREEEMERHEAT SSO !

a.
b.

C.

PITEFERTRERIES ©
EERL » AR EES -
EEIEER FEMRUA SSO o ERIUMIT FIUEAIPER -

BITUTAL | enable-saml
— &N ERAZB T EBEANILEIREEL o
HESRIGERNA SSO °

—RFAERTAER LERAE—EA o

o EHERENAEISERRL | reboot

8. &k

Web B|E2S > (R —EEREHREFEVEREIEES o

9. MR IR StorageGRIDSign inEm » M BEAZEH#A SSO BEA e FEIEREES o

(R ey
HHEREMEIA ?

ISR LU AR B S 2R AR R A P T T M{EStorageGRID R 4t Z IR R EYH LIB IR K

BIR -

fHERBARAEE ?

HEMBEG

HiEZEM{EStorageGRIDAFK T EIRERMERAEIR 2 FRVE [ ~ AIEENZERVER -

RIS TIERIZ
TERIZERRE T M ERE 2 MR E MRS E RN TR -

75



. . Perform prerequisites
Grid admin e
Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1
Add configuration -

Download verification file .
StorageGRID generates security

* certificates for each grid.

Grid 2 A
Upload verification file —— |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

BB S EENIRSERAEK

R 4EME s S VR 2 JRETTHE[EIRYStorageGRIDhR A » BB EMZBEEERAEZREFBIBE—E -
BRARAEZRIFMAER - F2RE1THREA" -

* —(EEREUREMERE —ENS AR SER - SESENSERTBIMEMEMER - F40 > 1

SRAES 1 B 2 B—{EEE - BN 3 A EE & > BB 2 A48 3 2R ARSHVER -

* BEMSEREE M - BIERR TR —AREENEEER -
* WREDFE—(EERESERA SEER IRF e f2 B EERER" o

AEEEAD IP fIEEEK

© EMESERA LR EEERER - SRR EE P imAER L o
© BRI SEER—(AEEERD S —EER - SEMRNECERRES —EEE LRERES IR » ZinkiH

EIREIRL - FRAENRAT M B AHRY

’ Hﬂiﬁi/imL& = A AL (HA) 42" SEMaE_ERVAERIN SIRE0RE o (5 HA BHEA BN FERENRL A Al AT

MR ERNRTER - MRE— HABFRESN EEERE - IERAIUERBRNE -

* NEZBRUCRAE—SEMRSERMEIRLN IP {UAYREMESER - MREMRAAA > QIEEHSERD

AR o

* "EBHERER YA ERSERR LR REFERIESEFIS —ERER LI ERN EEMRT AR RS - HitE(E

76

WA > HESRF A RF AR A A RIRRRE ER AN EZN SR ZER RS



../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
../release-notes/index.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html
managing-high-availability-groups.html

f£F8 FQDN HiE4FETEE T

HNEERE - FRATEREMERME (FQDN) RIZHER TR SEFER o 4% - BIIEE DNS IHE » (1T
s

* #81% 1 B9 FQDN & BRI 1 & HA BHEN—EZEES IP (VIP) il > S ERIMER 1 h—EZZ
EEEERLABRAEIRLEY 1P adk o

* #491% 2 B9 FQDN EHAERIAAME 2 FU—EZZ(E VIP {irit > SEEEEIAENE 2 A —(ES S8 E IR RL S BRI
BERY IP itk o

EEAZE DNS IRE R > ERAERFERGETEHTE > TR
* HIFREIZ(E HA B#4889 VIP {UERY DNS 5B 7 HA B BB EEN AR FIETa & T -
* HREIZ(EEIRERARRIEIRLAY IP (1A DNS THE TEMRESIENREZ g TR E T -

U W

B BEBSEER > ERILUETE 23000 F) 23999 Z FEIRVIE(AIRE AR RYZERR SRS o IEE PR MEE S
FAAERIBYERZE o

S BRERE— AR R A B R It E R RS T HMER -
FEEEK
RTEHINE S5 E435F > StorageGRIDE BEEAIU{E SSL /&:E -

* [AARESFE P iR /&RE A BREE A N EIE A 1 FIXEIEMR 2 AR
* ARSI P iR /REE A BRSE AN, 2 FXE4EMR 1 B9

Grid 1 Grid 2
Server certificate P Client certificate
Client certificate -« Server certificate

RERT > BEABAR 730X 25F) - EEEESRIOIPERE  ERHMSEE NI CRGIRECRLE
aﬁ% 1A UE AR B IR R TILLIRAE o

@ NREEMIRR/RE B 0 BRRHFILERF - BRENRENTERIENRE - BEI/GEEMSLE

THES
"I B R ERE

)CI.'I:If

77



* "EIEEEm S EE"
* BRI S EE R

HERIRP 5 ?

RPERIEAFIRE « HAREE - HARRARUKFAERN S3 FlER
f£StorageGRIDZ M Z FHBEBER o "SI SEZ" -

RERREIRA "EERER" o kP EMIUERIEStorageGRIDR RS M EI B F StorageGRID R AR nI FE(RTIE A A 58
FAE B AT A EE— MR8 LRV AR AN o

MR SefE TIERTE
TEREZEER T EREESHAFNEARBTHRERFERNDE - BEPRA SRS EEERE" -

Grid
admin No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

Yes,
Configure same identity tenant Using No
source on both grids

. <4 identity
federation?
¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid
StorageGRID imports StorageGRID clones
\—b federated groups to local groups and users
destination grid to destination grid
Create S3 access keys ‘—‘

Optional: Clone 53
access keys from source
to destination

MR EETERRE
MR EIEEMITHID BEURI StorageGRIDAMB R "B S EE EHAE—F A (SSO) HE DS o

78


grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html

FcEMRP 2[ZRY SSO (FIE)

YN RAFAE B S EIZPRYE—StorageGRIDRAREA SSO » BIMELHEERA/ARER SSO  EE I 4RI SHITEA
FitRFAZ AT > AP RRRAERI B RERIERESEEXNARIT IR -

1. ZWEEREERRNS MR - B EHASDHE" °
2. HMEAREEERDN SSO F7RMtE (IdP) - H'HLEE—FA" o
3. "EIHFEIMEE S EHE EREAERME S EHATEMIEAES L -

ECEYEARER > CiFEZILEHEUER R BRHEARIRF Y Root F7EUE -

() wRmRIEAR AR T I SRR Al A TSNS B -

HIRPEREEFERERIDME (FIE)

#H{E—StorageGRIDR#MEEAAR T SSO MIH MG » RIMEREBEUAERE IHE - ERILEBKSIVER
BiREZ A > AR P RZRRESI BRERNEREES L ANT TP -

1. ZMEEREERRNSHRR - BEASDHE"

2. 3F > MRBSEFHARRERRIRP A BRERRIRAEEFYA Root FEUER » EIEFNEEREHE"
BIBEABRBBSEHEEMEES L -

@ YIREHE Root FEUEIRIERAG MBS LI9FAFENMGEHE » AIEARAERERIIBR
HERg o

3. MREAFEMSEHAHMEIRFEEB YA Root FEUER » 5574 root (EFAEISE R ©

I A ETRY S3 THAFIRA

EEEMMRTE SSO K NHER » AREIEEWNIT NIRRT LR P el U #EREFEREH
fhStorageGRID & 4% ©

1. HEE LR ZMMERRERIER P IRFERIRIERIZRAEN o

AR AR ERTE R _RRER_ - BB RVERESIERB_BRER_-

2. TEEzAEtE L o BT —ERRY S3 MR AIRF HARERAIRE ©
3. DECHEREREISESR R
4. MREAPIRFREEHECHMESHER > iR ERB SIS D RIFHER

GNRIFIR T IERERR - BUTERBIIH S EHE 2 B0 » ZRRIAR A IRAN BREAFIRFEO AR ERRNE DK
R o BRIEMERERERBRNG 2 KR - TRFNE ERREAFNBSIHERIEREIERERR -

o BRI IEREMSER o

79


using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
configuring-sso.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html
managing-admin-groups.html

6. (RIFHRISIECRBRITES -

EREFAR [FERARBSER) #RHEAAE > StorageGRIDE BEITT R — B4 LB IIZHERAFRY
Bl > WFFRR -

° M{ERRAF RS BAHERERIRSE ID « 218 ~ (EFE AN 2 EAR -
° MNRGEZHSEHARAEAFRM Root FEVER » BIZEHERHRAEXNEIBREAR -

* MRECEEXNRERERAEA S Root FEVER » AIXERERKERIBREAR - B2 > ZAR
AORBER AR S o

BRHEER  R2REESRBSHAFER" °
RFFHEARIRE TIERE

REA ERERKSEG ERNEAFERIBIRERE - AFFERRIKRFEURNT TS RREREAR
BHAH ~ (EFAEM S3 FHER o

1. Sign inf A 2RIRAEHE _ERIFR R IR o
2. NRAFF > FERFEARPIRPANBREAARIRE LAEBESDME ©
3. FERRIEA P L2 BHANERE o

EEREFEHEAR ERIUMNEARERER > StorageGRIDE BEGHER I BIZHEAL > BFRZREZE
RO ©

4. R S3 FENER ©
5. 34 - I S3 PSR ICRILR S NI B BIERS -

BREAAFEBAIRE TERZAEHAE I RIS EIELE « FHEM S3 FENREE » s/ 7o [2F0 7 B 4E 70
BE"HM"{ER API 52f& S3 ZENEig" o

HEREMERER ?

Bt e EeEmEStorageGRIDRMAFETER S3 EFHZHEIHERKR > Em(E
RPN B S ERE" o "IRP 2[E SRR ERILER

SR ERINITIERRE
TERZERE T EmEMER ERHEER AR EEERERNDE -

80


grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html

Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)

SHERSERAVEN

MREAPIRE A A ERMERBSEGER - BIeIUEA—ESSE EEH S EE" > AR Root FFEERAVE
FAF AR RITE S EAN L EFERYTE A P IR A R I 4BERY bucket © ZLEFFR#4AE ¢

* WHRABHEERSE  ERUERENEE
* WRRUA R AN ER]
* AR S3 ¥
* WIRRZE
BUME#EFRE > AIUAHP—ESmEREERECEEEERER -

THREZ
"EIREERER"

81


grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/grid-federation-manage-cross-grid-replication.html

BRI TFRE

R ERAIUEERE R EmET

ERER

MRER—EREE LNREFRAEERER > ANEEZHER CRREER) B RSERES—EEK L
HHEHER (BREER) - B2 ML B REERNIETEREREIRR - B > AT BRERER

‘my-bucket’ {48 1 R4 2 > BES—ESRKEA °

Grid 1-Tenant A
my-bucket

Cross-grid replication:
Enabled

Add objects

@ No change

T

D

Grid 2-Tenant A
my-bucket

Cross-grid replication:
Disabled

Objects added

Add objects

E ik kS

REMEREE LBR—ERFHERAEERER - AIEECT—RERNYHSEERES —EREE - B

B T BEAARRAEEL "my-bucket 7ZEM1E A AL ©

Grid 1-Tenant A
my-bucket
Cross-grid replication:
Enabled

Add objects

Objects added

T

i

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Enabled

Objects added

Add objects

82




EVRERERREREFESE?
E S3 BRI IE ERA T BARERNREERE > SRENUTER !

1. StorageGRIDE B#IFIHERIRAFRERE B RFHFR - MITILR SEREENREEUAN ZERE
BEGRENEMERIFRNHE -

S3 AR IRAILEEEE H GetObject 3 HeadObject s53RIREREE I RIREIARAS o ZFEEIEStorageGRIDFE
B9 "x-ntap-sg-cgr-replication-status' EIfEIEEE » EFEBUTEZ— | S3 BRIRAILUEAZEH GetObject 3§
HeadObject ;&R REZEMIEBIE R AE o ZFEEIEStorageGRIDIFER “x-ntap-sg-cgr-replication-status™ £
FEIREE > ERARUTEZ—
Mg BERIRAE
RIR * B5ER - FrA BAEARNEREE KT ©

* [BFE MHERERIIED—(EERER o

© KB EAEAAERIRENEES  BE VA —EEEEGEEK

AMEHPE o EFEE NBfRRZIRRR ©

Byt REPLICA : ¥ ER KRR ER o

@ StorageGRIDAz#E “x-amz-replication-status 1258 o

2. StorageGRIDfEFASEMRAVES) ILM REERERHR > SEEREAEMB G - HII0 > 4948 1 LAY
A A Aef#F M ERI ALK ARE - MEREIRER 2 (9H A NRIZARISERER 2+1 BIREIHETFLE=
FRMPF

YRR S S E R ?
EUNFRR WP E R > StorageGRIDAIAEE &L N EfEIRE MR -
* S3EPIREHMPREANK ©
- IR BRI P EE MR AR P A E R AR RIBRFr A Y AYEEIE o
* bucketB—E4fiEHIACE » ©EIBHE -
* R ILM FRAIPRB—ERBRLER - WRREIEEE—PHRENE °
& StorageGRID A PR EEABIRIER B ~ FETERE S BEEREIHAE ILM KME 2 EAmMIBRYI4HEF - BRI

KIETEIEFERE SRR S —EERPRIER - B2 - S3 AR IR RS = RIREEF R FRRC A LUEE
BHE B RREHEER -

BTHE S3 BRIRICEA T BERERNFEEFRIPMIFHRETHENE > 5EEF S3 AR HINAKERAE T R
FIEFRFEEFRPMFESR - TR

* W1R S3 AR IRHELE SR ID BIMFRER > BIRARASBIMIHAS K AMIER o RE)#FARHT L MIFRTAC o

* Y1R S3 AFRIREHAEEHRA ID BIMIEREAK » StorageGRIDAREMIBREMMHRRZA 1R > EERIHE
WA —EMIBREEE o MIPREECEEStorageGRIDRITFIF R EMMIFR :

° JBBHIRZA ID BY GetObject s KAE K » WEER 404 No Object Found

83


../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../primer/delete-data-flow.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html
../tenant/deleting-s3-bucket-objects.html

° BRAMARE ID B9 GetObject 553K G RN E[OEE KAV AR o

E S3 AR T BAARERNEERTRMERY4E > StorageGRIDERE B G MFRAEREREIBRZ > N
TR

* WNRMIFREAREZhRZS ID > BIZMHRR AR UE SRS PR AMER - B2 > StorageGRIDAEEREZhR
Z< ID B9MIBREESK » EIUEARERYIF iR AR S 1L B IRAMIER o
" MRMPRARTEZhRAS 1D > StorageGRIDPIMURIR{HTF R BIRS MR 1R Reic B 75 TUER L AR T FRARET
© MRICEFERUMIFTLE FER) - BIMBRRCRIE ERRHERLAERE BIRMHFER - BRE
Z T E R EAEAS L& mIBR T o
° IIRCEERERMIEFT > AIMBMRECRTIE ERIREER > EA RN ERHFEERH -BRLE - &
FRAENE _EMIBREIYI A S E B IR _EMIER -

FEET > WIS DR o SR ID MR RIOMBART B SRR  TaS
R 1D BYASTR T R OIS RAG B A MR B R T R 0 1 o

Source bucket Destination bucket
Replicate delete markers:
Yes

Delete request with
version ID

—1—p @ No change

Delete request without - Object appearsto be
version ID deleted

()  OREREEEREERIRE - HEITHREN'SS £ B E SR TEARN EE -

IAERIMNEHR

EERBRERERTER R  MRILNEE—YH « ERERMFBERINENEEFREEME -
TRAIUAERRFFREABERER Z RIS RIS « (EERRERFEFRBEER B ERNMNERE o

LEMZRE—HKR » S UESMEIIEE R IRFEEREERA SSE (A StorageGRIDE IR £ 1AY(AARAS im0
&) of{ff x-amz-server-side-encryption sAXRIZEENIEE “AES256 © B'FHAMEREEHINIE" °

(D)  m@mEnTEEm SSEC (ERBARHNSRNFARSHING - BRRESTRY -

EENHFRERTERMNS > 55/ PutBucketEncryption 35K E SSEAlgorithm B8 "AES256 © {#71F
WRARINZ AN KA x-amz-server-side-encryption' 35 R1ZFE o &"#f bucket FUIR{E" o

EEERMARRINE » B REYHINE IR A *AES-256* o AR ARINZER R R EHERE RINZHER
HR > B KkE "x-amz-server-side-encryption :53R1ZFE B EAFRINYFEEIE" o

84


../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/create-s3-lifecycle-configuration.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/using-server-side-encryption.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../s3/operations-on-buckets.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html
../admin/changing-network-options-object-encryption.html

SSE A3 1& AES-128 - WNR{EA AES-128 EIEANGRMEREE T HEY4INZ 518 > Bl AES-
@ 128 BEENERAB A S EBIERNYIN - 1Bk » ERNYIGIEEHE B ENTERHEER AR
HRINZRE (WNRAA) o

TEREWMANNZ R FADHES > StorageGRIDEER THIRA

1. {#M "x-amz-server-side-encryption #EBEUZE (MRFE) o
2. MRAEEHIUEE > AIFERRAERERNERE NMREERE) ©
3. MRKREEFHRE > AIFERARHEENMNERE WREESE) -
4. MRAEEAREBENRE » MIREMZREDGE
FEREMAINNZAE YRS > StorageGRIDERIB TFIEFERELRE
1. ERSAICEYHERNE > BRIEZMIHER AES-128 1% ©
2. NRFBEVRINZEHER AES-128 > RIfEA B RHEFRNTERNERE (MNMREEE) -
3. MREZFHEFHEIAMERE » WEABEENAREENERE MREBERE) -
4. MRAEEAREENRE » IRENZBEEME -

AZ1& PutObjectTagging #1 DeleteObjectTagging
HN B A BERERNHEERPINESR » FX1E PutObjectTagging #1 DeleteObjectTagging 5K ©

IR S3 AR H PutObjectTagging B¢ DeleteObjectTagging 553K ° 501 Not Implemented #3E[E] o #
B Put (Delete) ObjectTagging is not available for buckets that have cross-grid
replication configured?®e

AR EHR

KRR RARRA/INERRERE BREREYG - EVIHREREI S —EEEE » RREMRET SRR/
RE (AE>RA>EFERY) REMEEELER - Al RRRFEEBIRAERA/NS 1 GB > TERHE
BEERABRA/NA 50 MB o SIRETEHRIRMEE _LIRE—(E 2 GB BIHR » RIZB R AREFAME 1 GB K - B
B mE 1 GB FIREREI 1R » BMEZAEMEIRAR A/ 50 MB °

HEBBEHBHR LA CloudMirror 15
BRI RERESE » [CB— T EBHFERER UK StorageGRID CloudMirror 25k

"O

R ER CloudMirror#g SRR 75
FEEMEM —(EStorageGRIDRAMITEKXHERRL o ff  FHHAF A BERHEStorageGRID  (3&
% ? ngﬁEPE’\J%#WLX?:E%E%ZF&%&EE%W@ SF?') REERTFIRE RIS S3 fEEm (B

CloudMirror #88EE LAY S3 EREZS B EIL
YIEREIL RIS o WM RIARBERD 8
BRAESRPE—TDRIE o

85


grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html
../tenant/understanding-cloudmirror-replication-service.html

R E ?

B Byt 242
?

SEREN
s 2

EREEE
YEeTEEnEIB
By 2

Y et NG
HEY?

gnR—E 1+
BIARERE
3 2

MBI RAETT
B EEWE
U7

AR
?

86

iR ER
1. ECE MBS Z AR S &%

2. FERFERRIRF - BEIRFEEEER
25— (M o

3. MMV EHENAR - thEITRE o
4. ES AL ERIIRRERHER - TR
AR UTE—E 77 MM ES R L

7 o

c EREESRERRNERS -

. I%)E%)EEE%E#@H AR~ BRNGRE

MR B SR 5 —{ElStorageGRID &4 L ¥
FEBEAEREIRY S3 fE7FAE o

R RN B IR RE O ARBY
FhR A3 o

EMHERIMAZIERR T EEBERNFHETFRE
» EfigEEER -

PR ERIZITARAEH R > TRFARES ID #E
FRFFRERE BREER - EATEWE
MM R MEERR B ©

ZFEEBIRETER - BRATEMER
PR o

2 > BE— A REREIS —ERRE > E
MRFTEFHIERER - MEMER LHTE
FHR 2 AEERY

FEAR A LUEBRE—HER LR R#FRED
AR REGERA M ©

CloudMirrori§ 4 pR7S

1. {HRFBREAFERERFEIE855 S3
AP| EEZ CloudMirror 525 (IP {idlk ~ 7&
HE) FHE CloudMirror 3 o

2. LR EIRE AR EREERRER AT AR
E 735 CloudMirror 24 o

BEEHEPAR -

* (ERIEARY S3 BN (84 Amazon
S3) o

s AHEIHFE (GCP)

A& » CloudMirror 8T IRIKFEMEZE LER
4 A HIFERR 1R AR A EETEAS ©

EVHERMAZIEAE CloudMirror i 2hAY{E
FEE > Mg aeER - TFEH
CloudMirror IGECEFEFE 2 AT » KIEFHE
g;ﬁ;qﬂﬁ?’fﬁ’\]%#l:*@?&@% > BRIEESFIwE

CloudMirror 88 R BB IR A HI 1T

1 > ALt CloudMirror R EEAEEARIL AT IRAY
BEF o A R RN E R MVIER
AESRIT A& o

ZH ETE RS HERN - BR T aRFSRG!
FE2RERTaRFER") -

TE > EVMHRENEIIMNIREFRE » HERR
TENEWERN - TERHEFRUEG AR
E » BURIBENES AR 1L S3 BRERMRIIT

FERER A LUE B A StorageGRIDEY, S3 H1E
BHERRIBRIEDIG o HI80 - RERIEHEE
FA CloudMirror 8 A& BE B S 1ERE (L4
& o BEBRHIUERECHNEREREEM®
S3 BBl ENMY - TRER
F3StorageGRID °


manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html
manage-platform-services-for-tenants.html

FEUERS R Y CloudMirror#S 84RR 7%

SRMEFMF  c BEHRES ID MERERKERSENEE ERFBRBERREEFHN B REFRBIARZSR
GREMHE? TR o REMAFAR (EfFEEMER)

- T BHE D WRRER ARG | o R
FIERIRE ) LU RANTIEE g e LRl R

B o
R . P B B AR T BT AR A » AU
MRBEEERERERMEGE AT g rmarmmisios  BRgM

UBRERAGRACONATIERE Qi
* MR REAEIRAES > AU
ERIGHARTMIRES  EF RN
i -

[E#x > IR B REEFRTPOER > MAE
R ©
B EEM G EE

MRCEBERBAFFAE L ERYGEER » LI LIERI{EStorageGRIDZR 4 2 2
ARG S8 o

SNEF - B BEMSEREEMEEE LD o GE—[EME8 LIS ERE > ARES—EERLTRE -
A A E— 4B FRYA ©

Grid 1 Grid 2

Upload
verification file

l ,

Download
verification file

Add connection —

Complete connection

FtaZ Al
* BEBEREIESENEXR AR EBEMSES

£ o
* MREITHASEARERT2MRETLTE (FQDN) AR IP 3 VIP it » AbEEEEFE AL RS
» ¥ B IS 2RI EEAEMAY DNS AR EAEENIER o

* WIEREER"ERNEERER"
* ISEB MEAEE Root FEMERMN R EZE o

87


grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
grid-federation-overview.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

HGERER

IMm{EStorageGRIDRAA Z — EHITELEDER o

1. RRAE—4EH& LV EEIRERESign in AFREIRSS o

2. BERE > 74 > RS o

3. BEEITILER o
4. | AERREFEEN -

5
oS

IE4E4A9 FQDN B IP

A0

IR ETREE R MRE

AUILERECE RS

5 —{E49+89 FQDN = IP

5. I BT IR

it
HBNCEA ILE R ME— 78 > fIAD THEAS 1488 2, o

MFrz—:

* BRIEARAEKEY FQDN
* 43R HA 4BRY VIP {izht

* AR LR EIRERESARRAEARARY IP (Lik o IP AILUIRS BIRARE
FILAZZRY RS L -

ICRAE AR L EARAVEIEIE o SR LUE A 23000 = 23999 Z IAYEf
RAEFARVEEIZIRRAS o

I3 % AR R B B4R (E AR RIRVEIRIR - (M RERE—ER IR
BRI A LRI E I TH % -

THRZEZDILERNZE2EREARHRY - ARER 730 X (2
F) > BERIUEA 15 762 RZENERE -

H1FELERF > StorageGRIDE B A SERARELE R FinMAERSS &

55 o
ICFrE ARAEISBIERE RS o

UFz—:
 [CEEZERER FQDN
* B—{E4EM LR HA B¥4BR9 VIP {itit

© F—{EMEE_ERYEIRER S ERIEIRERY IP 3k o 1P BILUMURZRIR
MR AT AR Z RV 4ERE L o

6. BN THRBERSR » BE THEEER -

R —ERER LSRR - SREABIEE R T REREE -

88



7.

8.

13

HE TEHAIX M (connection-name.grid-federation) » WHEFHFRLZRME
O zxprosmsEm (s - NEMSERE » KAR2HENGH -

EE R REER SRR °

9. FESRREM 7 ATEAR N B HMERARAS A /SR o
10.

124t “connection-name.grid-federation 1§22 3% 44 3 — A4 BEREIES o

SERLERE
T:E'f a4

#1%rIStorageGRIDAAR (5 —EAEN) LHITELEDER o

1.

HEEEIREESign in AR ETELS o

2. BE B > R4 > PRES
3.
4. %%E*J:T%%ﬁaﬁ g* o A& > BB WIEIENFE —EAE TEHMX S (connect ion-name.grid-federation

EE LEREEREALEER

RTEENEFAAE -

HE > BILERNZ2EERAATEANERREY - *FEEERXREFEERAEES —EERFEANE
s (BEEEREEFIUEATREIRIRN -

—ARZRER » EfEMIRRY/REEAAERIRIRE

@ ﬁ%?@%ﬁmﬁﬁ‘ﬁﬂ’%ﬁ%ﬁ%@,ﬁﬂ  EARRHELLENF - T RN RN TR - BRI/REBHMD

B BB BB TS o
BRI A -

EEREIWAFER - NFRERAEN > EHRMIIAR - TEMEREIERERMSER L o FigRE
A B o

MR HIREZRANE » BHORMEMRE - B HOAERESIER" -

A1 —(EMEAS LBV S EELRIFTEIERS - Ml ERRE REA BER
BIERE - REMPRERESFRIPRARIE

MRICHREBILER - BERI—EMBEEXN - RIGIEREAEERER -

FERK &
* BEEUTERESEHE EEEEHER"

"BI—ESZEHRVERARIRE" SR ERERB S ERER - WEERATER

© "EIEERRER o MR LUREERE « AIFER « RIERREIMERER -

89


grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html

BRI AR (E#5 1E ¥ StorageGRIDEE I EENI—E0 52 ©
* "HHREAREE" . BERREIIR P RN AR E RARRRVE (B R FER o

BBk S ER

EEStorageGRID ARt Z EIRVAES I S R BLIEREERFHEEN « BE/RE « MEREA
FEBRLA R MIBRAR E A RVIEAR -

ez Al
* BEER"EIVEREES" -
* {RE"RootFEVIER"$ ¥ IEE A BV o

RE BRI SRR

WRAILUSIAE ARG E—ER LN T EEMARREERM SRR - 5 —EERETEER - MUATH—
1IEI¥EE’J%ﬁnE$ WG H HER 5 —ERER o

@ TEAREEIERET » IRPENNEBERENFE RS EBEERRAERERRTE © 8 E—(EERFTHRRY
REREHREREFEEAN  EREEKHE LERE @M « FELAREA 6 -

PG mEEE R
pg
1. RRAE—4E& L EEIRERESign in ABREIESS o
2. %1% NODES WHER R M RIFA HithEIRERE TR L ©

BRI SRR > StorageGRIDE ESTE 5 — B LRFIA EEME L#E &
@ ERE) B - MRZERELFEIFFAEENE  MECEFRHEFLAR FTHIRES
%ﬂl%\ °
3. BE ICE > R > RIS o

4. ERMERES EESEEENFREN R E LR TR RGEEGFREN - B2 EEH =R
BAMFERR -

RIEEE
a. R IFEIRAV BRI o

b. JEEFRIE > MR o

o BARTE o
HAEAER

a. BHEEIERIBUE R EEN -
b. 1B REE" o

c. HARTE o

90


https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/zh-tw/storagegrid-119/monitor/grid-federation-monitor-connections.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html

10.

1.

BALE ARERIRERDS o
EE R ARE

HMEERHT  EEICRHNEREER LB S —EERE > EMNASERNER
EE T EEREE o
BB TR FEEEEAFEENER o

- HEITFEBIX M (connection-name.grid-federation) » W EMEFEIIZEME °

(D sExtosws  SERHEEHGEH -

B BB R A EE -
RIS B R o

() wRcEreEBssmERRETR RS ICKTYREA SEE" -

121# " connection-name.grid-federation #8325 X453 B — AR AAREIES o

TER AR R R
BB S — BN L EERERIE SRR T AGEIRRE -

1.
2
3
4.
5
6

7. B
8.
9.
10.

R EEIREIESign in AR ETELS o

EERE > 24K > RIS
CEE FEREEREALERER -
S AR o A% BIEWEERE —EME THRNESE -
- WAL BB AREENRED
- EEHEEIOAIE

YNREIAERRENERIIERE  AIFRETRAIIAR - TR > FHFHERAS - EEAS LA REMEE -

AR E LUR ORI S B o
PSR BARIA RS A B AR o
RIS —EASHE L NEREGS EEI RIS B - Ml EaRE RER BER
BiERE > L2MFRERESXARIPTARIE -

A BEG SRR

1.
2.

R EEIRERESign in A ETEER o
EZ BB > R > ERES -

91



3. ERERKAEANEE

IRIEEE

EENFAEAEI LR TR AIEER

a. FEIFHIRAVE RN o
b. JEIEHR(E > A o

HEEAERE

a FEEEERABUBREHFEEN -

b. g E RIS

4. BERBEERE
FARIRES ot
BEE W E BB A BRI IEH i8R o
HR BARRR I EEERARS © AN ‘R BMNREETERN
FERIRAREE “Eﬁﬁ%ﬂ%tML&’E7L§%TﬁﬁﬁEE§°§E%ﬁ%ﬁ
AT EREAE LR 5 — B4R o
ErrE CEEILER LECE T 2% - B5—EER LEVEIZEARTTH o I
BT EEREERLRE EER 5 —EES -
AR BARBRICARAIAARS > FIAER AR HEER A SR AR BNRS -

O MREFFIRE A ER » FRRTARE - A% > BREFAHER URZTEEEEE -

WRERRE
BEMERIGSERERNEBEBNEER SSL /RsERREE

BB E RS IRE CRIRES -

iR o EEEEREIWERE ST EEA B HART > AR E

(D nRssmsEmEN  BESEILEE 1 REMEEREEIRRE  SEEIERAL -
i %Ei
1. YAE—4BA& L 80 EIREEESIgn in AMBIREIESS o

2. FETE > 2% > ARES

3 MRS RE LNE—RED » EEERRBUEREFMEN
4 FEREBEEFR

o B IRILGEE

6. fEEHMEEBAHAR ©

92



7. EALEABERBIRERS
8. B HinEE" -
0. IREFRE » TEETHNS—EER LERELEDR -

—ARIRER » EiEmiRRY/REE EAERBIRE

PR E AR &2 1%

TR LUEE IR PR E— IR P RIBRARM I 5321 - MEIFTT » SO REMERERE LRITRRR DR » LURSRME
—Hars AR B AR R RER -

Grid 1 Grid 2 RGerl‘ndo:e Ffe'roﬁe Grid 1 or Grid 2
Disable replication — Disable replication —p - —» B —» Remove
permission permission -
for all buckets for all buckets connection
for all tenants for all tenants

MFRELSRR] > HETUTEIE -

* MFREZRAGMERERZEERRIEMIER - fI80 - EFERFRERKMRE - mEERS CEEFEREA
1}?3%)5  BHEFYI AR SR —EER TP RER - IMREMFRELRE » AXBARMERBRHFEMRE

© EEMFRERE - EAFERNYGT (BEERERRERZIEMAER) EREEXAKRK

FRBEAFFEERIER

pg

- WHE—AENRRLE  KEEEMHMEAEREES -

2. FETE > A% > ARES -

3. BEEIERBLETHEHAMEN

4. 11 TAFMER) BB L > BEESSHEABEREEERZER -

5. MRFH TEMES - 5 RPIAHEA A B E N B mEEE LB F#ER

—_

MREAERPFEFREAR T BERER - AIICEER PR ERERE S ER IR - SEEA
Bikp o AERmEREE L EFHEFRAEERER -

fFRSEFE AR P RIHERR

EFFEEA R REFRNEBERERERIEERRE - tMEMES LRFREERF MR TERERBSERL -
1. BZRCE > 24 > KRS -
2. FEEEERBURREFAEN o

3R TAFNEARF) RELNSEERRF - REEERFRER [MERERBSER ) IR - 552K
#ERR" o

4. HE—EEE LAFNEREREBELESH -

93


../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html

bR
1. EE—4BAS L2851 S ERROEEes » IEMR o
2. BERDAL > AR o
© MMEALMIERER > BIGETRAE - BANHSEEREATEBERMS o

o YNREEMIBRELR (FIUN > SIHEFERPHFEESER) » BFERESRINE o S UHITRINE—
BIE

CRREER (ERE) o B'MAERESER" o
* SRHIERFELR - SRR T &0 ©

SRFIMER R SRR
MRBLE > ARG R A EER IRRRBVEL o
saFIMPRR SR A BERMERER - SETEMIRERE © FHMERBHITERNTER

1. IEFESDHIEE S R - B RRIMIER" o
HIRMINAE o ILEEMSEREABMER - (B2 - HARFRASENARBERERER » It BREEY R
KA REEAEEZTRER ZEER -

2. {EEEDN S — AR - REEEHRBAMREIES -

3. BE IoE > AR > RS

4. FEEELBUBRHFREN -

o. FEEHIFRAIE" o

6. EE R HIMIbR U Z AR P RIPRESE

EEEEBSAFER

EAEI U3 S3 FH A IR B fEmfEStorageGRID & 4 2 R AR I & 4R - B A FFEA
BEREGR - EEREUSHT BRAREETE A P s E R ok A M BRTE AR B (E A % AR Y
RERR o

ez Al
* BEFER"EIVEREES" -
* {RE"RootFEVIER"$ EIEE A BV o
* fRE"RIE T BB S EE WERERZE o
* CKEEERTIRPRE " BRERER"
* REBEEXR > GELREFTHWEREREE TE—E A (SSO) H#mHE - H'HHEZIRF2E" ©

94


grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
grid-federation-troubleshoot.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-create-connection.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-cross-grid-replication.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html
grid-federation-what-is-account-clone.html

B EFRIER
MREHZRFFHNIERAENEAR RS ARG SERETRPERMBARER - FIRRERGAPETER
fE"ZIIHTRY S3 R "HE REE P IRA TR RIA TR,

* R LR PR E—RREIAR - BIUERERE_HPRKIFRER_ -

© BIRRRERS BER -

© BRI SRERS A ERMERI S ERER - RRAFES —(EFEE LR - BRNNER g BSERE!
S—EME - FHRRERNERE_BRIBEEE_-

* mEMERE_ ERTER AR BRI 20 ATk ID ~ 78 - fEatl « ECERAIMER o 50 > ISR LU R fi R (i
RiGENE R MHME R RKIFIE, - WMER BRI o fIM » £ 1 EETRE R TS HIRTEEREIER
2P UL P R 1 ERUA o

* HNZZ2REE > &1 root FRAENZEB S HEXE B IR o
TEAH root FREEABEEKE EAERNERPRZH » ZESHNEREEE WA Bl
root EAAEBIZEE" o

© EMHSARERVE R EM B L ER I BE - IR ERE P LUIITIATHRIE

° WA R BARRERZ I AENAAR - SLEEENAAR B EFERIIELNBIRRER - B 2[Eil
FEHEMAR" -

o RRIHH S3 M > AILUSBIS SRS S M BRI - BB AP B2 S3 FIE" o
- IR TR AEN L MR » SRR AR EERIEN B SRR
BEAFNHER
(EEI ST A PR BB A BT B M SR o
558
1. R A" o
2 EHEEET » EERF LEUSERF MEREE o

MREBEHEFBAREE (B) > NRAFZEUIAER LETR) > AGHIR—ERERESHEFEERES
—{E4E - NRITHREIMIFFULAAS » EHNEER A SED B HithiEs o

95


creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
changing-password-for-tenant-local-root-user.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-account-clone.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-clone-keys-with-api.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html
../tenant/grid-federation-manage-cross-grid-replication.html

Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
O\ Displaying one result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Grid 1 Grid 1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘P\ctmnsv

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Errar

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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C. AL TSI lroot ¢ su -
d. #A “Passwords.txt {4 o

BT root BREAE » RFITAHR s B 4o
7£ audit.log 15 CGRR 8 » Wi audit-explain TEMRELAER ©
BN > i EEHAE 30 HERMFTE CGRR R EA audit-explain THA o

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

a0 < RVAS SRS IR LSRR - HPE S 78 CGRR sAERMRE © 7E56IF > FrA AR ERFREEE
—RREER - AREAERYM - BIZEEREHYE ERMM) RN > B=EEREHE TERMFR
S0 HRIERY o

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNJQ3MyO0xMUVELTg2QjEtODIBMJAWQkI3NEM4 error:general
error

CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTglMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNjQ3NCOXMUVELTg2NJMtOTY5NZzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQI1ODUwQKUtENJQ3NCOxXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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3. 7f cross-grid-replication-advanced 23 > BE{EL T URES :
POST /private/cross-grid-replication-retry-failed
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management API.

Secures the connections between 53 and Swift clients and Storage

e G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate R B " Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSV Search tenants by name ar IC Q Displaying 5 results
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To view more recent values, select the tenant name.

Export to CSV Search tenants by name ar IC Q,

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 results

Name @ = logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount € =  Signin/Copy URL @
Tenant 01 2.006GB 10%  20.00GB 100 4 0
Tenant 02 §5.00GB 85%  100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 4 0
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Tenant 05 5.00 GB 500 4 @
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HARARAUAIE NhR) BEEEESERNEMERALS » LHEEHEREENRRE o * LRERTIETE
(BB BI TSNS » WISTeR s Emma - o QBT REeE 7 XN

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

a One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns.us-west-2:example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

@ Last error f{FPHIELEEERAAE RIAE B SEFPHY logID o A EIE S M BT IUER L
ID 1E bycast.log FEIX B RAtERINE LFAE ©

BLAIE A AR 23 AERARVREE
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2. B2 site > F AR ©
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DC1 (Site) & X

Metwork Storage Objects LM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests &

13:50 1355 14:00 14405 410 1415 14:2G 14:25 14:3D 14:35 1440 1445
== Pending reguescs
Request Completion Rate @
100 ops
075 0ps
i Bl ops |
125 ops | |
Oops
1350 1355 14200 1405 1&tD 1415 12D 14:25 1430 14:35 1440 1445

== Replication completions == Reguests committed

Request Failure Rate @

Qops
1350 1355 1400 14405 1410 1415 14:20 1425 14:30 14:35 1440 1445

Replication failures
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q, Total interface count: 4

Node = Interface @ 2 Site @ 2 IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.86.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ pC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ Decz2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ bDcz Admin Node

0 interfaces selected
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Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1
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2. BEEE o
HEERIERF
R HABHEB S 2MEENO - EoUEMEREEO - MERAEG ESER) #0 - IRETEBEEHRE
» VIP (LR ER] AN RSB ENE - MRZIZOZHELRE » VIP (ILRBET—EBNESEEERD
> fRIEEERHE o

1. #88 TMBEIEF) ZIPTHRREEMEMNERERE o

BEPNFE—ENERENE o FRIFEERE > TRENEEETHE °

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the

arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node

YNR HA BRI ERR SRR FEEIR » RIXREEZET ERHH EN—ETEEREN
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2.

;(f Subnet CIDR {7 > LA CIDR RTIEIEE VIP F4EE —IPv4 (B EiZEAMEN FRERRE (0-32

PRI A FREE R EEAIT o BTN > 192.16.0.0/22 ©

()  mmmEms2fiTais  VIPER A EABRAEERIVIPLE -

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Pvd address followed by a slash and the subnet lensth (D-32
Fv4 address followed Dy a siash and tne subnet length (0-324)

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address

5E - MR S3 B A F AR IHEFERENFREREFIGELE VIP ik > 5FH3A HE IP (it - AR
fIHUEAETE VIP FHERRA ©

RPRmMEE SRR ERIRERIFEUER IP it
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FRAE VIP 1_LiJJ:%I3H2}T£/E@U ME_EERFEE I EENARES o

CATBEIREE/D—E IPv4 (it o S AT LUEEISE EAM IPv4 #1 IPv6 it o

- EEEYT HA BFAE ISR STRL ©

HA BHEERIE - IR UERECERER IP {iit -

& 4ET B Next steps
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
site @ 2 Nodename @ 2  |Interface @ 2  Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 eth0 Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADML1 eth0 Grid Network Primary Admin .
2 interfaces are selected. Previous
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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HIR TEREAutoSupport3 {47554 H o
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10.

Configure AutoSupport Delivery Method b 4

Select AutoSuppont dispatch delivery method...

s HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directty @
® via Proxy server @

Host address @

tunnel-host

Port number @
[ 10225

My proxy server requires authentication

via Proxy auto-configuration script (PAC) 0

Test Configuration Cancel

. 3R HTTPS 1EAEEA -
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. A “tunnel-host  FAFS* FE &> ©
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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
E — 5‘ Is the object @ Is the object’s
7] placed correctly? data correct?
o
% No
= A 4
= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

Deletion is triggered by ILM or S3 bucket
lifecycle. (Objects in buckets with 53 Object
Lock enabled must have met retention date

and cannot be under legal hold.)

Client application deletes object.

Is
synchronous
removal

ossible?

No, or Objects are marked as deleted and copies

> are queued for removal.

background *

gueues are idle.

ILM action
Object copies are remaved.

|
o
=
2
L
()]

v

All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit Balanced

Interim object copies Can day 0 copies be Can day O copies be

stored. made immediately? made immediately?
“Ingest
successful”
Object queued for ILM Copies created to satisfy
evaluation. ILM.

ILM evaluation l -
Ingest
successful”
Copies created to satisfy
ILM. i

Any interim copies that are

not needed are deleted.
m -

StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.

Time period1l FromDay O Z | store for v 365 - days X

Store objects by = replicating v 2 ¢ copiesat DataCenterl X , DataCenter2 X " X

and store objectsby ~ erasure coding v  using 6+3ECschemeatallsites »#° X

N
\1l)
Add other type or location =
Time period2  From Day 365 2 | store forever w b4
Store objects by = replicating v 2 s copiesat DataCenter3 X = g* : 2 "j.;

Add other type or location
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID sita-loss protection will apply for the duration of this rule,
* Cbjects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time
Day 0 Day 365 Day 4015

Day 0- 365
L 1 replicated copy - Site 1

1 replicated copy - Site 2

Day 365 - 4015 =
EC6+3 - Sites 1,2, 3

Duration 365 days 3650 days
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Proposed policy name

Example ILM policy

Reason for change

Example

Manage rules

1. Select the rules you want to add to the policy.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID 2 Rule matched @ = Previous match € % Actions
bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X
bucket-b/test object greater than 1 MB.pdf EC objects > 1 MB *
bucket-b/test object less than 1 MB.pdf Two copies, two data centers X
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @
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Simulation results
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object % VersionID % Rule matched @ % Previous match @ % Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

“TYPE": “CTNT",
"CHND": "A1ZE9GFF-Bl3F-£905-099E-45373F0ETDAR",
"HAME™: “testobject®;
TCEIDT: “Sx382IDEFECTCIBAIE",
"PHND " : "FEABAES]-538A-11EA-IFCD-31FFEDCIB050"
"PRTH™: “source”,
"META":" {
"BASE": {
"PANS™:- =27,
HERAEER
"{#F S3 REST API"
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1. 2 ILM > 1R -
2. BERERHFMENORLE - 8

2 copies 2 data centers

Compliant: No
Ingest behavior: Strict
Reference time: Noncurrent time
| Clene | ‘ Edit | | Remave |
Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Rule analysis: » Objects processed by this rule will not be deleted by ILM.

Reference time: Noncurrent time  Ingest behavior: Strict
Day 0

Day 0 - forever
2 2 replicated copies- Data Center 1

EC2+1 - Data Center 1

Duration Forever

HESh > ISR E AR AR ERER  REIMIFFRA - MREFRRBEEEMARBHER > RIGEARER
MFREZARRY o

72fZ ILM FHA)
METCRERFERRAERANELRENIRA » S LUERIRERA - REEERETMARIEPERR

A > ISR LIS REZGRRAT S e R8T - B RETENRR » LA LURBRZERBPRFRRIGRA LA HE
A IERRIRRES

(D) W% LM BAIREMStorageGRID 10.2 HESHRARIIH) » AISEEEBZIRA o

1. 3532 ILM > 3581 o

2. BREERORANEEE MR o NE © BMBRASHE  REICRRHETY EEPREE
T

3. EHBUATHEREM e ERVRAAREE ILM FRAFD"TE ILM RE P EERSEIERS"
BE LM BRI > HREATTRE o

350



create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules

AmEE ILM #R8
CRIBER2MREE ILM FRAPRE FERER NN ERRS ©

MRFFAEFEES ILM REEPGER - BIISECEREZRA o R > (RAILGIEFE A ¥ Te FR Y BI AT R4
EMERL -

@ SHERECERY ILM SRESFISE S EREARIRAIEREER  ERE) ILM RESZ A1 > SHFAERE ILM
SRES T E ILM 28R > 28R 1EHE ILM SRES o 1848 FEST ILM SRERAESAUNTRHEAAR L8 (ERT -
1. B2 ILM > 1R8] -
2. SIS ERERIRAIRIIER ILM SRERPER o

3. MREEMREHFRBKRGER » FEEIGRAAZES T GEER(E > (RE o & » BIERAINGTE > A’
ERAFIEN EE LEERE

4. STRUAREE ILM FRAVIBERIS R o UWERF > FIEBUTH R I (LM REF"TE ILM REI R R ERSE
Eas" o

AREE ILM FRBNES > [MAREEEE R o

fBx ILM £RA
A TERA ILM RABEZNERE » SARBRMERIEGRKAISEEARN ILM 358 -

EHEMFREAITEEEN RSP ERRY ILM 358

1. FEPEERER o

2. {EERBEIRELPMIBR ILM FREY o

3. (#77 « WS B ST SRR U R 2 BITR AR (REE o
4. gifEmIER B AIEIEEB RSP EAD ILM RAIKPER o

AEMFFEMEIREBRIEPERR ILM R

1. BERIETESREL
2. [ERBEHRMIBR ILM ARBISEMI PR o
3. BEMFRERIRERR ILM RABIDER

EEMPRERIRERR ILM 2R

1. BEE ILM > #RA -

2. RIS EMIPRAYRBIRIE I SRBEPER o

3. MREEMPRAVIRAIKRAER > FEIEZRABZEIE > MIFR o ERILUEELERA L ERMIBRFAERR] o
4. 3FE TR HERITEMIBR ILM ARAY o

351


create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules
create-ilm-rule-enter-details.html#use-advanced-filters-in-ilm-rules

EE ILM 5

TWRAIUEE ILM BYERR > BIETHI SR BIF BANETE R o (OA] DU Lo e R oM I (RSN AE © BRARYTSISN
SERA AR T AR LRIE « BRSR AR S RBARGERLEREET

1EEBRIR > ILM -

() eRmEiREUEsT > B LM SER AR AT o

2. BEYE ILM BEIER EROHEAR o

eI BHERSR@EE ILM 1258 L IEERVERA o

Overview Performance Storage ILM Nodes
ILM queue (Objects) @ 5 Month v ! ILM evaluation rate (objects/second) @ B Month v LY
12 12
048 08
06 No data 06 No data
03 03
0 0
Mov27 Nov2g MNov27 Nov28
Tobescanned @ Tobe deleted Scans

ILM information @

ILM scan period forecast 0 seconds

M3 S3 W5
fEF S3 HRHEEEHR

BAMENREIES » [BAI LA StorageGRIDZR 4RI S3 YIGHE L EEAEARY ILM RES »
LUZBH RIS E S3 ER YT EREAR T HRBIGRHES ©

HEZE S3 ¥fiH ?

StorageGRID S3 ¥4 #HE AR — B (REMR S 2 > HEH Amazon Simple Storage Service (Amazon
S3) HfY S3 W EHRE o

= 73StorageGRIDRR A £ S3 MHFIHERER > S3 FARFIRF PIZ I EUAEREA S3 ¥ HERI#E
1 o RFEFREA T S3 M - IFERMFRARAES] - EEEBRA ©

RE S3 Y HENREER REEIRIEEFRERENNN - EAREEIHESBIEERERTE -

352




*BA S3YIHHENRER AILUESH S3 ARKRRAREIMEENRENTAARERENYM - —ERBEEY
MR EBRERRE °

“BCET S3 M HEMARMRENBFR IUREIEE 7 REREN LEMHNAEREREFIN o 1)
HERERRE - BBHRENHRERECERERTE -

BR L > EEREERMFRER > IR EHERERE - REVMHFRERENREMHAR

REBIEI

StorageGRID S3 ¥+ $HENRESZIRMBRBEL - UEYHERFRERNIRE o BLEERINEER Amazon
S3 RBEL o

* EERERENT
© EEIREHLEAEZAT - EAMBREZYG o
° YRy IREELLE BERRTLUEM - BAREERLD ©
© EEEIZBEAZA 0 AR REELEBE

* EREENT

© AAERARERIERE FIUEB K P ERGEEREREFELERERRE °
° BEARAUEERREE L B AR RS
° BEEAERERTLUEN « B MR HRIREHAR o

I RAS IR B R E

MRERIUFEFRERA T S3 MMHHE - AERETLUER S3 ARiRRARNEEM AN EHERNE
BEYHEEUA T RERE !

* RBEN C GRIEE -
* REEEH  MRHRRAOFREEQRERK > AJAILURRZHER » BRERRE -

* GARE %#%1%&21&%}%:.&1% GIESHEZM - HII0 - R BE R EN MR E AR UMD R R
B A RRE - SARERAEA - BT —EHEN > EEIREECH - G/ARE ARG FHAER -

@ MREEMHEREEREZT @ EREFRBEASM » EAASEEM PRI

BN SRRENFMER > F20"EA S3 RESTAPI % S3 #)1HiH" o

HERITERRERE
MRERUBFRERAT S3MHHHEE » EREFUEESFEERIEEU TERR

* ERFRBEL | GRIEE -
* ERAER | S EILREERTYGRARRES RER ((EHEZAE) -

EsfEFRREEERINRA B CNRERERMYIMT - MENEEEERRRER  HANRFFRYGTS
KUE;@ o

353


../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html
../s3/use-s3-api-for-s3-object-lock.html

B"121L S3 HFR"M"ER S3 M HETRRIRE" °

S3 ¥ HE L ERRERIERILEER

S3 M HERN T FHAStorage GRIDAR A1z B S RIMEINEE o IR S3 WM HHEINEERT & Amazon S3 E3K »
FIEEER T ZEH51StorageGRIDE R IMINEE » BEIRTEWRES TEREHAML o

P ERMERTENER - NREFERHIREBIStorageGRIDE LR E » Bl S3 ¥ HHER

@ G BENRRF o SR LAEE [ StorageGRIDR EIRIRAHBRHERNRTE ; B @ EEET
AT - ARSHAE R » 528 "NetAppili#fE © WN{al7EStorageGRID 11.5 AEIRELR
HEARHEER" o

WMREIE S AR A BIStorageGRIDHFEAR 7 ERRSRINAEE » ;AR TRIUT fEE EiStorageGRIDHAY S3 #1434
TEINRERILEE o

S3 HKRH aRE (E%
gnfAIfE 2 IKEE E R AL IAE ? AR EEST > BEERE > 2 FBXE-

> S3 Y EHRE ©
SRR TR R A IIRE ? EREEERERAFEER - R FBXXE-

B IR API 8 S3 REST API 2173k
FETERET A AR S3 WIFEHIE ©

B STRFFRARAES] ? B o HERIRSERELEN 0 Ko
It BTE R EFIRER S3 M HERs
EEEL G

MAREHRFSR ? ERERAUSBEMTRERER ERELASBERERRERSZ
BEILEE > RIS SERER B o RERERNFERTNFE
RETARIREH o Wk o

TREEHABR PTLARE 2RI 2 * EERENT  MHFRESHRE RERERERRTLUEM - BF 6

B BEAR LU INBARRERLD o B o

* EREEREINT 0 ARRAHERA
fERAE R LU EEMIBRYIFRY

RERRE ©
GIARBENEES ? EREFUSFEERPINEAYE RREERERSARE  WRER
Ji)g$§&iéi£1%5ﬁﬁiﬁﬁﬁ$éiiﬁ FIRRBIPREYM o

[==]

354


../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/creating-s3-bucket.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
../tenant/update-default-retention-settings.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

S3 HRH BRI (E%

R 5 A] AR BR4 14 2 * EERENT » BRRMAERER RREFRARER SAREARE
GIARER - AR LUEERIfR RIRILUEREBERZIRRE MR -
BHARRMER YIRS © Yt RI L B BB FENMIRR o

- AT » BEEHRRN
(R T FEE SR AR 2 A
MSHSR > BREHERZEE
R85 o

SELE bucket EpiEEARCE ? = =

S3 ¥ HEIETS

SRHEREES G REERRERERYINR - UREARLRERFREEZ RIS IURE

P o

@ RIRAEERELR  EAELAKAEH] Cassandra 121F > EREMPEPERHALRETEEER 15 DiEd
BEREME

LT EEREEENERRARNBER SR S3 Y HEINIERERET

HREIES
* 73E(EStorageGRIDAWRIAEN S3 ¥ HERTE

* BARENEMBRER (ILM) BERTTEHRE ; a2k - efimE BA S8 ¥R EFmIIER" o
* RERE > AFFEREASRIEESRBERN - TR > IAFFAEEL -
* REEE > SEPKRERRMREH -

HERE
* BEEA SV ENREFRIYHRERSIR

* REFEMGEREESRAEESMHHRERELREER °
* BIRUA S3 MBI o
* BE o REFFROERFRERE
© EREBEE AEHER (MREBEEES R
A REH | WA NRHSFR AR EEERENRATRER -
* £/ S3 AR IGRAREIEY I E MR EFERYHRIRE
© BRI - MRBESES R > AIEITRENER -
© REELLBH  AANRHESFHEREEERENERARBHR

S3 M HERER

T AEERAEE S3 M HRERERZEX « BiI &M ILM MRAIFN ILM RESRYZERLL
Kz StorageGRID¥fER S3 ¥ E RV REF A HENNRYBRS!

355


../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html
../ilm/managing-objects-with-s3-object-lock.html

fEREE S3 M HERENER

* RSN BRSNS EIE AP BUARE S3 MIMHHERE » ABREM SRR AEELRAT
S3 ¥ SHTE IR ©

* R E S3 MMM EERTEAFE S3HARRAEIAT S3 ¥H#HER#FRE o
* BMAEE S3MITHERER » BEAERAZRE

* BRIEFRAIEE) ILM SRERPRTERRAEASER (B > ERRALBNSHAT S3 U HENRERIE
K)o BRSEERA 2 S3 M #HE o

* BRI S3 I HERER » [CEIERILMY ILM RESSURRENIRARY ILM 5RES > FRIFZRIEPRITARRIRA
FEEX - BIAEE S3YHFHERER » ILM RAA ILM RAIEESERMLE ILM REIZ SR -

A ILM RAMER
MRERRAZE S3 MHHERE > BINERMARPIEES ILM RIEPRTERRAEF S ER - SRR ERUAB
7 S3 M IHERRFRURER T BERRGRMENEARAREFRIEN

* EXARILE D MERRIYHBRIA N —EIRRREEZ o

* BERIAKAERERSHNE— TR ERER B ISREN HFHR L -

* MR EAREFERREE LT o

* MERAPEDE—ITHAILSE 0 XFE » £ BIEE (FR2EE -

* MERAFEDE—TUARRE [KEl °

ILM SRBSHIE K
ErFZ2is S3 Y HHERTEE @ SEBFIEEH ILM R URRE RN A EFRE o

* JEBIEIEEE) ILM REEPRITERRRILANG
* AEBRRAEBERNARRAE S3 M HE KRB B ERGRMINSERNEEFRPMHE
* GRRAEERARTARERTNYG ; REREREA S3 MHHENEREGRIE -

"S3 WHFEHERIER ILM SREREE A"

FYFR S3 ¥ SR E BIRTFARAIER

* UNER % StorageGRIDZ AN T 213 S3 MIHHERE @ A UERBR A SRS - HAEEEE API I
S3 RESTAPI ZBIIEAT S3 ¥4 HTENFER o

" AREFTEAER S3 MR > RISRTERMAF RN S3 M  WRZARRARFREA S3 MfHH
E o

* EARFIREA S3 WHHHER > StorageGRIDE BENAZHEFRBURMZAES - MEE(FA S3 MHHE
N E (SRR A o

* BE - GRAIUERERFEEESS « HAFREE API 8 S3 REST AP e E#EFRIEERRAERNFRE
HAR - RAFRNTERFAEREEERANNEERFRERRLA B CHNRERENTTYMN - EAILUEBATELE
BEMHRTRAREERERAMREE L ARERELEERE -

* BRA S3 ¥R RIER I RIER A B E o
* BT S3 Yk SEmERFERASZIE CloudMirror 884 o

356



EXFR S3 ¥ SRV R RV R

* AT REVHIRE > S UARFRIEEERFERE » 1o UASEYHRRAISERERTE o AJLUER
S3 AP IEEATETE] S3 REST API I5EMIHARIZERTE ©

* REREERRE—MIFRE - YHRAFTURR A RESR QPN SERERE » WERBAAHPZ—
) REMEETRE - BWHEEREHIRUGEREREEFREFKPIEERRRZ o LRI LEZILZYIHEY
Hihizs > BFRFZ RIS AT AR AT RIFEREA RS o
FYR S3 ¥ SRV R PR E s B A
ERA S3 M HER » REFERFRPOSEY S SEELI TR -
1. ¥ HRER
EVMHIRAHIEERAT S3 M EHENRHERE - REATIRERE !

° MRBWMHEE T RERE > MIERYHRBRNERE © HATERMEFRKRE TR KBS
c MRRAB/MHEERERE » A ERERFEERRE WRFE -
* MFRRERBMH R FRIEEFRERE » AIRMHERR S3 MHFHERE
MREATRERE > WYHER S3 EREERNTERIR EIRE
2. MR E IR

StorageGRIDE #FEER FREVHHIZERIA » WIRBIEERVHAR o ¥IHRIARIFELI B EMRI LUK H#E

@%EE?E@J ILM SRESFREVAERRANRTE - RIFREVHE S AT U EZEIRB IR Z AT MIFRBUR I E R E1E
T o

© MREEMHEREGEFRBZT > MEREFRBENSM - ERASEEMRZIE o
HERAEER

* "ERII S3 ETEIR"

* "EEHT S3 M ETRR A"

* "f§5F S3 REST API :R7E S3 ¥4 8H"

* "E5 7 . FFE S3 WMHEHER ILM SRR

SR S3 ¥t

WNR S3 HEPRRPEREMHERKFEEETEREX » B BEAE(EStorageGRIDA
(RERFE S3 MIHEERE o B2 S3 ¥ BEERE A5 T S3 AP EAEER S3 ¥t
HERBRIMNSIEFEENYHE -
FAYaZ Al

* {RA"Root{ZEVER" -

* REER"ZIENEERERR" -

s MBEET SSYMHHEEIERE  WH THEEPRRFESEIE o

* [MEEREH ILM REEPHTERRBTEENRK o B'EILTER ILM R T 15 o

357


https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
https://docs.netapp.com/zh-tw/storagegrid-119/s3/use-s3-api-for-s3-object-lock.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html
creating-default-ilm-rule.html

RARSHEAETS

MAREESVARAEE S3YHHERE » UAFHARERERILEHA S3 MHHERMHEER ° ILRE
—ERA > mEAER o

B2 S3 M HERER » BEREHARNESHRAMRTE  BUAILRER » SEMHRE/ S3 MHHEERTE
BURAR E I A B K8y StorageGRIDRRZS ©

P ARMRTCEWER - NREERSAIRRZAAIStorageGRIDEI R ILER E - Bl S3 ¥ HER

@ T BEIENA o & n] LUE4E {F FE StorageGRIDAREIRIRAHARERNRE ; B2 » BEEENL
MR HER - BRAEFAEE > 32E "NetAppilE © UNfAI7EStorageGRID 11.5 EIRERR
EPNEFeR R

1. 312 iCE > A4 > S3 WMHHE -

IR TS3 ¥ EHERE) HE °

2. JEIZRIA S3 M HE” ©
3. BEEFER” o

HHIRFEABEAEIE » RERICRRFY S3 MIF T RIAISAT ©
4. MBEREBHBERGKBA S3 W > HRIE OK o
EEERE

° WNRIES) ILM RIS TERRAIFSER > Bl S3 MHHERE G HBREMASEAE > TE&EEEM o
° MRFERZFRAAFEENR > MG HIRER - COBRRITMES—EE S GRRBEAETERRRAR
ILM ZRES o B HERE" - AR > BIE—ERRES - BIRE > WEREE - HEIL ILM SRES"LESEREA ©
fRREHT S3 WM E N E MR SR M EC B Ry h BBy — B4 EER
SNRER RO SRS ERY S EREFERSRARER - AIAEREWHE) S3 HAFERE
EBEERE S3 I HHENERGHRMERE °

WERAT S3YHHEE (HERGRE) NRFEFROERFRBRIUEERLERTE - fIg > £ S3 YHFHER
HAREREIEREERIFREENGEAFREZT °

EHAFFERAEEN S3 EEFERMIYHRAIRER > StorageGRIDE E 5 17 Bl BEAE RV HEFE R 4
TTER - MRASKEERF O S ERFFEAREAERAMEAEM RS » AlgE0iESR -

503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever

ILM 3R 2 66 1 | HARTERIEMRRISRERE
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.

* Objects processed by this rule will not be deleted by ILM,
Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1 Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
+ . Tenant is Finance
I 5+ 53 Bucket finance-records (7] s
Bucket name is finance-records
Default Two Copies Two Data Centers
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Object size v greater than v 1 - MB v
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

Object size ~ greater than v 1 < MB v X
and Key w ends with w Jpg »
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 & MB v ¥
and Key ~ ends with L .png N
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Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule
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Older Object Versions: Two Copies Two Years

Description (optional)
Older versions only

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
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Strict ingest to guarantee Paris data center

Used in active policy: No Reference time:

Used in proposed policy: No

| Edit | |Remoue

| Clone

Filters

This rule applies if:
* Tenant is Paris tenant

And itonly applies if objects have this metadata:
* Location constraint is eu-west-3

Time period and placements

Retention diagram Placement instructions
Sort placements by Time period

Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict

Day0
L

Day 0 - fi
R 2 replicated copies - Site 1

Duration Forever

Compliant: Yes . Ingest behavior:

Strict

Ingest time

Replicated copy
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Active policy Policy history
Policy name: Data Protection for Two Sites (2 rules)
Reason for change : Data protection for two sites (using 2 rules)
Start date: 2022-10-11 10:37:11 MDT
Policy rules Retention diagram
Rule order Rule name Filters @
1 One-Site Erasure Coding for Tenant A Tenant is Tenant A
Default Two-Site Replication for Other Tenants
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