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StorageGRID dashboard

~  You have 4 notifications: 1 @

Overview Performance

Storage

3 A

ILM

Nodes

Actions ‘

Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determinas the metadata space available in
the gr .r_I
. Metadata space 2]
Sitename % + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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MM EIEAPIE R SwaggerfIRAPITE & o Swagger IRt T HEMFERENTE » AFHEASMIEAZEAERER
API 7£StorageGRIDH T TENFRFRLE ©
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1. AR EERRED  EEEBRIEEEAPI X4 o

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BEFERTLAE APl SIfTIR(E » 557EStorageGRIDEE AP| B L& BifFFAA API XXfF o
FAE API INBEEK » MAFITIEA] o StorageGRIDFAA Iz th & 2E&A KA API s o

3. EBBFERHURIE o
FERA AP| $&1FEs » We] LABEIRTFRY HTTP #24F » 4140 GET * PUT ~ UPDATE # DELETE °

4. BFE—E HTTP I2EREEFRFMER » BHEiRE URL ~ ERSFHAIESHMTR « FRIEXHIEG
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Qroups Operations on groups v

= e —— . -
| LES BN /grid/groups Lists Grid Administrator Groups a
Parameters Try it out
Name Description
type
string filter by group type
guery)

Available values : local, federated

v
limit
integer maximum number of resulls
QuEry 3 .
) Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
3 _ﬁl
inCludeMarker
baclesn if set, the marker element 5 also returmned
v
order
string pagination order (desc requires marker)
{Qucry }
Avaiiabie values | asc, desc
w
Responses Response content type [ application/json - ]
Code Description
200

successiully retrieved

Example Vialue = Modesl

“responseTime 83-29T14:22:19. 67327,
“status®: =
“apiversion

L

HEFREESHFEHLMBH > HIINEHENERE ID - AR > BUSELE(E < LrRIERERZELRER API 5
RERBUSFREBVE

RESTRESERRAFRRES - NRR  CALURE L T RESEBANER o
BB A o

RUEAFRBNSH > NREBEEREREY -

BT o

EEEERBUREHRRERY o
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()  iEEEaaA AP REBIRE -

* accounts : BIRfEFHAFIRENIRIE » SIEEIINRAMBRATEIRS NRFERBER
* alert-history : B RERAVIRIE o

* alert-receivers : HERBMIZWE (BEFEH) AMURE-

* alert-rules : ¥ ERRAIAYIRIE o

* alert-silences : LIRFFINIRIE o

< EIREHRIgE

© BET L I BB B AVIRIE o

* auth | PITEAE GEEDERIRE -

AR EIE AP| SZ1E Bearer Token BB HE - BEEA » EEEEBMDEREAERE JSON EREHIRMFER
EfBIH=ZEE (Bl POST /api/v3/authorize) o WIRERAEEENI > AEELIZE2SHE - KBTER
48 AP| s RAVIZEEEPIZ ML SR2 (“Authorization: Bearer token”) o S HEHETE 16 /\E{&IBHA o

@ WNERAStorageGRIDRAMREIA 7 E—E 4% » AN BRITARN T BETEMERE - F288W 1
WMREAATE—T8 > BH API E1TBREE] o

ERREEMNREREMNESR » F2HE MBS RBE -

* client-certificates : 52 E X P in/&sEHVIRIE - UERTLUERIMNIEEIE T AL 2 MTFEStorageGRID °
* config : BUAIREIE API BYEmE M RZERARVIRIE o SR LT EmERhRAZAR A IR EREE

APl EERRZ » It Be]LUEA API FIEBRRA ©

* deactivated-features : EERGEEEANTHAERVIRIE o

* dns-servers : 7S E B2 ERISMEE DNS AARSIHVIZLE o

* drive-details : $TEFE FTF R E R IEAVMABRISAVIRIE o

* endpoint-domain-names : 582K S3 inEEABIEAVIRLE ©

* BRBRARES | HHRIRRIS R EERVIRIE o

* BT IERRME ORIEER) o

* expansion-nodes : EFIRIE (RIZLELR) o

* expansion-sites : IEFTIR(E (WHEEELR) o

* grid-networks : |t i & B 4R AT B IE B HVIRIE o

* grid-passwords : 4IRBRIEEIRIR(E o

* groups : BIEAEARSIESEHAMUINT LDAP FRSIGRE S AR SIESEHARIRIE o
* identity-source : REIMBH KR FENE L B S BHAAMEREEHARE
*ilm : B EMBHIAEIE (ILM) BWR(E -
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* in-progress-procedures : 2R BRTIEEETHHEERRF ©
* license : HEEU BB HStorageGRIDEFAJ B AYIRAE ©
* logs : WNEMTEH BFIERARE v

* {512 | ¥ StorageGRIDIGIZAYIRIE » B1EE — R BEA BN RS IEIZ T A — R PSR A S EIEIZE:H o RS
12 API £/ Prometheus RMAEIE T AEARIRERIIR o BRAEIL Prometheus THMIEE » :52H
Prometheus #8i} o

@ IeE8iEprivate HATREMAEIPER o SLi5IE1EStorageGRIDAR A Z BIAT SE & A E1E
» RARSZITE ©

* node-details : ¥iEIRLFARERIIRIE o

* node-health : EIELEZERARREAVIRIE o

* node-storage-state : HEIELETFARRERVIRIE ©

* ntp-servers : §|H S E MNP RIRIFE (NTP) RIARZSEVIRIE ©
© Wt L SR TTERIAVIRLE o

* A8 IRAEIBTRRVIRIE o

* recovery-package : TEEREMHHIIRIE o

* regions : {EfRFNEI EIHAVIRIE o

* s3-object-lock : ¥Z15 S3 ¥4 IHE 5% EHIIRIE o

* server-certificate : #5f7l F#7 Grid Manager {RIAR28/&EAVIRIE ©
* snmp : ¥ BHI SNMP FCEHEITIR(E -

* storage-watermarks : E7FEIEEZIKE] o

* traffic-classes : JRE D IARBEAVIRIE

* untrusted-client-network : HRZEENE P IRHER R EEITIRIE ©
* FAE RN ESERRESIERERENRE -

IR EIE API RRASIZES
AN EIE AP £ B AR A6 2R SZ 1R i Fh R - 4R o
40 > tEEER URL 357 API B9RRZS 4 ©

https://hostname or ip address/api/v4/authorize

EMEEERTETNEER > AP| NEZRAMEHRIE - EETRERBENEER » API IREREME
YN - ABAREMERERINFB nRE SR B

LU S AIERBRENEIAR R i & B RVR R SR AR API RS
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AP| 4 ERTY Ehk Hrhk s

BERRAER 2.1 2.2
BERATEE 2.1 3.0

B RZ & StorageGRIDERRERT » EEUBRITHRAHI APl o B2 » BEFH4kEStorageGRIDBIFTINAERRZSEF » &1
SARI U IZEXE D —{EStorageGRIDINAERR A HIEE API R4S ©

@ SR UBC B T EAIHR S - 5523 Swagger AP X489 config B8 UL T R E4HEIEAPI" T RS
% o EHFAE APl BRIRUERMIRAE » SEZERHERENZIE

BRAEREBUTANECACER
* [CIfESEZA“Deprecated: true”

* JSON EIFEXA2EE ldeprecated] : true
* EEANESEMMEE nms.log o FU0 :

Received call to deprecated v2 API at POST "/api/v2/authorize"

HEE BRTHRANSZ IR IHILE API ARZS
£/ "GET /versions’API ;5K ELISZ 1B/ API ZERRAIEE o ILFEKRAIAS Swagger APl SX{4HY config &%) ©

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": |
2,
3,
4

AFAKISE APl RS

TR AR FARISS-ISTE API HRZAS(/api/v4) BiiEE(Api-Version: 4) o MIRTRAEMEE > BIREE
e R ERIEE o

14


../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

FhIEEEuLEAERA%E (CSRF)

CAILAER CSRF < W 3IB5RERA cookie RIS 177 5&5E ?ﬁéﬁ'ﬁ%ﬂbﬁﬁJJ:EJr*i‘JStorageGRlD
RUESIARGEARIBIE (CSRF) WE - (@R EEGNAAF EESEEHRALL LRI ; H
fth APl BRIREIUIEEAREERTRAE o

;_IQLX%%%Z:E%HHE’J AR (BIENFER HTTP RE POST) MKREBERLUEREAEREDR cookie #HFLER

StorageGRID:E B CSRF < HEREBIBFE CSRF WE - BiA% » 15 cookie AR ERS EIRBERHIFE
POST [EX2#HIARHER °

EERMBZINGE » 35/ T csrfToken B8 true TEEHEEHAR - TERER falseo

N

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

EAER GridCsrfToken cookie SREABANEAFREIRF0PEME » W H "AccountCsriToken' 25 AT
BEIESS > cookie :2E 7 —EPEI(E o

WNRTZTE cookie » BIFF AT LUER A LHRREREER (POST « PUT * PATCH ~ DELETE) #WEBGSE THARBRZ

EI

* 38 "X-Csrf-Token 1258 » 1ZZERYERES CSRF £ cookie I{E ©
* WSS REBEETIEMIEEL | "csrfToken REFIEMNEREZL8 -

A2 RS L API XIS EZ SEHIFMFMAEN -

@ RET CSRF 2h cookie FUsA KRG EHMEMZEE JSON AR ERRHVARIAHIHIT Content-
Type : application/json) 1ZF& > YE%& CSRF I&%B’J%’E%ﬁ-& °

WNREYR T E—E 8% » sAfEF API
WMEREATE—%A (Active Directory) > BIfEEF API
MBIRB"RELEVHE—E A (SSO) "It B&fEA Active Directory %4 SSO 121H1EF
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» B ZBEE H—&R S AP| s RS EEREIE AP Sl AR EIE APl BB 175358
S -
WNERENF T BE—E%&% » Sign inAPI
ANRIG(ER Active Directory 1E2 SSO B 1RHtE » BSLERAFER
FAtaZ Al
* [RENEEH StorageGRIDFE A EEHENE SR &R SSO FHEERBMES o
* NREABZEVFERAER SR AP| » (REEXEFEBAIRE ID ©
RAR LEAEFS
EENRFEMEESHE » o UFERATYEHAZz—

* J& storagegrid-ssoauth.py Python M7 » {IffstorageGRIDZEEB & (/roms ¥/2 Red Hat
Enterprise Linux > "./debs % Ubuntu 3 Debian > L& *./vsphere ¥/2 VMware) ©

* curl FERATIERIZEEH) o
NRHITEREKIE > curl TIEMIZAIAEG AR - MRIBEEHEILITHER | A valid

SubjectConfirmation was not found on this Response ©

(D) #6 cunl TEREFEREEBIREMEREET -

WMREEE URL fRISMHEIRE > ErISEE B LA TR | Unsupported SAML version ©

1. BEUTAZEZ—RESEHMNEESHE !
° {§H "storagegrid-ssoauth.py Python filZs o EFIHLER 2 o
° fEF curl FEK - BEIPER 3 o
2. NR{RAEERA “storagegrid-ssoauth.py filZs » #EI A EELSPythonfiEFE s B TII A

HIRERE - WAL T2HEE :

° 8SO 737% ° #i A ADFS B adfs ©

° SSO fEREXTE

° 22t Storage GRIDAYATI

° StorageGRIDAYir 3t

° MREABFERFEAFEIE AP > FRAEABFIRE ID o
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e

s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

it PR it 7 StorageGRIDIRE S HE © IRTE > ERI LGRS AR EMEEK » FHILTARER SSO KfER AP
AT o

3. UNRITAERER curl 553K > SAER ISP o
a. BEAB AFRHRRVER -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ EEFERENREIE APl > :5{#H 0 {EA TENANTACCOUNTID ©

b. ZBEIZNEEENFDERE URL » 5558 H POST 553K /api/v3/authorize-saml » MAEEIEARIER
EBSMEY JSON 4R1EE o

IEEEREETR T H 52 510 5:E URL B9 POST 53K TENANTACCOUNTID ° 45 RAFHIE4LS "python -m
json.tool P& JSON #RAS ©

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

IEEEAINEIRE S4EE URL RISHZEE URL > B EFEEESMNY JSON #REERE -

17
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#%F "SAMLRequest {tEIFEFES AR EER THEN °

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

d. #£ AD FS S B2 R P iHzEX ID B2 URL ©

—EEEEEA L —EREFH URL BEREARE -

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

EfEEEEFiHAKID :

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEEFHNZERIHFEXK ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. RICRYEEN L —(EREEXEIRERE -

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS iR[E] 302 EE M » WIFIZEFE S HME o

@ MNRIETHY SSO R T ZARFMNEESE (MFA) » REMER B 2% _([EZEIHM
B o

JReE

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. {#7F "MSISAuth 2K B [ElfERY cookie °

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. {EFAZREEE POST # cookie MISEMI B 2% GET 25K o

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

[EIfEEERE1 S AD FS B EMUHHEBEHER » RRIRERENXRERITES
SAMLResponse °
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {72 "'SAMLResponse' 3R B P i1

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- (FFEF#EFEH SAMLResponse * EII—{EStorageGRID/api/saml-responseihiKE4 StorageGRID
B1nEE TR o

77T RelayState ’ EFTARAFIRE ID > HMREBZABIREIEAPI > BIEA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

EEEZ SRR



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. REIEFRIS D8RS < #7743 MYTOKEN °

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CIRTEAT LA "MYTOKEN SR EthsEK » $8IURR(ER SSO KHFEH API FIAR o

MRERA T E—EEk > 5FRL API

MNREEEE—ZA (SSO) » BINBEEH—FRT API 55RAFEE LR EIE AP AR EEE API o I1RIEE
FA Active Directory {E% SSO B3Rt » BIERELL:REA
RS LEAETS
MREE > A UMABAE —B HEmEHStorageGRID API © 5 » AU StorageGRIDABES BE—&H
(SLO) » EEEHFMMIStorageGRIDAEH S HE o

1. BEEEEBENTHFAER » 55% cookie Tsso=true) fHiE45 SLOAPI :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

3R[E]EEEH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {#7F518H URL

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. AEH URL 83X KLU SLO I &3 E)[o]lStorageGRID ©

curl --include "SLOGOUT REQUEST"

3R[E] 302 EFE - EERUEFNEAIREAPI B o

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MBRStorageGRIDAE L% o

fi|p&StorageGRIDZA < HEHI A L ER A SSO B AER o AR FKIE M cookie“sso=true” » BIfEREH
¥¢StorageGRIDAEH > MAZF L SSO AREE ©

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@ "204 No Content B[fERTAFIRIEEEL °

HTTP/1.1 204 No Content

WMREIRA T E—F % > Al{ER API (Azure)

MRIRB"HELEEE—&A (SSO) "I H&fER Azure 1E4 SSO IRHIZF » AT LU(E
MBS A A REFSH AR EIE AP AR EI1E AP BB ERESHE o

WREAT Azure E—E A » Sign inAPI
WNRIE(ER Azure 1% SSO BiRfitE » HIELLERAERE
FtaZ Al
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* BB StorageGRIDERE BHAM B SEAER SSO B FEBHuULFNZHE o
* MRECBENEAREIE AP MEEMEHRBHAIRE ID o
RS LEAETS
LENSEDRETE  EoIUEA TSGR
* 5 'storagegrid-ssoauth-azure.py Python filZs
* 35 'storagegrid-ssoauth-azure.js'"Node.js il Z<

7 MBI 2 &R i1 2 Storage GRID R 2512 B #:H (" ./rpms 5% Red Hat Enterprise Linux » ./debs A% Ubuntu
8% Debian » W *./vsphere ¥15% VMware) ©

ERBIEECH Azure API 5% » 55288 “storagegrid-ssoauth-azure.py JilZs o Python ilZs B 3%
[B)StorageGRIDEEHMEAR (JcENIS SAMLRequest » SABEVSIZIESHR) > thIFL Node.js I4sE2 Azure B
BILLEI1T SSO 21E ©

SSO RERI AT BE—FRT API 35KKHIT » BEFRMIL ARG E o Puppeteer Node.js 1248 FIFA#IEY Azure SSO
7 o

WNRTBE] URL 4RISMRE > o sEE B EILA #5852 | Unsupported SAML version ©
IR

1. ZZEEPTRRIKRFETE » MNTFFAR
a. &% Node.js (2R "https://nodejs.org/en/download/") o
b. Z4EFREER Node.js 1840 (puppeteer #1 jsdom)

npm install -g <module>
2. #& Python IZS{E3E4S Python FEF2E3 AR ITELRINZR o
SR > Python MIZSHE PN ¥ FERY Node.js IZSZRETT Azure SSO & ©
3. WIRRTE » MAUT2HNE (RERLBEEEM)
° AE A Azure B SSO BT Ep{ithit
° StorageGRIDAY{ir it

© MMREEEFEFERFEE AP FRATHAFIRE ID
4. MIRETE - BAZIBILEERFTE Azure ERER M MFA 21 o

sso-email-address userfmy -dosain.com
p.2.com --tenant -account-id- @

Enter - the-us

- "success” ,  "apiVersion':

(D ZIZABREEF Microsoft Authenticator 528 MFA o & A] AE R &M AU TR E A2 89
MFA (flgnEs A SRR EIBIRES) o
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https://nodejs.org/en/download/

BtH AR T StorageGRIDIRE L hE © IRIE > EAILGR AR EMEER - LK ER SSO KfEF API
B

WNRENA T E—E &% > BIfER APl (PingFederate)

WRIRB"ZELEFEE—ZA (SSO) "I H&EMA PingFederate /E4 SSO 121H12F% »
%ﬁ%ﬁﬁ—%WAM%XUH%ﬁﬁ%%ﬂAMﬁﬁ%ﬁ%ﬁAMﬁﬁ%%ﬁ%%@

WMRESA T E—&EE > Sign inAPI

ANRIE(ER PingFederate 1% SSO B HE » RIBERAELLERA

FIdaZ Al
* RHZEE R StorageGRIDFE A EEHHNIH S FEAED SSO HHELBME -
s MREEEFEFEAREIE AP KEBHEHEAEKRE ID o

BRAS I ERS
HERREMERESHE T UER T &@Az—

* 58 storagegrid-ssoauth.py Python M7 » {IffStorageGRIDZEEB A (/roms ¥/2 Red Hat
Enterprise Linux > "./debs % Ubuntu 3 Debian > L& "./vsphere ¥72 VMware) ©

* curl BRI TIETRIZEEA] o
MBRHITEREKIE > curl TERIZAIRER B o MoISE BRI THR | A valid

SubjectConfirmation was not found on this Response ©
(D) #6 cunl TEREFEREEBIREMEREET -
WMREEE URL ARISREIRE > EoISEE B TR | Unsupported SAML version ©

1. BEUTAZEZ—REGEHMNEESHE !
° {§H “storagegrid-ssoauth.py Python filZs o ERZIHLER 2 o
° {1 curl FEK - BEIDER 3 o
2. NR{RAEERA “storagegrid-ssoauth.py filZs » #EAI A EEASPythonfiEFE 25 I iB I TII A
HIRERTREF > AT 2HME -
° 8SO A& o el U A Tpingfederate] BIE(EIEHEE (PINGFEDERATE ~ pingfederate £%§) o
° SSO fEAEHLTE
o Z2#EStorageGRIDAYABIE o LEHANI AR PingFederate o &R LG EH BB = e @i A {F A o
° StorageGRIDAY1ir 3t
° MRTREFEFEALEE AP > FEATHREEIRS ID ©
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python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

Fit PR T StorageGRIDIXE S [ © IR7E > EAILUS L AR EMEER » LKA SSO KfER AP
BT o

3. MNRITAEMER curl 5K > BER TP o
a. BIREAMBNEEH -
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ EEFRRENREIE APl > 55 0 {EA TENANTACCOUNTID ©

EEHWEEEZENEDEEEE URL » 5538 POST 58K /api/v3/authorize-saml > M{E[EIFEFMIBR
%E%E’J JSON #RHE o

L& FIRET T #1¥f TENANTACCOUNTID HIZEEEEREE URL BY POST E3K o #ARAFFIELS python -m
json.tool LAffIFR JSON #RES o

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

LEEEAIRIEIRE 4838 URL RISAIZEE URL » B ELIEZESMNY JSON 4RASE -
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"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#1F "SAMLRequest EEIFEHESENEBEMSTHEHT o

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?...

d. EEH[CIFER cookie » i [CIFECIFE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. FEH “pf.adapterld’{& > i [C]ZE[CIFE :

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. BBt hrefE (MIPREZRBIRIR) - MEIREEFAE

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g LR EEE :

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. 23X cookie f1/&:% -
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. {872 'SAMLResponse' 3R B FEiiE (I

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- (FFEF#ER SAMLResponse * EII—{EStorageGRID/api/saml-responseihikE4 StorageGRID
BHEEE TR

77T RelayState ’ fEFTHRAFIRE ID > HMREZABIEEIEAPI > BIfEFA 0 °

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

CIEESSMERE<HE

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. R[OS D8RR < R #TF 4 MYTOKEN ©

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ICIRTERIAER "MYTOKEN B EHAthsEK » SR REER SSO K e API BYA T ©

WMREAAT E—F# > FHRH API

MRERAE—EA (SSO) > AINEREE—RT AP AR S LA EIE AP FEAF EIE APl - INRIEE
F PingFederate £ SSO BiRitE » BIEAELERA

R LEAEFS
MREE > S URHESHNE—ZHBEEE HStorageGRID API » (& » &R LI StorageGRID#E2¥ B8 —& H
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(SLO) » EFEEHFMAIStorageGRIDAEHSHE ©

1. BEBELEENTHFEK » 5 cookie sso=true| {FiE4L SLO API :

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

JEIE13E8H URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. (#1718 URL ©

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. AEH URL 253555 R U SLO M EFE M EIStorageGRID ©

curl --include "S$SLOGOUT REQUEST"

3R[O] 302 ZFE - EEMMUENBEANEAPI EH ©

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIFRStorageGRIDAEH S H o

filFRStorageGRIDA TR A ELZE SSO KA TER MR KIEH “cookie“sso=true” » BIFERER
tStorageGRIDAE L » MAERZE SSO ARRE ©
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

—{@& "204 No Content' BIfERTARIREERY ©

HTTP/1.1 204 No Content

5 API (ZFTHAE

BRI ERYEREIE APl 522 {2 StorageGRID R Y LETHAE o B FEISTHAE(SE AT -
1E A ANBBE A MR IR T EL 52 TH RE AR BA RV EFSBIRERR ©

RS LEAETS

R FTHAE A o] R G FH LE 7 EXStorage GRID R R R RIS LETNAE o (FRAREIALIAERE LR EEAE A A Root FEY
RN EIERHACERE LRI E—T0% ©

ETRICHEENAER » FERUTHER !

_REAR—RIRFHER - BBRUBARIRFKIAEHStorageGRIDAMIHFEE - 2T REHBEEHR
MLZ > A RRRERFEES THAERP RKEEIFREABRIRS -
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